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1. Introduction

This manual is for the network fault monitoring software "ThirdEye", which sets out to explain
how to set up and operate ThirdEye.
ThirdEye is a network failure monitoring tool that can be used in a wide range of environments

from small network environments to large network environments. With ThirdEye, you can:

* Monitoring Polling ICMP Ping, SNMP Polling)

* Monitoring SNMP trap

* Monitoring Time Window

» Management incidents (Severity, Status, Priority, People, Event aggregation)
» Management dashboard (Display statistics graph, Customize widget)

» Management Inventory (Customize display, Sort, Search)

» Management Map (Setting the hierarchy, Map tree view, Incident notification)
e Set monitoring item /Set template

* Excel export of statistical information

* Set Maintenance Window

e Trail management by Terminal Proxy

¢ Email notification when incidents are updated

¢ Compiling the private MIB

e Configuration backup and generation management

1.1 Operating Environment

ThirdEye is provided as a virtual appliance (VA). To use ThirdEye, the following environment is

required.

Item Requirements

Virtualization Platform VMWare ESXi 5.5 or higher
Hyper-V (Windows Server 2012 R2 or
later)

CPU 8 cores or more

Memory 8 GB or more

Hard Disk HDD 1: 8 GB (system area)
HDD 2: 50 GB or more (data area)

Supported Browsers Google Chrome

(We recommend that you use the | Mozilla Firefox

latest version of a compatible browser) | Microsoft Edge

7 Copyright © 2022 LogicVein, Inc.



2. Installation
The installation process for ThirdEye is as follows.
2.1 Installation
2.1.1 Deployment to VMware ESXi

This is the deployment procedure for VMWare ESXi. The following example is for ESXi 6.5.

1. Login to Web UL, then click [Create/Register VM] from [Virtual Machines].

“E?’ Navigator ) | (% LVISupport.test - Virtual Machines

+ [ Host
Manage ) Create | Register VM | Console Poweron @ Power off Suspend | (@ Refresh
Monitor [ virtual machine ~ | Status ~

& Virtual Machines 2 (5] 5 netid-core-2016.02.0201709222101-appliance 0 Normal

2. Select [Deploy a virtual machine from an OVF or OVA file], then click [Next].

31 New virtual machine

- QECICITIND  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements
5 Deployment options
6 Additional settings Deploy a virtlual machine from an OVF or OVA file
T Ready to complete

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files

Create a new virtual machine

Register an existing viriual machine

Back Next Finish Cancel

—~
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3. After entering the virtual machine’s name, drag and drop the LogicVein VA .ova file, then
click [Next].

1 New virtual machine - NetLD Virtual Appliance

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the WM you would like to deploy

3 Select storage

© IR IR A Enter a name for the virtual machine.
5 Deployment options
6 Additional settings

7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

\ NetLD-Virtual Appliance

* @ netld-core-2016.02 0201712061116-appliance ova

Finish Cancel

4. Select storage, then click [Next].

5 New virtual machine - NetlD Virtual Appliance - NetLD-Virtual Appliance

¥ 1 Select creation type Select storage
+ 2 Select OVF and VMDK files

R4 3 Select storage

4 License agreements

Select the datastore in which to store the configuration and disk files.

The following are ible from the resource that you selected. Select the destination datastore for the
5 Deployment options virtual machine configuration files and all of the virtual disks
6 Additional settings
7 Ready to complete Name ~ Capacity ~ Free ~  Type ~ Thinpro...~ | Access ~
Datastore(192 168 30.105) 105.07 GB 9352 GB NFS Supported Single
datastore1 325GB 31.55 GB VMFS5 Supported Single
2items

Finish

9 Copyright © 2022 LogicVein, Inc.



5. Select Network and Disk Provisioning, then click [Next]. *For [Disk Provisioning], [Thin] is

recommended.
ﬁ New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance
¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

R4 4 Deployment options .
Nefwork mappings MAT | VM Netwrk v

5 Ready to complete

Disk provisioning ® Thin  Thick

Back Next Finish Cancel
4

10 Copyright © 2022 LogicVein, Inc.



6. Click [Finish].

1 New virtual machine - NetLD Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files
v 3 Select storage

+ 4 Deployment options

Product Unka
Rl 5 Ready to complete fosue nnonn

Review your settings selection before finishing the wizard

VM Name NetLD-Virtual Appliance
Disks disk1 vmak, disk2 vmdk
Datastore Datastore(192.163.30.105)
Provisioning fype Thin

Network mappings NAT. VM Network

Guest OS Name Other Linux 64-Bit

' Do not refresh your browser while this VM is being deployed.
Lo

Back Next Finish Cancel |

After deployment is completed, please start the new virtual machine.

2.1.2  Windows Hyper-V Deployment
As an example, we will use Windows Server 2016, but you can use Windows 10 Pro also. Please
change according to your environment.
1. Start Hyper-V Manager and click [Action] — [New] — [Virtual Machine] to display the
New Virtual Machine Wizard.

B3 Hyper-V Manager = o X
File Action View Help

o= Quick Create...

Bl New > Virtual Machine..

t Actions
B Import Virtual Machine... Hard Disk... | WRP10 A
Floppy Disk.. CPUUsage  Assigned Memory  Uptim =
Hyper-V Settings... Bl Quick Create..

Virtual Switch Manager.. No virtual machines were found on this server. »

New
Virtual SAN Manager.. [ Import Virtual Machine...

Edit Disk..

| | Hyper-V Settings..

Inspect Disk... l"'"" 23 Virtual Switch Manager..

Stop Service R . Virtual SAN Manager...

Remove Server «& Edit Disk

Refresh &= Inspect Disk...

Help ®) Stop Service
X Remove Server

Dol © Refresh
No tem selected View »

H Hep

< >

Displays the New Virtual Machine Wizard.
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2.

3.

Enter a name for the virtual machine. If desired, change the storage location.

Click [Next].

New Virtual Machine Wizard

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

X

& Specify Name and Location

Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Name: | netlD 18

You can create a folder or use an existing folder to store the virtual machine. If you don't selecta
folder, the virtual machine is stored in the default folder configured for this server.

[ store the virtual machine in a different location
LT \Virtual Machines |

A If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

Browse...

Select [Generation 1] and click [Next].

Before You Begin

Specify Name and Location

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

[E8 New Virtual Machine Wizard

a Specify Generation

Choose the generation of this virtual machine.
(® Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

A\ Once a virtual machine has been created, you cannot change its generation.

M t v i t

e D] e

12 Copyright © 2022 LogicVein, Inc.



4. Set the [Startup memory] and click [Next].

58 New Virtual Machine Wizard X

= Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
. % MB through 12582912 MB. To improve performance, specify more than the minimum amount
Specify Name and Location recommended for the operating system.
Speify Generation Startupmemory: | 8192| MB
] use Dynamic Memory for this virtual machine.
Configure Networking
. When you dedde how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk 0 use the virtual machine and the operating system that it will run.
Installation Options
Summary

<Previous Finish Cancel

5. Next to [Connection:] select a virtual switch for the network connection and click [Next].

8 New Virtual Machine Wizard X

a Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
Specify Nome and Location virtual switch, or it can remain disconnected.

Specify Generation Connection: netlD

Assign Memory

Connect Virtual Hard Disk
Installation Options
Summary

<Previous | Finish Cancel
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6. Select [Connect virtual hard disk later] and click [Next].

58 New Virtual Machine Wizard X

a Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
Specify adocticn storage now or configure it later by modifying the virtual machine’s properties.
Specfy Generation O Create a virtual hard disk
Panicyi Memory Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Name netLD 18.vhdx

Location: C:\Virtual Machines\netLD 18\Virtual Hard Disks\ Browse
Summary

127 GB (Maximum: 64 TB)

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

tion:  C:\Users\WPalmer\Documents\Virtual Machines\ Browse.

(@ Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later,

B | [

7. Click [Finishl].

58 New Virtual Machine Wizard X

a Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
Speri Name sl Location following virtual machine.
Specify Generation Deacription:
Assign Memory Name: netiD 18
Cotorereberg | oo Gt
Connect Virtual Hard Disk Network: neti.D
bord Dk None

To create the virtual machine and dose the wizard, dick Finish.
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8. Right-click the virtual machine you created and click [Settings].

9.

ii Hyper-V Manager
File Action View Help
e A0

3 Processor
4 Virtual processors
= 8 IDE Controller 0
# e Hard Drive
<file>
= 8 IDE Controller 1
DVD Drive
None
&8 scsI Controller
O Network Adapter
netlD
W com1
None
@ com2
None
Diskette Drive
None
2 Man
[x] Name
netlD 18
[] Integration Services
Some services offered
& Checkpoints
Standard

S Smart Paging File Location

C:\Virtual Machines\netlD 18 -

Virtual machine reserve (percentage):
Percent of total system resources:

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

m H -V

15

FH Hyper-v Manager - Actions
R wrp10 Virtual Machines : ) B
Name State CPUUsage  Assigned Memory  Upti T — Y
. < Quick Create...
Connect.. New »
Settings.. % Import Virtual Machine...
S Start [] Hyper-V Settings...
Checkpoii . =8 Virtual Switch Manager...
Vove b i i s e 7. Virtual SAN Manager..
N w4 Edit Disk..
Export..
i & Inspect Disk..
Rename... —
Delete.. W) Stop Service
netlD 18 X Remove Server
Help.
O Refresh
Created: 9/26/2018 7:47:56 PM Clustered: No View »
Configuration Version: 8.3
G = 1 n Help
48 Connect..
Settings...
B setting:
Summary Memory Networking O start
< > | By Checkpoint v
Displays the virtual machine settings user interface.
Click [Processor] and change [Number of virtual processors].
£ Settings for netLD 18 on WRP10 - <
netlD 18 ~| 4 » | O
& Hardware ~ [ 2 erocessor
B* Add Hardware
& B1OS You can modify the number of virtual processors based on the number of processors on
Boot from CD the physical computer. You can also modify other resource control settings.
@ Security Number of virtual processors: =]
Key Storage Drive disabled
W Memory Resource control
8192 MB You can use resource controls to balance resources among virtual machines.

o
o

100

50

100

2t

A\ Hyper-V is not configured to enable processor resource controls.
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10. Click [IDE Controller 0], select [Hard Drivel, and click [Add].

7 Settings for netLD 18 on WRP10

- x
netLD 18 <« » |0
R Hardware 8 1DE Controller
B* Add Hardware
BIOS You can add hard drives and CD/DVD drives to your IDE controller.
Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
@ secrity
Key Storage Drive disabled DVD Drive
W Memory
8192M8

3 Processor
1 Virtual processor

= | IDE Controller 1
() DVD Drive
None
& scsl Controller
9 Network Adapter
netlD
@ com1
None
@ com2
None
[ Diskette Drive
None
A Management
Name

E] Integration Services

Some services offered
Checkpoints

Standard

Smart Paging File Location
C:\Virtual Machines\netiD 18
fY Automatic Start Action

Restart if previously running

IDE Controller 0

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.

11. Click [Browse].

ﬁj Settings for netLD 18 on WRP10

netlD 18 4 » |0
A Hardware s Hard Drive
r Add Hardware
@ BIOS You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from CD operating system is installed on this disk, changing the attachment might prevent the
@ s virtual machine from starting.
curity 2 -
Key Storage Drive disabled Controller: Location:
IDE Controller 0 ~ 1(in use) ~
8192MB Media

# [J Processor
4 Virtual processors
£ [ IDE Controller 0
# ua Hard Drive
<file>
== Hard Drive
<file>
£ [ IDE Controller 1
() DVD Drive
None

I« @
:

»

=z

Name

netiD 18

Integration Services
Some services offered
Checkpoints

Standard

=

&

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Specify the full path to the file.

@® Virtual hard disk:

| New Edit Inspect

o If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the associated file.

J' Remove |
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E7 Open

& v This PC * Windows8_OS (C)

Organize ¥ New folder

Name

# Quick access

Virtual Machines

@ Microsoft Manage RIS

OneDrive wa disk2vhdx

B Thispc
2B 3D Objects
[ Desktop
%| Documents
& Dovnloads
D Music
&= Pictures
B videos
‘== Windows8_0S (C
B soe)

File name: | disk1.vhdx

Virtual Machines * netlD 18 v o

12. Browse to where you saved the downloaded .vhdx files, select disk1.vhdx, and click [Openl].

Date modified Type Size

9/26/2018 747 PM File folder

9/27/2018 9:42 AM Hard Disk Image File 1810432 KB

AM Hard Disk Image File 8192K8

Virtual hard disk files (*vhd;*s

Open Cancel

13. Repeat steps 10 to 12 to add disk2.vhdx.
14. Click the [

] next to [Network Adapter] and select [Advanced Features]. Add a static

MAC address and click [OK].

[ Settings for netLD 18 on WRP10 = X
netlD 18 (3]
& Hardware Advanced Features s
l’ Add Hardware
[ B1O0S MAC address
O Dynamic
@ static
00 |- 00 |- 00 |-/ 00 - 00 |-| 00
=0 p";cesso' MAC address spoofing allows virtual machines to change the source MAC
4 Virtual processors address in outgoing packets to one that is not assigned to them.
= ¥ IDE Controller 0 [[] Enable MAC address spoofing
* ua Hard Drive
B dlskZ‘v-hdx DHCP guard
* H?rd Bt DHCP guard drops DHCP server from v thorized virtual
R disk1.vhdx pretending to be DHCP servers.
= [ IDE Controller 1 O DHCP quard
DVD Drive
None
& scsl Controller Router guard
= 4 Network Adapter Router guard drops router advertisement and redirection messages from
" netiD unauthorized virtual machines pretending to be routers.
Hardware Acceleration [[] Enable router advertisement guard
Advanced Features
‘ coM 1 Protected network
i Move this virtual machine to another duster node if a network disconnection is
@ com2 detected.
None
e Protected network
H Diskette Drive =
None
A0 Port mirroring
lﬂ Name Port mirroring allows the network traffic of a virtual machine to be monitored by
netlD 18 copying incoming and outgoing packets and forwarding the copies to another
’ = virtual machine configured for monitoring.
|| Integration Services
Some services offered Mirroring mode: None v v

R

15. After the deployment is completed, please [Start] and [Connect] to the virtual machine.
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2.2 Configuring network settings
After starting the VMware or Hyper-V virtual machine, some network settings are needed. By
default ThirdEye receives its IP address and configuration from DHCP. Because DHCP only gives
temporary IP addresses, or in an environment without a DHCP server, add a static IP address and
configuration.
* All network settings are keyboard operations.
1. Type [1] to add a [Static IP Address].

LogicVein - Core 3Seruver
https:,s172.18.57.20
Netuworking:

IP Address: 172.18.57.20 Netmask: 255.255.255.240
Gateway: 172.18.57.18 DNS: 172.18.57.18 172.18.57.18
Hostname: netlD Interface: ethd
NTP Server: pool.ntp.org 35H Server: Rumming
Time: 2021-04-08 06:38 UTC Backup: Local

MAC Addr: 00:0C:29:20:88:D1
Revision : Z02102Z6.0955

03 Version: Z019.23.0-Z0Z102Z60955
OVA Build : 1614334547

Settings menu:

Static IP Address
=[2]1 DHCP
[31 35H Server
[4]1 Import Data
[S5]1 Aidmin Tools
[6]1 Reboot
[7?]1 Power Off
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2. Type [1] to

Networking:

IP Address:
Gateway:
Hostname :
NTP 3Server:

Revision
0S8 Version:
ovAa Build :

Interface

select [ethO (Primary)].

Netmask:
DNS:
Interface:
SSH Server:

netld
pool.ntp.org

etho
Not Rumning

t 20180628 .0020

2017.00.0201806280020
1530114059

Settings menu:

[1]1 eth® (Primary)
[Z] ethl (Optional)

3. Enter the following items to match your network environment, and type [yl to save the

setting.
Item Description Required
Hostname Enter the desired hostname v
NTP Server Enter DNS name or IP address of the NTP | v/
server
IP Address Enter the desired IP address 4
Netmask Enter your subnet mask v
Gateway Enter the default gateway IP address v
DNS 1 Enter the IP address of your primary DNS | v/
server
DNS 2 Enter the IP address of your secondary DNS | X
(Optional) server

Enter STATIC network settings:

Hostname: netld-hyper-v

NTP Server: pool.ntp.org
IP Address: 192.168.1.5

Netmask: 255.255.255.0
Gateway: 192.168.1.1

DNS 1: 192.168.1.1

DNS 2: 192.168.2.1

Do you want to SAVE

and APPLY these settings? (ys/N) [default: N1 _

After saving the setting, the service is automatically restarted.
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2.3 Applying a license
Apply the license and activate the product

1. Use a web browser to enter the ThirdEye address for access.
https://<IP_address>/
* Specify an IP address or FQDN (Fully Qualified Domain Name) for <IP_address>.

2. The license authentication screen is displayed. Copy and paste the activation key, enter it, and
click [Authentication].

S ANERRBENT!
4o ANERRAENT

SEETRVESCRYAR

The service is automatically restarted, and licensing is complete.
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3. Login / Logout

To log in / out, follow the steps below

3.1 Logging in

1. Open a web browser and enter the address of ThirdEye and access it.

https!//<IP_address>/ or https://< Fully Qualified Domain Name>

2. On the login screen, enter the [Username] and [Password] and click [Login].

©ThirdEye

Usemame: |acmin

* The default username is “admin” (Do not enter quotation marks.) and the password is
“password”

When logging in, the top screen of ThirdEye is displayed.

3.2 Log out
1. Click [Logout] on the upper right of the screen.

admin Logout Settings Help

When logging out, the ThirdEye login screen is displayed.
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4. Screen Structure

4.1 Screen structure and role of each part
Describes the screen structure of ThirdEye.

—'-lsxample Dashboard |
: Cla s
@

No. | Name Explanation

@ | Main tab This tab switches the main screen.

@ | Main display The screen corresponding to the tab selected on
the main tab is displayed.

@ | Global menu This menu is fixedly displayed in the upper right
corner of the screen.

4.1.1 Main tab configuration

Tab Explanation

Dashboard Display the dashboard. For details, see 5.5 Creating a
dashboard.

Inventory Displays registered devices as an inventory (list).

Jobs Displays a list of jobs.

Terminal Proxy | Displays a list of records when the terminal is
connected to the device.
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Tab Explanation

Monitors Configure monitoring settings.
Incidents Displays a list of incidents.
Map Display the map. In the map, you can create, edit, and

delete maps.
MIBs Search and browse MIBs.

4.1.2 Global menu structure

Name Explanation

User The current login username is displayed.

Logout Log out of ThirdEye.

Setting The various settings ([Server Settings]) screen is
displayed.

Help The help menu is displayed.
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5. Basic Settings

This section discusses the basic settings for ThirdEye's monitoring.

5.1 Setting the SNMP community
When monitoring from a monitored device using SNMP, it is necessary to set the SNMP
community (hereinafter called “community name”) that has already been set to the monitored
device to ThirdEye. Set the community name in [Inventoryl-> [Credential] on the device tab. There

are two ways to set credentials: "Dynamic" and "Static".

Description | Explanation

Dynamic Set common credentials for the address range.
This is useful when a common community name is set for monitored
devices.

* Up to three credentials can be registered in one network group.

Static Set credentials for each IP address.

Use this when a different community name is set for each monitored

device.

5.1.1 Setting a common SNMP community

If a common community name is set for the monitored devices, use "Dynamic".

1. Select the Inventory tab and click [Inventory] > [Credentiall.

admin Logout Settings Help

== Device | &= Inventory h', Reports
| Credentials
S Protocols

Add
= Add new device
&= Discover new devices
Import/Export
B | Export inventory as Excel file..
B | Save inventory import Excel template..
B | Import/update inventory from Excel file...
Manage

[0 Device Tags

Ll
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Click [ = kAdd)] or [Add New Network Groupl].

Credentials

Metwork Groups

Use network groups to define groups of devices that reguire specific credentials for authentication.

% Add a new network group.

C 1SRNy
OK Cancel

2. Enter the network group name, select “Dynamic”, and click [OK].

Credentials

New Network Group

Enter a new name for this network group.

all-devices

* Dyramic - Credertials by CIDR, Range, Wildcard
e.q.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

Static - Credentials by specific IP address
e.0) 192.168.1.1

OK Cancel
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3. Enter the network group address range in the [Add Address] field and click
[ < |(Add)]. Enter the community name of the monitored device in the “SNMP Get
Community” field of the credential.

Credentials

Metwaork Groups 0.0.0.0/0 Add address:

*all-devices (IP, CIDR, Wildcard, or Range)

Credentials VTY Username:

VTY Password:

Enable Username:

Mew Credentials |

Enable Secret/Password:

SNMP Get Community: | public

SNMPv3 Authentication Usemame: |

SNMPv3 Authentication Password: |

ﬂﬂ ¢ 4k ﬂ A SMMPy3 Privacy Password: |

4. Click OK to save the settings.

5.1.2 Set SNMP community for each device

If a different community name is set for each monitored device, use "Static".

1. Select the Inventory tab and click [Inventory] > [Credentiall.

admin Logout Settings Help

! Device .".E_llr'.-entur,r ii Reports
:I Credentials
8 Protocols

Add
= Add new device
=3 Discover new devices
Import/Export
B | Export inventory as Excel file..
[ | Save inventory import Excel template...
B | Import/update inventory from Excel file...
MManage

u Device Tags

Lal
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2. Click [ 4 |(Add)] or [Add New Network Group].

Credentials

Metwork Groups

Use network groups to define groups of devices that reguire specific credentials for authentication.

% Add a new network group.

OK Cancel

3. Enter the network group name, select Static, and click [OK].

New Metwork Group

Enter a new name far this network group.

Static-Credentials

Dynamic - Credentials by CIDR, Range, Wildcard
e.g) 192,168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.%

® Static - Credentials by specific IP address
e.g) 192.168.1.1
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4. Click [ % |(Add)] .

Credentials

Metwork Groups . g
Find: 5 @£ K=

*Static-Credentials

*all-devices IP Address VTY Username Enable Username 5NMPv3 Username

®[%]|¢ 2] 4 1-00f0 b
ﬂ Cancel

5. Enter the IP address, and enter the community name of the monitored device in the “SNMP
Get Community” field.

Credential Set

IP Address: |‘ICI.D.‘IZI‘.‘I

WTY Username:

Enable Username:

WTY Password: |
Enable Secret/Passwaord: |

SMMP Get Community:

SMMPv3 Authentication Usemame:

SMMPv3 Authentication Password: |
SMMPY3 Privacy Password: |

ok | cancal

28 Copyright © 2022 LogicVein, Inc.



6. Click [OK] to save the settings.

Metwork Groups
*Static-Credentials

*all-devices

LIE IR AR

Credentials

Fird:|
IP Address
10.0101.1

4 1-10f1

VTY Username

29

LIEARSILY]

Enable Username 5NMPv3 Username
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5.2 Adding devices
When adding a device to ThirdEye, use one of the following methods:

Description | Explanation

Manual Enter the device IP address directly to add the device. Add one by one.

Discovery Devices that are within the specified IP address range are automatically
detected and added.
* SNMP is used for discovery, so set the credentials in advance.

Import This function reads device data from XLSX files. Export the template file
for import and enter the monitored device information in the file.

* When adding a device, the device is not displayed on the map. If you want to display a device

icon on the map, add the device to the map. For details on how to add to the map, see "5.4.2 Inserting

the device into the map" below.

5.2.1 Registering one by one
1. Select the [Inventory] tab and click [Inventoryl > [Add Device].

admin Logout Settings Help

W Device | = Inventory lhi Reports
-=s| Credentials
| Protocols

Add
= Add new device
k= Discover new devices
Import/Export
[ | Export inventory as Excel file..
B | Save inventory import Excel template.
B | Import/update inventory from Excel file...
Manage

i,.} Device Tags

2. Enter the IP address of the device to be added and click [OK].

Add Device

IP Address: | 10.0.101.1
OK Cancel

After clicking [OK], the device information is acquired from the monitored device and added to the

device list.
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Dashboards  Inventory | Jobs  Terminal Proxy | Monitors  Incidents | Map  MiBs

SechPpestame | ) avescewes

1P Rddress ~ Hostname

© waion LVIGH-c3830INTaNLc0 -

af3puuL @

atmin Logout Settings  Help
S Deiee Eirvertoy B Resors

Taits

[ cme Jeome ]

* If communication with the IP to be added is not possible, it will be added, but the host name and

interface information cannot be acquired.

5.2.2

Registering devices on the network

1. Select the Inventory tab and click Inventory> Device Discovery.

admin Logout Settings Help

! Device .".E_llr'.-entur,r ii Reports
:I Credentials
8 Protocols

Add
= Add new device
=3 Discover new devices
Import/Export
B | Export inventory as Excel file..
[ | Save inventory import Excel template...
B | Import/update inventory from Excel file...
MManage

Ii) Device Tags

Ll

2. Specify the IP address range to be discovered and click [(Add)].

Specify the networks and addresses that you would like to discover.

IP Address/CIDR

Discover Devices

Boundary Networks:  10.0.0.0/8172.16.0.0/12 192.165.0.0/16 FC00:T

Crawl the network from the specified addresses.

IP Address/CIDR:

IP Address Range
IP Address Wildcard
Single IP Address

Import from CSV

,. Include existing inventory in addresses to crawl,

Automatically associste monitors: All Devices v

Additional SNMP Community String:

Cancel
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3. Input information is added to the lower left of the screen. Click [Run].

Specify the networks and addresses that you would like to discover.

IP Address/CIDR

Discover Devices

Boundary Networks:  12.0.

Crawl the network from the specified addresses.

IP Address/CIDR:

IP Address Range
IP Address Wildcard
Single IP Address

Import from CSV

,. Include existing inventory in addresses to crawl,

Automatically associste monitors: All Devices v

Additional SNMP Community String:

Cancel

4. Discovery starts and the discovery result is displayed at the bottom of the screen.

) Dushbounts | brvotory | Jots _Terminal Proxy | Monitors | Incidents | Map MBS

admin Logout  Settiogs Help

S seachipmostame: atuaneed search

2 Device =3 imvertory ), Reports

a | P acaress « Hostname Traits
M & e LVIGW-£36301mtrm N e e 1
E & 1002 IVIGW-c3E50mravice-2 [ :cmp ] snmp ]
IQ 1001013 LVIGW-C3650ra ML.cojp-3
& nnma IMIGW-c3650intravi.cop4 [\cmp ] snmp )
@ noams VIGW-C3650 Intra.cop-5
@ onins WG c3650traN.ca -6
& 107 IVIGW-c3650intravi.co.p-7
& noans LVIGW.CIE30IMtran.co/p-8
@ womg MIGW-c3650intravi.cop-9
@ r0eam0 LWIGW-C3650 rirad.cop-10
& 10010111 VIGW-£36501traN.c00p 11
© vai0a2 (MGW-c3650lintraico p-12 [:cmn Lsnmp §
@ noanaz LVIGW.CI630IMtrand.cojp-13
[ RLIAIRTS \MIGW-c3650intravi.cojp-14
@ a0 LWIGW-CI650 rrad.cojp-15

& 1001016 LVIGW-£3630trh N L8 16

G

€ 4 1m0 p

Resuts perpoge | 254 v

‘ nlmactve Discovery X
Interactive Discavery (2019/09/04 17:10)
Status Summary = Statur
) sovesses scanred © | 100101189 (LVMEW-c365Dintralvicojp-188)
€D rades dlscavered Chsco 108
O 100101207 (LVGW- 3650 tralvcojpe20T)
Cieca 105
1§ 100101157 (WIGW-c3ESDintralvica]p-157)
Cico 105
© 100101158 [LVIGW.C3650intralvi.co]p- 165)
Cisca 10§
& 100101153 (VIGW-3E5Diniravicajp-153)
B0 105
& 100101141 [LVIGW.C3E50irtralvicojp-141)
Cisca 10§
G 10.0,101230 (LYIGW-CSE80.intradvicojp-230)
Re-giscovery Ogtions Cienl0s
® Aggresses win wamings © 100101147 (LIGW 3650 intralvicop-147)
O unascovered audresses Cisca 105
O i adsresses

| 1@ 10,000 244 (LIGW-CSES0Intral coln-244]

e Ciealos

S |

2

anem -
anan
anan

anan

apan

GHaD g

When discovery is complete, discovered devices are added automatically.
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MEMO :
Only IP addresses that can be discovered can be discovered within the range displayed in
the perimeter network. When discovering IP addresses outside the perimeter network

range, add them to the perimeter network.

Edit Discovery Boundaries

The following bourdaries will be used when running discovery.
Discovery will only be attempted against addresses that fall within
these netwarks,

2 10.00.0/
d 172.16.0.0/12

ﬂ 192.168.0.0/16

¥4 Feoous7

IP Address/CIDR: ! |
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5.2.3 Import registration from Excel file
You can import monitored device information from an Excel file. An import template is
provided. You can easily register it by exporting a file and filling in the information of monitored

devices in the file.

1. Select the Inventory tab and click Inventory> Save Template for Inventory Import.

admin Logout Settings Help

W Device | = Inventory -b. Reports
i| Credentials
W Protocols
Add
= Add new device
k= Discover new devices
Import/Export
B | Export inventory as Excel file.
B | Save inventory import Excel template.
B | Import/update inventory from Excel file...
Manage
i,.} Device Tags

2. The file open screen is displayed. Select “Save File” and click [OK].
* The file name will be “netLD-inventory YYYY-MM-DD.xlsx” and saved in the XLSX file
format. “YYYY-MM-DD"” represents the date.

3. Edit the saved file, enter information in the following items, and save.

A B C D E F G H 1 J K L M N (o]

jll IP Address Network Adapter ID Hostname Type Vendor Model OS Version Serial Number Memo Custom 1 Custom?2 Custom3 Custom4 Custom 5

2 [10.0.101.1 Default Cisco [0S LVIGW-c3650intralvi.co.jp-1

3 10.0.101.2 Default Cisco 10S LVIGW-c3650intralvi.co.jp-2

4 1001013 Default Cisco [0S LVIGW-c3650intralvi.co jp-3

5 /10.0.101.4 Default Cisco 10S LVIGW-c3650intralvi.co jp-4

6 10.0.101.5 Default Cisco [0S LVIGW-c3650intralvi.co jp-5

7 [10.0.101.6 Defautt Cisco I0S LVIGW-c3650intralvi.co jp-6

8 1001017 Default Cisco [0S LVIGW-c3650intralvi.co jp-7

9 [10.0.101.8 Defautt Cisco I0S LVIGW-c3650intralvi.co jp-8

10 10.0.101.9 Default Cisco [0S LVIGW-c3650intralvi.co jp-9

11 10.0.101.10 Defautt Cisco I0S LVIGW-c3650intralvi.co.jp-10

12
Description Explanation Required | Example
IP Address Enter the IP address of the device. 4 192.168.1.10
Network Select "Default" from the pull-down list. v Default
Adapter ID Select the device adapter. X Cisco I0S

* This item does not need to be specified in the
current version.
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Hostname Enter the device hostname. X

Custom 1~5 Enter the information for "Custom Device X
Field".

1. Click Inventory> Import / Update Inventory from Excel File.

admin Logout Settings Help

=== Device | &= Inventory ii Reports
| Credentials
S Protocols

Add
= Add new device
=4 Discover new devices
Impeort/Export
B | Export inventory as Excel file..
B | Save inventory import Excel template...
B | Import/update inventory from Excel file..,
Manage

[0 Device Tags

Ll

2. The file selection dialog is displayed. Select the edited file and click [Openl].

& open X

« v 4 > ThisPC *> segate 2TB (D:) > logicvein > import ~ [$] O Search import

Organize ~ New folder == (Il | a
~

~ Name Date modified Type Size

doco

Mariner netLD-inventory-2021-04-08 4/8/2021 1:49 AM Microsoft Excel W... 20 KB
preso

22 Dropbox
@ OneDrive

= This PC

_# 3D Object
I Desktop
fﬂ Documeni
¥ Download
J’! Music

= Pictures
E Videos

. Windows

~ segate 2T1 ,

File name: [netLD-inventory-2021-04-08 v| Microsoft Excel Worksheet v
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3. A confirmation message is displayed. Click [OK].
Device Import Results

10 devices updatad.
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5.3 Configure monitoring settings
There are several methods of monitoring monitored devices, such as collecting information by

SNMP and monitoring using ICMP Ping. This section describes the flow of basic monitoring settings.

The flow to start monitoring is as follows.

I. Action settings (Alert policy function)
II. Monitoring item setting (Monitor function)

III. Trigger settings such as threshold (Trigger function)

5.3.1 Setting actions when an abnormality is detected
There are three types of actions to be taken when an abnormality is detected: incident registration,
email transmission, program execution, and SNMP trap. Action settings are set on the Alert Policy

tab under the Monitor tab. The procedure for creating a new alert policy is described below.

1. Select [Monitor] — [Alert Policyl and click [Add].

Iventory  Jobs  Terminalfraxy | Momitors lncidents  Map Ml agmin Logout Settings  Help

£t
i

;‘E

H

ltes  AleriPolicies  Violations | SNMP Tiap:

aA3payL @
= 3

3
g e
z
-3
H

2. Enter the alert policy name. Click Add Action and select an action.

* Multiple actions can be added.

£
£
i

afzpayL @
—

4 1101 b
Alert Policy 1 Newction —

oB:

[Action content]

Description Explanation

Executes a command on the remote host when a failure is
Execute

detected.

Execute incident registration and email transmission
when a failure is detected.
SNMP Trap An SNMP trap is sent when a failure is detected.

Incident
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3. Click [Save] and click [Close]

Dasnboards  nventory | Jobs  Terminal Proxy | Monitors | incidents | Map  Mits admin Logout Seltings Hel

H

Tempistes  AlertPolicies  Violations | SNMP Traps

W Aga | K Remove

afgpuyl @

Alect Policy Kame Actions

imoe Incdent Porcy

This completes the alert policy settings. Each action is described below.

1. Incident registration
In incident registration, an incident is created when a failure occurs. You can also send an

emalil by entering an email address in Email destination / Cec.

Simple Incident Policy New Action | (CRITID =
& Incident

Description Explanation
Priority Specify the priority for incident registration.
Default Assignee Specify the person responsible for the incident.
E-mail recipients Set the email destination for incidents.
* Email will not be sent if not entered.
E-mail Cc recipients Set the CC email destination.
* Email will not be sent if not entered.
Send e-mail on trigger Specify when to notify by email. (Initial value:
Send once every minute)
Send e-mail immediately when | Set whether to notify by e-mail when an incident
an incident is manually | is updated (close processing, etc.).
updated

In order to send mail, it is necessary to set up a mail server in advance. Refer to "7.5 Setting

Mail Server" for mail server settings.

ii. Send SNMP trap

Traps can be sent to other NMSs and alarm devices when a failure occurs.

Simple Incident Policy 4 New Action |

save | Close |

© sump Trap
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Explanation

Specify the destination of the SNMP trap that is sent when
a failure occurs.

Specify the community name of the SNMP trap to be sent.

Description
Target Address

Community String

The traps sent from ThirdEye are as follows.

Description Explanation

Trap name triggerViolation

Trap OID 1.3.6.1.4.1.45654.2.1.1

Varbinds | thirdEyeDeviceUuid UUID of the failed device (used inside

ThirdEye)

IP address of the failed device.

The network to which the failed device
belongs.

Hostname of the failed device.

third EyeDevicelpAddress
thirdEyeManagedNetwork

third EyeDeviceHostname

thirdEyeMessage Incident message
thirdEyeMeasurement Monitoring contents

third EyeSeverity Incident severity
thirdEyeDeviceCustom1 Custom 1 contents of the failed device
third EyeDeviceCustom2 Custom 2 contents of the failed device
third EyeDeviceCustom3 Custom 3 contents of the failed device
third EyeDeviceCustom4 Custom 4 contents of the failed device
thirdEyeDeviceCustom5 Custom 5 contents of the failed device

1. Execute the program from the remote host
Log in to the specified remote host using SSH and execute the specified command from the

remote host.

Simple Incident Policy Hew Action

{#] Execute

Description Explanation

Remote SSH Host Specify the remote host (external server) to execute the
command.

Username The username used to log in to the remote host.

Password The password of the user specified by "Username".

Command A command to be executed on the remote host.

Execute only upon first | Executes the command for each device only at the first

trigger violation per | violation.

device
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5.3.2  Setting up Ping monitoring
To perform Ping monitoring, add an ICMP monitor. Monitored devices registered by manual
addition or discovery are automatically assigned as an “ICMP Ping (Default)” monitor, and Ping
monitoring starts immediately after registration. This section describes the procedure for adding a

monitored device under the following conditions.

[Conditions]

Monitoring period: 5 minutes

Alert condition: No response twice in 10 minutes

* Refer to "" for details of ThirdEye's ICMP polling.

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to set the monitor.

Dasnbiosrcs | Inventory y  Jobs  TerminolProxy  Monftors Incidents  Map Ml admin Logoul Setlings Help

<o pevice 3 inventery bl Reponts

af3payL @

Jp7-1001017 GEDETD Monitors  Viokations _ Interfaces

* )

2. Click [(Add)] in the lower left, and then click “ICMP”.

]
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3.

© vwwewss oy b ey Momtors | osents | M s
S seorn Brrosivame anrced sewch
E 1P Address = Hostname
| @ o WIGH-c36dirtraicoip-1
<
® 9.
(-]
o
©
L] WVIGW-c3E50Intral co/p-§
e G-It cojpT
L]
@
L]
e LVIGW-c3650rtradvicojp-11
L] LIGY.C3650irtra M p12
@ WIGW-c3650 i vicojp13
o s
@
L
¢
e
VIGW- 365 tintrabvico ...
LVIGW-c3650intralvi.cojp-7 - 10.0.101.7
= oewn
From Empie..
From Monitor Set.
New
) icwe
Shu Tave
TP Port
e SNMP T
L SNMPOD
Wi
(<]
EZRels
Enter any monitor name.
LVIGW-C3650IntralvLCoJp-.. *
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7
W Oetall. Ping 5min
Number of IOMP packets: @ Tug ICMP packets (rount ime measurement will be the iesser of two packets)

4.

One ICM? packet time measurement wil be ess accurate)

1M feure beravion @ Aamatic retres

Specify the “Period”.

LVIGW-C3650IntralvLco p-.e.

LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7
8 Detad, Ping 5min

5.

Number of IOMP packets: () Tuo ICMP packets (roundtrip time measurement wil be the ‘esser of two packets
urate)

‘One ICMIP packet (roundirlp tme measurement wil be es:

ICMP tailure benavior: Automati retres

Noretres

Select the number of ICMP packets and retry.
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admin  Logout Settings Help.
S Do Sty M Reports
B

Rasuls perpage: | 264w

kel

Monitors  Violations  Interfaces

2

Monitors _ Violations _ Interfaces

siv] (o

o] 1 G

Monitors | Viotatons _inetaces
sav| (s

30 sec 1 min Smin 30 min 1 he
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LVIGW-C3650IntralvL.co Jp-...

LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 [[cmp Tenmo] Monitors | Violati

= Detail

Ping 5min » ko] 5 @D

6. Click [Triggers] and click [No Response Threshold].

LVIGW-C365Dintralvi.cop-...

LVIGW-e3650intralvi.co.jp-7 - 10.0.101.7 [cmo Lsnmo]

= Detail

Ping Smin s 5 |G

7. Enter the following items.

LVIGW-c3650intralvi.cop-

i
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 [ .cmp Lsomp ]

= Detail

Ping 5min ?  Period:

Q2 No Response Threshold

Description

Explanation

Time window

Set the period for executing the process. (Minimum value: 1 minute)
A period that is used as a reference for counting how many times a
failure (count) has occurred within a set period of time, the process
defined in the policy is executed.

Count Set how many times the process fails within the set
period. (Minimum value: 1)

Policy Specify the alert policy.

Severity Select a severity from the follows: (Initial value: warning)
"Emergency", "Alert", "Critical", "Error", "Warning", "Notification",
"Information", "Debug"

Message Set the message displayed when a failure is detected.

* In order to display the message, the "Register Incident" action
must be defined in the alert policy.
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8

. Click [Save].

VIGW-CI650intralvi.cop..
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 [ \cmp Lsomp ]

8 Detat Ping 5min

v Wamning

5.3.3  Collecting SNMP information

Monitors  Violations _ Intertaces

?  peiod| s save | Close |

Add an SNMP monitor to obtain MIB information such as CPU usage and traffic volume from

monitored devices. This section describes the procedure for obtaining the CPU usage rate

(cpmCPUTotallminRev) of the following Cisco devices for the monitored device.

1.

2.

you want to set the monitor.

Dasnboarcs | Inventory  Jobs  Terminal Proxy | Monitors Incidents  Map | MiBs

advance sean

 Hostname.

af3payL @

BOOCOODODOOOODE

LVIGW-€3650tralvLCOID-...
LVIGW-€3650intralvi.co.jp-7 - 10.0.101.7

= Detail

* by )

43

Click [(Add)] in the lower left and click “SNMP Table”.

From the list of monitored devices on the [Inventory] tab, double-click the device for which

admin Logoul Setlings Help

<o pevice 3 inventery bl Reponts

Rests perpoge | 254 W

Monitors  Violations _ Interfaces
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(© Dwvowes wveotory  obs  TeminaiProxy | Montors | Incsents | Map | Miss
e amarees s
T s
m e
<
LAY
(-]
L]
L]
L]
@
@ waws
L]
L]
e
L]
@ nunn
L]
L]
L
¢4 ot2sd b
VIGW.- 365 0intrabvicopr... %
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7
= Detan
V- From Tempite..
From Meniter Set.
New
) 1cue
ST
TP pant
e SNMP Trag
L sapon
TP
AN

3. Enter any monitor name.

VIGW-c3650intralvicojp-.. *
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 [ icmp Zenmo )

Lo Cisco CPU

8 Derived Metric | ¢ 11

4. Specify the period.
:;f:v:::ms;m;7 -10.0.101.7 [ \cmp 2 snmp
8 et Cisco CPU

i Derived Metric | ¢/ 11

5. Click [MIB Library].

Hostname

LVIGW-c3650inTal oi-1

LVIGH-c vicoipd
WVIGN-C3B3nta cojp-T

oo

7 rees| 1 @D S M8 by | & Gustom ot0-.|

Type e

admin  Logout Sctiings  Help

S Do Sty M Reports

Rasuls per page: | 264

Monitors  Viclations

B

kel

Intertaces

Tale Index: |rone

7 penot| s 4 Custom OID... |

305ec 1 min Smin 30 min 1 hr o

Display String OID:

Violations.

Interfaces

Close.

Tadle Index:

Display String OIDx
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VIGW-C3650mtravicop-.. |

LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 anenn Monitors  Violations _ Intertaces
= Detal Cisco CPU 7 rece| 5 |@ED . MiBUbrry.. | 4 CustomOD.. Close |
Name on Type s
i Derived Metric | < Tabie Index: | rone Dispiay String OIDx |
=

6. Enter the OID or name of the MIB in the OID search, select the MIB table to add, and click
[OKI.

INETWAT A2 EEMinbe sl mo im0
Find Table
| cpmCPU
Name oID MIB
cpmCPUTotalTable 1.3.6.1.4.1.9.8,102.1.1.1 CISCO-PROCESS-MIB
cpmCPUThreshaoldTable 1.361.41.9.9109,1.24 CISCO-PROCESS-MIB
cpmCPUHistornyTable 1.3.6.1.4.1.9.9,109.1.2.53 CISCO-PROCESS-MIB
cpmCPUProcessHistaryTable 1.361.41.9.9109,1.2.54 CISCO-PROCESS-MIB

0| Cancel |

7. Insert a check into the MIB that you want to retrieve.

LWIGW-35 0TIV p-.. > |

LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 Monitors  Violations  Interfaces.

= Deta ;HOC" s oD MIB Library... J “ Custom OID... Save  Close J
Trpe

SNMPy

8. Click [Save].
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LVIGW-C3650MraIvLCOp-.. >
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 Monitors  Violations  Interfaces
= veta Cisco CPU MiB Liary... | 4 Custom 01D, save | close |

After saving, data collection is started, and if it can be acquired normally, the data will be

displayed on the device details screen.

LVIGW-C3650Int7alvL.co Jp-.. >
LVIGW-c3650intralvi.cojp-7 - 10.0.101.7 @D Monitors | Violstions Interfaces.
= oetat Cisco CPU
Cisco CPU EI)  index - cpmCPUTotaliminRev
Perica: sm CISCO-PROCESS- MB/comCPUTotaTale 2
Last Cagturea: 2019/09/05 09:45

5.3.4 Setting and monitoring thresholds
You can set a threshold for the data to be acquired and raise an alert when a violation occurs. Here,
set the threshold value for the SNMP monitor created in 5.3.3.

1. From the details table, double-click the monitor for which a threshold is to be set or click [Edit].

LVIGW-C3650Int7alvL.co Jp-.. 5|
LVIGW-c3650intralvi.cojp-7 - 10.0.101.7 @D Monitors | Violstions Interfaces.
= oetat Cisco CPU
Cisco CPU EI)  index - cpmCPUTotaliminRev
Perica: sm CISCO-PROCESS- MB/comCPUTotaTadle 2
Last Cagturea: 2019/09/05 09:45

2. Click [Triggers], and click [Time window]
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LVIGW-c3650intralvi.cojp-

LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 [ icmp Zsnmo Monitors _ Viokations _ Interfaces

= oewat Cisco CPU feod| 5 (D) S8 e, {4 Cuiom 0. |

Ciscocou

i Derived Metric ||/ Triggers

3. Enter the following items.

In the following example, the alert is targeted when the CPU is greater than 80%.

LVIGW-C3650intralvi.cop-..

LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 @EDann Monitors  Violations

= Detail B
- Cisco CPU Peroc [min ) MIB Library... | 4 Custom OID... |

Bericg: 5m ISC0-PROCESS- MIB/cpmCPUTota oo o, 08,

e

B Derived Metric | ¢/ Triggers

77 Time Window Trigger

ety Alert

Description Explanation

Conditional You can specify conditions using the following items:

 is (equal)

* is not (not equal)

e < (greater than the right value)

e < (smaller than the right value)

* contains

* not contains

Policy Specify the alert policy.

Severity Select a severity from the following: (Initial value: warning)
"Emergency", "Alert", "Critical", "Error", "Warning",
"Notification", "Information", "Debug"

Time window | Set the period for executing the process. (Minimum value: 1
minute)

A period that is used as a reference for counting how many
times a failure (count) has occurred within a set period of
time, the process defined in the policy is executed.

Count Set how many times the process fails within the set period. (*
Minimum value: 1)
Message Set a message for executing the process.

4. Click [Save].
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LVIGW-C3650intrav.codp-
LVIGW-¢3650intralvi.co.jp-7 - 10.0.101.7 [ icmp Jsnmp Monitors  Violations  Interfaces
= Detal Cisco CPU »  peioc| 5 @ED |\ MIBLbwary..| |4 CustomOID..

csocry oo

Close
Period: 5m CISCO-PROCESS-MIB/cpmCPUTots Table:

B Derived Metric | ¢/ Triggers |

7 Time Window Trigger
Consitors:| CTERIEITIETD €@
Enter text () €

Message:| Noce @I i In vioiation of trigger condition, ED v

5.3.5 Monitoring SNMP traps

In ThirdEye, it is necessary to register the trap to be monitored as a monitor. If you do not register
it as a monitor, you can receive traps and check them from the [Monitor] tab > [SNMP Trapl, but

you cannot perform actions such as incident registration or email transmission.

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to set the monitor.

e Dashboards  Inwentory  Jobs  Termimal Proxy  Moniors  Incidents  Map  MiBs admin  Logowt Setlings Help

;' Soorch PrHosame | G atuncessenen < Device 23 invertery il Repons.

H ‘

3

Resits per poge | 254 :

Ef:;ﬁ:;:?::;::;jp#-|D.ll.||)1.7 Monitors  Violations _ Interfaces.

2. Click [(Add)] in the lower left and click “SNMP Trap”.

48 Copyright © 2022 LogicVein, Inc.



admin Logout Setiings  Help
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From Tempte
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New
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Shu Tave
TP Port
e SNMP T
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e
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3. Enter any monitor name.
LVIGW-CI650intralvi.cojp-... % - 2]
LVIGW-¢3650intralvi.co.jp-7 - 10.0.101.7 [ icmp snmp ] Monitors  Violations  Interfaces
= peuit LinkDown 1S A0 ey | | b ekl Contoin Tiew | Qe
~ =
4. Click [MIB Libraryl.
LVIGW-CI650intralvi.cojp-... % - 2]
LVIGW-¢3650intralvi.co.jp-7 - 10.0.101.7 [ icmp Zsnmp ] Monitors  Violations  Interfaces
= peuit LinkDown 1S A0 ey | | b ekl Contoin Tiew | Qe
~ =

5. Enter the trap OID or name in the OID search, select the trap to be monitored, and click [OK].
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Find QID

linkdown

£
Name olD MIE
linkDown 1.3.61.21.11.2 CONTIVITY-TRAPS-W1-MIB -
linkDiown 1.3.6.1.4.1.5851.1.1.0.5 M5-ROCT-MIB
linkDown 1.3.6.1.6.3.1.153 IF-MIB
portLinkDown 1.3.6.1.4.1.52.260 CABLETRON-TRARS
interfacePortLinkDown 1.3.6.1.4.1.52.41% CABLETRON-TRARPS
snTrapl4LlinkDown 1.3.6.1.4.1.1991.120 FOUMDRY-SN-TRAP-MIB
managementPortLinkDown 1.3.6.1.4.1.2272.1.201.1.2.2 SWLZMGMT-MIB
switacklinkDown 1.3.6.1.4.1.26543.2.7.6.7.84 |BM-GbTOR-GE264-MIB
dot3adAgalinkDownMotification 1.2.840.10006.300.43.0.2 |EEES023-LAG-MIB
cieLinkDown 1.3.6.1.4.1.8.8.276.0.1 CISCO-IF-EXTENSIOM-MIBE -

oK _cancel

6. Enter a message when a failure occurs.

LVIGW-CI650intralyi.cop-...

2|
LVIGW-¢c3650intralvi.co.jp-7 - 10.0.101.7 anenn Monitors  Violations _ Interfaces
LIE2 LinkDown B Ubeary.. |7 Edit Qutom Trap-. | o g
% IF-MIB.JinkDown (1.3.6.1.6.3.1.1.5.3)
Message; interace: @EEEIED s down.
Name mis
ifndex
iDese
adminstotus
fOperstatus
Senaa| 2
</ Triggers
- @
7. Click [Trigger], and then click [Alert].
WVIGW-CissOmtaMcolp-.. % o 2|
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 Monitors  Violations _ Interfaces
= Detan LinkDown 7 . MIBLibrary.. | # Edit Custom Trap... save | Close |
3 IF-MIB.linkDown (1.3.6.1.6.3.1.1.5.3)
e @D s conn
Nome mB
ifindex
Deser
raminSeatus
(#OperStatus.

8. Enter the following items.
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LVIGW-c3650intralvi.cop-.
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 [ cmp Tenmp] Monitors _ Violations _ Intertaces
= petail LinkDown ’ . MIBLibrary... | 7 Edit Custom Trap... Save | Close

ame o P

4/ Triggers

A Raise Alert

Description Explanation

Conditional When [Specify the following conditions for the trigger] is
checked, you can specify the conditions using the following
items.

e is (equal)

e isnot (not equal)

« < (greater than the right value)

e < (smaller than the right value)

* contains

* not contains

Policy Specify the alert policy.

Severity Select a severity from the following: (Initial value: warning)

"Emergency", "Alert", "Critical", "Error", "Warning",
"Notification", "Information", "Debug"

Message Set a message for executing the process.

9. Click [Save].

LVIGW-C3650IntralvL.coJp-... N
LVIGW-c3650intralvi.co.jp-7 - 10.0.101.7 a@marn Monitors | Violations  Interfaces.
= Detait Cisco CPU

sco CPL CIDD  index ~ cpmCPUTotaliminRev

It is added to the monitor details table and monitoring is executed.
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LVIGW-CE650Itrali.COJp-... .
LVIGW-c3650intralvi.cojp-7 - 10.0.101.7 @I Monitors | Vielations _ Intestaces
= oetail

LinkDown (oo )

Perodin/a F-MIB/irkDown

5.3.6  Configuring monitoring settings for many devices using a monitor set
With ThirdEye, monitoring items can be grouped as a monitor set, and monitors can be set for many

monitored devices at once.

1. Select [Monitors] — [Sets] and click [Add].

e Dashboards  lovenory  Jobs  Terminal Proxy | Monitors  Incidents  Map  MIBs admin Logout Seftings  Hedp
S s T Nt Yesion | SUAP Tos
=
I me Type Period Detan
]
2. Enter the monitor set name and click [OK].
Create Monitor Set
Monitor Set Mame:
Minitor Set 1
Automatically apply monitors to new devices,
Cancel
3. Select the created monitor set.
e Dashboards  kiwentory  Jobs  Terminal Proxy  Monitors  Incidents  Map MiBs admin  logout Settings Help
=] sets | Tempistes | AlertPoicies | Violioms SN Traps
B
% * & ada
L [ | -

4. Click [Add Monitor] and set the monitoring items.
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* Monitor creation methods can be added in the same way as individual monitor settings.

e Dashboards  Inventory  Jobs  Terminal Proxy  Monrtors  Incidents  Map  MiBs sdmin Logout Settings Help
Sets  Templates  AleriPolicies  Violations  SNMP Traps.

ak3payL

Description Explanation

Add a monitor from the created monitor templates to
From Template

[Template].
ICMP Add a monitor by ICMP Ping.
SNMP Table Specify the MIB table and the MIB object to be monitored.
SNMP Trap Specify the TrapOID to be monitored and add a monitor.
SNMP OID Specify the MIB object to be monitored.
HTTP Monitors http or https.
X Add a monitor to check the memory usage of Citrix Xen

en Server
Server.

5. Select the [Inventory] tab and select the device to which you want to assign the monitor set.

Dashbioards  Inventory  Jabs  Terminal Proxy  Manitors  incidents  Map  MIBs admin Logout Settings Help
Search 1B/Hostname: ‘amvanced searcn o Deviee &3 Inventery Ml Reports

1P Address - Traits ]

afapnyL @

6. Click [Devicel> [Monitor Sets].

Dashboards  Invemtory  Jabs  TerminalProxy | Monitors  Incidents  Map  MiBs admin Logout Settings Help
Sesrch P/Hostrame: e

1P Adaress

afgpiuuL @

7. Select the monitor set you want to apply and click [OK].
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L Associate Monitor Sets
LVIGW -c3650.intra.vi.cojp-

Search: | Monitor Set
LVIGW-c3650.intra.vi.co.jp-

LVIGW-c3650.intra.lvi.cojp-| | Name
LVIGW-c3650.intra.vi.cojp- | Minitor Set 1

LVIGW-c3e50uintra. vi.cojp-

(] cne|

This completes the application of the monitor sets.

The [Detail] column on the left of the device details display area displays a list of monitored
monitors. Double-click the device to expand it, and check whether the settings are reflected in the

[Detail] column.

©) Datwoanss imemory  obs | TerminalPiosy  Mostors | Incdents | Mop MBS admin Logowt Settings Help
‘auancen search =2 Device &3 imvertory Wl Reports

]

@ wots

Resuts per page: | 254 ¥
LVIGW-cI65Dintratv cop ... |
LVIGW-c3650intralvi.cop-7 - 1001017 EEDETTD Moritors | Violations  Interfaces

Cisco CPU 5min
Index ~ cpmCPUTotsl tminRev

Last Canturea

Ping 5min
roungroTIme 073
packationpercen 0

Last Capturess 2019/08405 11:5:
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5.4 Creating a map
Create a map for visual monitoring. On the map screen, monitored devices are displayed as icons.
When a failure occurs, the background color of the icon changes or an icon indicating the

importance level is displayed. A hierarchical map can also be created by creating multiple maps.

5.4.1 Creating a map

1. Click [Create] at the bottom left of the screen.

fe
i

s Inventory  Jobs | TerminalProxy | Monitors incidents  Map | MiBs admin Logoul Settings Help

aAIPIYL D

“ Create Map...

2. The New Map screen is displayed. Enter a map name and click [OK].
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3. The saved map is displayed in the map list on the left side of the screen.

e Dashboards  Invenlory  Jobs  Terminal Proxy  Monitors  Incidents  Map  MiSs
=l usa
2

admin Logout Settings Help

<
@

o]

[Supplement]

If you create a new map with the map selected in the map list on the left side of the screen, you

can create a new map below the selected map.
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© Drttoncs  lncntoy | Jobs  TomimelProxy  Momton lecdents | Mep | Mits (©) Dobowd imvnlory obn  TerminalProxy  Monitors _Incidents | Map | Mibs

Usa e || New York
] 3
:
S

ok

New Map

oK | cancet

e la]e] #orse | [V

=

5.4.2 Inserting a device into the map

If you want to display the device as an icon on the map, insert the device into the map.

1. Double-click the map to which you want to add a device from the map list on the left side
of the screen and click [Edit].

Dasnocards  ivemtory  Jobs  TeminalProy | Memtors  lncdemts  Map | MiBs sdmin Logout Scitipgs iicly
e i New York Edit
(=

ak3payL @

Q= +

2. Click [Insert Device].
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€ Uwtbowds mvemtory  Joss  TerminalProxy | Mentors lncdents | Map | MIgs admin Logoul Settings Help

; v Mew York & Discard
i s - Sme
mo e Misp Name: e Yors
o X veete Map
@ #
Laoel Format:
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Backgroun
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e | |
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v ‘3
s 1008

£ =——o—+
bl [ o | [TiEE

3. Select the device that you want to insert into the map and click [OK].

Select Device

Select device to add to map..

IP Address 4 Hostname

10.0.0.250

10.0.101.1 LVIGW-c3650intralvi.co.jp-1

10.0.101.2 LVIGW-c3650intralvi.co.jp-2

10.0.1013 LVIGW-c3650intralvi.cojp-3

10.0.1014 LVIGW-c3650intralvi.co.jp-4

10.0.101.5 LVIGW-c3650intralvi.cojp-5

10.0.101.6 LVIGW-c3650intralvi.co.jp-6

10.0.101.7 LVIGW-c3650intralvi.co.jp-7

10.0.101.8 LVIGW-c3650intralvi.cojp-5

10.0.101.9 LVIGW-c3650intralvi.co.jp-2
10.0.101.10 LVIGW-c3650intralvi.cojp-10
10.0.101.11 LVIGW-c3850.intra. vi.cojp-11
10.0.101.12 LVIGW-c3650.intra.vi.cojp-12
10.0.101.13 LVIGW-c3650.intra.vi.cojp-13 v
4 1-2z40f256 b Results per page: 254 ¥

=
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4. The device icon is inserted. Click [Save] to complete editing.

admin_Logout_Settings  Help

(@) Dutowas wentory obs  TemmalPio  Momtors lncdents Moo | WIS
- (—— T - [
S lusa =
a
-
——

LVIGWC3E5Dintrvizalo-5 - 1001015

CIE]] & oeste | yss

5.4.3 Connect two icons with a line
You can connect map and device icons with link lines.

* Line thickness cannot be changed. Also, the line color does not change.

1. Open the map by double-clicking it and click [Edit].
(O Duowss oy ow  Teminaony | Monton  icoms b MBS admin Logout Settings _Help
Slee 0 ] NewYor 7 e |
{
l=t——o—
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2. While holding down the “Ctr]l” key on the keyboard, click to select the two devices
connected by the link line. With the device selected, click [Link].

atmin logout Settings Help
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3. Alink line is inserted. Click [Save] to complete editing.

* To delete a link line, click [Remove] with two devices selected.
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5.4.4 Setting the map label format
Alabel is a character string displayed on a device icon on the map. Labels can be set in map units

by setting the label format.
1. Open the map by double-clicking it and click [Edit].

2. Change the [Label Format] setting.
Here, the label display is changed from IP address to host name.
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The following arguments can be used for the label format. You can also specify any string.

[Label format]
Description Explanation
{ipAddress} Displays the device IP address. (initial value)
{hostname} Displays the device host name.
{custom1} Display custom 1 information for the device.
{custom2} Display custom 2 information for the device.
{custom3} Display custom 3 information for the device.
{custom4} Display custom 4 information for the device.
{customb5} Display custom 5 information for the device.

3. Click [Save] to complete the edit.
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5.4.5 Setting the default label format for maps

You can specify the label format (default) when creating a new map.

1. Click [Settings] in the global menu.
admin Logout Settings Help

= Device =j Imventory ii Reports

=

2. Click [Maps] and set the label-specific format to “Default Device Label Format”.
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Server Settings

Data Retention Default Device Label Format:

System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metworks

MNetwark Servers
Software Update
Web Proxy

Maps

The initial value is not filled in. If not filled in, the map label format will be "tipAddress}".

5.4.6  Setting the map background image

You can set the background image from the [Edit] menu of the map.
1. Open the map by double-clicking it and click [Edit].

2. From the setting menu on the right side of the screen, click [...] to the right of the

[Background image] field in the background section.
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3. The file selection screen is displayed. Select the file you want to set as the background image

and click [OK].

Dashbosrds  loveatory  Jobs  TerminalProxy  Mooltors  Incdenls  Map | MiBs

akapauL @

Select a file

admin logout Settings  Help

Discarg

X Delete Map

* Client files can be uploaded to the ThirdEye server. Click [ g] to display the client side

file selection dialog. Select the file to upload and click [Openl].
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4. Click [Save] to complete the edit.

Dashboards  Inventory  Jobs  Terminal Proxy  Monitors Incidents  Map Mips
*USA

e G
s T
New e

ofapauL @

5.4.7 Setting the map hierarchy
If you want to display the map in a hierarchical structure, you can configure it by inserting the

lower hierarchy map into the upper hierarchy map of the hierarchy structure.

1. From the map list on the left side of the screen, double-click the map that will be the upper
layer, and click [Edit].
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2. Right-click on the map screen. Select [Insert Map] from the right-click menu.

(© Deshoowds imventory obs | Terminal roxy  Monitors _Incidents | Mop  Mits

= [seare
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3. The file selection screen is displayed. Select the file you want to set as the background

image and click [OK].
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4. Click [Save] to complete the edit.

© Dutbocs inventory | obs  TeminalProwy  Momtors | incdents  Map  MIss
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[EIIE)  Create

When the hierarchical structure is created, the map list on the left side of the screen
changes to a tree view. By clicking the symbol [+] / [-] to the left of the map name, you can

expand or collapse the map.

e Dashboards  Inventory  Jobs e Dashboards | Inventory  Jobs
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5.5 Create a dashboard
The dashboard is an interface that allows you to configure a single monitoring screen by

embedding various items on the screen. Each embedded item is called a “widget”. Users can create

new dashboards and add / reorder widgets.
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5.5.1 Adding a dashboard

1. Click the “Dashboard Name” (in the figure below, “Example Dashboard”) under the
Dashboard tab and select [Manage Dashboards].

Montors  incsents  Map g sdmin Lopout Settings Help
= Example Dashboard sehaduls date exear 20t
ventory

m
m 1P Agaress
]

ojp-2

ojp4

0000000

cojp5

raiicojp§

2. Click [ ¢ |(Add)].
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Manage Dashboards

Dashboard Owner Sharing

Example Dashboard admin Shared

3. Enter the dashboard name.

Manage Dashboards

Dashboard Owner Sharing

o - LR

Mew Dashboard

Dashboard Mame: IDasrboard31 I

Sharing: Shared A

Close

4. Select the dashboard type for the share and click [OK].

Manage Dashboards

Dashboard Owner Sharing

= o R

MNew Dashboard

Dashboard Mame: | Dashboardd1

Sharing: I Shared '

Cancel

Close
Sharing Explanation
Shared Add dashboards that other users can view.
Private Add a dashboard that only the created user can view.
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5. The dashboard is added to the list.

5.5.2  Switching dashboards

1. Click the “Dashboard Name” (in the figure below, “Example Dashboard”) under the

Dashboard tab and select [Manage Dashboards].

2. Select the dashboard you want to switch to and click [OK]

IProxy  Monitors  Incidents  Map  MIB

it |lveatory ook [oien
mple Dashboard

3. Switch to the selected dashboard screen.
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5.5.3 Adding widgets
A widget is a component that displays content on a dashboard. Add widgets to your dashboard for
quick access to the information you want to see. You can add widgets by clicking [ €D (Add)] from
[Edit] in the upper right of the dashboard screen.

(©) Owwosos wmemtory  kobs T piom  Mentors incdemts M wabs s | Logout | Settings. | Heip
5 Example Dashboard o =_-
g

Lﬂ & Hostname

°

admin Logout Settings Help.

©) Omtwowes | imenmiory obs  TerminsProxy | Mondons Inodens  Map  MiBs
= schee gt exoon sae gancel
=

Example Dashboard

Inventory
~ Hostname

ak3p
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The types of widgets that can be added are as follows.

Type if widgets Explanation
Inventory View inventory.
devices
IP Address a Hostname
© 10.0.0.221 PA-VM
& 100.0.249 Cisco249.intra.lvi.cojp
& 10.0.0.250
© 1002244
@ 10.03.57
@ 100171
& 10.0.101.1 LVIGW-c3650.intra.lvi.co.jp-1
* The maximum number of displays is 100. If the number
exceeds 100, you can check it from the [Inventory] tab.
Gauge graph Display Gauge graph.
Ciseo CPU Cisco CPU
Histogram Display a Histogram.
traffic(ifOutOctets) o— 1 hour
fl 1540
ff f i )
f | RiF | 1930
-1 LI, F 1920
Al ]
| HH ‘ 1910
V a [ ) 1900
mnn 20 128 1n36 45 1ns3 120
Vian1 ifOutOctets-derivative
Map Display the map.
USA
e
~/
L.$ = o
/ A
o Ik
/
g 4§u
: 2
vr',
st —A
% x4 e
f’ 5 1\
\ )y
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5.5.4 Deleting a dashboard

1. Click the “Dashboard Name” (in the figure below, “Example Dashboard”) under the
Dashboard tab and select [Manage Dashboards].

Example Dashboard I

T
1P Agaress

Monitors  Incidents  Map  MiBs

- Hostname

A3 pgpng)

o00000C

2. Select the dashboard you want to delete and click [ ¥ |(Remove)].

Manage Dashboards
Dashboard Owner Sharing
Example Dashboard admin Shared
Dashboard(1 admin Shared
LogicVein admin Shared

3. A confirmation message is displayed. Click [Yes].

Manage Dashboards

Dashboard Owner Sharing

Example Dashboard admin Shared

Remove Dashboard

Are you sure you want to remove the selected dashboard?

Cancel

OK | Close
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ot

Dashboard edit menu
[Normal]

=]

Oanboaros  inventory  Jobs  Terminai Proxy

3 Example Dashboard

[Editing]

akg

[Ty pr— T
= Example Dashboard

3 inventory

P Adoress

Monitors

Menitors

Inddents  Map MBS

- Hostname

Inadents  Msp M

Description | Explanation
schedule Schedule email reports for dashboard PDF reports.
* Schedule is for “Inventory” and “Histogram” widgets.
date You can change the display period of the line graph on the
dashboard at once.
* The date is for the "Histogram" widget.
export Create a PDF report of the displayed dashboard.
Export is for "Inventory" and "Histogram" widgets.
edit Switch to dashboard edit mode.
save Save the dashboard changes and return from edit mode.
| cancel Cancels the dashboard edit mode.
| D (add) Add a widget to the dashboard.
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5.5.6 Edit widget menu

You can add / edit / remove widgets while in dashboard edit mode.

Dashboards | Invemtory  Jabs  Terminal Fraxy  Monidors  Incdents  Map  Mibs admin Logout Seftings Help

;‘._ Example Dashboard

Description | Explanation
. .. A three-point leader (“...”) mark displayed on the right
side of the widget title.
Click “...” to display the widget editing menu.
Edit Edit the widget.
Remove Remove the widget.
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6. Operation

This section describes the operations used in daily operations.

6.1 Troubleshooting
6.1.1 Checking the failed device

When a failure is detected, the background color of the icon on the map changes to a color
corresponding to the severity set for the monitor, and a status icon indicating the severity is

displayed in the upper left. This behavior is the same for maps registered as widgets in the
dashboard.

E
3
§

Terminal Proxy | Monitors | Incidents | Map  Mis

e

admin  Logout  Settings Help

7 et |

of3pnuL @

W]t % Create | | o

If you double-click the map icon whose status has changed, you will move to the lower layer.

In addition, you can easily display the desired map by using the map tree.

77 Copyright © 2022 LogicVein, Inc.



afapauL @

ZIG]

Inventory.

Jobs.

Dasnboards

Terminal Proxy  Monitors  Incients.

B =—o—

‘f“'“"‘ b vork.

78

admin Logout Settings Help
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MEMO :
Refer to the following table for the background color / status icon types depending on the
scheme severity.
Severity Map (Image) Status Icon
Emergency f ] (4]
72
Alert = @
- e
Critical &
N
Error
Warning
Notice | w
joN
Info i
Ny
Debug
*If multiple incidents occur on one device, the one with the highest severity is displayed.

6.1.2 Checking the details of the failure
Once you have identified the location of the failure, you need to know what the failure is.
You can display the device details screen by double-clicking the icon where the fault has occurred
from the map. In the [Violations] tab of the device details screen, you can check the fault that has

occurred in the monitored device.
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Dasnbaords  Inventory  Jobs  Terminal Proxy | Monitors Incidents  Map | MiBs. Networ: Default Y admin logout Settings Help

©]© GoldelDClogical

[t & Create |

Spine-01- 10.0.17.1

17
Spine-01 - 10.0.17.1 €m

Cleared

In addition, ThirdEye has an incident function. On the incident screen, you can check the details
of the failure. On the incident screen, detected events are displayed based on the alert policy
settings.

The incident status indicates the response status of the incident. An incident occurs at the first
event detection and is displayed in the incident.

Subsequent events for the same monitor and policy are associated with the same open incident.
New incidents configured with the same monitors and policies will not be generated unless the
original incident is closed ("resolved").

If the incident is not closed, new alerts are aggregated into the existing incident. Incidents cannot

be deleted by user operations.
1. Double-click the incident line you want to check.

2. The incident details screen is displayed at the bottom of the screen. Check the event details in

the event details.
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6.1.3

Close the incident when the failure has been addressed. Select [Resolved] from the [Status] pull-

down menu and click [Save].
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After handling the failure, make the incident “resolved”
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The status display changes to “Resolved” and the close process is complete. Click [Close] to close

the incident details screen.
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6.2 Checking data collected by SNMP
Data collected by the SNMP monitor is saved in the database. You can create a graph from past

data or export it to an Excel file.

6.2.1 Displaying a graph from the console
Data collected by SNMP can be confirmed by adding it to the dashboard widget. The procedure for
adding to a dashboard is described in "5.5.1 Adding a dashboard", but it can also be easily added to
the dashboard from the device details screen.
1. From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to set the monitor.
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2. From the monitor details, select the monitor whose data you want to check, and click [Add

monitor to a Dashboard].

WS_C3650-24TS-1 Mitech ... >
WS _C3650-24TS-1.lvi.tech - 192.168.30.249 [ hito L hitps | cmo Lanmp Siely Monitors  Violations  Interfaces

= Detail Cisco CPU 5min
Cisco CPU Senin (Minitor Set 1) I  index a cpmCPUTotaliminRev

period: sm CISCO-PROCESS-MIB/comCPUTDIaMIDE. 1000

a ifinOctets-derivative HOUtOCtets-derivative
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3. Select the dashboard to which you want to add the widget.

Add Dashboard Widget

Dashboard| Dashboard01 v
Metr] Example Dashboard

Dashboard01
com | | ogicVein

Filter

Cancel

4. Select the metrics and indexes to add to the graph and click [Add].

* Only metrics are displayed depending on the data to be acquired.

Add Dashboard Widget

Dashboard: | Dashboard01 v
Metric Index
#| cpmCPUTotalTminRev #| | 1000
Filter y
Add | Cancel

6.2.2 Export to Excel file
Data collected by SNMP can be exported to an Excel file.

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to set the monitor.
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2. From the monitor details, select the monitor whose data you want to check, and click [Add

monitor to a Dashboard].

WS._C3650-24TS 1 Mitech ...

WS_C3650-24TS-1lviech - 192.168.30.249  CEDCIDETICITH
= Dewal Cisco CPU 5min

Cisce CPU Senin (Mimtor Set 3 €I index

Period: sm CISCO-PROCESS-MIB/comCPUTDIAMIbE. 1000

Monitors  Violations Interfaces

-~ cpmCPUTotalminkev

Last Cagt,

e Interface Stats

 ifinOctets-desivative HOUtOCtets-derivative

nemetid

Last Cagturea: 201

3. Enter the file name and data export period and click [Save].

Export Meonitor Data

Filename: |WS_C365[J-24TS-I. vistech-Cisco-CPU-5min.xisx
- -
14 E‘ 43 El
s r
15 EH 13 El

Save | Cancel

Start Time: | 20190916 [

End Time: | 2019/00/17 IE

After clicking Save, the Excel file will be downloaded.
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6.2.3 Publish dashboard reports
The "Inventory" and "Line graph" displayed in the widget can be exported to a PDF file.
Click [Export] at the top right of the dashboard screen to export.
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6.2.4 Send dashboard reports regularly by email
You can email dashboard reports regularly.

* To send mail, the mail server must be set up first. For details on mail server settings, refer to
"7.5 Setting Mail Server".

1. Click [schedule].

@ Dwteows: inwemory b Teminaro | Moo mocems  Map  Mics

S LogicVein

g devices UsA

Lﬂ 1P Address. = Hostname 1) .

| @ wosn PaM - Syt
© oo CemnipinTanicos - o
© 100250 ¥
@ 1005 P
@ 1001 r
@ o Wiw-csEs e nicep-1 m s
© woin2 LVIGW.c3650intranica p-2 m”

2. The Schedule screen is displayed. Click [« |[(Add)].
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Schedules

E-mail Recipients Mext Fire Time

|
o

3.  [The [E-mail Schedule] screen appears. Enter / select each item.

E-mail Schedule

To: | support@Ivicojp

Once Daily '® Weekly Menthly Cron
Co | sales@vicojp 5 | [ -
| o E[e
srope:  Past 24 hours L J
Recur every week on:
# sun ¥ mon Tue Wed Thu Fri Sat
Timezone:  (GMT+09:00) Tokyo v
<No Filter= v
Save | Cancel
Description | Explanation
To/Ce Enter the email destination address.
Scope Specify the range of the report display period.

Within 24 hours

Within a week

Within 30 days

Yesterday (00: 00: 00-23: 59: 59)

Last week (Monday to Sunday)

Last month (from the beginning of the month to the end of the
month)

Date range (user can specify any period)

Schedule Specify the schedule for issuing reports.

Time zone Specify the time zone to publish the report.

Filter Specify filter settings for execution time.
* Set the filter in “Job Management”.
Save Save your settings.
Cancel Discards the settings and returns to the previous screen.
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6.3 SSH / Telnet connection to the device
SSH / Telnet connection can be made to the monitored device from the device list or map. This
function is called “terminal proxy” in ThirdEye. When using a terminal proxy, commands executed

on the terminal and output results are automatically saved.

6.3.1 Preparations before use
The following preparations are required to use the terminal proxy.
> Install Tera Term on the terminal to be operated
The following preparations are required to use the terminal proxy.

> Install browser integration

It is necessary to associate Tera Term with the browser connected to ThirdEye.
You can do this from the screen that appears when you start Terminal Proxy for the first time. The
following describes the installation of Step 2 browser integration. For information on installing

Tera Term, see the Tera Term manual.

1. Click [Install Integration].
2. Run the downloaded ttinstall.exe.

ttinstall.exe

3. Select a language.

..,-{, Please select & language.

| English v |

oK Cancel
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4. Click [Next].

Welcome to the TeraTerm Browser
Integration Setup Wizard

This wizard will guide you through the installation of
TeraTerm Browser Integration.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer,

Click Mext to continue,

Mext = Cancel

5. Click [Finish].

Completing the TeraTerm Browser
Integration Setup Wizard

TeraTerm Browser Integration has been installed on your
computer.

Click Finish to dose this wizard,

< Badk Finish Cancel

Preparation is now complete.

For Step2, you may need to reset it when you clear the browser cache or update ThirdEye.
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6.3.2 Starting the terminal

1. Select the [Inventory] tab.

2. Right-click the device to be connected to the terminal and select [Open Terminall.

@ Duwows | iweniory o TemnaiProry | Moniors | Incdents | Map s admin Logout Settings Help
S sewren e <5 Device S inventory W Repors
| [ - s
© & CHTDED
e Licmo ]
1 Licmo ]
Licmo }
Licmo ]
Lo
Lo
D
L e ]
Licmo ]

3. [Select Protocol] screen is displayed. Select the connection protocol and click [OK].

Select Protocal

ox | conct|

4. The terminal software “Tera Term” starts up and the device login screen appears.

* Log out of the device when you are finished.

T 192.168.40.40:2222 - net D VT — a X

File Edit Setup Control Window
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6.3.3

2.

You cannot check the session log during connection.

Checking operation logs

Select the [Terminal Proxy] tab.

© Do imenory

Incidents  Map

=] Dever [1000024
=

LEEEEEEEEEEEEEEEEEEEEEE-E]

Double-click the log you want to view from the list.

Dashboards  laventory  Jobs  Terminal Proxy  Monitors

. Session Diste

Device Hostname
Dema20150908 mra e

Dema:

50808 mir oy

restramesss

simustorirra b ealn,
R340
Tarac.r620.51

aseon

sveirtraica
50192 ebantraiicoi
50192 Bba AN 03B
o192 abantraiiceip.
R0 9T DTN KB

5291921 abalntrale oip.
es0192 ma e olp.

abart

ke

abart

isaip.

cseo 1921 abairtralecoip.

2601927 abaintr

aip.
ese01921 abaintradcoip.

ascon

211800 ntrANi£0IB.

Incidents  Map

Migs.

acmin
samin
acmin
somin
admin
samin

et 17 Adaress

19216630110

192.168.226
192166026
152168026

210826 1620
209106726 1678
180728 1023
2T 4z

Netwoc  Default T admin logout Settings Help

+ session End
2013109018 1512

x

o818 1500
201370918 1508
201870818 1502
2012709017 1527
201870925 1038
2010/0826 1620
2019706026 1619
201970729 1023

2018707124 1423

201907124 1421

201ap
201870704 1513
2010701 1012
2018106027 1952
2019/08/27 1931
201896021 1348

Netws:  Default

= e [Usermame sessonOsteAny-
S [oe @ cet [rcon Export
a P— oot e Gnt s Sesionstat ~ susontod
L s o = o caar. o .
I [ —— Teret samin 19218830110 20197088 1509 2019/09/18 1510 I
Teret samin 2019/09/18 1.
Tenet samin 01900771
Teret aamin 2019/09
Tenet somin
Tenet s
anet samn
Teret wamn
samin
cacotBetaboianicosn reret s
caco1S2tapoiciraricoln Teret s 01900201
cacorez Teret simin om0 1330
1usarraricoin son samin 01907724 1348
cacorsetavainiaricop ssn samin 20199720 1145

2019/09/18 15:09:58 - 15:10:28 (30 seconds)
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You can save the session data as a text file by clicking ﬂ (Export)] in the upper right of the log
screen. The file name will be “netLLD-termlogs YYYY-MM-DD.zip” and will be collected in the ZIP
file format. “YYYY-MM-DD” represents the date of saving.
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6.4 Real time Ping

From the device list or map, you can easily ping a monitored device from the right-click

menu. The transmission interval is 2 seconds at startup but can be changed from the screen

displayed after Ping.

e Dashboards  Inventory  Jobs  Terminal Proxy  Monitors  Incidents Map = MiBs
;! Search IP/Hostname: ‘ 2dvanced sesrch
=3 1P Address ~ Hostname
=X
‘21 @ 19216830249 WS_C3650-24T5-1vitech
@ © 1721608
@ 100108222 devstorage-2000
@ 100101254 LVIGW-c3650.int p-254
© 100101253 LVIGW-c3650.int 5
@ 100101252 LVIGW-c3650.nt
@ 100101251 LVIGW-c3650.nt
@ 100101250 LVIGW-c3650.intra.lvi.cojp-250
© 1000124 I} Open Terminal 5
Smsiiiieligina| Proxy Logs
o normar [ )rs ]
& 100101.247
@ gy
@ 100101246 LVIGW-c3650.nt

© 100101245
@ 100101224

When you click Ping, the following screen is displayed, and the Ping result is displayed.

LVIGW-C3650.int

LVIGW-c3650.intralv

e ThirdEye ping 10.0.101.250 - Google Chrome

A FRESNTVENES | 192.168.30.20/nui/live.htmi?uuid=b28556b0-ad24-5ede-93b6-b0b7

10.0.101.250 - LVIGW-c3650.intra.lvi.co.jp-250

= m} X

237073 &netwo..

Ping

Traits

[http Lhttps Licmp Lsnrf
[http Dhttps Licmp ]
[ icmp Lsnmp ]

[ icmp Lsnmp ]
Licmp Lsamp ]
Licmp Lsamp ]
[icmp Lsnmp ]
ED e
ED @

[ icmp Lsnmp ]

[ icmp Lsnmp ]

[ icmp Lsnmp ]

[ icmp Lsnmp ]

[ icmp Lsnmp ]

fad\pa

\_

I

. a A ]
e Sp A Ly
L] -

P

T
e

Period: | 28 Y | Duration:

Timestamp Latency (ms)

ZUTH 1 13T won

2019/09/17 15:46:46 0.68

2019/09/17 15:46:45 0.73

2019/09/17 15:46:30 0.63

2019/09/17 15:46:52 0.52

2019/09/17 15:46:34 0.62

2019/09/17 15:46:36 0.60

2019/09/17 15:46:58 0.62

2019/09/17 15:47:00 0.62

Close |

Click [ ﬂ (Export)] on the right side of the screen to export the Ping result to a CSV file.
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6.5 Checking the Up / Down status of the device interface

On the device details screen, you can check the interface status of the device. To use this function,

it 1s necessary to be able to communicate with the monitored device via SNMP.

1.

2.

From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to se

© cowews  imemory b Temunat proxy

= -
S sesen womname:

t the monitor.

Monitors | incdents  Map MBS

avanced search

admin Logout Sctiings  Help

< Devee Simentary Kl Repors

a © W

WE_C3650-24T5- 1 vitech

D CDED D

OO0 00000O00ODDO

4 3

oo o 254

bs a650-2075-1 mitech ..
'S C3650-24TS-1.Ivi.tach - 192.168.30.248
= Detan

P e——

Leome |
CISCO-PROCESS MIB/EmCHTateTasle 1000
€D

Cisco CPU 5min
Index

Interface Stats

Inciex = ifinOctets-derivative
GigabitEtnemat /v

V60

Memory

- cmCPUToITmInRey

OutOctets-derivative

Monitors | Violations | Interfaces

Last Capturest 201

olE
68

6068
128088~
Last Captures: 2019/09/17 1608

Click the [Interfaces] tab in the device details screen.

(B Domwonss wwentory | dobs  Temina prozy

B

% 1P Address
18216830249

o |

& © 7268

100101243

@ 100101242

C 4 1-240f262 b

WS_C3650-24TS - LAtech .

WS _C3650-24T5-1.Ivi.tech - 192.168.30.240

Monitors  Incdests  Map MBS
e —

= Hostname

WS_C3650-2675- Lividech

hitp L htips | icmp Lsnme.

»
1921683024824

94

Traits

b Lhops Licmp Lanmp ]

Copyright © 2022

admin logout  Setfings Help
= Device &3 imventory Ml Reports

oesezzErEy

LogicVein, Inc.



3. Click [Live Updatel].

©) Dotboawds imeatory | obs  TeminaiProsy  Mosiors lncdents | Mip  Miss admin Logout Settings  Help
S e rostane ‘advances searcn < Devee 3 rventory Wl Reports
o radies ~ Hostname. B
I o mmass WS C3650-24TS-Lvizeen -
®

@ 1721608

C 4 1-aoi b Results oo page: | 254 ¥

VIS C3650-24TS 1 ech . %

WS_C3650-24TS-1.lvi.tech - 192.168.30.249 COCDEDEIDT

H

Type "

9216830248724 ovrsezazEen -

'S

PPPR PP GO DD

Gigabittremer1/ 10

4. After clicking Automatic Update, you can periodically acquire the interface information on

the monitored device and check the current status.

WS C3650-24T5 v tech . =

WS_C3650-24T5-1.Ivi.tech - 192.168.30.248 Lhit L htips Jicmp Jsnmp el Monitors  Violations  Interfaces.
Pase Upante

Type "

1921683024924

MAC
00FE63025750

=
8
o

e

To stop, close the device details screen or click [Pause Update]

95 Copyright © 2022 LogicVein, Inc.



6.6 Checking SNMP traps that are not registered for monitoring
When a trap that is not registered as an SNMP trap monitor is received, it can be confirmed from
the [Monitors] tab — [SNMP Traps] tab. You can also display traps for a specific device using the
search function.
* The SNMP trap displayed here must be registered in the device as a monitored device.

Dashboards  Wwentory  Jobs  Terminal
Sets  Templates  Alert Policies Vi
Search

P

Irsertace |

ok3piyL @

Newore  Default T admin logout Settings Help

| Pause.

14583
4583895

You can check the details of the trap by double-clicking.
The displayed traps can be exported to a CSV file from the [Export] button.

1.3

Object
1.36.1.63.1.14.1.0
13.6.1.63.1.14.3.0

sysUpTimelnstance

14:58:44.50, 1.3.
J1.€.3.1.1.4.3.0: 1.

SNMP Trap Details

i

b
n
o
i
-
"
-
o

Value
1.3.6.1.6.3.1.15.5
1.3.6.14.1.278.1.27.35
135 days, 14584450

Close
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6.7 Stop monitoring temporarily

Use the job function to temporarily put the monitored device into the unmonitored state.

1. Click the [Jobs] tab — [Job Management].

g Prhwona - winal Proxy  Monitors  Incidents | Map | MiBs aamin Logout Settings Help
o

% newon | Trmers |

Name Type Comment

aA3payL
[

2. Click [New Job] — [Maintenance Windowl].

© Do lmvemlory  Jobs | Terminal Proxy  Monitors Inciderts | Mop Mis

JobHistary | Job Maragement

Mame Type Comment

ak3payL
&

ot b Resuits per page: | 100 T
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3.

4.

5.

Enter the job name and comment and click [OK].

Job Name:

Maintenance Window

| Unsupervisedd1

Comment:

| Non-bussiness hour(PhM10:00~AM8:00)

Click the Period tab and set the period to be unmonitored.

“Unsupervisedat

-

Click the Device tab and add a device to be monitored.

© Cowous menory s Temeapwy  womtors  wosms e wes

i T
e

_ox | cancel

(]

simin Logout Setings Help
< omee S mentay Kl Repars

Hostname
P

co2g tranicojp
e e

LVIGW.£3650intra NLenjp-2
WIGN-c360itra icaip-3
LVIGW-£3652irtra

=
WIEN3650ira i oS
WVIGN-£3650.rra e o6
e
WIGN.c3650.tra i p-B
WICN. 3850 a5 S

Resuts per page: | 254 ¥

Fumsuperviscant
window | Deviees (3 Schedule
aiDmies O sawen © suterat

1P Address

Add selected fiom device view search
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6. Click [Save].

(© Dutoues imveniory obs  Temmalioy  Mowors Wndcems  Map | MEs admin | Logout Scitings  Help
= searen imrosmame achanceg search < Deviee 3 imvertary Al Reperts

WIGN-c3650.rira icajo-1
WiGN.e385 i Lenjp2
WIGNc3650irira icajp-3
WiGN.c3850 A L p-4
WIEN3650ira i oS
WVIGN-£3650.rra e o6
e
WIGN.c3650.tra i p-B
WICN. 3850 a5 S
WiGH.c3850ir

jp-10

wicH

“Unupervicdtt x
window | Deviees (3 Schedule
aiDmies O sawen © suterat

= Hostna

Add selected fiom device view search

7. Click [Run Now].

[ Omibosos | iwemory sobs  Temnsluny  Mentors lodens | Mip Mt admin Logaut Settings Help
Z§ JobHistory | Job Mamagement

¥

El 5 open o | 3% pete . Bename o o | s
[ Type Comment

L Jirepre———" Mairsenance Wingow Non-ussiness nourPAH 00~ AMB0) &

That's all for the operation. After clicking [Run Nowl, it will be unmonitored for the time specified

on the Period tab. Refer to "6.8 Temporarily Stop Monitoring Using a Schedule" when executing on

a schedule.
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6.8 Stop monitoring temporarily using a schedule
Runs non-monitoring on a schedule. A non-monitoring job is executed at a specified date and time

and can be put into a non-monitoring state for a specified period. Here, set the schedule for the

non-monitoring job set in 6.10.

1. Double-click the job to set the schedule or click [Open Job].

Job History  Job Management
% Open Job | 3 Delete | " Rename | (3} Bun Now | % New lob | " Filters

Unsupenviseati!

_anapiyL @

2. Click the Schedule tab and click [Add].
— =3 —

Trigger

.

3. Specify a name and execution schedule and click [Save].

Trigger
Mame: | PrA10:00~AMBE:00(everyday)
Once  '® Daily Weekly Monthiy Cron
22 ﬁ: 10 ﬂ

Recurevery |1 j‘ dayis)

‘When a recurrence interval other than 1 is selected, the starting day is always
based on the 1st of the month, Example: a recurrence interval of 2 means the
schedule will run on the 1st, 3rd, 5th, etc, of the month,

Timezore:  (GMT+09:00) Tokyo

Filter: <No Filter=

ﬂ Cancel
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Click Save to add the schedule.

Time”.

Unsupervsednt

window

Devices

Description

Explanation

Schedule

Select one of the following five execution schedules.
Once ... Execute once at the time and date set for the
time

Daily: Run every n days (Starting on the 1st of the
current month)

Weekly: Run on a specific day of the week

Monthly: Run every specified month

Cron ... Executes at the date and time specified in
coulomb format

Time zone

Specify the time zone.

Filter

Select the schedule filter registered in "Filter
settings". Timing that matches this filter is removed from
the trigger. For details, see “Scheduler Filter”.

G scneaute

In addition, the date and time will be displayed in “Next Fire

Imw..
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6.9 Checking the past job history
The job history can be confirmed from the [Jobs] tab — [Job Historyl, and the jobs executed so far
are displayed. Jobs can be reported / discovered / unmonitored to see when and who executed

them. For report jobs, you can double-click to view a published report.

[Column list]

Description Explanation

Name Displays the name of the job.

Type The job type is displayed.

Start time Displays the date and time when the job was executed.
End time Displays the end date and time when the job ended.
User Displays the name of the user who executed the job.
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6.10 Canceling monitoring settings

6.10.1 Deleting a monitor

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to set the monitor.

© Cowous menory s Temeapwy  womtors  wosms e wes admin Logout Settings Help

=/ [, o—
= [Pe—

< omee S mentay Kl Repars

1P Address

afkgpay

-
© oo
© o2
© woims
© o0
© o0
© woins
© oo
@ o

LVIGH CE50INTraNico -5

LiGw.

€ 4 1.maorze b Resuts per page: | 254 ¥

=S5
WVIGW-cI650imtraicos.
LVIGW.-c3650.intralvi.co jp-8 - 10.0.1018  EETTD Monitors | Violations | Interfaces
= Dewil Ciseo CPU Smin
isco CoU Smin (inor Set CED | maex ~ comCPUTotamnRey
Peroc s CSCOPROCESS MB/pmCPUTCtaTe e 23 |

Last Captuses 2019/09/18 1146

| 2|ll|X|e|&

2. Select the monitor to be deleted from the monitor details and click [Remove].

WVIGW-C3650.intravicos.. %
LVIGW-c3650.intra.lvi.co.jp-8 - 10.0.101.8 icmp Lsnmp Monitors  Violations _ Intertaces
= Detail Cisco CPU Smin
Ciseo CPU Smin (Mintor Set 1 €I | noex A PmCPUTOtaltminRev
perioc: sm CISCOPROCESS- MB/coMCPUTCtaable 20 "
Last Capturec: 2019/09/18 1145
*| 7 |X ||

3. Click [Yes] on the confirmation screen.

Delete Monitor?

Are you sure you want to delete the selected monitor?

oK Cancel
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The monitor will be deleted from the monitor details and data will not be collected.

VIGW-C3650.ntraLco ...
LVIGW-c3650.intra.lvi.co jp-8 - 10.0.101.8 [ .cmp somp ]
= Detail

6.10.2 Deleting icons (device / map) from the map
1. Double-click the map from the map list on the left side of the screen and click [Edit].

Dasnboards  Invemtery  Jobs  TerminalProxy | Monitors  Incioeats  Map  MIBs

7] New York

admin Logout Settings Help

Pea|

sA3paYL D

] 4 oreate| | Usa

2. Select the icon you want to delete and click [Remove].
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() Detboards inventory | obs  TeminalProwy | Mowtors lncdents | Msp MBS
5_1\ | New York
5 e
m Cricagol
B oo [
Los Angeles
= S=L
Piaceshia
Shosn
S artenio
Y
/|
W0.101.2
re‘ (mm)
] ]
1001013 0.0.1014
[ IR U S
CIE]] doeme| s

3. A confirmation message is displayed. Click [OK].

4. The device is deleted. Click [Save] to complete editing.

Remove From Map

Are you sure you want to remove the selected items from this map.

105

admin Logout Settings Help

B
Genern
e e[ vore
X Delete Man |
e
4 nsert Device
G 3680 i coe S - 102901
soston
w30
v [0
ieon
e %=
[imsazress
sacrorauna
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Dashboards  Wwemtory  Jobs  TerminaiPrioky | Momlors  Incdemts  Map MBS

admn  Logout i
- o] New York
s

akapauL @

cresge@
Houstan iy
Les Angelesilh
[ ]
New York 10.0.101.1
Prladenria
Proenix
Son Antoric
=
i
001012
- Jrmy
/]
1601013 1001014
q
H=t——o—=+H
G o create| | ysa

6.10.3 Deleting a map
1. Double-click the map you want to delete and click [Edit].

© Cuwewm  mwemory s Temmapey  mowors  basaw M wes admin Logout  Schigee_ucc
T
E Husai@
m @
<
@ Houstan |
Los Arpeesill
[ ]
New York 10.0.101.1
Prldeohis
Proenix
Son drtore
=
i
001012
Py Jrmy
/]
1601013 1001014
q
We—o—
1] o create| | ysa
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2. The setting screen is displayed on the right side of the screen. Click [Delete Mapl.

Doshbowrds  Invemtory  Jobs | Terminal Proxy  Monitors  Incidents  Map  Mils

. ir] =] New York
Hus@

akapayL @

3. A confirmation message is displayed. Click [OK].

Delete Map

Are you sure you want to delete the selected map?

OK Cancel

6.10.4 Deleting a device

1. Inthe [Inventory] tab, select the device that you want to delete. * Multiple selection is
possible

2.  With the device selected, click [Inventory]> [Delete Device].
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== Device ii Reports

J Credentials
I8 Protocols
Add
= Add new device
&= Discover new devices
Import/Export
B | Export inventory as Excel file..
B | Save inventory import Excel template..
B | Import/update inventory from Excel file..
Manage

Device Tags
o Delete device I

3. A confirmation message is displayed. Click [Yes].

6.10.5 Deleting a job

1. Click the [Jobs] tab — [Job Management].

admin Logout Settings  Help

g Dashboards  Inwemtory  Jabs  Terminal Proxy  Menitors  Incdents  Map  MiBs

= JobHistory | Job Management
s - -
i % Open Job | 3 Delete | " Rename | (3 Bun Now | % New lob | " Filters
M ame Type Comment

m e

B 0 Usupeniseat Maintenanze Winscis Non-ussiness neurPA 0D~ AMED) #

2. Select the job you want to delete and click [Delete].

Dastboards  Invemtory  Jabs  Terminal Proxy  Mondors  Incdents  Map  MiBs

sdmin Loguut Settings | Help
1o oy | 1o Mamagement
5 Open o | 3 Delete | . Rename | @ Bun Mow | 5 Newsob | 5 riers

Trpe

Mairtenaree Wirsew

POSPAF 000~ AMED0) #

anIPAYLQ

:
1

Unsupenviseati!

3. Click [OK] on the confirmation screen.
Delete?

Are you sure you want to delete the selected job?

The selected job is deleted from the job management list.

Dashboards  Inventory Jobs  TerminalProry | Monfiors  Incdemts  Map  MiBs

admin Logout  Settings  Help
Job History | Job Management
s - £ a % New Job | [ Fitters

Type

3
=8
a
T e Cammest
3
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6.11 Backing up ThirdEye configuration information
In system backup, the settings of ThirdEye are backed up. The acquired system backup file can be

restored from [Restore System Backup].

Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Mema Templates
Launchers
MNetworks
Metwork Servers
Software Update
Web Proxy

MWaps

Server Settings

#| Enable daily system backup

Perform the system backup daily at this time: 7 ﬂ :

Mumber of backups to keep: 7 ¥

B

Perform System Backup Now

Last Successful System backup performed: 2019/09/02 07:00 {Download)

Restore System Backup

Description

Explanation

Enable daily system
backup

Enable daily system backup. If this setting is enabled, a system backup
will be performed at the specified time. (Initial value: Enabled)

Perform the system
backup daily at this time

Specify the execution time of daily system backup. (Initial value: 7:00)

Number of backups to
keep

Specify the number of system backup generations maintained by the
ThirdEye server from the following. (Initial value: 7)
"7"’ "14"’ "30"

Perform System Backup
Now

Perform a system backup manually.

Download

The backup file at the time of the last system backup can be
downloaded. The file name will be “backup_YYYY-MM-DD ***  Zip”
and will be collected in the ZIP file format.

* The file name “YYYY-MM-DD” represents the Coordinated Universal
Time (UTC) date.

Restore System Backup

Restore the system backup.
* Select the backup file in the ZIP file format.
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7. Advanced Settings

This section introduces monitoring settings that are more detailed than backup, global settings,

7.1 Setting various monitoring settings

7.1.1 Monitoring a website

You can send HTTP requests to monitor web ports or specific sites.
1. From the list of monitored devices on the [Inventory] tab, double-click the device for which

you want to set the monitor.

(©) Dushboards | wventory | obs | Terminal Proxy | Moitors | Incilerts | Map | Mis admin Logout  Settings  Help

5.' Searcn 1P/Hosmame: Sarced pasch < Device =3 Invertory M. Reports
T s

i & 1721606

Taits ]

D @D GD |

Resutsperpsge | 204 ¥

172.16.06 Monitors  Violations  Interfaces.
= Dctal

2. Click [ « | (Add)] in the lower left and click [HTTP].

1721606 |
172.16.0.6 COHCEDED D Monitors  Violations  Interfaces.
= Detail
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3. Set the desired monitor name and interval.

1724605
172.16.0.6

= Detait

4. Enter the following items.

172.16.06

172.16.06

= Detail

1721606

172.16.0.6

= Detat

Monitors  Violations _Interfaces

HTTP Monitor I 4 Save | Close |
Description Explanation
Scheme Select HTTP or HTTPS.
Port Specify the web port.
Pass Enter the path of the site to be monitored.
5. Click [Triggers] and click [Time Window].
HTTP Monitor o 1 | - w«mmlmlm::\

an

- Tiggers |
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6. Set the conditions and policies in the same way as the threshold settings.
In the conditions of the following screens, alert status is applicable when the status code is
other than "200".

1721606 |

1721606 > Montors | Violations Interfaces
8 jowan HTTP Monitor 7 peee] smve | [ Cone |
Scheme: | hittp
Port:

E_H

Patn:

4 Triggers

#/ Time Window Trigger
CITSTITD €D 00

o
1721606 2l
172.16.0.6 ) Monitors Vi es
= Detair HTTP Monitor P e 1 Close |

scheme: | http

P [ 3

path: otye

4+ Triggers

#/ Time Window Trigger
Severty: Warning
rigger
o

After saving, if the request is started and can be acquired normally, the data will be displayed on

the device details screen.

1721606 >
172.16.0.6 Monitors _ Violations __ Interfaces
p—
= Detail HTTP Monitor
" eMs: 18

HIT® Montor

Periog: 1m

Last Captured: 2019/09/06 10:30
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7.1.2  Monitoring TCP ports

You can send a syn message to the TCP port and check if there is a response.

1. Click [ o [(Add)] in the lower left and click [TCP Port].

1721606 >
172.16.0.6 hitp L https L icnp. Monitors  Violations  Interfaces

2. Set any monitor name and interval.
e ——y
=°f:" — - FTP Port I reice:| 1 @D save| cose
= 4 ¢ Triggers ’
El
3. Set the port number to be monitored.
e : e
= petait ] 1 | save | Close |
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4. Click [Triggers] and click [Time Window].

172.16.06 2
172.16.06 EDCEDED T Monitors  Violations  Interfaces
& owan 7 recd| 1 @D Save | Close
HTTP Monitor

Perica: 1m

5. Set the conditions and policies in the same way as the threshold settings.

In the following screen conditions, alerts will be alerted if the response is greater than 1000

milliseconds.
1721606 -
1721606 Mosnon bR,
3 Datal FTP Port 7 weroa save | close |
HIT? Montor web — -
periog: 1m LS UM
o/ Triggers |
7/ Time Window Trigger
5
d

6. Click [Savel].

1721606

1721606 Monitors taces
3 |Detal FTP Port 7 weroa wmw‘

T ob —
Port: |21 5

« ¢ Triggers

7 Time Window Trigger

Severty: Warning v

After saving, if the request is started and can be acquired normally, the data will be displayed on

the device details screen.
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1721606
172.16.06 b
= Detail

Last Capturea: 2019/09/06 1041

7.1.3 Monitoring using formulas
ThirdEye can automatically calculate the data obtained using a custom formula. For example, in
the standard MIB HOST-RESOURCE-MIB, there are MIBs for server disk size and usage, but
there is no MIB for usage (%).
By using a custom formula, you can calculate the disk size and usage to get the usage rate.
This section describes the procedure using HOST-RESOURCE-MIB as an example.

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which you

want to set the monitor.

€ Cesnwows imemory  obs  Temestprony  Monors incerts M Wit admin Logout Settings Help

= seorch ertostname svances searen < Deviee S imvennory Wl repons

Trans ]

© 1010129

[ RECT N Resuts perpoge | 254 ¥

devstorage-2000 - 10.0.108.222  @EICITD Monitors  Vioktions _Interfaces

= Deti

L3 - =

2. Click [ «» [(Add)] in the lower left and click "SNMP Table".
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3. Set the desired monitor name and interval.

devstorage-2000 - 10.0.10.
devstorage-2000 - 10.0.108.222 EDEID

L] Disk usage

Name.

8 Derived Metric |«

4. Click [MIB Libraryl.

devstorage-2000 - 10.0.10... %
devstorage-2000 - 10.0.108.222 [ icmp Zenmp ]
= Detadl Disk usage

Name

[ Derived Metric | <+

|8 Derived Metric |

MIB Library... | 4 Custom OID...

oI M8
Tavle index: | none Display String OIDx | nory
-
o ——
S [T T =]
o .%‘2 sec 1 min B
Tadle Ingex: | none Dispiay String OID: | none

5. Enter [hrstorage] in the OID search, select "hrStorageTable" from the search results, and click

[OKI.

Find Table
| hrstorage
Name QID l MIE
——
hrStorageTable 1.3.6.1.2.1.25.23 HOST-RESOURCES-MIB

inxHrstorageTable

1.3.6.1.4.1.2636.3.31.1.1

JUNIPER-HOSTRESOURCES-MIE

0k f concel|
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6. Check “hrStorageSize / hrStorageUsed” from the table.

Gevstorage 2000 - 10.010...
devstorage-2000 - 10.0.108222  EEDETTD

Violations  Interfaces.

000, Disk usage serca: s |G MIB Ubvary... | 4 Custom OID... | save | [Close.
Name Type s
nistorageType SNMPV2-TC:AutoromousType HOST.RESOURCES.MIB -
historegeDescr SNMPV2-TC.DspayString HOST-RESOURCES-MIB
historsgeasocationUnts SNMPV2-SMiteger32 HOST-RESOURCES-MIB
=== pTrT— s v 1
[ Derived Metric | ¢/ Triggers Tobie Index Display String OID: [1.3.6.1

7

Click Derived Metric — Advanced metric expression.

devstorage-2000 - 10.0.10...

devstorage-2000 - 10.0.108.222 [icmp Lsnmp § Monitors  Violations  Interfaces.
= Detai Ferc MIB Library... | 4 Custom OID... | save | Close
Type
SNMA2.TCAUtOnomOusTyDe RESOURCES.MIS -

nrStnrananacer SNMPv2.TCDspayString Ho!

RESOURCES-MIS

SNMPV2-SMidnteger3z HO!

RESOURCES-MIS
8 Aooregate of metric over ingexes..

6121252315 SNMPY2-SMidtegs HOST-RESOURCES-MI
136121252316 SNMPY2-S\Hirteger32 HOST-RESOURCES-MIB
136121252317 SNMPV2-SMiCounter32 ESOURCES-MIB v

Tae index [ 13612

Dispiay string OID: [136120.2523.13

8. Enter a name and formula.

devstorage-2000 - 10.0.10...

devstorage-2000 - 10.0.108.222 Monitors Violations | Interfaces
Detail Disk usage perios:| 5 ., MIB Library... | < custom oID.. Save | | Close
Name oo Type M
(0 rstorageType 136121252312 SNMPY2-TC:AutonemousType HOST-RESOURCES-MIB -
[ hrstorageDeser 136121252313 SNMPV2-TC:DispleySiring HOST-RESOURCES-MIB
O rstorageallogationunits 136121252314 SNMPY2-SMiinteger32 HOST-RESOURCES-MIB
1 hrstoregesize 136121252315 SNMPV2-SMinteger32 HOST-RESOURCES-MIB
) restorageused 136121252316 SNMPV2-SMikinteger32 HOST-RESOURCES-MIB
0 hrstorgeAlocationFaiures 136 7 SNMPY2-SMiCounter32 HOST-RESOURCES-MIB -

5 Derived Wetric | < Tiggers Talenge

diskUtil a
Expression ‘ hrstorageUsed I hrtoragesize Rat)
[IxstogeiiocationfailireshsiorageAocationunitsYtorageindexfistoragesize bstorageused ool ingsecs]

136121252311 Dispiay String OO [ 13.61.21.25.23.13

v zilx|e®
devstorage 2000 - 10.0.10... %
devstorage-2000 - 10.0.108.222 Monitors
= Detail Disk usage rerioc:| 5 ., MiB Library... || 4 Custom OID...
Name ol Type miB
[ rrtorageType 138121252312 SNMPy2-TC:AutonomousType HOST-RESOURCES-MIB B
[ restorageDescr 252313 SNMPV2-TCDispiaystring HOST-RESOURGES-MIB
[ rrstorsgealocationUntts 21252314 SNMPY2-SMinteger32 HOST-RESOURCES-MIB
9l rrsioragesize 136121252315 SNMPY2-SMiintegers2 HOST-RESOURCES-MIB
™ hrstorageUsed 136121252316 SNMPv2-SMEinteger32 HOST-RESOURCES-MIE
() restoragetocationFailures 136121252317 SNMPY2-SMitCounters2 HOST-RESOURCES-MIB -

B Derived metric |+ Triggers Table Indexs | 13.61.2.12523.1.1 Display String OI:

diskUtil
P [ svorsgeteea Yl hrotoragesize Jae
[istorsgenioctonraiuresJostorsgenoctonunYstorageince:Y wstorsgesze]rstoragebsed [ potingeecs]
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After saving, data collection starts, and the results are displayed.

devstorage-2000 - 10.0.10...
devstorage-2000 - 10.0.108.222 @me Monitors _ Violations __Interfaces

= oetail

€D

HOST-RESOURCES-MIB/hrStorageTab

- hiStorageSize IeStorageUsed diskUtit

You can also set a threshold for the calculated value using a custom formula. For details on

threshold settings, see 5.3.4 Setting and monitoring thresholds.

7.1.4 Automatically clear a specific trap incident when a trap is received
When a correlated trap is received, the fault is automatically cleared, and the icon color and
status icon on the map can be returned to the normal state.
For example, LinkDown trap and LinkUp trap. After the LinkDown trap is received and an

incident occurs as a failure, the LinkDown trap is cleared when the LinkUp trap is received.

1. Create a LinkDown trap monitor.
2. Create an SNMP trap monitor for LinkUp.
3. Click [Trigger] and click [Time windowl].

LVIGW-C3650.intra.tvi.co.... -
LVIGW-c3650.intra.lvi.co.jp-5 - 10.0.101.5 [[icmp Zsnmo Monitors _ Violations _interfaces

oo LinkUp MIB Library...|  Edit Custom Trap... save | Close

oan B IF-MIB.linkUp (1.3.6.1.6.3.1.1.5.4)
Message:

nnnnn
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4. Click [MIB Library] of the trap to be released and add a LinkDown trap.

LVIGW-c3650.intra.ivi.co ...

Violations.  Interfaces

Qlase

Viclstions  Interfaces

save | dose

jaiose

LVIGW-c3650.intra.lvi.cojp-5 - 10.0.101.5 Monitons
= Detai LinkUp , MU Libary...| 7 Edit Custom Trap...
inkDwn
Pericd: rva IF-MIB/INKDOWN | imacer 212 SNMPY2-TCO(EpIaySteng
cminstatus 1 nrEaER
s NrEaER
asa) 2 "
< riggers
H Clear
Ciear try MIB Library..
Condtionsl B ccrclon (otmenuize uncondtionay)
v SR ERS =
LVIGW-c3650.Intravico....
LVIGW-c3650.intra.lvi.cojp-5 - 10.0.101.5 Mositors
= Detai LinkUp B ubrary...| 7 Eait Custom Trap...
unkOown
Period: s F-MIB/linkDown | | | iffescr SHMPY2-TCDspayStrng
thamingiatus NTEGER
fopersianis s nrsce
A | 7 ® {
y
4 tigges |
H Clea
Clear traf
cengtiond retion (othenwse uncand tianar]
Poicy: [ impie Incidert ol
v SRR =
LVIGW-c3650.Intravico....
LVIGW-c3650.intra.lvi.cojp-5 - 10.0.101.5 Monitors | Violations __Intarfaces
= Detai LinkUp B ubrary...| 7 Eait Custom Trap...
Period: s F-MIB/linkDown | | | iffescr SHMPY2-TCDspayStrng
thamingiatus NTEGER
fopersianis s nrsce
dan| 7 “
4 tigges |
M Clear Trigger Alert
Cear trap: | IF-MiBJinkDown MIB Library...
Conationsi: (] Trgger aert scurs based an the follewing EoREiion (otheryse uncangiansiy)
Poicy: [ impie Incidert ol
v SRR =
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7.1.5 Changing the action with the value contained in the trap
Monitored devices send various information in traps when sending traps. Depending on the
content, you may not want to detect it as a failure. In ThirdEye, you can filter by specifying
conditions.

In the following example, Syslog traps from Cisco equipment are used to filter the traps.

1. Monitored devices send various information in traps when sending traps. Depending on the
content, you may not want to detect it as a failure. In ThirdEye, you can filter by specifying

conditions.

ssssssssssssssss 0
LVIGW-c3650.intra.lvi.co.jp-6 - 10.0.101.6 @DETD L Mitors. Violations Interfaces
= etail

2. Display any monitor name.

LVIGW-C3650.0721V1.CO ...

LVIGW-c3650.intra.lvi.co.jp-6 - 10.0.101.6 &nmeo Monitors  Violations  Interfaces
= octan syslog trap | PiBm | e =

3. Click [MIB Libraryl.

LVIGW-GEs0inra Mo -
LVIGW-c3650.intra.lvi.co.jp-6 - 10.0.101.6 amenm Monitors  Violations  Interfaces
= et syslog trap s tveary... [l Aca custom ... close
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4. Enter "clogmessage" in the OID search, select "clogMessageGenerated" from the search
results, and click [OK].

Find OID
Iclogrressage I
MName OID 1 MIE
s
Icl{:g MessageGenerated 1.3.6.1.4.1.9.9.41.2.0.1 CISCO-SYSLOG-MIB I

- Cancel

5. Enter a message when a failure occurs.

* Below, clogHitMsgText (message content) included in the trap is displayed.

LIGW-G650ntravico)... -
LVIGW-c3650.intra.lvi.co jp-6 - 10.0.101.6 Monitors  Violations _ Interfaces
= Detail Syslog trap 7L M8 Ubrary... | Edit Custom Trap... Save | Close

# CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)

6. Click [Trigger], and then click [Rise Trigger Alert].

LVIGW-C3650intralvicod.. 2
LVIGW-¢3650.intra.lvi.co jp-6 - 10.0.101.6 [ icmp fsnmo § Monitors  Violations _ Interfaces
= Detail Syslog trap 4 MIB Library... | 7 Edit Custom Trap... Save || Close

3 CI1SCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)

Message: | CIETIEIITITD
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7. Check “Conditional”.

LVIGW-G3650.ntal .ok, S
LVIGW-c3650.intra.lvi.co.jp-6 - 10.0.101.6 Monitors  Violations  Interfaces.
= Detail /. MIBUbrary.. 7 Edit Custom Trap... < close|
- e

SNMPV2-TC DispleyString

</ Triggers |

A Raise Alert
| T P T e e T |

sor [Smpe et e

. sy | Waming

8. Enter “Condition” in the red frame.

LVIGW-C3650.0raIV1.CO...

LVIGW-c3650.intra.lvi.co.jp-6 - 10.0.101.6
= oetail

Monitors | Vielations _ Interfaces
/. miBubary.. | 2 Eaitcustom Trap...

save | Close
- e

SNMP2-TCDisploySting

A Raise Alert

Conattionat: &

[Kcioatistseverity T X ervor Tand X dogHistisatext L does not contain JELIIT I

ol S Incaent iy sty Criial v

—
———
. IR SN S
——
—
—-—
—

Conditional: % Trigger alert occurs based on the following condition (otherwise uncanditionally)

(=L error L and | does not contain TELISCY

In the above example, if clogHistSeverity is equal to or higher than error (emergency, alert,

critical) and the value of clogHistMsgText does not include "LogicVein", the alert is targeted.

9. Set the policy and severity.

LVIGW-C3650.0raIV.CO ... —
LVIGW-c3650.intra.lvi.co.jp-6 - 10.0.101.6

4|
Monitors  Vielations _ Interfaces
= Detail syslog trap /M8 Ubary.. | 7 Edit Custom Trap... save | close
e e -~ e o
ogHsac
ooMstseverit

SNMPV2-TC.DisplayString
CISCO-5YSLOG-MIBSysiogSeverity

SNMPY2-TC:Tmestamp

A Raise Alert

Conaltionat: ) Trigger aert occurs based on tne following condition (otnenwse unconditionaly)

[nntlthentoxt mok contain TS
seerff Critical v

o [smpe incoent Foicy
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10. Click [Savel.

LVIGW-C3650ntraIvI.CO .
LVIGW-c3650.intra.lvi.co,jp-6 - 10.0.101.6

= oetail syslog trap

cogHistfacity 13.614.1.9941.12312
ciogHistSeverity 13.614.1854112313
- 136141854112314
cogHsvsgen 136147884112315
cogsTmesamp 1381418541120
@ 7%4] |2 ran | [ 3 Remove

o/ Tiggers |

A Raise Alert

Conaltionat: ) Trigger aert occurs based on tne following condition (otnenwse unconditionaly)

Geoztstserers XYoo ori Y oootisittzgton Y docs not cortan Y re)

oicy: [Smple Incaent Foicy Seerty Critical v

123

Monitors | Viol

/. MBUbGry.. | Edit Custom Trap...

SNMPV2-TC.DisplayString
CISCO-5YSLOG-MIBSysiogSeverity
SNMPV2-TC.DisplayString
SNMPY2-TC.DispiayString

SNMPY2-TC:Tmestamp
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7.2 Agent-D
Agent-D is an agent installed on either Linux or Windows servers that runs in the
background of the server. It can perform monitoring functions, collect metrics and send
alerts/traps on the below functions.
« CPU
+ Disk
* Memory
* Process
* Syslog monitoring
Agent-D can be installed two different ways

¢ From ThirdEye — right click on server, select Agent_D

10.0.6.253 mAREN Mool Cisco It

10.0.40.25 Agent-D Installer

1004041 Operation  Install/Update v nu
¥ 10.128.0.1 Cisco It

10.128.0.2 Execute | Cancel Alcatel

1N170N A NICD D \ il i i

e Download from ThirdEye (settings/Agent-D) and install on server.

Server Settings

Click download link to download Agent-D installation files of the required installer type.

Download Windows Domain Installer

Download Windows Standalone Installer

Download Linux Standalone Installer
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sales-linux - 10.0.40.111
= Detail

ICMP Ping (Default)
Period: 30s
Linux CPU Stats (Linu)
Period: 1m
Linux Disk Stats (Linux)
Period: Im
Linux Memory Stats
Period: 1m
Linux Memory Stats (Linux)
Period: 1m
Linux Process Stats
Period: Tm
Linux Syslog Monitor (Linux)

Period: Tm

In the Device monitor section, you can visualize the parameters and settings.

actions.. icmp 28sh agent-d

ICMP echo

agent-d

Linux CPU metrics
Linux Disk metrics
Linux Memory metrics
Linux Memory metrics
Linux Process metrics

Logs

Parameters to monitor are placed here

ICMP Ping
Round-trip Time: 0.52ms
Packet Loss: 0%

Linux CPU Stats

<Py - Usage User (%)

Linux Disk Stats
Device
dm-0

sdal

Linux Memory Stats
Active: 265482240
Available: 151425843
Bufferec: 3346432

Free: 1361854464
Total 1904889856
Used: 210321408

Available (%): 79.49
Used (%): 11.04
Swap Free: 2218782720
Swap Total: 2218782720

Each section shows metrics collected

g

=Y

o}

o
=
B
%
o
o
]
e
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Violations  Attachment Interfac

Last Captured: 2021/04/02 12:00

Usage Guest (%) Usage Guest Nice...

0
0

o

Last Captured: 2021/04/02 12:00

s E

Last Captured: 2021/04/02 12:00

Lact Canhiead: 3091M4/M3 1300



» Add the appropriate templates to the device from the template library
» Configure what you want to monitor

How often to pull data

Fields/metrics to monitor

Setup any alerts/traps to notify when there are issues

Linux Memory Stats V4 I Period‘.‘ 1| G IHistory: {O——3 months

Collects system memaory metrics.

Set up time monitoring

. . peri
Output Fields Select fields to monitor
Name Type
active integer
available integer
buffered integer
[ cached integer
free integer
[ inactive integer
Set up alerts/traps to
E Derived Metric | - ¥ « ¢ Triggers monitor
77 Time Window Trigger
Conditional:| (ENELE]EM el e:1 e 30
Alert Policy: | Simple Incident Policy ) Severity: Warning v
Time window: 5 @ Count: 3
Message:| Node is in violation of memory percent condition, times within

» Clicking on any of the values, in any section, will popup a display that will graph that

value. Display is configurable to show time from 1 hour up to 2 years
Linux Disk Stats

Device .  Free (B) Total (B) Used (B) Used (°
dm-0 28827955200 31047847936 2219892736
sdal e'*\'ji;e-_'x:- Memory Stats - sales-linux - Google Chrome = O x

A Not secure | 10.0.0.182/nui/graph.html|?uuid=bb965ffc-57c9-5244-8e85-a2fe1456a5248&network=Default&monitorid=36&metrics=available_percent &

|Linux Memory Stats - sales-linux

+_F——2hours

Linux Memory Stats A A f\/\d\/_/\/\/\r\ NN 796
Active: 265367552 7958
Available: 1514545152 7956
Buffered: 3346432 79.54
Free: 361985536 7952
Total: 1904839856 W/’ /| 195
Used: 210190336 J‘ 7948
T T T

T T T T T T T T T
10:15 1023 10:31 10:40 10:48 10:56 1:05 113 M2 130 138 1146 155 12:03
—available_percent

Available (%) 79.51
Used (%): 11.03
Swap Free: 2218782720

Swap Total: 2218782720
Close
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» Agent-D results can be displayed in the Dashboard, exported to a file, or downloaded
via API.

» Additionally, any alerts/traps can also be displayed for monitoring purposes.

Default

Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors. Incidents Map MiBs Network: ~ admin Logout Settings Help
Build Infrastructure schedle dete export edt
ICMP Ping - jenkins E 2 hours ICMP Ping - Slaves B 2 hours
05ms H00ms:
i b a4sms -
Time: 21/04/02 10:51.00 0Ams :iznb
Round-trip Time: 0.38ms | 035ms 800ms
B RTASIBT\V/Iir2 a3ms s
025ms 400ms
+ 02ms  200ms
023 3 10:40 10:48 1056 1H;§ ||‘1'= 21 n30 mn38 46 nss 2:03 =z 023 o3 10:40 10:48 10:56 nos ns mn21 0 ns 46 nss =z =zn
Disk - Jenkins Memory - Jenkins CPU Stats - jenkins L 2 hours
00%
60%
24 72 o
percent percent =
0%
1023 031 1040 048 10:56 105 el 2 130 138 146 155 208 zn
Memory - Gitea Interface Stats - Gitea D2 hours CPU Stats - Gitea « 2 hours
00%
5000000 0%
- o
85 - o
1000000 20%
percent
— e .
st fnoctats-darhative. —enstBif " - oz o0 ose 0 e =5
Incidents
METRICS: PROCESS STATS
child_major_faults process_name
CPU STATS DISK STATS MEMORY STATS child_minor_faults read_count
time_active free active mapped cpu_time read_tytes
time guest . - cpu_time_guest realtime_priority
. . inodes_free available page_tables - - — -
time_guest_nice ) = cpu_time_guest_nice rlimit_cpu_time_hard
time idle inodes_total available_percent shared cpu_time_iowait rlimit_cpu_time_soft
. . i cpu_time_ir rlimit_file_locks_soft
time_iowait inodes_used buffered slab pu_time_irg Lo e foe
- - total cached sreclaimable cpu_time_nice rlimit_memory_data_hard
time_irq T . cpu_time_soft_irg rlimit_memory_data_soft
L - used commit_limit sunreclaim . .

L d : cpu_time_steal rlimit_memory_locked_hard
time_softirq used_percent committed_as swap_cached cpu_time_system rlimit_memory_locked_soft
time_steal dirty swap_free cpu_time_user rlimit_memory_rss_hard
time_system free swap_total cpu_usage rlimit_memory_rss_soft
time_user high_free total cup_time_idle rlimit_memory_stack_hard

= : L involuntary_context_switches  rlimit_memory_stack_soft
usage active high total used . -

— — - major_faults rlimit_memory_vms_hard
usage_guest huge_page_size used_percent memory_data rlimit_memory_vms_soft
usage_guest_nice huge pages free vmalloc_chunk memory_locked rlimit_nice_prioity_soft
usage idle huge pages_total vmalloc_total memory_rss rlimit_nice_priority_hard
usage iowait - e — memory_stack rlimit_num_fds_hard

: — memory_swap rlimit_num_fds_soft
usage_irq low_ free wired - : o
usage nice — memory_usage rlimit_realtime_priority_hard

ge_| ' low_total write_back memory_vms rlimit_signals_pending_hard
usage_softirq write_back tmp  minor_faults rlimit_signals_pending_soft
usage_steal nice_priority signals_pending
usage system 127 num_fds voluntary_context_switches
usage_user num_threads write_bytes

write_count



7.3 Remediation
The remediation function for non-compliance has been implemented. As a result, when a

compliance violation is detected, the smart change job specified in advance can be automatically

executed, and the compliance violation can be resolved immediately.

Setting flow
1. Create a smart change job

Create a smart change job to be executed when a compliance violation occurs.
2. Create a non-compliance rule

Create a violation rule and link the rule with the smart change job.

3. Creating a compliance policy
The compliance rule and the device are linked and set to be detected.

The following describes the setting method using a setting example.

7.3.1 Create a Smart Change Job

1)  Go to Job-> [Job Management] and select New Job-> [Smart change].

= Job History Job Management
M0 (s e = . : - & &
- o |

Name  Type Approval Requester Approval Status

admin Logout Settings Help

asiuddaua g

4 1.000 b Resuits perpager | 100 v
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2) Enter the job name and comment (optional).

Create Smart Change Job

Job Marne:

| SNMP Community string

Comment:

| Read-only

Adapter: | Cisco 10S w

@ Use the same replacement values for all devices in the job.

O use unigue replacement values for each device in the job.

oK | cance]

3) Select the adapter for the device you want to apply and click OK.
X Used for linking with the rule set.

Create Smart Change Job

Job Marne:

| SNMP Community string

Comment:

| Read-only

Adapter: | Cisco 10S B

@ Use the same replacement values for all devices in the job.

O use unigue replacement values for each device in the job.

oK | cance]

4) Enter the command to execute in the template.

*SNMP Community string

25| Template i Replacement Values = Devices

Replacements Commands
1 conf t
2 gnmp-gerver community public ro
3 exit
4
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5) Select the part you want to replace and click +.
X If you want to execute the command as it is without making it variable, skip this step.

X In this case, the community name is obtained from the config, so the community name part is

made variable.

*SNMP Community string
25| Template | Replacement Values = Devices 5 Schedule () Job Approvals Log

Replacements Commands
1 conf t
2 snmp-server communitl public| Jo
3  exit

oTe >

6) Enter the replacment name and click OK.
Add a Replacement

Selection:  public

Mame | COMMUNITY-STRIMG

Type Text w

|:| Use selection as default value

*SNMP Community string 2
B Template | Replacement Values = = Devices ‘% Schedule () Job Approvals Log [ﬂ ==
Replacements Commands

1 conft

& COMMUNITY.STRING p-server community [{COMMUNITY-STRING)| ro

-
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7.3.2 Creating a RuleSet

1)  Go to Compliance-> [Rule sets] and click Create.

,T Inventory Changes Jobs Terminal Proxy Search Compliance

j Compliance Policy Rule Sets

!'_nr ® Description:
E Rule Set Adapter Config

m |05 Sessien Idle Timeout Cisco 10S frunning-config
:l |05 Disabled Unneeded Services Cisco 10S frunning-config
ﬁ 105 55H-only Restricted Access Cisco 10S Jrunning-config
-.l |05 Telnet Restricted Access Cisco 10S frunning-config
-_D.I |05 Secure Enable Passwords Cisco 10S Jrunning-config
m |05 Interface Autc-Duplex/Speed Cisco 105 frunning-canfig
m

2) Enter the rule name, select the adapter, and click OK.

X For the adapter, select the adapter selected when creating the smart change.

Rule Set

Mame:

Use snmp read-wrte community string
Adapter:
Cisco 10S b

Configuration:

frunning-config e

3) Click + to add a match condition.

Rule Set - Use snmp read-wrieiic

Rule Set - Use snmp read-wrte community string

Vielation Message: | Use snmp read-wrie community string select a test config

Match Expression Action

Variable Type Restriction
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4) Specify the community name part as the variable name of the smart change and put it between

"non

*Rule Set - Use snmp read-wrisic

Rule Set - Use snmp read-wrte community string

Wiclation Message: | Use snmp read-wrte community string select a test config

Action

snmp-server community ~COMMUNITY-STRING~ RW Viclation if not matched

| x|
Variable Type Restriction
COMMUNITY-5TRING text

5) Set the action to Violation if matched.

*Rule Set - Use snmp read-wriaic

Rule Set - Use snmp read-wrte community string

Viclation Message: | Use snmp read-wrte community string select a test canfig

Match Expression

snmp-server community ~COMMUNITY-STRING~ RW Violation on match -

Stop if not matched
Stop on match

Violation if not matched
Violation on match

Variable Type Restriction
COMMUNITY-STRING text

6) Click the repair job “...” and specify the smart change job to run in the event of a violation.

> Only one job can be specified.

Plc=coslicerile copluempeoplaceny comos admin Logout Settings Help
=] CompliancePolicy  Rule Sets
i) rp— Description:
E Rule set Adapter config
[Ty |10 Session dle Timeout Cisco 10S running-config
3 Cisco 105 running-config
m Cisco 10 Jrunning-config
3 Cisco 105 Remediation job
'_EII Cisco 105
o Cisco 105
A
*Rule Set - Use snmp read-wrtifc =l
Rule Set - Use snmp read-wrte community string =] General | Rules
Violation Message: | Use snmp read-nrte community string
Match Expression Action
snmp-server community ~COMMUNITY-STRING~ RW  Violation on mi
_OK | Cancel
Variable Type Restriction
COMMUNITY-STRING text

Remediation job: None

£
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7) Save your settings.

“Rule Set - Use snmp read-wrtesc

]
Rule Set - Use snmp read-wrte community string General | Rules
Violation Message: | Use snmp read-wrie community string seiect 2 test config

Match Expression Action
snimp-sencer community ~COMMUNITY-STRING - RW  Violation on match
| %]
Variable Type Restriction
COMMUNITY-STRING text
Remediation job: SNMP Community string - |

7.3.3 Creating a compliance policy

(1) Go to Compliance-> [Compliance Policy] and click Create.

Inventory Changes Jobs Terminal Proxy Search Compliance

Compliance Policy Rule Sets

=]

‘Compliance Policy Devices Covered Devices Violating Viclating In Compliance

asiaddajug gau-

(2) After entering the name, select the adapter and target configuration file and click OK.

Compliance Policy

Mame:

Cisco 105 compliance policy
Adapter:

Cisco 108 v

Cenfiguration:

{running-config ~
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(3) Click + to add a ruleset.

Inventory  Changes  Jobs

Compliance Policy | Rule Sets
Compliance Policy

@ Cisco 105 compliance policy

asiudaaug gyau

Compliance Policy - Cisco 10S é5t

Terminal Proxy | Search

Devices Covered

Compliance Policy - Cisco 105 compliance policy

Compliance

Devices Violating

]

Violating

Add Rule Sets

admin Logout Settings Help

Enable || 3§ Delete

Device Violation Summary

In Compliance

10S Session Idle Timeout
105 Disabled Unneeded Senvices
105 S5H-only Restricted Access
105 Teinet Resiricted Access

105 Secure Enable Passwords

I Use snmp read-wrie community string

(@ Click Save.

=T
Adapter: Cisco I0S
Configuration:/running -config
Rule Set Severity
Add | Cancel
*Compliance Policy - Cisco 108+ =
Compliance Policy - Cisco 105 compliance policy Devices  RuleSets | Status
Adapter.  Clsce 105 select 2 test config
Configuration:/running-config
Rule Set Severity
Use snmp rezd-wrie community string Error
E2FS
(5) Select the compliance policy you created and click Enabled.
Inventory Changes Jobs ‘Terminal Proxy Search ‘Compliance admin Logout Settings Help

Compliance Policy | Rule Sets

Compliance Policy
@ Cisco 105 compliance policy

asiudaaug guau%

Devices Covered

Devices Violating
[

Violating
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When enabled, it will be checked immediately and if a violation is detected, it will be corrected

automatically.

,{— Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance ad
=) | Compliance Policy | Rule Sets
'I]I'_  Create ‘ Rename ‘ & Delete | Device Violat
E Compliance Policy Devices Covered Devices Violating Violating In Compliance
Cisca 105 compliance policy 1 1 100 [
m @
=]
=
m
3
0
3
n
m
’;, Inventory Changes Jobs Terminal Proxy Search Compliance ac
= Job History ~ Job Management
M name: me Session Date: | -Any- v Job Type:  -Any- - P Address: | IP 5
f=d
=
O User: ‘ Username | 2021/10/26 | ‘ 202§10/26 = 2 Open Results | | £7 Compare Results «
I':H " e oo D - | User
Il_-nl- @ Backup Devices Backup 2021/10/26 17:26 2021/10/26 17:26 admin
_.| '@ SNMP Community string Smart Change 2021/10/26 17:26 2021/10/26 17:26 admin
e — R — R admin
: '@ SNMP Community Strings Teol 2021/10/26 17:10 2021/10/26 17:10 admin
% '@ Backup Devices Backup 2021/10/26 16:37 2021/10/26 16:38 admin
,,,A Inventory = Changes  Jobs  Terminal Proxy ~ Search  |Compliance ac
=j | Compliance Policy | RuleSets
nam. Enabl ' D Violat
r'_ﬂ_ 4P Create | | Rename | | Enable | | 3§ Delete evice Viola
E Compliance Policy Devices Covered Devices Violating Violating In Compliance
Cisco 105 compliance policy 1 ) | A
m v
=
-
m
3
o
J
un
m
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7.4 End of Sale/End of Life

You can update the system to show and report on devices where the software is, or when it will,

expire, or show when a device is at end of life.

7.4.1  Cisco Support APIs onboarding
Every customer who wants to use a populating end of sale/end of life job for CISCO devices have to obtain api key
and client secret from Cisco. Customers must have a valid Smart Net Total Care with Cisco to be able to obtain

those keys.

7.4.2 Device’s fields used for query

Device's HW vendor field is used to choose which manufacturer to fetch the data from.

For Cisco devices, Model and Serial number are used to query for the end of sale/end of life dates.

7.4.3 User Interface

1. Cisco API keys settings — setup your Cisco client ID and secret. This can be found in settings

under “Cisco API”

Server Settings

Data Retention Cisco Client 1d: | ‘

System Backup
X Cisco Client Secret: |

Mail Server

SNMP Traps

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Smart Bridges.

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User <
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2. Ad-hoc population from Device menu

= Device =;_j Inventory @ Tools "‘ﬁ- Change
fLifc % Backup
@ Rediscover
@ Collect neighbor data D€l
8 :Ti Display neighbors
Eﬂ Compare Configurations
.E;,g'. Display Jeb History h
Monitors
m Associate Monitor Sets...
1)) Ping
r_%;_, Configure Maintenance Windows...

Fe
'-C_j

Edit

’ Edit device properties
E Populate device end of sale

Leomsiate tan

§#® Disscciate tags
ﬁ% Add to map...
ﬁ% Add to map with hierarchy...

*
" Disable NCM features

3. New Job - you can create a job that can be run to update the Cisco API for all, or specific, Cisco devices

4 New Job | 7 Filters
£ Backup

% Discovery
sa3 Neighbors
Populate End Of Sale
h Report
£, Smart Change
% Tool

4. Results from API call or job
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7.4.4 Systems without Internet access

It's not possible to fetch end of sale dates from Cisco server without Internet access. However, users can

export inventory as a csv file which can be used to import into Cisco Services. Then users can export a csv file

from Cisco Services and import into the system to update end of life dates.

Please note that Cisco Services does not include end of sale dates in the export file.

To export a csv file that can be used to import into Cisco Services please select “Export inventory as Cisco csv

file” from Inventory menu.
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Network:  <All= ¥ admin Logout Settin

- Device = Inventory @ Tools “4 Change & Smart Change i

=Y .
u| Credentials

]

® Protocols

_;_ Global Maintenance Windows
n _;,_ Maintenance Window History

Add

=~ Add new device
&= Discover new devices

Import/Export
Export inventory as Excel file...
Export inventory with configurations as ZIP file...
Save inventory import Excel template...
Import/update inventory from Excel file...

Cisco SNTC Portal

@ Export inventory as Cisco csv file..,
@ Import/update end of life from Cisco csv file...

Manage

D Device Tags

Lo
Lhttps Ticmp I ncm Tsnmy

7.4.5  Reporting

In the Reporting section, there is a new report “End of Sale/End of Life” that can be run to generate a report

showing any devices that have eos/eol tag. This report can also be setup to run as a job.
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7.5 Compiling the MIB
You can add MIB files that have not been compiled to ThirdEye.

1. Click [Library] at the bottom left of the MIB screen.

Dashboarcs  invemtory | Jobs  TerminaiProxy  MonRers  Incidents  Map  Miss admin Logout Scttings.  Help

Overview

afgpaul @
z 2

2. The library screen is displayed. Click [Add].

140 Copyright © 2022 LogicVein, Inc.



Library

MIE File Status

Close
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3. The file selection dialog is displayed. Select the MIB file to be compiled and click [Open].
The MIB file is displayed in the list. Compilation is complete when [ () (green)] is displayed to
the left of the MIB file.

Library

& Add | &

MIE File Status
M DAVIDCRC.MIB Uploading..
| | CRPLEX.MIB

[

| ATSWITCH.MIB

c

| CRAYSX11.MIB

c

CT-NB55.MIB

€

CRESCEND.MIB

€

| COMPEX.MIB

[

| ATKKMB.MIB

c

CMC.MIB

€

) CPOQSTSYS.MIB

[

FB-316.MIB

L

CT-NB30.MIB Compiling..
I BELLCORE.MIB

c

CT-CTMIM.MIB

€

| CT-COMMUMIB

[

I CHIPCOM.MIE ~

Close

c
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7.6 Registering users
Create a user to log in to ThirdEye. By assigning permissions to users, you can limit the
operations that users can perform. In ThirdEye, you can specify in detail by combining multiple

permissions. Users and permissions can be set from [Settings] in the global menu.

admin Logout || Settings] Help

! Device ::j Inventory ii Reports

=

7.6.1 Adding permissions

* “Administrator” who has all execution rights is registered. This authority cannot be deleted.

1. Click [Roles].

Server Settings

Data Retention Administrator Add a role:

System Backup
Mail Server
SNMP Traps
Users

|20Ies I

External Authentication

Custom Device Fields
Memao Templates
Laumchers

Metworks

Metwork Servers
Software Update
‘Web Proxy

Maps
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2.

3.

Enter the authority name in the [Add Authority] field and click [ = 4+ | (Add)].

Server Settings

Data Retention Administrator
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memao Templates
Launchers

Metworks

Metwork Servers
Software Update

Web Proxy

Maps

Add a role:

| Operator

The authority name is added to the list and changes to the selected state. Check the

required items from the authority items at the bottom right of the screen.

Server Settings

Data Retention Administrator

Add a role:

System Backup I Operator

Mail Server

SNMP Traps

Users

Roles

External Authentication

Custom Device Fields

%]

Memo Templates Permission to create/update/delete monitors.

Launchers Permission to administer incidents.

Metworks | Permission to view maps.

Metwork Servers Permissicn to create/update/delete maps.

Software Update Permission to administer SNMP MIBs.

Web Proxy Permission to administer credentials and protocols.

Maps Permission to create/update/delete device information in the inventory.

Permission to assign names to custom fields.

Permission to tag/untag devices in the inventory. -

Select All | Select None

No.

Description

Permission to create/update/delete monitors.

Permission to administer incidents.

Permission to view maps.
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No. | Description

4 Permission to create/update/delete maps.

(* No.3: Authority attached to “Permit map viewing”)

Permission to administer SNMP MIBs.

Permission to administer credential and protocols.

Permission to assign names to custom fields.

5
6
7 Permission to create/update/delete device information in the inventory.
8
9

Permission to tag/untag devices in the inventory.

10 Permission to administer scheduler filters.

11 | Permission to run a device discovery job.

12 | Permission to create/update/delete a device discovery job.

(* No. 11: Authority attached to “Permit discovery execution”)

13 | Permission to run a maintenance window job.

14 | Permission to create/update/delete a maintenance window job.

(* No.13: Authority attached to “Permit execution of unmonitored jobs”)

15 | Permission to run a report.

16 | Permission to create/update/delete a report job.

(* No.15: Authority attached to “Permit report execution”)

17 | Permission to create/update/delete URL launchers.

18 | Permission to create/update/delete memos.

19 | Permission to create/update/delete managed networks.

20 | Permission to security settings.

21 | Permission to create/update/delete inventory tags.

22 | Permission to login using the terminal server proxy.

23 | Permission to view other users’ terminal proxy logs.

4. Click on [OK].
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7.6.2 Adding users

* "Admin" user is registered. This user cannot be deleted.

1. Click [ < | (Add)].

Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Memao Templates
Launchers
Metworks
Metwork Servers
Software Update
Web Proxy

Maps

Username

Server Settings

Full Name Email Role Last Login

Administrator netld@nowher.. | Administrator Active

ﬂ." ¢ | X |=
ﬂf.ancei

2. The Add User screen is displayed. Enter the items and click [OK].

Data Retention

m Ba

Mail Server
SNMP Traps
Users

Roles

External Authen

Memo Template
Launchers

MNetworks

General

Custom Fields

Username

Server Settings

Full Name Email Role Last Login

Administrator netld@nowher..,  Administrator Active

Add User
Username; |user:)1
Full Name: |
Email Address: |
Role: Administrator v
Password: e

Confirm Password:

Cancel

0K Cancel
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Category Item Explanation Required
General Username Enter your username. 4
Full name Enter the user's full name. X
Email Enter the user's email address. X
Address
Select user permissions. The authority set in "7.3.1 v
Role Adding authority" can be selected from the pull-
down menu.
Password Set the user's password. v
Custom Fields Select custom device fields that users can view. X
C * The displayed item name changes based on the
ustom 1~5 . N
setting in “7.7 Change column name of custom
device field”.

7.6.3 Changing user information
1. Select the user you want to edit and click [ <7 |(Edit)].

Server Settings
Data Retention Username Full Name Email Role Last Login
System Backup admin Administrator netld@nowher...  Administrator Active
Mail Server I user01 Administrator MNever I

SMMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metworks

Metwork Servers
Software Update
Wb Proxy

Maps

[ & « [T [x]|=)]

2. The user edit screen is displayed. After editing, click [OK].
* Username cannot be changed. If you want to change the password, set from [ . ’(Key)].
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Server Settings

Username Full Name Email Role Last Login

Edit User

General Usernarme: |

_ | Custom Fields |

Full Name:

Email Address: |

Raole: Operator -

0K Cancel

7.6.4 Changing the password of the logged-in user
You can change the password from the login username in the global menu. Here, the password for

the username “admin” is changed.

admin Logout Help

=== Device B Inventory ii Reports

]

Fill in the new password and password re-entry fields. Press the password change button to
register a new password. If the new password and the re-entered string are different, the password

change button will not be enabled.
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My User Profile

Username: zdmin
Full Name: Administrator
Email: netld@nowhere.x

Role: Administrator

Mew Password:
Confirm:

Reset client settings
QK

7.6.5 Linking with Active Directory or RADIUS server
With external authentication, you can log in to ThirdEye in cooperation with an authentication
server that manages user information. This eliminates the need to register all users in advance in
ThirdEye, reducing the work required during installation and organizational changes. External

authentication can be set from [Settings] — [External Authentication] in the global menu.

1. RADIUS integration
Sends an Access-Request to the RADIUS server for authentication. In order to cooperate with the

RADIUS server, it is necessary to set to send Access-Accept with Filter-1d.

Below is a sample of FreeRADIUS user settings.
LogicVein Cleartext-Password := "password"
Filter-Id += "GROUP"
This setting sends Access-Accept with filter-id when you receive the Access-Request for "Username: LogicVein,

Password:password".
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1. Change the external authentication server selection from disabled to "RADIUS".

Server Settings
Data Retention Enakle external authentication:| Disabled L]
System Backup
Mail Server ActiveDirecto
RADIUS
SNMP Traps
Users
Roles

External Authentication

Custom Device Fields

Memo Templates External group mappings:
Launchers Roles  Networks
Networks External Group Role

Metwork Servers
Software Update
Web Proxy

Maps

DR

2. Set the IP address (or host name) and shared secret of the RADIUS server.

Server Settings

Data Retention Enable externzl authentication:. RADIUS v
system Sackup Hostname: |13-0-U-95 Port: | 1812 ﬂ
Mail Server

Shared Secret: | sasn Test
SNMP Traps

R T L L

— Character Encoding: UTF-8
Roles

External Authentication

Custom Device Fields

Memao Templates External group mappings:
Launchers Roles ~ Networks
Networks External Group Role

Metwork Servers
Software Update
Web Proxy

Maps

3. Set permissions for external group mapping. Add a new one from [ . [(Add)].

External Group Mapping

External Group: | GROUP

Rale: Administrator v
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authority to be assigned.

Data Retention
System Sackup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fieids
Memo Templates
Launchers

Metworks

MNetwork Servers
Software Update
Web Proxy

Maps

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metworks

Metwork Servers
Software Update
Web Proxy

Maps

Server Settings

Enable external authentication: RADIUS

Enter the group set in Filter-Id of the RADIUS server in the external group and select the

Port: |1512 ﬂ

Hostname: | 10.00.85
Shared Secret: | ......
Character Encoding: UTF-8 v

External group mappings:
Roles  Networks

External Group

Server Settings

Enable external authentication: | RADIU S

Role

[

dRiARAR
ﬂmnm

5. Configure the network for external group mapping. Add a new one from [ . [(Add)].

Fort: |IB12 ﬁ

Hostname: | 10.0.100.2
Shared Secret: |........
Character Encoding: UTF-8 v

External group mappings:
Roles Networks

External Group
GROUP

151

Test

Role

Administrator

21 2E33E
ﬂ&:ancel
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6. Select the network that can be browsed by entering the group set in the RADIUS server

Filter-Id in the external group as well as the authority.

External Group Networks Mapping

External Group: | GROUP
#f| Restrict user's access to the following netwaorks,

#| Default

Select All | Select None

* You can browse networks with a check.

7. After setting, enter the username and password from the test, and click the test to check the
cooperation with the RADIUS server. If there is no problem, “Authentication was successful”

1s displayed.

Test Authentication

Username: | LogicVein

Password: | ........

Close
The setting is now complete. Click [OK] to save the server settings, log out, and log in as the user
set in the RADIUS server.
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1. Active Directory linkage
When linking with Active Directory server, authority and network are determined using the group

to which the registered user belongs.

1. Change the external authentication server selection from disabled to "Active Directory".
2. Set the domain name and IP address (or host name) of the Active Directory server as follows.

Set permissions for external group mapping. Add a new one from [ % |(Add)].

Server Settings

Datta Retention Enable external authentication: | ActiveDirectory ¥
System Backup k

Domain: logicvein
Mail Server

tname: 92.168.03 _ |
SNMIP Traps IF or Hostname: 192.168.0.3 Port: |389 3] | Test

Users Enable TLS (LDAPS)
Roles Connection Timeout (seconds) 10 ﬁ

External Authentication

Custom Device Fields

Memo Templates External group mappings:
Launchers Roles  Networks
Networks External Group Role

Metwaork Servers
Software Update
‘Web Proxy

Maps

BRI
OK Cancel

3. Enter the group to which the user belongs in the external group and select the right to
assign.

External Group Mapping

External Group: | netid_user

Role: Administrator T

4. Configure the network for external group mapping. Add a new one from [ . [(Add)].
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Server Settings

Data Retention Enable external authentication: | ActiveDirectory ¥
System Backup X

Domain: legicvein
Mail Server

tname: 2 \ =
SNMP Traps IF or Hostrame: 192.168.0.3 Port: (389 = Test

Users Enable TLS (LDAPS)
Roles Connection Timeout (seconds) 10 ﬂ

External Authentication

Custom Device Fields

Memao Templates External group mappings:
Launchers Roles = Metworks
Networks External Group Networks

Metwork Servers
Software Update
‘Web Proxy
Maps

B2RF
OK Cancel

5. As with the authority, enter the group to which the user belongs in the external group and

select the network that can be viewed.

Server Settings

Data Retention Enable external authentication: | ActiveDirectory ¥
System Backup X

Domain: legicvein
Mail Server

tname: 2 \ =
SNMP Traps IF or Hostrame: 192.168.0.3 Port: (389 = Test

Users Enable TLS (LDAPS)
Roles Connection Timeout (seconds) 10 ﬂ

External Authentication

Custom Device Fields

Memao Templates External group mappings:
Launchers Roles = Metworks
Metworks External Group Networks

Metwork Servers
Software Update
‘Web Proxy
Maps

B2RF
OK Cancel

6. After setting, enter the username and password from the test, and click the test to check the
linkage with the Active Directory server. If there is no problem, “Authentication was

successful” is displayed.
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External Group Networks Mapping

External Group: |netld_user
#| Restrict user's access to the following networks,

#| Default

Select,u||| Select None

This completes the setting. Click [OK] to save the server settings, log out, and log in as a user set in

the Active Directory server.

Test Authentication

Username: | LogicVein
Password: | FrreT
Test

Authentication successfu

Close

7.6.6 Setting user session timeout
With ThirdEye, users who have not operated for 30 minutes will need to authenticate again. To

change this time, follow the procedure below.

1. Click [Settings] in the global menu.

admin Logout Settings Help

=== Device B Inventory ii Reports

El

2. Click [Network Servers] and change the "User Login Idle Timeout" time.
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Server Settings

Data Retention Server Mame: | ThirdEye

System Backup "
P —— User login idle timeout (minutes): |30 Z‘
SMMP Traps |#] Enable the Terminal Server Prosy (SSH)
Users

Terminal Server Proxy 55H port: 2222

Roles
|#*| Enable HTTP for web client

External Authentication |#] Enalsle HTTP to HTTPS redirection

Custom Device Fields
|#*| Enable DNS Lockup
Memo Templates
CORS Origin whitelist (Access-Control-Allow-Origin):

*

Launchers
Metworks
Network Servers
Software Update
Web Proxy

Maps

®| 7 A

oK | cancel

3. Click [OKI.
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7.6.7 Deleting a user
1. Select the authority name you want to delete and click [ E (Delete)].

Server Settings
Data Retention Username Full Name Email Role Last Login
System Backup admin Administrator netld@nowher...  Administrator Active
Mail Server I userD1 Administrator MNever I
SMMP Traps
Users
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metworks

Metwork Servers
Software Update

Web Proxy

Maps

Find N\ ﬂj -E

2. Click [OK] in the server settings.
* If you have deleted the user by mistake, click [Cancel].

Server Settings
Data Retention Username Full Name Email Role Last Login
System Backup admin Administrator retld@nowher.. | Administrator Active
Mail Server
SNMP Traps
Users
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metworks

Metwork Servers
Software Update

‘Web Proxy

Maps

Cancel
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7.6.8 Deleting permissions

1. Select the authority name you want to delete and click [ E (Delete)].

Server Settings

Data Retention IAdmir‘is:rator I Add a role;
System Backup Operator |

Mail Server

SNMP Traps

Users D

Roles

External Authentication

Custom Device Fields ﬂ
Memo Templates Permission to create/update/delete monitors.
Laumchers Permission to administer incidents.

Metwaorks Permission to view maps.

Metwork Servers Permission fo create/update/delete maps.
Software Update Permission to administer SNMP MIBs,

Web Proxy Permission to administer credentials and protocols.
Maps Permission to create/update/delete device information in the inventory.

Permission to assign names to custom fields.

Permission to tag/untag devices in the inventory. -

Select All | Select None
OK Cancel

2. Click [OK] in the server settings.

* If you try to delete the authority being used, the following error will occur.
You cannot delete permissions that have been applied to users.

Please execute the deletion after reassigning the authority of the user being used.

Server Settings

Role in use

A role cannot be deleted while it is associated with users.

ntory.

Select All Select None

0K Cancel
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7.7 Changing the data retention period

In the data retention period, set the data retention period and the automatic deletion timing.

Server Settings

Data Retention Delete expired data weekly at this time:

System Backup
Mail Server

SNMP Traps

Monday ¥ |6 ﬁ: 0 ﬂ

Duration to keep job execution history:

Users
Roles
External Authentication

Custom Device Fields

3 Months v

Duration to keep terminal proxy history:

Mema Templates 3 Months ¥

Launchers

Metworks

Metwork Servers

Software Update

Web Proxy

Maps

ﬂ Cancel

Description Explanation

Delete expired date weekly this time

Data that has passed for a certain period is automatically
deleted every week on the specified day of the week and
time. (Initial value: Monday, 6:00)

The data retention period is specified in the following
items. (* If “No Expiration Date” is specified, data will
not be deleted.)

Duration to keep job execution
history

Specify the data retention period from [Jobs] — [Job
History] from the following. (Initial value: 3 months)
Unlimited", "3 months", "6 months", "9 months", "1 year"

Duration to keep terminal proxy
history

Specify the data retention period on the [Terminal Proxyl]
tab from the following. (Initial value: 3 months)
"Unlimited", "3 months", "6 months", "9 months", "1 year"
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7.8 Setting up mail server

In the mail server, enter the SMTP server information for email notification from ThirdEye. If

you want to send an e-mail or a dashboard report in the event of a failure, you need to set in

advance.

1. Click [Settings] in the global menu.

admin Logout Settings Help

W Device = Inventory i', Reports

El

2.  Click [Mail Server] and enter the SMTP server information.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metworks

Metwork Servers
Software Update
‘Web Proxy

Maps

Server Settings

Mail server hostname or IP address:

mai

From email address:

|_"i'\:IE',-'e

From name;

|_"i'\:IE',-'e

Server requires authentication
Use secure smip
Mail server username:

Mail server password:

Default email language *

Default email time zone (GMT+09:00) Tokyo =
OK Cancel
Description Explanation

Hostname/IP address

Set the host name or IP address of the mail
server. (Initial value: mail)

From email address

Specify the email address displayed as the sender
(sender) of emails. (Initial value: ThirdEye)

From name

Specify the name to be displayed as the sender name
(sender) of the mail. (Initial value: ThirdEye)

Server requires authentication

Set mail server authentication. If SMTP
authentication is required, select the check box and
set the following items. (Initial value: invalid)
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Description Explanation

Mail server username... Authentication ID
Mail server password... Authentication password

Use secure smtp Enable TLS.

Email Language Set the mail display language. (Initial value:
Japanese)

Email time zone Set the email time zone. (Initial value: (GMT + 09:
00) Tokyo)

3. Click [OK].
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7.9 SNMP trap notification of ThirdEye specific events

ThirdEye-specific events can be sent as traps. The following three events can be sent.

Description

Explanation

Devices add/delete

An SNMP trap is sent when a device is added / deleted.

Job fails

An SNMP trap is sent when a job fails.

Audit log

An SNMP trap is sent when a user logs in / out.

1. Click [Settings] in the global menu.

admin Logout Help

=== Device B Inventory ii Reports

El

2. Click [SNMP Traps] and insert a check in the event to be sent.

Server Settings

Data Retention Send traps when..
#| devices are added and deleted

System Backup
#| a job completes with errors

Mail Server

SNMP Traps

#| an audit event occurs

Users Trap receivers:

Roles Community Host Port
External Authentication

Custom Device Fields

Memo Templates

Launchers

Metwaorks

Metwork Servers

Software Update

Web Proxy

Maps

162

Version
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3. Click[ % | (Add)]

Server Settings

Data Retention Send traps when...
System Sackup #| devices are added and deleted
#| a job completes with errors

Mail Server - . N
#| an audit event occurs
SNMP Traps
Users Trap receivers:
Roles Community Host Port Version

External Authentication
Custom Device Fields
Memo Templates
Launchers

Metwaorks

Metwork Servers
Software Update

Web Proxy

Maps

4. Enter the trap destination information and click [OK].

SNMP Trap Host

Haost: 192.168.01
. =

Port 162 =

SNMP Community String: | logicvein

Version: 2c v

OK Cancel

Description Explanation
Host Enter the IP address or host name of the trap destination.
Port Specify the trap destination port. (Initial value: 162)
SNMP community Enter the trap community name.
string
Version Select the trap version. ("2¢" is recommended)

5. Click [OKI.
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7.10 Changing column names in custom device fields
In the custom device field, you can set the name of the custom column used in the device tab or

search.

1. Click [Settings] in the global menu.

admin Logout Help

=== Device = Inventory i.i Reports

E

2. Click [Custom Device Field].

Server Settings

Data Retention The device inventory has five custom fields that can be used to set additional values on each

System Backup device. You can specify names for these custom fields here.

Mail Server Custom 1 |
SNMP Traps

Custom 2: |
Users
Roles Custom 3 |
External Authentication Custam 4 |
Custom Device Fields

Custom 5: |
Memo Templates
Launchers
Metwaorks

Metwork Servers
Software Update
Web Proxy

Maps

0k | concel

3. Click [OKI.
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7.11 Use sysName as the host name
In ThirdEye, the host name displayed on the device tab is obtained from the DNS server and

displayed. To use the host name (sysName) set for the device, make the following settings.

1. Click [Settings] in the global menu.

2. Click [Network Servers] and uncheck [Enable DNS Lookup].

Data Retention
Systern Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Mema Templates
Launchers

MNetwarks

Network Servers
Software Update
Web Proxy

Maps

3. Click [OK].

admin Lu-gout Help

=== Device B Inventory ii Reports

=

Server Settings

Server Mame: |' hirdEye

=
User legin idle timeout (minutes): |30 |

#| Enable the Terminal Server Proxy (SSH)

Terminal Server Proxy S5H port: 2222

#| Enable HTTP for web client
#| Enable HTTP to HTTPS redirection

I Enable DNS Lockup I

CORS Origin whitelist (Access-Control-Allow-Origin):

*
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7.12 Editing a memo template
In the memo template, when you create a new device memo in the “memo” column of the inventory,

you can set a template (template) that is automatically inserted.

1. Click [Settings] in the global menu.
admin Logout Help

W Device = Inventory i', Reports

E
2. Click [Memo Templates]
Server Settings
Data Retention Edit Mema Template:
System Backu
Mail Server i g‘l M ilﬂil gl 35 Remaining: 1000
SNMP Traps
Users
Roles
External Authentication
Custom Device Fields
Memo Templates
Launchers
MNetwaorks
Metwork Servers
Software Update
Welb Proxy
Maps
Description | Explanation
Font size Change the font size.
Bold Change the range specified characters to bold.
Italics Change to italics.
Underline Underline.
Text color Change the text color.
Left-aligned | Set text alignment to left justification.
Centered Set text alignment to center.
number of The number of remaining characters that can be
remaining entered.
characters
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* Regardless of full width / half-width, all characters

are counted as one character.
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7.13 Adding a specific URL to the right-click menu
URL launcher is a shortcut function for easy access to a specific page. By registering the URL,

you can access the page from the right-click menu.

1. Click [Settings] in the global menu.

admin Logout Settings

=== Device B Inventory ii Reports

2. Click [Launcher]
Server Settings
Data Retention URL Variables
System Backup Create 3 Mew Launcher J Hostname
Mail Server Na're:| J IF Address
SNIMP Traps | Make
Users URL: |r~:t::::f.-’ J Maode
Roles J Serial#
External Authentication J Software Version
Custom Device Fields
Memo Templates Mame URL
Launchers
Metworks

Metwaork Servers
Software Update
Web Proxy

Maps

3. Enter a name and specify a URL.

* The name is displayed as the menu name of the right-click menu.

[ Explanation of URL variable]

Description Explanation Example

Quote the device hostname. | When a device with hostname =
thirdeye.co.jp is selected, the
Hostname “{device.hostname}” part of the URL is
replaced with “thirdeye.co.jp”.
http:/{device.hostname}
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Description Explanation Example
= http://thirdeye.co.jp
Quote the device's IP When the device with IP address =
address. 192.168.0.1 is selected, the
“{device.ipAddress}” part of the URL is
IP address replaced with “192.128.0.1”.
http:/{device.ipAddress}
= http://192.168.0.1
Vender *Cannot use it. http:/Adevice.hardwareVendor}
Model *Cannot use it. http:/{device.model}
Serial *Cannot use it. http:/Adevice.assetldentity}
Version *Cannot use it. http:/{device.osVersion}
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7.14 Update license
If the number of license nodes is increased or support is updated, the applied licenses must be.

* This operation can only be performed by a user with ThirdEye Administrator privileges.

1. Click [Help] — [About] on the global menu.

© oCwweaos imeriory Jobs  Temmnaproxy  Montors lncsens  Map  Miss admin Logout Scitings Help

S searcn PrHostname:

Derce 3 mentay K sepor:

=
5 IP Address - Traits ]
s — m:
3 © D &
] Lo Lenmp ]
G anemm

2. Click [update license].

About

©ThirdEye

Version: 19 (revision 20190822.1630)

Copyright £ 2009 - 2019
Licensee: BAEHOZY IR

License Expiration:  2024/08/31

Support Expiration: 2024/08/31

MNodes: 300 (259 used)
Serial#: AB9A3-B24E5-03144-83443-BC9CC
: Adapter Logging | Send Log | 0K

In online environment, the license is automatically updated. In the offline environment, the

screen for entering the activation key is displayed. Please update your activation key in advance.

Update License

In order to proceed, enter the server's activation key below. If you have not yet received
an activation key, please contact support.

Serial#: AB9A3-B24E5-03144-83443-BC9CC
Activation Key:

1nW2BEHywis2he lrvVieFEfeHzy0gHGOHEVF oM T/ 2yl kit EBwEDEOFBOLRg+uclr
TmJERKREGVIn3gTlvMy3Ug/ 37PksU0ggGe Mt 5 1laIlApCCESJEkEDSHKIL

R/Hy7LcTpWID/HERDZ] SgVp
JowlpgImk8c3cBM2nmtgguil/flrIT+X38kHErgghColflctWiJ2zRECEQfext
VsGtTOUT01EKRE/ /] EmcGEg=—=

BxY:

Activate | Cancel

€
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7.15 Updating online
ThirdEye can be updated via the Internet. Software update is a setting related to online update of
software version. Software update settings only work in an environment where you can connect to

the Internet.

Server Settings

Data Retention
Current version: 19 {revision 20190822.1630)

System Backu
! sckap The software is up to date.

Mail Server
SNMP Traps
Roles

#| Enable online update checking
External Authentication #| Enable anonymous usage reporting
Custom Device Fields
Memo Templates
Launchers
MNetworks
Metwork Servers

Software Update

‘Web Proxy

Maps
Description Explanation
Check for Updates Click [Check for Updates] to check for updates online.
Enable Online Update Check If [Enable Online Update Check] is checked, it will

periodically check for updates. (Initial value: Enabled)

Enable anonymous usage If [Enable anonymous usage reporting] is checked, Send
reporting usage data anonymously. (Initial value: enabled)
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7.16 Using a proxy server
When using software update or license update online via a proxy server, set the proxy server

information.

1. Click [Settings] in the global menu.

admin Logout Settings Help
W Device = Inventory -‘. Reports

|

2. Click [Web Proxy] and enter the proxy server information.

Description Explanation

Proxy type Select the proxy server type from the following. (Initial value:
None)
"None", "Web Proxy", "SOCKS4 Proxy", "Secure Web Proxy"

Host Specify the IP address or host name of the server used as a
Proxy.

Port Specify the port number on the proxy server. (Initial value:
8080)

Realm Specifies the proxy authentication realm.If no realm is
required, do not specify a value.

Username Specify the username sent to the proxy server.

Password Specify the password to send to the proxy server.
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8. Reboot,”Power Off

Restart and shut down by connecting to the virtual machine.

(5] 42_ThirdEye il

LogicVein - Core Server

https://192.166.30.42

Networking:

192.168.30.42 Netmask: 255.255.255.0
i 192.168.30.254 DNS:
Hostname: Interface: etho
HTP Server: 192.168.0.3 55H Server: Running
Time: 2019-04-02 01:06 UTC
IPub fAddr: fd14:5839:664d:30:20c:29ff:fe96:cfed
MAC Addr: 00:0C:29:96:CF:E4

Revision @ 20190401.1607
08 Version: 2019.01.0201904011607
0VA Build : 1554102757

Settings menu:

Static [P Address
DHCP

S3H Server

Import Data
Configure Redundancy
Adnin Tools

Reboot

Pouer Off

Restart and shut down by connecting to the virtual machine.
To restart, press the “7” key on the keyboard and select [Reboot]. After selecting the menu, a
confirmation message is displayed. Press the “Y” key on the keyboard to execute.

[REBOOT]

Setti
*[1]1 Static IP Address
[Z]1 DHCP
[31 S5H Seruver
[41 Import Data
[51 Configure Redundancy
[61 Admin Tools
[?1 Reboot
[8]1 Power Off
Are you sure you want to REBOOT 7 (ysN) [default: N1 _

[POWER OFF]

Settings menu:

Static IP Address
[Z]1 DHCP
[31 S5H Seruver
[41 Import Data
[51 Configure Redundancy

[61 Admin Tools
[?1 Reboot
[8]1 Power Off
Are you sure you want to POWER OFF 7 (y-N) [default: N1 _
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9. Contact

If you have any problems or questions during the operation of ThirdEye, please contact our

support below.

Please confirm the necessary items below before making an inquiry.

[Required]

1. Product name

2. Product version information (including revision)

3. Product serial number (ThirdEye license information)

4. Specific symptoms and questions (Sending screenshots may facilitate information sharing and

may help resolve issues)

B Contact informationll

support@logicvein.com
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10. Appendix
10.1 ICMP Algorithm

Different users have different requirements when performing ICMP polling, some of them
complementary and some of them competing. The design of the algorithm tries to balance between

the competing requirements, while still covering the broadest number of requirements.

Additionally, ThirdEye has a universal requirement to reduce the complexity and usability of any

feature, including the ICMP monitor.

The requirements we have identified are:
e Accurately measuring roundtrip network transit time
e  Quickly detecting and alerting host-down conditions
e Minimizing the volume of ICMP packets, while eventually detecting host-down conditions
e Detecting and alerting packet loss

¢ Minimizing false alerts while detecting host-down conditions

These goals will be addressed in the sections to follow.

10.1.1 Roundtrip Measurement Accuracy
The nature of ICMP roundtrip measurement is such that the responsibility for measuring the
roundtrip time belongs to the host performing the measurement. In practical terms this means
that delays introduced by the OS scheduler or CPU load cause the time measured to be longer than
the actual network transit time. Thus, when viewing a graph of roundtrip times, occasional spikes

can appear that do not reflect the true network transit time.

ThirdEye offers the option to send twoICMP packets per-poll, separated by several seconds, where
the recorded measurement is the /lesser of the two roundtrip times. This substantially reduces the
number of outlier measurements by minimizing the effects of host CPU load and process scheduler

jitter.
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10.1.2 Packet Loss
The ICMP monitor stores two metrics: roundTripTime and packetLossPercent. In addition to
setting an alert trigger based on “no response’ or roundTripTime, the user can also configure an
alert trigger based on the packetLossPercent. In some environments, this is at least as value to

some customers as detecting host-down conditions.

If a single ICMP packet is used for monitoring, then a “no response” event will occur if that single
packet has no response. If two ICMP packets are used, then a “no response” event will occur only

if both packets have no response.

Regarding packetLossPercent, if we ignore automatic retry for now, then if a single ICMP packet
is used for monitoring, then the packetLossPercent metric will be only one of two values: 0% (no
packet loss) or 100%. 1If two ICMP packets are used for monitoring, then the packetLossPercent
will be one of three values: 0% (no packet loss), 50% (one of the two packets lost), or 700% (both
packets lost).

The packetLossPercent calculation is also affected by the retry semantics described below.

10.1.3 Retry Semantics
To minimize false host-down alerts, the user can optionally enable ICMP retries. When ICMP
retries are enabled, ThirdEye will send five (5) additional ICMP packets, with a dynamic interval

in-between each packet based on the polling interval of the monitor.

If a single ICMP packet monitor is used, and there is no response to that packet, the retry
algorithm is initiated. If a double ICMP packet monitor is used, and either of the two packets

receives no response, the retry algorithm is initiated.

If a single ICMP packet monitor is used, and the retry path is entered, then a total of six (6) ICMP
packets will be sent. Conversely, if a double ICMP packet monitor is used and the retry path is
entered, then a total of seven (7) ICMP packets will be sent.

If none of the ICMP packets receive a response, then a “no response” alert is raised. But if any

of the ICMP packets is acknowledged (i.e. a response is received), then a “no response” alert is not

raised, but the packetLossPercent metric is calculated based on the responses.
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If a single ICMP packet monitor is used, and retries are enabled, the possible (approximate) values
for the packetLossPercent metric are as follows: 0%, 16%, 33%, 50%, 66%, 83%, 100%.

If a double ICMP packet monitor is used, and retries are enabled, the possible (approximate)
values for the packetLossPercent metric are as follows: 0%, 14%, 28%, 42%, 57%, 71%, 85%, 100%.

The dynamic interval varies between a minimum of a few seconds for an ICMP monitor with a 30
second polling interval, and a maximum of 25 seconds for ICMP monitors with a polling interval

greater than 150 seconds.

Visualization showing the polling and retry pattern for:
e Single ICMP monitor
e Retries enabled

o 30 second polling interval

( ICMP timeout

28 28 2s 2s 2s 2s

0 2s 7.2s 12.4s 17.6s 22.8s 28s 30s

k 5.2 second dynamically calculated retry interval
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Visualization showing the polling and retry pattern for:

e  Double ICMP monitor
e Retries enabled

e 5-minute (300 second) polling interval

F ICMP timeout

2s 2s 2s 2s 2s 2s 2s

0 2s d4s 29s 54s 79s 104s  129s

k 25 second (max) dynamically calculated retry interval
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