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1. Introduction 

This manual is for the network fault monitoring software "ThirdEye", which sets out to explain 

how to set up and operate ThirdEye. 

ThirdEye is a network failure monitoring tool that can be used in a wide range of environments 

from small network environments to large network environments. With ThirdEye, you can: 

 

 Monitoring Polling (ICMP Ping, SNMP Polling) 

 Monitoring SNMP trap  

 Monitoring Time Window  

 Management incidents (Severity, Status, Priority, People, Event aggregation) 

 Management dashboard (Display statistics graph, Customize widget)  

 Management Inventory (Customize display, Sort, Search) 

 Management Map (Setting the hierarchy, Map tree view, Incident notification) 

 Set monitoring item /Set template 

 Excel export of statistical information 

 Set Maintenance Window 

 Trail management by Terminal Proxy 

 Email notification when incidents are updated 

 Compiling the private MIB 

 Configuration backup and generation management 

 

1.1 Operating Environment 

ThirdEye is provided as a virtual appliance (VA). To use ThirdEye, the following environment is 

required. 

Item Requirements 

Virtualization Platform VMWare ESXi 5.5 or higher 

Hyper-V (Windows Server 2012 R2 or 

later) 

CPU 8 cores or more 

Memory 8 GB or more  

Hard Disk HDD 1: 8 GB (system area) 

HDD 2: 50 GB or more (data area) 

Supported Browsers 

(We recommend that you use the 

latest version of a compatible browser) 

Google Chrome 

Mozilla Firefox 

Microsoft Edge 
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2. Installation 

The installation process for ThirdEye is as follows. 

 

2.1 Installation 

2.1.1 Deployment to VMware ESXi  

This is the deployment procedure for VMWare ESXi. The following example is for ESXi 6.5. 

 

1. Login to Web UI, then click [Create/Register VM] from [Virtual Machines].  

 

 

2. Select [Deploy a virtual machine from an OVF or OVA file], then click [Next]. 
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3. After entering the virtual machine’s name, drag and drop the LogicVein VA .ova file, then 

click [Next].  

 
 

4. Select storage, then click [Next]. 
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5. Select Network and Disk Provisioning, then click [Next]. *For [Disk Provisioning], [Thin] is 

recommended. 
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6. Click [Finish]. 

 
 

After deployment is completed, please start the new virtual machine. 

 

2.1.2 Windows Hyper-V Deployment 

As an example, we will use Windows Server 2016, but you can use Windows 10 Pro also. Please 

change according to your environment. 

1. Start Hyper-V Manager and click [Action] → [New] → [Virtual Machine] to display the 

New Virtual Machine Wizard. 
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2. Enter a name for the virtual machine. If desired, change the storage location. Click [Next]. 

 

3.   Select [Generation 1] and click [Next]. 
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4. Set the [Startup memory] and click [Next]. 

 

5. Next to [Connection:] select a virtual switch for the network connection and click [Next]. 
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6. Select [Connect virtual hard disk later] and click [Next]. 

 

7. Click [Finish]. 
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8. Right-click the virtual machine you created and click [Settings]. 

 

9. Click [Processor] and change [Number of virtual processors]. 
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10. Click [IDE Controller 0], select [Hard Drive], and click [Add]. 

 

11. Click [Browse]. 
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12. Browse to where you saved the downloaded .vhdx files, select disk1.vhdx, and click [Open]. 

 

13. Repeat steps 10 to 12 to add disk2.vhdx. 

14. Click the [] next to [Network Adapter] and select [Advanced Features]. Add a static 

MAC address and click [OK]. 

 

15. After the deployment is completed, please [Start] and [Connect] to the virtual machine. 
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2.2 Configuring network settings  

After starting the VMware or Hyper-V virtual machine, some network settings are needed. By 

default ThirdEye receives its IP address and configuration from DHCP. Because DHCP only gives 

temporary IP addresses, or in an environment without a DHCP server, add a static IP address and 

configuration. 

* All network settings are keyboard operations. 

1. Type [1] to add a [Static IP Address]. 
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2. Type [1] to select [eth0 (Primary)]. 

 

3. Enter the following items to match your network environment, and type [y] to save the 

setting. 

Item Description Required 

Hostname Enter the desired hostname  

NTP Server Enter DNS name or IP address of the NTP 

server 
 

IP Address Enter the desired IP address  

Netmask Enter your subnet mask  

Gateway Enter the default gateway IP address  

DNS 1 Enter the IP address of your primary DNS 

server 
 

DNS 2 

 (Optional) 

Enter the IP address of your secondary DNS 

server 
 

 

After saving the setting, the service is automatically restarted.  
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2.3 Applying a license 

Apply the license and activate the product 

 

1. Use a web browser to enter the ThirdEye address for access. 

https://<IP_address>/ 

* Specify an IP address or FQDN (Fully Qualified Domain Name) for <IP_address>. 

 

2. The license authentication screen is displayed. Copy and paste the activation key, enter it, and 

click [Authentication]. 

 

The service is automatically restarted, and licensing is complete. 
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3. Login / Logout  

To log in / out, follow the steps below 

 

3.1 Logging in 

1. Open a web browser and enter the address of ThirdEye and access it. 

https://<IP_address> / or https://< Fully Qualified Domain Name> 

 

2. On the login screen, enter the [Username] and [Password] and click [Login]. 

 

* The default username is “admin” (Do not enter quotation marks.) and the password is 

“password” 

When logging in, the top screen of ThirdEye is displayed. 

 

3.2 Log out 

1. Click [Logout] on the upper right of the screen. 

 

When logging out, the ThirdEye login screen is displayed. 
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4. Screen Structure 

4.1 Screen structure and role of each part 

Describes the screen structure of ThirdEye.

 

 

No. Name Explanation 

① Main tab This tab switches the main screen. 

② Main display The screen corresponding to the tab selected on 

the main tab is displayed. 

③ Global menu This menu is fixedly displayed in the upper right 

corner of the screen. 

 

4.1.1 Main tab configuration 

Tab Explanation 

Dashboard Display the dashboard. For details, see 5.5 Creating a 

dashboard. 

Inventory Displays registered devices as an inventory (list). 

Jobs Displays a list of jobs. 

Terminal Proxy Displays a list of records when the terminal is 

connected to the device. 

① 

② 

③ 
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Tab Explanation 

Monitors Configure monitoring settings. 

Incidents Displays a list of incidents. 

Map Display the map. In the map, you can create, edit, and 

delete maps. 

MIBs Search and browse MIBs. 

 

 

4.1.2 Global menu structure 

Name Explanation 

User The current login username is displayed. 

Logout Log out of ThirdEye. 

Setting The various settings ([Server Settings]) screen is 

displayed. 

Help The help menu is displayed. 
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5. Basic Settings 

This section discusses the basic settings for ThirdEye's monitoring. 

 

5.1 Setting the SNMP community 

When monitoring from a monitored device using SNMP, it is necessary to set the SNMP 

community (hereinafter called “community name”) that has already been set to the monitored 

device to ThirdEye. Set the community name in [Inventory]-> [Credential] on the device tab. There 

are two ways to set credentials: "Dynamic" and "Static". 

 

Description Explanation 

Dynamic Set common credentials for the address range. 

This is useful when a common community name is set for monitored 

devices. 

* Up to three credentials can be registered in one network group. 

Static Set credentials for each IP address. 

Use this when a different community name is set for each monitored 

device.  

 

 

5.1.1 Setting a common SNMP community 

If a common community name is set for the monitored devices, use "Dynamic". 

 

1. Select the Inventory tab and click [Inventory] > [Credential]. 
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Click [     (Add)] or [Add New Network Group].  

 

 

2. Enter the network group name, select “Dynamic”, and click [OK]. 
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3. Enter the network group address range in the [Add Address] field and click 

[     (Add)]. Enter the community name of the monitored device in the “SNMP Get 

Community” field of the credential. 

 

 

4. Click OK to save the settings. 

 

5.1.2 Set SNMP community for each device 

If a different community name is set for each monitored device, use "Static".  

 

1. Select the Inventory tab and click [Inventory] > [Credential]. 
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2. Click [     (Add)] or [Add New Network Group].  

 

 

3. Enter the network group name, select Static, and click [OK]. 
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4. Click [     (Add)] .  

 

 

5. Enter the IP address, and enter the community name of the monitored device in the “SNMP 

Get Community” field. 

 

  



 

 29 Copyright © 2022  LogicVein, Inc. 

6. Click [OK] to save the settings. 
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5.2 Adding devices 

When adding a device to ThirdEye, use one of the following methods: 

 

Description Explanation 

Manual Enter the device IP address directly to add the device. Add one by one. 

Discovery Devices that are within the specified IP address range are automatically 

detected and added. 

* SNMP is used for discovery, so set the credentials in advance. 

Import This function reads device data from XLSX files. Export the template file 

for import and enter the monitored device information in the file. 

* When adding a device, the device is not displayed on the map. If you want to display a device 

icon on the map, add the device to the map. For details on how to add to the map, see "5.4.2 Inserting 

the device into the map" below. 

 

 

5.2.1 Registering one by one 

1. Select the [Inventory] tab and click [Inventory] > [Add Device]. 

 

2. Enter the IP address of the device to be added and click [OK]. 

 

After clicking [OK], the device information is acquired from the monitored device and added to the 

device list. 
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* If communication with the IP to be added is not possible, it will be added, but the host name and 

interface information cannot be acquired. 

 

 

5.2.2 Registering devices on the network 

1. Select the Inventory tab and click Inventory> Device Discovery. 

 

 

2. Specify the IP address range to be discovered and click [(Add)]. 
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3. Input information is added to the lower left of the screen. Click [Run]. 

 

 

4. Discovery starts and the discovery result is displayed at the bottom of the screen. 

 

 

When discovery is complete, discovered devices are added automatically. 
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MEMO： 

Only IP addresses that can be discovered can be discovered within the range displayed in 

the perimeter network. When discovering IP addresses outside the perimeter network 

range, add them to the perimeter network.  
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5.2.3 Import registration from Excel file 

You can import monitored device information from an Excel file. An import template is 

provided. You can easily register it by exporting a file and filling in the information of monitored 

devices in the file. 

 

1. Select the Inventory tab and click Inventory> Save Template for Inventory Import. 

 

 

2. The file open screen is displayed. Select “Save File” and click [OK]. 

* The file name will be “netLD-inventory YYYY-MM-DD.xlsx” and saved in the XLSX file 

format. “YYYY-MM-DD” represents the date. 

 

3. Edit the saved file, enter information in the following items, and save. 

 

 

Description Explanation Required Example 

IP Address Enter the IP address of the device.  192.168.1.10 

Network Select "Default" from the pull-down list.  Default 

Adapter ID Select the device adapter. 

 * This item does not need to be specified in the 

current version. 

 Cisco IOS 
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Hostname Enter the device hostname.   

Custom 1～5 Enter the information for "Custom Device 

Field". 
  

 

 

1. Click Inventory> Import / Update Inventory from Excel File. 

 

2. The file selection dialog is displayed. Select the edited file and click [Open]. 
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3. A confirmation message is displayed. Click [OK]. 
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5.3 Configure monitoring settings 

There are several methods of monitoring monitored devices, such as collecting information by 

SNMP and monitoring using ICMP Ping. This section describes the flow of basic monitoring settings. 

The flow to start monitoring is as follows. 

 

I. Action settings (Alert policy function) 

II. Monitoring item setting (Monitor function) 

III. Trigger settings such as threshold (Trigger function) 

 

5.3.1 Setting actions when an abnormality is detected 

There are three types of actions to be taken when an abnormality is detected: incident registration, 

email transmission, program execution, and SNMP trap. Action settings are set on the Alert Policy 

tab under the Monitor tab. The procedure for creating a new alert policy is described below. 

 

1. Select [Monitor] → [Alert Policy] and click [Add]. 

 

 

2. Enter the alert policy name. Click Add Action and select an action. 

* Multiple actions can be added. 

 

 

[Action content] 

Description Explanation 

Execute 
Executes a command on the remote host when a failure is 

detected. 

Incident 
Execute incident registration and email transmission 

when a failure is detected. 

SNMP Trap An SNMP trap is sent when a failure is detected. 
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3. Click [Save] and click [Close] 

 

 

This completes the alert policy settings. Each action is described below. 

 

 

i. Incident registration 

In incident registration, an incident is created when a failure occurs. You can also send an 

email by entering an email address in Email destination / Cc. 

 

 

Description Explanation 

Priority Specify the priority for incident registration. 

Default Assignee Specify the person responsible for the incident. 

E-mail recipients Set the email destination for incidents. 

* Email will not be sent if not entered. 

E-mail Cc recipients Set the CC email destination.  

* Email will not be sent if not entered. 

Send e-mail on trigger Specify when to notify by email. (Initial value: 

Send once every minute) 

Send e-mail immediately when 

an incident is manually 

updated 

Set whether to notify by e-mail when an incident 

is updated (close processing, etc.). 

 

In order to send mail, it is necessary to set up a mail server in advance. Refer to "7.5 Setting 

Mail Server" for mail server settings. 

 

 

ii. Send SNMP trap 

Traps can be sent to other NMSs and alarm devices when a failure occurs. 
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Description Explanation 

Target Address Specify the destination of the SNMP trap that is sent when 

a failure occurs. 

Community String Specify the community name of the SNMP trap to be sent. 

 

The traps sent from ThirdEye are as follows. 

 

Description Explanation 

Trap name triggerViolation 

Trap OID 1.3.6.1.4.1.45654.2.1.1 

Varbinds thirdEyeDeviceUuid UUID of the failed device (used inside 

ThirdEye) 

thirdEyeDeviceIpAddress IP address of the failed device. 

thirdEyeManagedNetwork The network to which the failed device 

belongs. 

thirdEyeDeviceHostname Hostname of the failed device. 

thirdEyeMessage Incident message 

thirdEyeMeasurement Monitoring contents 

thirdEyeSeverity Incident severity 

thirdEyeDeviceCustom1 Custom 1 contents of the failed device 

thirdEyeDeviceCustom2 Custom 2 contents of the failed device 

thirdEyeDeviceCustom3 Custom 3 contents of the failed device 

thirdEyeDeviceCustom4 Custom 4 contents of the failed device 

thirdEyeDeviceCustom5 Custom 5 contents of the failed device 

 

 

iii. Execute the program from the remote host 

Log in to the specified remote host using SSH and execute the specified command from the 

remote host. 

 

 

Description Explanation 

Remote SSH Host Specify the remote host (external server) to execute the 

command. 

Username The username used to log in to the remote host. 

Password The password of the user specified by "Username". 

Command A command to be executed on the remote host. 

Execute only upon first 

trigger violation per 

device 

Executes the command for each device only at the first 

violation. 
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5.3.2 Setting up Ping monitoring 

To perform Ping monitoring, add an ICMP monitor. Monitored devices registered by manual 

addition or discovery are automatically assigned as an “ICMP Ping (Default)” monitor, and Ping 

monitoring starts immediately after registration. This section describes the procedure for adding a 

monitored device under the following conditions. 

 

[Conditions] 

Monitoring period: 5 minutes 

Alert condition: No response twice in 10 minutes 

* Refer to "" for details of ThirdEye's ICMP polling. 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. Click [(Add)] in the lower left, and then click “ICMP”. 
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3. Enter any monitor name. 

 

 

4. Specify the “Period”. 

 

 

5. Select the number of ICMP packets and retry. 
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6. Click [Triggers] and click [No Response Threshold]. 

 

 

7. Enter the following items. 

 

 

Description Explanation 

Time window Set the period for executing the process. (Minimum value: 1 minute) 

A period that is used as a reference for counting how many times a 

failure (count) has occurred within a set period of time, the process 

defined in the policy is executed. 

Count Set how many times the process fails within the set 

period. (Minimum value: 1) 

Policy Specify the alert policy. 

Severity Select a severity from the follows: (Initial value: warning) 

"Emergency", "Alert", "Critical", "Error", "Warning", "Notification", 

"Information", "Debug" 

Message Set the message displayed when a failure is detected. 

* In order to display the message, the "Register Incident" action 

must be defined in the alert policy. 
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8. Click [Save]. 

 

 

 

5.3.3 Collecting SNMP information 

Add an SNMP monitor to obtain MIB information such as CPU usage and traffic volume from 

monitored devices. This section describes the procedure for obtaining the CPU usage rate 

(cpmCPUTotal1minRev) of the following Cisco devices for the monitored device. 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. Click [(Add)] in the lower left and click “SNMP Table”. 
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3. Enter any monitor name. 

 

 

4. Specify the period. 

 

 

5. Click [MIB Library]. 
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6. Enter the OID or name of the MIB in the OID search, select the MIB table to add, and click 

[OK]. 

 

 

7. Insert a check into the MIB that you want to retrieve. 

 

 

8. Click [Save]. 
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After saving, data collection is started, and if it can be acquired normally, the data will be 

displayed on the device details screen. 

 

 

 

5.3.4 Setting and monitoring thresholds 

You can set a threshold for the data to be acquired and raise an alert when a violation occurs. Here, 

set the threshold value for the SNMP monitor created in 5.3.3. 

 

1. From the details table, double-click the monitor for which a threshold is to be set or click [Edit]. 

 

 

2. Click [Triggers], and click [Time window] 
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3. Enter the following items. 

In the following example, the alert is targeted when the CPU is greater than 80%. 

 

 

Description Explanation 

Conditional You can specify conditions using the following items:  

 is (equal) 

 is not (not equal) 

 < (greater than the right value) 

 < (smaller than the right value) 

 contains 

 not contains 

Policy Specify the alert policy. 

Severity Select a severity from the following: (Initial value: warning) 

"Emergency", "Alert", "Critical", "Error", "Warning", 

"Notification", "Information", "Debug" 

Time window Set the period for executing the process. (Minimum value: 1 

minute) 

A period that is used as a reference for counting how many 

times a failure (count) has occurred within a set period of 

time, the process defined in the policy is executed. 

Count Set how many times the process fails within the set period. (* 

Minimum value: 1) 

Message Set a message for executing the process. 

 

4. Click [Save]. 
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5.3.5 Monitoring SNMP traps 

In ThirdEye, it is necessary to register the trap to be monitored as a monitor. If you do not register 

it as a monitor, you can receive traps and check them from the [Monitor] tab > [SNMP Trap], but 

you cannot perform actions such as incident registration or email transmission. 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. Click [(Add)] in the lower left and click “SNMP Trap”. 
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3. Enter any monitor name. 

 

 

4. Click [MIB Library]. 

 

 

5. Enter the trap OID or name in the OID search, select the trap to be monitored, and click [OK]. 
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6. Enter a message when a failure occurs. 

 

 

7. Click [Trigger], and then click [Alert]. 

 

 

8. Enter the following items. 
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Description Explanation 

Conditional When [Specify the following conditions for the trigger] is 

checked, you can specify the conditions using the following 

items. 

 is (equal) 

 is not (not equal) 

 < (greater than the right value) 

 < (smaller than the right value) 

 contains 

 not contains 

Policy Specify the alert policy. 

Severity Select a severity from the following: (Initial value: warning) 

"Emergency", "Alert", "Critical", "Error", "Warning", 

"Notification", "Information", "Debug" 

Message Set a message for executing the process. 

 

9. Click [Save]. 

 

 

It is added to the monitor details table and monitoring is executed. 
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5.3.6 Configuring monitoring settings for many devices using a monitor set 

With ThirdEye, monitoring items can be grouped as a monitor set, and monitors can be set for many 

monitored devices at once. 

 

1. Select [Monitors] → [Sets] and click [Add]. 

 

 

2. Enter the monitor set name and click [OK]. 

 

 

3. Select the created monitor set. 

 

 

4. Click [Add Monitor] and set the monitoring items. 
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* Monitor creation methods can be added in the same way as individual monitor settings. 

 

 

Description Explanation 

From Template 
Add a monitor from the created monitor templates to 

[Template]. 

ICMP Add a monitor by ICMP Ping. 

SNMP Table Specify the MIB table and the MIB object to be monitored. 

SNMP Trap Specify the TrapOID to be monitored and add a monitor. 

SNMP OID Specify the MIB object to be monitored. 

HTTP Monitors http or https. 

Xen Server 
Add a monitor to check the memory usage of Citrix Xen 

Server. 

 

5. Select the [Inventory] tab and select the device to which you want to assign the monitor set. 

 

 

6. Click [Device]> [Monitor Sets]. 

 

 

7. Select the monitor set you want to apply and click [OK]. 
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This completes the application of the monitor sets. 

 

The [Detail] column on the left of the device details display area displays a list of monitored 

monitors. Double-click the device to expand it, and check whether the settings are reflected in the 

[Detail] column. 
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5.4 Creating a map 

Create a map for visual monitoring. On the map screen, monitored devices are displayed as icons.  

When a failure occurs, the background color of the icon changes or an icon indicating the 

importance level is displayed. A hierarchical map can also be created by creating multiple maps. 

 

5.4.1 Creating a map 

1. Click [Create] at the bottom left of the screen. 

 

 

2. The New Map screen is displayed. Enter a map name and click [OK]. 
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3. The saved map is displayed in the map list on the left side of the screen. 

 

 

 

【Supplement】 

If you create a new map with the map selected in the map list on the left side of the screen, you 

can create a new map below the selected map. 
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5.4.2 Inserting a device into the map 

If you want to display the device as an icon on the map, insert the device into the map. 

 

1. Double-click the map to which you want to add a device from the map list on the left side 

of the screen and click [Edit]. 

 

 

2. Click [Insert Device]. 
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3. Select the device that you want to insert into the map and click [OK]. 
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4. The device icon is inserted. Click [Save] to complete editing. 

 

 

 

5.4.3 Connect two icons with a line 

You can connect map and device icons with link lines. 

* Line thickness cannot be changed. Also, the line color does not change. 

 

1. Open the map by double-clicking it and click [Edit]. 
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2. While holding down the “Ctrl” key on the keyboard, click to select the two devices 

connected by the link line. With the device selected, click [Link]. 

 

 

3. A link line is inserted. Click [Save] to complete editing. 

* To delete a link line, click [Remove] with two devices selected. 
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5.4.4 Setting the map label format 

A label is a character string displayed on a device icon on the map. Labels can be set in map units 

by setting the label format. 

 

1. Open the map by double-clicking it and click [Edit]. 

 

2. Change the [Label Format] setting. 

Here, the label display is changed from IP address to host name. 

 

 

The following arguments can be used for the label format. You can also specify any string. 

【Label format】 

Description Explanation 

{ipAddress} Displays the device IP address. (initial value) 

{hostname} Displays the device host name. 

{custom1} Display custom 1 information for the device. 

{custom2} Display custom 2 information for the device. 

{custom3} Display custom 3 information for the device. 

{custom4} Display custom 4 information for the device. 

{custom5} Display custom 5 information for the device. 

 

 

3. Click [Save] to complete the edit. 
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5.4.5 Setting the default label format for maps 

You can specify the label format (default) when creating a new map. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Maps] and set the label-specific format to “Default Device Label Format”. 
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The initial value is not filled in. If not filled in, the map label format will be "{ipAddress}". 

 

 

5.4.6 Setting the map background image 

You can set the background image from the [Edit] menu of the map. 

 

1. Open the map by double-clicking it and click [Edit]. 

2. From the setting menu on the right side of the screen, click […] to the right of the 

[Background image] field in the background section. 
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3. The file selection screen is displayed. Select the file you want to set as the background image 

and click [OK]. 

 

* Client files can be uploaded to the ThirdEye server. Click [    ] to display the client side 

file selection dialog. Select the file to upload and click [Open]. 
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4. Click [Save] to complete the edit. 

 

 

 

5.4.7 Setting the map hierarchy 

If you want to display the map in a hierarchical structure, you can configure it by inserting the 

lower hierarchy map into the upper hierarchy map of the hierarchy structure. 

 

1. From the map list on the left side of the screen, double-click the map that will be the upper 

layer, and click [Edit]. 
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2. Right-click on the map screen. Select [Insert Map] from the right-click menu. 

 

 

3. The file selection screen is displayed. Select the file you want to set as the background 

image and click [OK]. 
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4. Click [Save] to complete the edit. 

 

 

When the hierarchical structure is created, the map list on the left side of the screen 

changes to a tree view. By clicking the symbol [+] / [-] to the left of the map name, you can 

expand or collapse the map.  
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5.5 Create a dashboard 

The dashboard is an interface that allows you to configure a single monitoring screen by 

embedding various items on the screen. Each embedded item is called a “widget”. Users can create 

new dashboards and add / reorder widgets. 

 

 

 

 

5.5.1 Adding a dashboard 

1. Click the “Dashboard Name” (in the figure below, “Example Dashboard”) under the 

Dashboard tab and select [Manage Dashboards]. 

 

 

2. Click [     (Add)]. 
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3. Enter the dashboard name. 

 

 

4. Select the dashboard type for the share and click [OK]. 

 

 

Sharing Explanation  

Shared Add dashboards that other users can view. 

Private Add a dashboard that only the created user can view. 
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5. The dashboard is added to the list. 

 

 

5.5.2 Switching dashboards 

1. Click the “Dashboard Name” (in the figure below, “Example Dashboard”) under the 

Dashboard tab and select [Manage Dashboards]. 

 

 

2. Select the dashboard you want to switch to and click [OK]. 

 

 

3. Switch to the selected dashboard screen. 
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5.5.3 Adding widgets 

A widget is a component that displays content on a dashboard. Add widgets to your dashboard for 

quick access to the information you want to see. You can add widgets by clicking [    (Add)] from 

[Edit] in the upper right of the dashboard screen. 
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The types of widgets that can be added are as follows. 

 

Type if widgets Explanation 

Inventory View inventory. 

 

 
 

* The maximum number of displays is 100. If the number 

exceeds 100, you can check it from the [Inventory] tab. 

Gauge graph Display Gauge graph. 

 

  
Histogram Display a Histogram. 

 

 
Map Display the map. 
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5.5.4 Deleting a dashboard 

1. Click the “Dashboard Name” (in the figure below, “Example Dashboard”) under the 

Dashboard tab and select [Manage Dashboards]. 

 

 

2. Select the dashboard you want to delete and click [     (Remove)]. 

 

 

3. A confirmation message is displayed. Click [Yes]. 

 

 

  



 

 75 Copyright © 2022  LogicVein, Inc. 

5.5.5 Dashboard edit menu 

【Normal】 

 

 

【Editing】 

 

 

Description Explanation 

schedule Schedule email reports for dashboard PDF reports. 

* Schedule is for “Inventory” and “Histogram” widgets. 

date You can change the display period of the line graph on the 

dashboard at once. 

* The date is for the "Histogram" widget. 

export Create a PDF report of the displayed dashboard. 

Export is for "Inventory" and "Histogram" widgets. 

edit Switch to dashboard edit mode. 

save Save the dashboard changes and return from edit mode. 

cancel Cancels the dashboard edit mode. 

(add) Add a widget to the dashboard. 
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5.5.6 Edit widget menu 

You can add / edit / remove widgets while in dashboard edit mode. 

 

 

Description Explanation 

・・・ A three-point leader (“…”) mark displayed on the right 

side of the widget title. 

Click “…” to display the widget editing menu. 

Edit Edit the widget. 

Remove Remove the widget. 
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6. Operation 

This section describes the operations used in daily operations. 

 

6.1 Troubleshooting 

6.1.1 Checking the failed device 

When a failure is detected, the background color of the icon on the map changes to a color 

corresponding to the severity set for the monitor, and a status icon indicating the severity is 

displayed in the upper left. This behavior is the same for maps registered as widgets in the 

dashboard. 

 

 

If you double-click the map icon whose status has changed, you will move to the lower layer.  

In addition, you can easily display the desired map by using the map tree.  
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6.1.2 Checking the details of the failure 

Once you have identified the location of the failure, you need to know what the failure is. 

You can display the device details screen by double-clicking the icon where the fault has occurred 

from the map. In the [Violations] tab of the device details screen, you can check the fault that has 

occurred in the monitored device. 

MEMO： 

Refer to the following table for the background color / status icon types depending on the 

scheme severity. 

 

Severity Map（Image） Status Icon 

Emergency 

 
 

Alert 

 
 

Critical 

 
 

Error 

 
 

Warning 

 
 

Notice 

 
 

Info 

 
 

Debug 

 
 

*If multiple incidents occur on one device, the one with the highest severity is displayed. 
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In addition, ThirdEye has an incident function. On the incident screen, you can check the details 

of the failure. On the incident screen, detected events are displayed based on the alert policy 

settings.  

The incident status indicates the response status of the incident. An incident occurs at the first 

event detection and is displayed in the incident.  

Subsequent events for the same monitor and policy are associated with the same open incident. 

New incidents configured with the same monitors and policies will not be generated unless the 

original incident is closed ("resolved").  

If the incident is not closed, new alerts are aggregated into the existing incident. Incidents cannot 

be deleted by user operations. 

 

1. Double-click the incident line you want to check. 

2. The incident details screen is displayed at the bottom of the screen. Check the event details in 

the event details. 
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6.1.3 After handling the failure, make the incident “resolved” 

Close the incident when the failure has been addressed. Select [Resolved] from the [Status] pull-

down menu and click [Save]. 
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The status display changes to “Resolved” and the close process is complete. Click [Close] to close 

the incident details screen. 
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6.2 Checking data collected by SNMP 

Data collected by the SNMP monitor is saved in the database. You can create a graph from past 

data or export it to an Excel file. 

 

6.2.1 Displaying a graph from the console 

Data collected by SNMP can be confirmed by adding it to the dashboard widget. The procedure for 

adding to a dashboard is described in "5.5.1 Adding a dashboard", but it can also be easily added to 

the dashboard from the device details screen. 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. From the monitor details, select the monitor whose data you want to check, and click [Add 

monitor to a Dashboard]. 
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3. Select the dashboard to which you want to add the widget. 

 

4. Select the metrics and indexes to add to the graph and click [Add]. 

* Only metrics are displayed depending on the data to be acquired. 

 

 

 

6.2.2 Export to Excel file 

Data collected by SNMP can be exported to an Excel file. 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 
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2. From the monitor details, select the monitor whose data you want to check, and click [Add 

monitor to a Dashboard]. 

 

 

3. Enter the file name and data export period and click [Save]. 

 

 

After clicking Save, the Excel file will be downloaded. 
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6.2.3 Publish dashboard reports 

The "Inventory" and "Line graph" displayed in the widget can be exported to a PDF file. 

Click [Export] at the top right of the dashboard screen to export. 

 

 

 

6.2.4 Send dashboard reports regularly by email 

You can email dashboard reports regularly. 

* To send mail, the mail server must be set up first. For details on mail server settings, refer to 

"7.5 Setting Mail Server". 

 

1. Click [schedule]. 

 

 

2. The Schedule screen is displayed. Click [     (Add)]. 
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3. ［The [E-mail Schedule] screen appears. Enter / select each item. 

 

 

Description Explanation 

To/Cc Enter the email destination address. 

Scope Specify the range of the report display period. 

Within 24 hours 

Within a week 

Within 30 days 

Yesterday (00: 00: 00-23: 59: 59) 

Last week (Monday to Sunday) 

Last month (from the beginning of the month to the end of the 

month) 

Date range (user can specify any period) 

Schedule Specify the schedule for issuing reports. 

Time zone Specify the time zone to publish the report. 

Filter Specify filter settings for execution time. 

* Set the filter in “Job Management”. 

Save Save your settings. 

Cancel Discards the settings and returns to the previous screen. 
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6.3 SSH / Telnet connection to the device 

SSH / Telnet connection can be made to the monitored device from the device list or map. This 

function is called “terminal proxy” in ThirdEye. When using a terminal proxy, commands executed 

on the terminal and output results are automatically saved. 

 

6.3.1 Preparations before use 

The following preparations are required to use the terminal proxy. 

 

➢ Install Tera Term on the terminal to be operated 

The following preparations are required to use the terminal proxy. 

➢ Install browser integration 

It is necessary to associate Tera Term with the browser connected to ThirdEye. 

 

You can do this from the screen that appears when you start Terminal Proxy for the first time. The 

following describes the installation of Step 2 browser integration. For information on installing 

Tera Term, see the Tera Term manual. 

 

1. Click [Install Integration]. 

2. Run the downloaded ttinstall.exe. 

 

 

3. Select a language. 
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4. Click [Next]. 

 

 

5. Click [Finish]. 

 

 

Preparation is now complete. 

For Step2, you may need to reset it when you clear the browser cache or update ThirdEye. 
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6.3.2 Starting the terminal 

 

1. Select the [Inventory] tab. 

2. Right-click the device to be connected to the terminal and select [Open Terminal]. 

  

 

3.  [Select Protocol] screen is displayed. Select the connection protocol and click [OK]. 

  

 

 

4. The terminal software “Tera Term” starts up and the device login screen appears. 

* Log out of the device when you are finished. 
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6.3.3 Checking operation logs 

 

1. Select the [Terminal Proxy] tab. 

 

 

2. Double-click the log you want to view from the list. 

You cannot check the session log during connection. 
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You can save the session data as a text file by clicking [     (Export)] in the upper right of the log 

screen. The file name will be “netLD-termlogs YYYY-MM-DD.zip” and will be collected in the ZIP 

file format. “YYYY-MM-DD” represents the date of saving. 
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6.4 Real time Ping 

From the device list or map, you can easily ping a monitored device from the right-click 

menu. The transmission interval is 2 seconds at startup but can be changed from the screen 

displayed after Ping. 

 

 

 

When you click Ping, the following screen is displayed, and the Ping result is displayed. 

 

 

Click [     (Export)] on the right side of the screen to export the Ping result to a CSV file. 
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6.5 Checking the Up / Down status of the device interface 

On the device details screen, you can check the interface status of the device. To use this function, 

it is necessary to be able to communicate with the monitored device via SNMP. 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. Click the [Interfaces] tab in the device details screen. 
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3. Click [Live Update]. 

 

 

4. After clicking Automatic Update, you can periodically acquire the interface information on 

the monitored device and check the current status. 

 

 

To stop, close the device details screen or click [Pause Update] 
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6.6 Checking SNMP traps that are not registered for monitoring 

When a trap that is not registered as an SNMP trap monitor is received, it can be confirmed from 

the [Monitors] tab → [SNMP Traps] tab. You can also display traps for a specific device using the 

search function. 

* The SNMP trap displayed here must be registered in the device as a monitored device. 

 

 

You can check the details of the trap by double-clicking.  

The displayed traps can be exported to a CSV file from the [Export] button. 
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6.7 Stop monitoring temporarily 

Use the job function to temporarily put the monitored device into the unmonitored state. 

 

1. Click the [Jobs] tab → [Job Management]. 

 

 

2. Click [New Job] → [Maintenance Window]. 
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3. Enter the job name and comment and click [OK]. 

 

 

4. Click the Period tab and set the period to be unmonitored. 

 

 

5. Click the Device tab and add a device to be monitored. 
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6. Click [Save]. 

 

 

7. Click [Run Now]. 

 

 

That's all for the operation. After clicking [Run Now], it will be unmonitored for the time specified 

on the Period tab. Refer to "6.8 Temporarily Stop Monitoring Using a Schedule" when executing on 

a schedule. 
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6.8 Stop monitoring temporarily using a schedule 

Runs non-monitoring on a schedule. A non-monitoring job is executed at a specified date and time 

and can be put into a non-monitoring state for a specified period. Here, set the schedule for the 

non-monitoring job set in 6.10. 

 

1. Double-click the job to set the schedule or click [Open Job]. 

 

 

2. Click the Schedule tab and click [Add]. 

 

 

3. Specify a name and execution schedule and click [Save]. 
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Description Explanation 

Schedule Select one of the following five execution schedules.  

Once ... Execute once at the time and date set for the 

time  

Daily: Run every n days (Starting on the 1st of the 

current month)  

Weekly: Run on a specific day of the week 

Monthly: Run every specified month 

Cron ... Executes at the date and time specified in 

coulomb format 

Time zone Specify the time zone. 

Filter Select the schedule filter registered in "Filter 

settings". Timing that matches this filter is removed from 

the trigger. For details, see “Scheduler Filter”. 

 

Click Save to add the schedule. In addition, the date and time will be displayed in “Next Fire 

Time”.
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6.9 Checking the past job history 

The job history can be confirmed from the [Jobs] tab → [Job History], and the jobs executed so far 

are displayed. Jobs can be reported / discovered / unmonitored to see when and who executed 

them. For report jobs, you can double-click to view a published report. 

 

【Column list】 

Description Explanation 

Name Displays the name of the job. 

Type The job type is displayed. 

Start time Displays the date and time when the job was executed. 

End time Displays the end date and time when the job ended. 

User Displays the name of the user who executed the job. 
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6.10 Canceling monitoring settings 

 

6.10.1 Deleting a monitor 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. Select the monitor to be deleted from the monitor details and click [Remove]. 

 

 

3. Click [Yes] on the confirmation screen. 
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The monitor will be deleted from the monitor details and data will not be collected. 

 

6.10.2 Deleting icons (device / map) from the map 

1. Double-click the map from the map list on the left side of the screen and click [Edit]. 

 

 

2. Select the icon you want to delete and click [Remove]. 
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3. A confirmation message is displayed. Click [OK]. 

 

 

4. The device is deleted. Click [Save] to complete editing. 
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6.10.3 Deleting a map 

1. Double-click the map you want to delete and click [Edit]. 
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2. The setting screen is displayed on the right side of the screen. Click [Delete Map]. 

 

 

3. A confirmation message is displayed. Click [OK]. 

 

 

 

6.10.4 Deleting a device 

 

1. In the [Inventory] tab, select the device that you want to delete. * Multiple selection is 

possible 

2. With the device selected, click [Inventory]> [Delete Device]. 
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3. A confirmation message is displayed. Click [Yes]. 

 

 

6.10.5 Deleting a job 

 

1. Click the [Jobs] tab → [Job Management]. 

 

 

2. Select the job you want to delete and click [Delete]. 

 

 

3. Click [OK] on the confirmation screen. 

 

 

The selected job is deleted from the job management list. 
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6.11 Backing up ThirdEye configuration information 

In system backup, the settings of ThirdEye are backed up. The acquired system backup file can be 

restored from [Restore System Backup]. 

 

 

Description Explanation 

Enable daily system 

backup 

Enable daily system backup. If this setting is enabled, a system backup 

will be performed at the specified time. (Initial value: Enabled) 

Perform the system 

backup daily at this time 

Specify the execution time of daily system backup. (Initial value: 7:00) 

Number of backups to 

keep 

Specify the number of system backup generations maintained by the 

ThirdEye server from the following. (Initial value: 7) 

"7", "14", "30" 

Perform System Backup 

Now 

Perform a system backup manually. 

Download The backup file at the time of the last system backup can be 

downloaded. The file name will be “backup_YYYY-MM-DD ***. Zip” 

and will be collected in the ZIP file format. 

* The file name “YYYY-MM-DD” represents the Coordinated Universal 

Time (UTC) date. 

Restore System Backup Restore the system backup. 

* Select the backup file in the ZIP file format. 
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7. Advanced Settings 

This section introduces monitoring settings that are more detailed than backup, global settings, 

 

7.1 Setting various monitoring settings 

7.1.1 Monitoring a website 

 

You can send HTTP requests to monitor web ports or specific sites. 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which 

you want to set the monitor. 

 

 

2. Click [      (Add)] in the lower left and click [HTTP]. 
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3. Set the desired monitor name and interval. 

 

 

4. Enter the following items. 

 

 

Description Explanation 

Scheme Select HTTP or HTTPS. 

Port Specify the web port. 

Pass Enter the path of the site to be monitored. 

 

5. Click [Triggers] and click [Time Window]. 
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6. Set the conditions and policies in the same way as the threshold settings. 

In the conditions of the following screens, alert status is applicable when the status code is 

other than "200". 

 

 

7. Click [Save]. 

 

 

After saving, if the request is started and can be acquired normally, the data will be displayed on 

the device details screen. 
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7.1.2 Monitoring TCP ports 

You can send a syn message to the TCP port and check if there is a response. 

 

1. Click [     (Add)] in the lower left and click [TCP Port]. 

 

 

2. Set any monitor name and interval. 

 

 

3. Set the port number to be monitored. 
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4. Click [Triggers] and click [Time Window]. 

 

 

5. Set the conditions and policies in the same way as the threshold settings. 

In the following screen conditions, alerts will be alerted if the response is greater than 1000 

milliseconds. 

 

 

6. Click [Save]. 

 

 

After saving, if the request is started and can be acquired normally, the data will be displayed on 

the device details screen. 
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7.1.3 Monitoring using formulas 

ThirdEye can automatically calculate the data obtained using a custom formula. For example, in 

the standard MIB HOST-RESOURCE-MIB, there are MIBs for server disk size and usage, but 

there is no MIB for usage (%).  

By using a custom formula, you can calculate the disk size and usage to get the usage rate.  

This section describes the procedure using HOST-RESOURCE-MIB as an example. 

 

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which you 

want to set the monitor. 

 

 

2. Click [     (Add)] in the lower left and click "SNMP Table". 
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3. Set the desired monitor name and interval. 

 

 

4. Click [MIB Library]. 

 

 

5. Enter [hrstorage] in the OID search, select "hrStorageTable" from the search results, and click 

[OK]. 
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6. Check “hrStorageSize / hrStorageUsed” from the table. 

 

 

7. Click Derived Metric → Advanced metric expression. 

 

 

8. Enter a name and formula. 

 

 

9. Click [Save]. 
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After saving, data collection starts, and the results are displayed. 

 

 

You can also set a threshold for the calculated value using a custom formula. For details on 

threshold settings, see 5.3.4 Setting and monitoring thresholds. 

 

 

7.1.4 Automatically clear a specific trap incident when a trap is received 

When a correlated trap is received, the fault is automatically cleared, and the icon color and 

status icon on the map can be returned to the normal state. 

 For example, LinkDown trap and LinkUp trap. After the LinkDown trap is received and an 

incident occurs as a failure, the LinkDown trap is cleared when the LinkUp trap is received. 

 

1. Create a LinkDown trap monitor. 

2. Create an SNMP trap monitor for LinkUp. 

3. Click [Trigger] and click [Time window]. 
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4. Click [MIB Library] of the trap to be released and add a LinkDown trap. 

 

 

 

5. Click [Save]. 
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7.1.5 Changing the action with the value contained in the trap 

Monitored devices send various information in traps when sending traps. Depending on the 

content, you may not want to detect it as a failure. In ThirdEye, you can filter by specifying 

conditions. 

In the following example, Syslog traps from Cisco equipment are used to filter the traps. 

 

1. Monitored devices send various information in traps when sending traps. Depending on the 

content, you may not want to detect it as a failure. In ThirdEye, you can filter by specifying 

conditions. 

 

 

2. Display any monitor name. 

 

 

3. Click [MIB Library]. 

 

  



 

 121 Copyright © 2022  LogicVein, Inc. 

4. Enter "clogmessage" in the OID search, select "clogMessageGenerated" from the search 

results, and click [OK]. 

 

 

5. Enter a message when a failure occurs. 

* Below, clogHitMsgText (message content) included in the trap is displayed. 

 

6. Click [Trigger], and then click [Rise Trigger Alert]. 
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7. Check “Conditional”. 

 

 

8. Enter “Condition” in the red frame. 

 

 

 

In the above example, if clogHistSeverity is equal to or higher than error (emergency, alert, 

critical) and the value of clogHistMsgText does not include "LogicVein", the alert is targeted. 

 

9. Set the policy and severity. 
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10. Click [Save]. 
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7.2 Agent-D 

Agent-D is an agent installed on either Linux or Windows servers that runs in the 

background of the server.  It can perform monitoring functions, collect metrics and send 

alerts/traps on the below functions. 

• CPU  

• Disk 

• Memory 

• Process 

• Syslog monitoring 

Agent-D can be installed two different ways 

• From ThirdEye – right click on server, select Agent_D 

 

 

• Download from ThirdEye (settings/Agent-D) and install on server. 
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In the Device monitor section, you can visualize the parameters and settings. 
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➢ Add the appropriate templates to the device from the template library 

➢ Configure what you want to monitor 

 How often to pull data 

 Fields/metrics to monitor 

Setup any alerts/traps to notify when there are issues 

➢ Clicking on any of the values, in any section, will popup a display that will graph that 

value.  Display is configurable to show time from 1 hour up to 2 years 
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➢ Agent-D results can be displayed in the Dashboard, exported to a file, or downloaded 

via API. 

➢ Additionally, any alerts/traps can also be displayed for monitoring purposes. 

 

METRICS: 
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7.3 Remediation 

The remediation function for non-compliance has been implemented. As a result, when a 

compliance violation is detected, the smart change job specified in advance can be automatically 

executed, and the compliance violation can be resolved immediately. 

 

 

Setting flow 

1. Create a smart change job 

Create a smart change job to be executed when a compliance violation occurs. 

2. Create a non-compliance rule 

Create a violation rule and link the rule with the smart change job. 

3. Creating a compliance policy 

The compliance rule and the device are linked and set to be detected. 

 

 

The following describes the setting method using a setting example. 

 

 

7.3.1 Create a Smart Change Job 

 

1) Go to Job-> [Job Management] and select New Job-> [Smart change]. 
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2) Enter the job name and comment (optional). 

 

 

3) Select the adapter for the device you want to apply and click OK. 

※ Used for linking with the rule set. 

 

 

4) Enter the command to execute in the template. 
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5) Select the part you want to replace and click +. 

※ If you want to execute the command as it is without making it variable, skip this step. 

※ In this case, the community name is obtained from the config, so the community name part is 

made variable. 

 

 

6) Enter the replacment name and click OK. 

 

 

7) Save. 
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7.3.2 Creating a RuleSet 

 

1) Go to Compliance-> [Rule sets] and click Create. 

 

 

2) Enter the rule name, select the adapter, and click OK. 

※ For the adapter, select the adapter selected when creating the smart change. 

 

 

3) Click + to add a match condition. 
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4) Specify the community name part as the variable name of the smart change and put it between 

"~". 

 

 

5) Set the action to Violation if matched. 

 

 

6) Click the repair job “…” and specify the smart change job to run in the event of a violation. 

※ Only one job can be specified. 
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7) Save your settings. 

 

 

7.3.3 Creating a compliance policy 

 

① Go to Compliance-> [Compliance Policy] and click Create. 

 

 

② After entering the name, select the adapter and target configuration file and click OK. 

 

  



 

 134 Copyright © 2022  LogicVein, Inc. 

③ Click + to add a ruleset. 

 

 

④ Click Save. 

 

 

⑤ Select the compliance policy you created and click Enabled. 
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When enabled, it will be checked immediately and if a violation is detected, it will be corrected 

automatically. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 136 Copyright © 2022  LogicVein, Inc. 

7.4 End of Sale/End of Life 

 

You can update the system to show and report on devices where the software is, or when it will, 

expire, or show when a device is at end of life. 

 

7.4.1 Cisco Support APIs onboarding 

Every customer who wants to use a populating end of sale/end of life job for CISCO devices have to obtain api key 

and client secret from Cisco. Customers must have a valid Smart Net Total Care with Cisco to be able to obtain 

those keys. 

  

7.4.2 Device’s fields used for query 

 

Device's HW vendor field is used to choose which manufacturer to fetch the data from. 

For Cisco devices, Model and Serial number are used to query for the end of sale/end of life dates. 

 

7.4.3 User Interface 

 

1. Cisco API keys settings – setup your Cisco client ID and secret.  This can be found in settings 

under “Cisco API” 
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 2. Ad-hoc population from Device menu 

 

 

    3. New Job – you can create a job that can be run to update the Cisco API for all, or specific, Cisco devices 

 

  

 4. Results from API call or job 

 

https://s3.amazonaws.com/cdn.freshdesk.com/data/helpdesk/attachments/production/13130657698/original/qREuzmOgAVwhfF4QHS7awfB3fhFJOGmYRw.png?1661826206
https://s3.amazonaws.com/cdn.freshdesk.com/data/helpdesk/attachments/production/13130657697/original/uG8o8cJ6vrh3wksGbGnG9HstyqcehOQ-fw.png?1661826206
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7.4.4 Systems without Internet access 

 

It's not possible to fetch end of sale dates from Cisco server without Internet access. However, users can 

export inventory as a csv file which can be used to import into Cisco Services. Then users can export a csv file 

from Cisco Services and import into the system to update end of life dates.  

  

Please note that Cisco Services does not include end of sale dates in the export file. 

  

To export a csv file that can be used to import into Cisco Services please select “Export inventory as Cisco csv 

file” from Inventory menu. 

  

  

https://s3.amazonaws.com/cdn.freshdesk.com/data/helpdesk/attachments/production/13130657701/original/t45IdnCU0LqAXJldd-_rnArn-L7xVEK0rQ.png?1661826207
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7.4.5  Reporting 

 

In the Reporting section, there is a new report “End of Sale/End of Life” that can be run to generate a report 

showing any devices that have eos/eol tag.  This report can also be setup to run as a job. 

 

  

https://s3.amazonaws.com/cdn.freshdesk.com/data/helpdesk/attachments/production/13130657700/original/aacgGkdU5_5043WRZVmrg9e9DtXS4_enyg.png?1661826206
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7.5 Compiling the MIB 

You can add MIB files that have not been compiled to ThirdEye. 

 

1. Click [Library] at the bottom left of the MIB screen. 

 

 

2. The library screen is displayed. Click [Add]. 



 

 141 Copyright © 2022  LogicVein, Inc. 
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3. The file selection dialog is displayed. Select the MIB file to be compiled and click [Open]. 

The MIB file is displayed in the list. Compilation is complete when [     (green)] is displayed to 

the left of the MIB file. 
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7.6 Registering users 

Create a user to log in to ThirdEye. By assigning permissions to users, you can limit the 

operations that users can perform. In ThirdEye, you can specify in detail by combining multiple 

permissions. Users and permissions can be set from [Settings] in the global menu. 

 

 

 

 

7.6.1 Adding permissions 

* “Administrator” who has all execution rights is registered. This authority cannot be deleted. 

 

1. Click [Roles]. 
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2. Enter the authority name in the [Add Authority] field and click [   (Add)]. 

 

 

3. The authority name is added to the list and changes to the selected state. Check the 

required items from the authority items at the bottom right of the screen. 

 

 

No. Description 

1 Permission to create/update/delete monitors. 

2 Permission to administer incidents. 

3 Permission to view maps. 
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No. Description 

4 Permission to create/update/delete maps. 

(* No.3: Authority attached to “Permit map viewing”) 

5 Permission to administer SNMP MIBs. 

6 Permission to administer credential and protocols. 

7 Permission to create/update/delete device information in the inventory. 

8 Permission to assign names to custom fields. 

9 Permission to tag/untag devices in the inventory. 

10 Permission to administer scheduler filters. 

11 Permission to run a device discovery job. 

12 Permission to create/update/delete a device discovery job. 

(* No. 11: Authority attached to “Permit discovery execution”) 

13 Permission to run a maintenance window job. 

14 Permission to create/update/delete a maintenance window job. 

(* No.13: Authority attached to “Permit execution of unmonitored jobs”) 

15 Permission to run a report. 

16 Permission to create/update/delete a report job. 

(* No.15: Authority attached to “Permit report execution”) 

17 Permission to create/update/delete URL launchers. 

18 Permission to create/update/delete memos. 

19 Permission to create/update/delete managed networks. 

20 Permission to security settings. 

21 Permission to create/update/delete inventory tags. 

22 Permission to login using the terminal server proxy. 

23 Permission to view other users’ terminal proxy logs. 

 

4. Click on [OK]. 
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7.6.2 Adding users 

* "Admin" user is registered. This user cannot be deleted. 

 

1. Click [   (Add)]. 

 

 

2. The Add User screen is displayed. Enter the items and click [OK]. 
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Category Item Explanation Required 

General Username Enter your username.  

Full name Enter the user's full name.  

Email 

Address 

Enter the user's email address.  

Role 

Select user permissions. The authority set in "7.3.1 

Adding authority" can be selected from the pull-

down menu. 

 

Password Set the user's password.  

Custom Fields 

Custom 1～5 

Select custom device fields that users can view. 

* The displayed item name changes based on the 

setting in “7.7 Change column name of custom 

device field”. 

 

 

7.6.3 Changing user information 

1. Select the user you want to edit and click [     (Edit)]. 

 

 

 

2. The user edit screen is displayed. After editing, click [OK]. 

* Username cannot be changed. If you want to change the password, set from [     (Key)]. 



 

 148 Copyright © 2022  LogicVein, Inc. 

 

 

 

7.6.4 Changing the password of the logged-in user 

You can change the password from the login username in the global menu. Here, the password for 

the username “admin” is changed. 

 

 

Fill in the new password and password re-entry fields. Press the password change button to 

register a new password. If the new password and the re-entered string are different, the password 

change button will not be enabled. 
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7.6.5 Linking with Active Directory or RADIUS server 

With external authentication, you can log in to ThirdEye in cooperation with an authentication 

server that manages user information. This eliminates the need to register all users in advance in 

ThirdEye, reducing the work required during installation and organizational changes. External 

authentication can be set from [Settings] → [External Authentication] in the global menu.  

 

i. RADIUS integration 

Sends an Access-Request to the RADIUS server for authentication. In order to cooperate with the 

RADIUS server, it is necessary to set to send Access-Accept with Filter-Id. 

 

Below is a sample of FreeRADIUS user settings. 

LogicVein     Cleartext-Password := "password" 

 Filter-Id += "GROUP" 

This setting sends  Access-Accept with filter-id when you receive the Access-Request for "Username: LogicVein, 

Password:password".  
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1. Change the external authentication server selection from disabled to "RADIUS". 

 

 

2. Set the IP address (or host name) and shared secret of the RADIUS server. 

 
 

3. Set permissions for external group mapping. Add a new one from [     (Add)]. 
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4. Enter the group set in Filter-Id of the RADIUS server in the external group and select the 

authority to be assigned. 

 

5. Configure the network for external group mapping. Add a new one from [     (Add)]. 
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6. Select the network that can be browsed by entering the group set in the RADIUS server 

Filter-Id in the external group as well as the authority. 

 

* You can browse networks with a check. 

 

7. After setting, enter the username and password from the test, and click the test to check the 

cooperation with the RADIUS server. If there is no problem, “Authentication was successful” 

is displayed. 

 
The setting is now complete. Click [OK] to save the server settings, log out, and log in as the user 

set in the RADIUS server. 
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ii. Active Directory linkage 

When linking with Active Directory server, authority and network are determined using the group 

to which the registered user belongs. 

 

1. Change the external authentication server selection from disabled to "Active Directory". 

2. Set the domain name and IP address (or host name) of the Active Directory server as follows. 

Set permissions for external group mapping. Add a new one from [     (Add)]. 

 

 

3. Enter the group to which the user belongs in the external group and select the right to 

assign. 

 

 

4. Configure the network for external group mapping. Add a new one from [     (Add)]. 
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5. As with the authority, enter the group to which the user belongs in the external group and 

select the network that can be viewed. 

 

 

6. After setting, enter the username and password from the test, and click the test to check the 

linkage with the Active Directory server. If there is no problem, “Authentication was 

successful” is displayed. 
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This completes the setting. Click [OK] to save the server settings, log out, and log in as a user set in 

the Active Directory server. 

 

 

7.6.6 Setting user session timeout 

With ThirdEye, users who have not operated for 30 minutes will need to authenticate again. To 

change this time, follow the procedure below. 

 

1. Click [Settings] in the global menu. 

 

2. Click [Network Servers] and change the "User Login Idle Timeout" time. 
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3. Click [OK]. 
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7.6.7 Deleting a user 

1. Select the authority name you want to delete and click [    (Delete)]. 

 

 

2. Click [OK] in the server settings. 

* If you have deleted the user by mistake, click [Cancel]. 
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7.6.8 Deleting permissions 

1. Select the authority name you want to delete and click [    (Delete)]. 

 

 

2. Click [OK] in the server settings. 

 

* If you try to delete the authority being used, the following error will occur. 

You cannot delete permissions that have been applied to users. 

Please execute the deletion after reassigning the authority of the user being used. 
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7.7 Changing the data retention period 

In the data retention period, set the data retention period and the automatic deletion timing. 

 

 

Description Explanation 

Delete expired date weekly this time Data that has passed for a certain period is automatically 

deleted every week on the specified day of the week and 

time. (Initial value: Monday, 6:00) 

The data retention period is specified in the following 

items. (* If “No Expiration Date” is specified, data will 

not be deleted.) 

Duration to keep job execution 

history 
Specify the data retention period from [Jobs] →  [Job  

History] from the following. (Initial value: 3 months) 

Unlimited", "3 months", "6 months", "9 months", "1 year" 

Duration to keep terminal proxy 

history 

Specify the data retention period on the [Terminal Proxy] 

tab from the following. (Initial value: 3 months) 

"Unlimited", "3 months", "6 months", "9 months", "1 year" 
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7.8 Setting up mail server 

In the mail server, enter the SMTP server information for email notification from ThirdEye. If 

you want to send an e-mail or a dashboard report in the event of a failure, you need to set in 

advance. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Mail Server] and enter the SMTP server information. 

 

 

Description Explanation 

Hostname/IP address Set the host name or IP address of the mail 

server. (Initial value: mail) 

From email address Specify the email address displayed as the sender 

(sender) of emails. (Initial value: ThirdEye) 

From name Specify the name to be displayed as the sender name 

(sender) of the mail. (Initial value: ThirdEye) 

Server requires authentication Set mail server authentication. If SMTP 

authentication is required, select the check box and 

set the following items. (Initial value: invalid) 
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Description Explanation 

Mail server username… Authentication ID 

Mail server password… Authentication password 

Use secure smtp Enable TLS. 

Email Language Set the mail display language. (Initial value: 

Japanese) 

Email time zone Set the email time zone. (Initial value: (GMT + 09: 

00) Tokyo) 

 

3. Click [OK]. 
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7.9 SNMP trap notification of ThirdEye specific events 

ThirdEye-specific events can be sent as traps. The following three events can be sent. 

 

Description Explanation 

Devices add/delete An SNMP trap is sent when a device is added / deleted. 

Job fails An SNMP trap is sent when a job fails. 

Audit log An SNMP trap is sent when a user logs in / out. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [SNMP Traps] and insert a check in the event to be sent.  
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3. Click [      (Add)］ 

 

 

4. Enter the trap destination information and click [OK]. 

 

 

Description Explanation 

Host Enter the IP address or host name of the trap destination. 

Port Specify the trap destination port. (Initial value: 162) 

SNMP community 

string 

Enter the trap community name. 

Version  Select the trap version. ("2c" is recommended) 

 

5. Click [OK]. 
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7.10 Changing column names in custom device fields 

In the custom device field, you can set the name of the custom column used in the device tab or 

search. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Custom Device Field]. 

 

 

3. Click [OK]. 
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7.11 Use sysName as the host name 

In ThirdEye, the host name displayed on the device tab is obtained from the DNS server and 

displayed. To use the host name (sysName) set for the device, make the following settings. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Network Servers] and uncheck [Enable DNS Lookup]. 

 

 

3. Click [OK]. 
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7.12 Editing a memo template 

In the memo template, when you create a new device memo in the “memo” column of the inventory, 

you can set a template (template) that is automatically inserted. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Memo Templates] 

 

 

Description Explanation 

Font size Change the font size. 

Bold Change the range specified characters to bold. 

Italics Change to italics. 

Underline Underline. 

Text color Change the text color. 

Left-aligned Set text alignment to left justification. 

Centered Set text alignment to center. 

number of 

remaining 

characters 

The number of remaining characters that can be 

entered. 
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* Regardless of full width / half-width, all characters 

are counted as one character. 
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7.13 Adding a specific URL to the right-click menu 

URL launcher is a shortcut function for easy access to a specific page. By registering the URL, 

you can access the page from the right-click menu. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Launcher] 

 

 

3. Enter a name and specify a URL. 

* The name is displayed as the menu name of the right-click menu. 

 

【Explanation of URL variable】 

Description Explanation Example 

Hostname 

Quote the device hostname. When a device with hostname = 

thirdeye.co.jp is selected, the 

“{device.hostname}” part of the URL is 

replaced with “thirdeye.co.jp”. 

http://{device.hostname} 
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Description Explanation Example 

 ⇒ http://thirdeye.co.jp 

IP address 

Quote the device's IP 

address. 

When the device with IP address = 

192.168.0.1 is selected, the 

“{device.ipAddress}” part of the URL is 

replaced with “192.168.0.1”. 

http://{device.ipAddress} 

 ⇒ http://192.168.0.1 

Vender *Cannot use it. http://{device.hardwareVendor} 

Model *Cannot use it. http://{device.model} 

Serial *Cannot use it. http://{device.assetIdentity} 

Version *Cannot use it. http://{device.osVersion} 
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7.14 Update license 

If the number of license nodes is increased or support is updated, the applied licenses must be. 

* This operation can only be performed by a user with ThirdEye Administrator privileges. 

 

1. Click [Help] → [About] on the global menu. 

 

 

2. Click [update license]. 

 

 

In online environment, the license is automatically updated. In the offline environment, the 

screen for entering the activation key is displayed. Please update your activation key in advance. 
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7.15 Updating online 

ThirdEye can be updated via the Internet. Software update is a setting related to online update of 

software version. Software update settings only work in an environment where you can connect to 

the Internet. 

 

 

 

Description Explanation 

Check for Updates Click [Check for Updates] to check for updates online. 

Enable Online Update Check If [Enable Online Update Check] is checked, it will 

periodically check for updates. (Initial value: Enabled) 

Enable anonymous usage 

reporting 

If [Enable anonymous usage reporting] is checked, Send 

usage data anonymously. (Initial value: enabled) 
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7.16 Using a proxy server 

When using software update or license update online via a proxy server, set the proxy server 

information. 

 

1. Click [Settings] in the global menu. 

 

 

2. Click [Web Proxy] and enter the proxy server information. 

 

Description Explanation 

Proxy type Select the proxy server type from the following. (Initial value: 

None) 

"None", "Web Proxy", "SOCKS4 Proxy", "Secure Web Proxy" 

Host Specify the IP address or host name of the server used as a 

proxy. 

Port Specify the port number on the proxy server. (Initial value: 

8080) 

Realm Specifies the proxy authentication realm. If no realm is 

required, do not specify a value. 

Username Specify the username sent to the proxy server. 

Password Specify the password to send to the proxy server. 
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8. Reboot／Power Off 

Restart and shut down by connecting to the virtual machine. 

 

 

Restart and shut down by connecting to the virtual machine. 

To restart, press the “7” key on the keyboard and select [Reboot].After selecting the menu, a 

confirmation message is displayed. Press the “Y” key on the keyboard to execute. 

【REBOOT】 

 

 

【POWER OFF】 
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9. Contact 

If you have any problems or questions during the operation of ThirdEye, please contact our 

support below. 

 

Please confirm the necessary items below before making an inquiry. 

[Required] 

1. Product name 

2. Product version information (including revision) 

3. Product serial number (ThirdEye license information) 

4. Specific symptoms and questions (Sending screenshots may facilitate information sharing and 

may help resolve issues) 

 

■Contact information■ 

support@logicvein.com 
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10. Appendix 

10.1 ICMP Algorithm 

Different users have different requirements when performing ICMP polling, some of them 

complementary and some of them competing.  The design of the algorithm tries to balance between 

the competing requirements, while still covering the broadest number of requirements. 

 

Additionally, ThirdEye has a universal requirement to reduce the complexity and usability of any 

feature, including the ICMP monitor. 

 

The requirements we have identified are: 

• Accurately measuring roundtrip network transit time 

• Quickly detecting and alerting host-down conditions 

• Minimizing the volume of ICMP packets, while eventually detecting host-down conditions 

• Detecting and alerting packet loss 

• Minimizing false alerts while detecting host-down conditions 

 

These goals will be addressed in the sections to follow. 

 

 

10.1.1 Roundtrip Measurement Accuracy 

The nature of ICMP roundtrip measurement is such that the responsibility for measuring the 

roundtrip time belongs to the host performing the measurement.  In practical terms this means 

that delays introduced by the OS scheduler or CPU load cause the time measured to be longer than 

the actual network transit time.  Thus, when viewing a graph of roundtrip times, occasional spikes 

can appear that do not reflect the true network transit time. 

 

ThirdEye offers the option to send two ICMP packets per-poll, separated by several seconds, where 

the recorded measurement is the lesser of the two roundtrip times.  This substantially reduces the 

number of outlier measurements by minimizing the effects of host CPU load and process scheduler 

jitter. 
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10.1.2 Packet Loss  

The ICMP monitor stores two metrics: roundTripTime and packetLossPercent.  In addition to 

setting an alert trigger based on “no response” or roundTripTime, the user can also configure an 

alert trigger based on the packetLossPercent.  In some environments, this is at least as value to 

some customers as detecting host-down conditions. 

 

If a single ICMP packet is used for monitoring, then a “no response” event will occur if that single 

packet has no response.  If two ICMP packets are used, then a “no response” event will occur only 

if both packets have no response. 

 

Regarding packetLossPercent, if we ignore automatic retry for now, then if a single ICMP packet 

is used for monitoring, then the packetLossPercent metric will be only one of two values: 0% (no 

packet loss) or 100%.  If two ICMP packets are used for monitoring, then the packetLossPercent 

will be one of three values: 0% (no packet loss), 50% (one of the two packets lost), or 100% (both 

packets lost). 

The packetLossPercent calculation is also affected by the retry semantics described below. 

 

 

10.1.3 Retry Semantics 

To minimize false host-down alerts, the user can optionally enable ICMP retries.  When ICMP 

retries are enabled, ThirdEye will send five (5) additional ICMP packets, with a dynamic interval 

in-between each packet based on the polling interval of the monitor. 

 

If a single ICMP packet monitor is used, and there is no response to that packet, the retry 

algorithm is initiated.  If a double ICMP packet monitor is used, and either of the two packets 

receives no response, the retry algorithm is initiated. 

 

If a single ICMP packet monitor is used, and the retry path is entered, then a total of six (6) ICMP 

packets will be sent.  Conversely, if a double ICMP packet monitor is used and the retry path is 

entered, then a total of seven (7) ICMP packets will be sent. 

 

If none of the ICMP packets receive a response, then a “no response” alert is raised.  But if any 

of the ICMP packets is acknowledged (i.e. a response is received), then a “no response” alert is not 

raised, but the packetLossPercent metric is calculated based on the responses. 
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If a single ICMP packet monitor is used, and retries are enabled, the possible (approximate) values 

for the packetLossPercent metric are as follows: 0%, 16%, 33%, 50%, 66%, 83%, 100%. 

 

If a double ICMP packet monitor is used, and retries are enabled, the possible (approximate) 

values for the packetLossPercent metric are as follows: 0%, 14%, 28%, 42%, 57%, 71%, 85%, 100%. 

 

The dynamic interval varies between a minimum of a few seconds for an ICMP monitor with a 30 

second polling interval, and a maximum of 25 seconds for ICMP monitors with a polling interval 

greater than 150 seconds. 

 

Visualization showing the polling and retry pattern for: 

• Single ICMP monitor 

• Retries enabled 

• 30 second polling interval 

 

 

 

2s  2s  2s  2s  2s  2s 

           

0    2s             7.2s           12.4s          17.6s          22.8s           28s  30s 

 

 

  

       

ICMP timeout 

5.2 second dynamically calculated retry interval 
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Visualization showing the polling and retry pattern for: 

• Double ICMP monitor 

• Retries enabled 

• 5-minute (300 second) polling interval 

 

 

 

 

2s 2s  2s  2s  2s  2s  2s  

2s             

0  2s  4s     29s    54s     79s    104s   129s                                300s 

      
 

  

 

 

 

ICMP timeout 

25 second (max) dynamically calculated retry interval 


