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SECTION 1

INTRODUCTION

This document is a manual for the network fault monitoring software “ThirdEye”

1.1

About ThirdEye

ThirdEye is a network fault monitoring tool that can be used in a wide range of environments, from

small to large network environments.

ThirdEye’s capabilities include:

1.2

Polling monitoring (ICMP Ping, SNMP polling)

SNMP trap monitoring

Threshold monitoring

Incident management (severity, status, priority, assignee, event aggregation)

Dashboard management (graph display of statistical information, customization of widgets)
Inventory management (customize display, sort, search)

Map management (hierarchical structure settings, map tree display, incident notification, auto-
matic drawing of L2 map)

Monitoring item set/template registration

Export statistics

Setting the non-monitoring period

Trail management with terminal proxy

Email notifications on incident updates

Compiling private MIBs

Configuration backup and generation management

Change settings of network devices (router/switch/firewall, etc.)

Syslog monitoring

About ThirdEye Editions

ThirdEye is available in two editions: “ThirdEye” and “ThirdEye Suite”. Available features vary de-

pending on the edition. For functional differences between editions, please refer to the Main Feature

1 Copyright © 2025 Logic Vein, Inc.



Comparison Table by Edition below.

Features and functions in this manual are explained based on the “Suite” edition. Some “Suite” may
not be available in the “ThirdEye” edition. Features that are only available in “Suite” are indicated with

the following icon:

» No icon: Available in all editions.
. : Available only in “Suite”.

2 Copyright © 2025 Logic Vein, Inc.



1.3 Main Feature Comparison Table by Edition

Function

ThirdEye ThirdEye Suite

Discovery

Monitoring

ICMP

SNMP

SNMP Trap
HTTP/HTTPS

TCP Port

vCenter

VMware Guest
VMware Host

Xen Server

Agent-D

Syslog Monitoring
Maintenance Windows
Manual

Scheduled

Monitor Alert Actions
Incident

Email

Command Execution
Trap Sending

Job Execution
Configuration Management
Configuration Backup
Configuration History
Compare

Export

Configuration Change

Smart Change

V)

O QA0 O00AAQ OO0 VOO0V AAVVVVV

V)

QA AAAA0Q OO0 QOAAAAVVVVVO

V)
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Function

ThirdEye ThirdEye Suite

Restoration

Change Tools

Draft Configuration
Terminal Proxy
Telnet/SSH Connection
Saving Operation History
Dashboard

Addition

Share

Widget

Report

Incident

Job

Compliance

Report

MIB Compilation
Zero-Touch (Optional)
Playbooks

Q0O 00 06609

QAN OO O
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1.4 Environmental Settings

ThirdEye is available as a virtual appliance and supports the following platforms:

* VMware ESXi (version 7.0 or higher)
* Windows Hyper-V (Windows Server 2016 or later)
* Amazon Web Services*

e Nutanix AHV
e Linux KVM

* Microsoft Azure

*Both thin and thick HDD provisioning types are supported.

Refer to the Deployment section for instructions on using ThirdEye with the above platforms.

ThirdEye requires the following environment:

Item Recommendation Default Minimum
Hard disk HDDI1: 2.5 GB HDDI1: 2.5 GB HDDI1: 2.5 GB
HDD2: 50 GB or more HDD2: 50 GB HDD2: 50 GB
HDD provisioning Thin or Thick Thin or Thick Thin or Thick
Memory 8 GB or more 16 GB 8 GB
CPU 8 cores or more 16 cores 4 virtual CPUs
(cores)
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1.5 List of Ports Used

The ports that ThirdEye uses for communication are shown below. If you need to access your device
through a firewall, change your firewall’s communication settings to ensure the required ports are open.

Feature Port Protocol UDP/TCP Communication Direction
Zero-Touch 67 DHCP UDP  ThirdEye < Destination
68 DHCP UDP  ThirdEye — Destination
80 HTTP TCP  ThirdEye «— Destination
69 TFTP UDP  ThirdEye «— Destination
- ICMP - ThirdEye «— Destination
Auto-Discovery 22,23 SSH, Telnet TCP  ThirdEye — Destination
161 SNMP UDP  ThirdEye — Destination
- ICMP - ThirdEye — Destination
Restore Configuration 22,23 SSH, Telnet TCP ThirdEye — Destination
69 TFTP UDP  ThirdEye «— Destination
20,21 FTP TCP  ThirdEye «— Destination
Modify Configuration via 22,23 SSH, Telnet TCP ThirdEye — Destination
Tools
Send Trap 162 SNMP Trap  UDP  ThirdEye — Destination
SNMP Monitoring 161 SNMP UDP  ThirdEye — Destination
Receive Trap 162 SNMP Trap  UDP  ThirdEye «— Destination
WMI/WinRM Monitoring 5985 HTTP TCP  ThirdEye — Destination
5986 HTTPS
Real-Time Change Detection 514 Syslog UDP  ThirdEye « Destination
Backup* 22,23 SSH, Telnet TCP ThirdEye — Destination
161 SNMP UDP  ThirdEye — Destination
69 TFTP UDP  ThirdEye « Destination
20, 21 FTP TCP ThirdEye < Destination
Terminal Proxy 2222, 443 SSH or TCP  ThirdEye <« Client PC
HTTPS
22,23 SSH, Telnet TCP ThirdEye — Destination
Web Terminal 443 HTTPS TCP ThirdEye «— Client (GUI)
6 Copyright © 2025 LogicVein, Inc.



Feature Port Protocol =~ UDP/TCP Communication Direction
22,23 SSH, Telnet TCP  ThirdEye — Destination
Client Access 443 HTTPS TCP ThirdEye «— Client (GUI)
External Authentication 389 LDAP TCP ThirdEye — Authentication
server
1812 RADIUS UDP  ThirdEye — Authentication

server

*The appropriate settings for the protocol you use will depend on the type of device you are using. For
example, for IOS devices, “CLI (Telnet, SSH) only, or both CLI and TFTP”.
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SECTION 2

INSTALLATION

2.1 Configuring Network Settings

In the network settings, configure the host name and IP address to be given to ThirdEye. By default,
the IP address etc. will be obtained from DHCP. In an environment without a DHCP server, perform

various settings using the following steps.
Network settings are operated using the keyboard on the virtual machine console.

1. Press the [1] key on your keyboard to choose Static IP Address.

(o i e,

LogicVein - Core Server

https:v//

Networking:

IP Address: Netmask:
Gateway: DNS:
Hoztname: netld Interface: ethQ
NTP Server: pool.ntp.org 33H Server: Mot Rumming
NTPD Not Running
Tine: 2019-01-15 09:20 UTC

Revizion : 20181006.0406
03 Version: 2017.02.0201810060406
OVA Build : 1538767061

Settings menu:

Static IP Address
DHCP

55H Server

Import Data

Set up Master
Set up Slave
Reboot

Power Off
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2. Press the [1] key on your keyboard to choose eth® (Primary) .

e 50

Networking:

IP Address: Netmask:
Gateway: DN3:
Hostname: netld Interface: ethd
NTP Server: pool.ntp.org 55H Server: Mot Rumming
NTPD Not Running
Time: 2019-01-15 09:27 UTC

Revision : 20181006.0406
0S Version: 2017.02.0201810060406
OvA Build : 1538767061

Interface Settings menu:

[1]1 eth0 (Primary)
[Z2]1 ethl (Optional)
[3]1 Configure Static Route (Optional)

3. The following network setting items will be displayed in order. Enter the value using the keyboard
and press the [Enter] key to proceed.

Item Explanation Requirements
Hostname Hostname used by the virtual appliance required
NTP Server Address of the NTP server used by the virtual appliance required
(IP address or hostname)

IP Address [P address used by virtual appliance required
Netmask Subnet mask of the above IP address required
Gateway Gateway IP address required
DNS 1 DNS server IP address —
DNS 2 DNS server IP address —

4. A confirmation message will be displayed. Press the [Y] key on your keyboard to save the
settings.
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(5 4

Networking:

IP Address:
Gateway: H
Hostname: netld Interface: etho
NTP Server: pool.ntp.org 53H Server: Mot Rumming
NTPD Not Running
Time: 2019-01-15 03:23 UTC

Revizion : 20181006.0406
03 Version: 2017.02.0201810060406
OVA Build : 1538767061

Interface Settings menu:

[1]1 eth0 (Primary)
[Z2]1 ethl (Optional)
[3]1 Configure Static Route (Optional)

Enter STATIC network settings:

Hostname: thirdeye
NTP Server: 192.168.0.3
IP Address: 192.168.30.41
Metmask: 255.255.255.0
Gateway: 192.168.30.254
DNS 1:
DNS 2:

Do you want to SAVE and APPLY these settings? (y-N) [default: NI _

Settings configuration is now complete, and the service will restart automatically.
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2.2 Apply the License
Apply your license and activate your product.

1. Access ThirdEye by entering its address in your web browser:

https://<Address>/

For <Address>, Specify the IP address or FQDN (Fully Qualified Domain Name).
The license authentication screen will be displayed.
2. Copy and paste Serial number or Activation key.

If you can connect to the internet, use the Serial number (Number consisting of 25 alphanumeric
characters).

If you can’t connect to the internet, use the Activation key.

Mo license found.

In arder to proceed, enter the server's activation key below. If you have not yet received
an activation key, please contact support,

Activation Key:

1nH2 BEEHywiuviLThSxTEUt3ga¥Ej JoMClgSEYMRzKFDGEplsrczluSlC/ dnexkI T/

Srtzlu

nvcpl4Z+n

H2ikOuuyrWER+/ kwogkDmhWCEcoB i/ gHOEInS 1R TEoggU2 SdulNT4iD)
Tk zBwwa CNEfOSHwnglnPei Falkr+Bf +ka00No /WeCzgit 1 oMmie JYE|
gakxomteBbWVS IUAN / dNMEG,/ C Bg3hVtELEEr2 SmCSHehEKRM EKSjibRzZ0ntLeR)
I20tIHe5JJ0vekEEkyS/ 20eEIeBemtond JYNeBple3K0Z I sdVbgOHSIcHC+ZUyls

ZmIsonlGETgE=

SEhJzZ701

[ 1 agree to the End User License Agreement
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3. Check “I agree to the End User License Agreement”, and click [Activate].

Mo license found.

In order to proceed, enter the server's activation key below. If you have not yvet received
an activation key, please contact support.

Activation Key:

InHZ2BEHywinZLThS=T7G0t3ga¥Ej IbMC1gS P MR zEFDEfplertzlusSlC/ dnéxkI T/
g0KLo/sERtE] ZfmmPBCT 2E81i2HKtuRorpurS, g2 B SENY CUPbg4bRZoLoFuJ 556
nwcpQ4Z+nHO L kOunyrWGE+/ twogkImhVCAcoBi fgHOEInS 1RA TEcggU2 5duBN7iD
EhJzZT0hpHkzBwwa CHEf0SHwnglnPoi Fglkr+BE+ka0lNo /VeCHzgEt loMnle JYE
gakrmteBbVSIUANo / dNMEG,/CHikBg3hVEFSE erd SmCSWERERAMEE S jibReZ0ntLeR
IZ20tIWe5TJ0vzkEkyS/ 20cBIleEemtond jYWaBpledX0 i I =dVbglHSJeXHC+EUyls
EmIscnETgE=

=

| agree to the End User License Agreement Activate

The service will restart automatically, and license application will be completed.
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2.3

After applying the license, the “Advanced Settings” screen will be displayed the first time you access

Initial Settings

it. On this screen, you can set the admin user’s password and mail server.

Admin User

Welcome

The email address used by the agmin us:

The 10gin pasSWOrd USeC by the admin of the system

the system

Advanced Settings

% English ~

(GMT+09:00) Tokyo v

retlD
netlD

Test Email Configurations

Setting Explanation Requirements
Admin User Admin user email address —
Settings

Admin user login password required

Locale Settings

Server Settings

Email Settings

Language when sending email
Time zone when sending email
Browser tab display name

Host name or IP address used for

emails

SMTP server host name or [P address

Email address when sending email

Sender name when sending email

link addresses in

13
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To set a password, the following conditions must be met:

* Must be at least 8 characters

* Must not be a character string that is easy to guess (person’s name, proper noun, dictionary
word, commonly used password)

* Character strings that do not repeat the same characters or are arranged in an easy-to-

understand manner

After setting, click [Save] and proceed to the login screen.
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SECTION 3

LOGIN/LOGOUT

To log in/log out, please follow the steps below.

3.1 LoglIn

1. Access ThirdEye by entering its address in your web browser:

https:// Address /

For Address, specify the IP address or FQDN (Fully Qualified Domain Name).

2. On the login screen, enter your username and password to log in.

©ThirdEye
Suite

Username: |

Password: |

Login

I

For new installation instructions, refer to the Installation section.

For instructions on setting the admin user password, refer to the Initial Settings section.

After logging in, the ThirdEye top screen will be displayed.

3.2 Log Out

1. Click [Logout] at the top right of the screen.
: ges  Jobs  TerminalProxy  Search Compliance  Monitors Incidents Map  MIBs ‘::\wwk (:I:; - ’;:g,’

Router

nnnnn
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After logging out, the ThirdEye login screen will be displayed.
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SECTION 4

DEPLOYMENT

ThirdEye provides flexible deployment as a virtual appliance across major hypervisors and cloud plat-
forms, maintaining consistent core requirements while adapting to platform-specific configurations.

4.1 VMware ESXi

This section describes the deployment procedure to VMware ESXi. Here we will explain using ESXi

6.5 as an example.

1. Log in to the Web Ul and click [Create/Register Virtual Machine] from the virtual machine.

vmware ESXi

°1% Navigator 1 || 7 LviSupport.test - Virtual Machines
~ [ Host
Manage “Fh Create  Register WM | ¢ Refresh
Monitor [ | Virtual machine ~ | Status ~
(| & netid-core-2016.02.0201709222101-appliance @ Normal

2. Select “Deploy a virtual machine from an OVF or OVA file” and click [Next].
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1 New virtual machine

v (EXIECITI  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements . . . .
Create a new virtual machine This option guides you through the process of creating a

5 Deployment options virtlual machine from an OVF and VMDK files.
6 Additional settings Deploy a virtual machine from an OVF or OVA file

T Ready to complete . - - .
Register an existing virtual machine

Back |[ Next ]| Finish |[ Canoel]

=
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3. After entering the desired virtual machine name, drag and drop the OVA file onto the virtual

machine:
OVA file: 1lvi-core-\*\*\*\*-appliance.ova.

4. Click [Next].

71 New virtual machine - NetLD-Virtual Appliance

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like o deplay

3 Select storage

< [EEEE TIEE S Enter a name for the virtual machine.

5 Deployment options
6 Additional settings
T Ready to complete

| NetLD-Virtual Appliance

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

* @ netld-core-2015.02.0201712061116-appliance.ova

Back H Next ] Finish Cancel

| W
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5. Select your storage, and click [Next].

1 New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type
+ 2 Select OVF and VMDK files

bd 3 Select storage

4 License agreements
5 Deployment options
6 Additional settings
T Ready to complete

Select storage
Select the datastore in which to store the configuration and disk files.
The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
wirtual machine configuration files and all of the virtual disks.

Name ~ | Capacity ~ | Free ~ | Type ~ | Thin pro... v | ACCess

Datastore({192.168.30.105) 105.07 GB 93.52 GB NFS Supported Single

datastore 325GB 31.55 GB VMFS5 Supported Single

2 items
| Back || MNext || Finish || cancel |

]
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6. Select the network and disk provisioning you want to deploy, and click [Next].

ﬁfl New virtual machine - MetLD-Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

bd 4 Deployment options )
MELET: e NAT | VM Network

5 Ready to complete

Disk provisioning ® Thin ) Thick

| Back [[ mNex | Fnsn || cance ]é

21
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7. Click [Finish].

ﬁfl New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

Product Unknown
bd 5 Ready to complete

WM Name MWetLD-Virtual Appliance
Disks diski.vmdk, disk2. vmdk
Datastore Datastore(192.168.30.105)
Provisioning type Thin

Metwork mappings NAT: VM MNetwork

Guest OS Name Other Linux 64-Bit

Do not refresh your browser while this VM iz being deployed.

—

| Back || nNed |[ Finsn || cancel |

After deployment is completed, please start the new virtual machine.
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4.2 Windows Hyper-V

This section describes the deployment procedure to Windows Hyper-V. Here we will explain using
Windows Server 2016 as an example.

Prerequisites

* Hyper-V must be installed in Roles and Features.
* At least one virtual switch is required.

1. Start Hyper-V Manager and click [New] > [Virtual Machine].

ii Hyper-V Manager —: =] x
File ~Action View Help
- = Quick Create..

E Hr New 3 Virtual Machine.. I Tz
| rt Virtual Machine.. Hard Disk...
& mport Virtual Machine. sl L ’ . - o
Floppy Disk... CPU Usage Assigned Memory Uptimr

Hyper-V Settings.. 2 Bl Quick Create..

Virtual Switch Manager.. No virtual machines were found on this server e

Virtual SAN M P 3 .
irtual S, anager. U5 Import Virtual Machine..

Edit Disk-. | Hyper-V Settings..
Inspect Disk... »oints 23 Virtual Switch Manager...
L
Stop Service wa  Virtual SAN Manager...
No vittual machine selected
Remove Server wa Edit Disk..
Refresh o= Inspect Disk...
Help | Stop Service
X Remove Server
Details
© Refresh
No item selected View
H Hep
< >

Displays the New Virtual Machine Wizard.
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2. Enter a name for your virtual machine and click [Next].

Bl New Virtual Machine Wizard X

= Spedify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memary Name: inetLD 18
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary Location: | EIIEEI | Browse... |

.{B If you plan to take chedkpeints of this virtual machine, select a location that has enough free
space. Checkpoints include virtual machine data and may require a large amount of space.
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3. Select “Generation 1” and click [Next].

EH New Virtual Machine Wizard X

J Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location (®) Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
5 virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory
Configure Networking () Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

N T firmware, and requires a supported &4-bit guest operating system.

SR e th Once a virtual machine has been created, you cannot change its generation.

Summary

M t virtual machine generation suj

_<Previ0us: Finish Cancel

=T - TS IO S I LYCAL -
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4. Set the startup memory, and click [Next].

EH New Virtual Machine Wizard X

Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
: ) MB through 12582912 MB. To improve performance, spedfy more than the minimum amount
Specify Name and Location recommended for the operating system. '
Spedfy Generaion Startup memory: |  8192| MB
|

[[] use Dynamic Memary for this virtual machine,
Configure Networking

Connect Virtual Hard Disk o When you dedide how much memory to assign to a virtual machine, consider how you intend to

use the virtual machine and the operating system that it will run,
Installation Options

Summary

< Previous Finish Cancel
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5. Select the virtual switch you want to connect to, and click [Next].

8 New Virtual Machine Wizard X

S Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
5 Mo sl cnlion virtual switch, or it can remain disconnected.

Specify Generation Connection: netlD x

Assign Memory

Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

P Frish Concel
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6. Select “Attach a virtual hard disk later”, and click [Next].

EH New Virtual Machine Wizard X

ca Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the
iy M snd tcalian storage now or configure it later by modifying the virtual machine’s properties.
spedfy Ganeralion () Create a virtual hard disk
1 My Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking MName: netlD 18.vhdx
Connect Virtual Hard Disk Location: C:\Virtual Machines\netlD 18\Virtual Hard Disks\ BroveE
Summary
127 GB (Maximum: 64 TB)
() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or VHDX format.
Location: C:\Users\WPalmer\Documents\Virtual Machines\ Browse...

(® Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

.<Previws_; _ Finish ;_Cmcel __'
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7. Click [Finish].

EH New Virtual Machine Wizard X

J Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
Sl M mevi  penin following virtual machine,

Specify Generation Deacription:

Assign Memory Name: netlD 18

Corfioure Neturiing Generation: Generation 1

Memary: 8192 MB
Connect Virtual Hard Disk Network: netlD

Hard Disk:  None

To create the virtual machine and dose the wizard, dick Finish.

<o | [ [ e | [ e

The virtual machine will now be created.

29 Copyright © 2025 LogicVein, Inc.



Next, assign the two VHDX files to the created virtual machine:

8. Right-click the virtual machine you created and click [Settings].

ai Hyper-V Manager =] O X
File Action View Help

== 25

Hyper-V Manager I 5 - | Actions
Bl wre10 it Jaachines _—
Name State CPU Usage Assigned Memory Upti
o0 p——— |
Connect... New »
m % Import Virtual Machine..
< 5, ¥
S snt | ] Hyper-V Settings..
Checkpoi thecbont 53 Virtual Switch Manager...
] eckpoin ]
el ed vitual machine has no checkpoints. g Virtual SAN Manager.
h 4 Edit Disk.
Export..
5 o Inspect Disk...
ename.. -
Delete. (W) Stop Service
netlD 18 Help ¥ Remove Server
O Refresh
Created: 9/26/2018 7.47:56 PM Clustered: No View N
Configuration Version: 8.3
Generation: 1 Help
Notes: None
| Summary . Memory Networking
< >
Displays the virtual machine settings user interface.
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9. Select “Processor”, and change [Number of virtual processors].

% Settings for netLD 18 on WRP10 - X
netlD 18 v 4 | O
% Hardware " u Processor
§* Add Hardware
@ BIOS You can modify the number of virtual processors based on the number of processors on
: = the physical computer. You can also modify other resource control settings.
Boot from CD
@ security Number of virtual processors: 4
Key Storage Drive disabled
W Memory Resource control
8192 MB ‘You can use resource controls to balance resources among virtual machines.
n Processor ) [ ]
rtual proces - 0]
4V o o Virtual machine reserve (percentage) _
= [ IDE Controller 0 Percent of total system resources: 0
[ o Hard Drive _
<file> Virtual machine limit (percentage): | 100
b . R Comtconer 1 Percent of total system resources: 50
) DVD Drive
MNone I ]
= Relative weight: 100
&l scsI Controller soh -
MNetwork Adapter
¥ netlD ™ A\ Hyper-V is not configured to enable processor resource controls.
ﬁ COM 1 Learn more about Hyper-V processor configuration options.
None
@ com2
MNone
[ Diskette Drive
None
£ Management
Name
netlD 18

Integration Services
Some services offered
(# Checkpoints
Standard
Fﬁ" Smart Paging File Location
C:\Wirtual Machines\netlD 18 v

31 Copyright © 2025 LogicVein, Inc.



10. Select “IDE Controller 0”, and click [Add].

[ settings for netLD 18 on WRP10

B hd
netLD 18 4 » | D
2 Hasteawe M mE Controller
l" Add Hardware
[ pIoS You can add hard drives and CD/DVD drives to your IDE controller.
Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
@ seaity
Key Storage Drive disabled D\VD Drive
W Memory
8192 MB

n Processor
1 Virtual processor
IDE Controller 0
= [ IDE Controller 1
) DVD Drive
Nane
&l scsI Controller
g Network Adapter
netlD
i com1
MNone
@ com2
None
[ Diskette Drive
None
A Management
Name
netlD 18
E] Integration Services
Some services offered
{#y, Checkpoints
Standard
ﬁ Smart Paging File Location
C:\Wirtual Machines\ynetlD 18
“y Automatic Start Action
Restart if previously running

-

You can configure a hard drive to use a virtual hard disk or a physical hard disk after

you attach the drive to the controller,
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11. Click [Browse].

£ settings for netLD 18 on WRP10

= X
netlD 18 4 » |0
£ Hardware = Hard Drive
r Add Hardware
@ p10S You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from CD operating system is installed on this disk, changing the attachment might prevent the
o 0T Mo virtual machine from starting.
Security 2
Key Storage Drive disabled Controller: i
W Memory 1DE Controller 0 < 1 (in use) ~
8192 MB Media
[ Processor You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
4 Virtual processors by editing the assodated file. Specify the full path to the file.

= | IDE Controller 0
¥ o Hard Drive
=file>
== Hard Drive
<file>
= | IDE Controller 1
) DVD Drive
Mone
&8 scsI Controller
# U Network Adapter
netlD
§ com1
None
@ comz2
None
[ Diskette Drive
None
& Management

|ﬂ MName
netlD 18
|*_L| Integration Services
Some services DT:.FETE'E'
(l Checkpoints

Standard

(®) virtual hard disk:

| New Edit Inspect

0 If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the associated file,
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12. Add “disk1”, and click [OK].

» ThisPC * Windows8 OS(C) * Virtual Machines * netlD 18 °

New folder
£y MName Date modified

s
Virtual Machines 9/26/2018 747 PM
flanage - disk1.vhdx 9/27/2018 %42 AM
- disk2.vhdx 9/27/2018 9:42 AM

5

34

v O Search netlD 18

Type Size

File folder

Hard Disk Image File 1810432 KB
Hard Disk Image File 8,192 KB
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13. Repeat steps 8 to 12 to add disk2.vhdx .

14. Click [OK].

[ settings for netLD 18 on WRP10

netlD 18 i D [ J ]
2 Hardware Advanced Features
" Add Hardware
B B10s MAC address
Boot from CD () Dynamic
@ seaity . @ static
Key Storage Drive disabled
W8 Memory 00 |-| 00 |-| 00 |-| 00 |-| 00 |- 0O
g2 & — — — — —

] Processor
4 Virtual processors
= [ IDE Controller 0
# o Hard Drive
disk2.vhdx
# s Hard Drive
diskl.vhdx
= @ IDE Controller 1
) DVD Drive
None
&l scsI Controller
= U Network Adapter
net D
Hardware Acceleration
Advanced Features
i@ com1
None
@ com2
None
[ Diskette Drive

MNone

A Management
1] Name
netlD 18

[] Integration Services

Some services offered

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them,

[[] Enable MAC address spoofing

DHCP guard

DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers.,

[[] Enable DHCP guard

Router guard

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[[] Enable router advertisement guard

Protected network

Move this virtual machine to another duster node if a network disconnection is
detected.

[/] Protected network

Port mirroring
Port mirroring allows the network traffic of a virtual machine to be monitored by

copying incoming and outgoing packets and forwarding the copies to another
wvirtual machine configured for monitoring.

Mirroring mode: None v

[oc ] cone Aoy

This completes the Windows Hyper-V deployment.
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4.3 Linux KVM

Save the qcow2 file in a directory of your choice.

Launch “Virtual Machine manager”.

From the file menu, click [New Virtual Machine].

Select “Import an existing disk image” and click [Next].

Specity the uploaded file in “Specify the path of the existing storage”.

In “select the operating system you want to install”, select “Generic or unknown OS”.
Enter the resources you want to assign and click [Next].

Enter a name for the virtual machine and check “Customize settings before installation”.

A S IR

Open [Network Selection], select the device that matches your network environment and click
[Finish].

10. Click on [IDE Disk1] and change the Disk Bus to “SCSI”.

11. Click on [Add Hardware] and add at least SO0GB of storage.

12. Click [Begin Installation].

This completes the KVM deployment.
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4.4 Nutanix AHV+

AN

Login to Nutanix Prism and go to [Settings] from the pull-down menu at the top of the screen.
Click [image settings] from the menu on the left.

Click [upload image].

Enter a name and storage container

Specify the qcow2 file in “Upload a file” and click [Save].

Once the upload is complete, go to “Virtual Machines” from the drop-down menu at the top of
the screen.

7. Click [Create Virtual Machine].

. Enter the VM name and resource you want to allocate.

9. Click [Add new Disk].

10.
11.
12.
13.
14.
15.

Select [Clone from Image Service] from the Operation dropdown menu.
Select the image you created from the Image dropdown and add it.
Click [Add new Disk” again].

Set the size to at least 50GB and add it.

Add a NIC by clicking [Add New NIC].

Click [Save].

This completes the Nutanix deployment.
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4.5 Microsoft Azure

Log into Azure and go to the “Storage Accounts” service.

Click an existing storage account or click [Create] to create a storage account.
In the storage account menu, click [Data Storage] > [containers].
Click on an existing container or create a container from [containers].
Click [upload].

Select the VHD file you downloaded.

Open [Advanced settings] and change the Blob type to “Page blob”.
Click [Upload].

Once the upload is complete, go to the “disk™ service.

Click [Create].

. Select your subscription resource group and region.

AP SN

[ G Y
N — O

. Enter the disk name.

[a—
(98]

. Change the source type to “Storage Blob”, and select the file where you uploaded the source
blob.

14. Change the OS type to “linux”

15. In the size section, click [change size].

16. Select the “storage type” that suits your environment (SSD is recommended).

17. Select the top 4GB and click [OK].

18. Click [Review and create].

19. Check the details, and click [Create].

20. Once creation is complete, click [Go to Resource].

21. Click [Create VM].

22. Enter the virtual machine name.

23. Select the resources you want to allocate to the virtual machine by size.

24. Go to the [disks] tab.

25. in the Data Disk section, click [Create and connect a new disk].

26. In the Size section, click [change size].

27. Select the “storage type” that suits your environment (SSD is recommended).

28. 64GB or larger and add a data disk.

29. Verify that the host cache is “read/write”.

30. Go to the [Network] tab and configure the network settings to suit your Azure environment.

31. Click [Review].

32. Check the details, and click [Create].

This completes the deployment on Azure.
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46 AWS

1. Login to AWS EC2 and click [launch Instance].

2. Give it a name and optionally set tags.

3. Click [Browse more AMI at Application and OS images] .

4. Select “Community AMIs”, enter 1vi-core in the search field, and perform a search.

Quickstart AMIs (0) My AMIs (20) AWS Marketplace AMIs (839) Community AMIs (1)
Commeonly used AMis Created by me AWS & trusted third-party AMIs Published by anyone
Refine results lvi-core (1 filtered, 1 unfiltered) 1

Clear all filters

¥ Operating system

@ Community AMIs
Community AMIs contain all AMIs that are public, therefore anyone can publish an AMI and it will show in this catalog. This catalog can also contain paid products. When using community AMIs it is best
practice to ensure you know and trust the publisher before launching an AMI.

¥ Linux/Unix
lvi-core-2024.03.0-202406180814
[ All Linux/Unix

O Amazon Linux aws ami-Oad9b6eaddecdaf8f po"
[ Cent0s lvi-core-2024.03.0-202406180814

[ Debian OwnerAlias:—  Platform: Other Linux  Architecture: x86_64  Owner: 511691617191 Publish date: 2024-06-19  Root device type:ebs  Virtualization: hvm  ENA enabled: Yes

[ Fedora

5. Select an instance type based on the sizing guidelines.

6. After creating a key pair in Key Pair (login), click [download key pair].

7. In the network settings, assign a group. You can choose an existing security group or create one.
You can add a new security group.

8. [Under Configure Storage], click [add new volume] and set the size to at least 50GB.

9. Once configured, click [launch instance].

39 Copyright © 2025 LogicVein, Inc.



4.7 Podman

Podman is a containerization tool designed for deploying and managing containerized applications,
serving as a Docker alternative. ThirdEye can be deployed on the Podman container infrastructure.

Podman Features:

* Security Focus: Runs containers in isolated environments without requiring a daemon
* Rootless Operation: Supports running containers without root privileges (though some opera-
tions like low-port binding may require sudo)

* Docker Compatibility: Uses command structures similar to Docker, for example, podman run

instead of docker run.

Example: Replace docker with podman :

docker pull harbor.logicvein.com/lvi/lvi-netld-core:2025.08.0-202509290840

4.71 Adapter Login

When deploying ThirdEye with Podman, cap_net_admin and cap_net_raw capabilities are not

available by default. To use adapter login, cap_net_admin and cap_net_raw capabilities must be
added.
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4.7.2 Podman Deployment
Podman/Docker builds are published to LogicVein’s Harbor instance.

Example execution:

podman run \
--name <CONTAINER-NAME> \
--detach \
--env LICENSE_SERIAL=<SERIALNUM> \
--env JAVA_OPTIONS="-DNAT_RETURN_ADDRESS=<HOST-IP>" \
--ulimit nofile=8192:8192 \
--ulimit nproc=128294:128294 \
--pids-limit=-1 \
--memory=8g \
--cpus=4.0 \
--sysctl net.ipv4.ping_group_range="0 9999" \
--volume <DATA-DIR>:/data \
--publish 20:20 \
--publish 21:21 \
--publish 67:67/udp \
--publish 69:69/udp \
--publish 162:162/udp \
--publish 162:162/tcp \
--publish 443:443 \
--publish 512:512/udp \
--publish 2222:2222 \
--publish 50000-50031:50000-50031 \
--cap-add=NET_RAW \
--cap-add=NET_ADMIN \
harbor.logicvein.com/1lvi/lvi-netld-core:2025.08.0-202509290840
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In a SE Linux enabled system (e.g. RedHat), Docker / Podman can be run using following command.
This will set the SE Linux context for the directory for just this container:

sudo podman run \
--name <CONTAINER-NAME> \
--env LICENSE_SERIAL=<SERIALNUM> \
--env JAVA_OPTIONS="-DNAT_RETURN_ADDRESS=<HOST-IP>" \
--ulimit nofile=8192:8192 \
--ulimit nproc=128294:128294 \
--pids-limit=-1 \
--memory=8g \
--cpus=4.0 \
--sysctl net.ipv4.ping_group_range="0 9999" \
--volume <DATA-DIR>:/data:Z \
--publish 20:20 \
--publish 21:21 \
--publish 67:67/udp \
--publish 69:69/udp \
--publish 162:162/udp \
--publish 162:162/tcp \
--publish 443:443 \
--publish 512:512/udp \
--publish 2222:2222 \
--publish 50000-50031:50000-50031 \
--cap-add=NET_RAW \
--cap-add=NET_ADMIN \
harbor.logicvein.com/1lvi/lvi-netld-core:2025.08.0-202509290840

Or you can manually set SE Linux context using following command:

sudo semanage fcontext -a -t container_file_t "/home/lvi/data2(/.*)?"
sudo restorecon -Rv /home/lvi/data2/

This will set SE Linux context for this directory to allow any container to access this folder.

Example:

drwxr-xr-x. 2 1lvi 1lvi unconfined_u:object_r:container_file_t:s@ 6 Mar 26 19:37 /home/lvi/data2/
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In the command above there are three components that need user-supplied values:

* <SERIALNUM> : This is the license serial number that must match the serial number of the
applied license. See License Creation below.

* <DATA-DIR>: Thisis the local directory in which data will be stored. This is the equivalent
of the “data” disk that is normally attached to an OVA-style appliance instance.

* <HOST-IP>: This is the ip address to be used for both FTP and TFTP NAT reflection.

This directory must exist, it is not created automatically.
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4.7.3 Ubuntu Linux

1. Install Ubuntu Linux from ubuntu-24.04.1-1ive-server-amd64.iso.

* Do not select the “docker” package during installation (we will install it next).

* Instead, select the OpenSSH install option during install for remote access.

2. Login and update:
sudo apt upgrade
3. Reboot:
sudo shutdown -r now
4. Install Docker using the following steps 1 and 2 in the following install guide:
https://docs.docker.com/engine/install/ubuntu/#install-using-the-repository.
5. Add your user to the “docker” group:
sudo usermod -aG docker $USER
6. Configure Docker to start at boot time:
sudo systemctl enable docker
7. Reboot again:

sudo shutdown -r now

8. Login as non-root user to verify that you can run Docker commands without using the sudo

command.
(This should execute without error):
docker ps

9. Create a data directory as a non-root user. For example, login as user “lvi”, and execute the

following command:

mkdir data

(This should create the directory /home/1lvi/data.)

There is no need to change permissions with chmod at this time.

44 Copyright © 2025 Logic Vein, Inc.
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10. Start Docker using the previous command syntax as a non-root user, without using the sudo

command.

Example:

sudo podman run \
--name <CONTAINER-NAME> \
--ulimit nofile=8192:8192 \
--ulimit nproc=128294:128294 \
--pids-limit=-1 \
--env LICENSE_SERIAL=<SERIAL-NUMBER> \
--memory=4g \
--cpus=4.0 \
--sysctl net.ipv4.ping_group_range="0 9999" \
--volume <DATA-DIRECTORY>:/data:Z \
--publish 20:20 \
--publish 21:21 \
--publish 67:67/udp \
--publish 69:69/udp \
--publish 162:162/udp \
--publish 443:443 \
--publish 512:512/udp \
--publish 2222:2222 \
--publish 512:512/udp \
--publish 50000-50031:50000-50031 \
--cap-add=NET_RAW \
--cap-add=NET_ADMIN \
harbor.logicvein.com/1lvi_dev/1lvi-netld-core:<REVISION>

To execute the docker container in the background add the option --detach.
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SECTION 5

GLOBAL MENU

The Global Menu is the fixed menu that is always visible in the upper right of the ThirdEye window:

Network:  <All> v terrance Logout Settings Help
Global Menu Item Explanation
Network The currently selected Managed Network.

(This option is not visible when the logged in user
only has access to a single Managed Network, or if
no Managed Networks are configured.)

User name The current login user name is displayed.
Logout Log out of ThirdEye.

Setting The Server Settings screen will be displayed.
Help The [Help] menu contains the following links:

FAQ - a link to frequently asked questions on the
LogicVein website at https://logicvein.com/fags

Manual - a link to downloadable ThirdEye PDF
manuals at https://logicvein.com/manual

About - Information about about ThirdEye
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5.1 Settings

The Global Menu [Settings] link provides centralized access to server configuration and system-wide
preferences.

Click [Settings] to open the [Server Settings] window.

Server Settings

Data Retention A Delete expired data weekly at this time:

System Backup Monday v [e 2. . N

Mail Server Ad hd
SNMP Traps
Duration to keep job execution history:
Users
Roles 3 Months v

External Authentication Duration to keep configuration history:

Custom Device Fields

Forever v
Memo Templates
Launchers Duration to keep terminal proxy history:
Networks 3 Months v

Network Servers

Duration to keep Playbook execution history:
Syslog

Zero-Touch 3 Months v

Software Update Duration to keep SNMP Traps:

Web Proxy
Forever v

Change Approvals
Device Groups

_ Forever v
Cisco API
Device Label Duration to keep violations:
SNMPv3 User Forever
Agent-D v
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5.2 About

Click [About] for the following information about ThirdEye:

* Product revision number

Copyright information
License and support expiration dates
Nodes (and number used)

Product serial number

About

©ThirdEye
Suite

Revision: 20240701.0825

Copyright © 2009 - 2024

tnd User License Agreement (ELILA)

Licensee:

License Expiration:

Support Expiration:

MNodes:
Serial®:

Update Licensa

Adapter Logging

LogicVein
Perpetual
2029/07/07
9000 (28 used)

31DE5-89743-D1872-E49BD-75913
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You can also check the Product revision number from the virtual machine console.

LogicVein - Core Server

https:--192.166.40.122

Networking:

IP Address: 192.168.40.122 Netmask: 255.255.255.0

Gateway: 192.168.40.254 DN5: 192.168.0.3 192.168.0.3

Hostname: netld Interface: etho
NTP Server: pool.ntp.org S3H Server: Runaming

Time: 20Z1-03-23 07:54 UTC Backup: Local

IPub Addr: fd14:5839:604d:40:20c: 2911 : febb:bafd
MAC Addr: 00:0C:Z29:B6:BA:FI

Revision : 20210316.0604
03 Version: 2019.24.0-202103160604
OVA Build : 1615874999

Settings menu:

=[2]
[31
[4]
[51
[6]
[?1

Static IP Address
DHCP

33H Server

Import Data

Admin Tools
Reboot

Power Off

You can configure adapter diagnostic settings, send information to support via email, and update the

product license.

Your SMTP (mail) server must be configured in Server Settings in order to send information to

support using this feature.

49 Copyright © 2025 LogicVein, Inc.



5.3 Update License

If you update support, or increase the number of license nodes, you will need to update the applied

license.

This task can only be performed by a user with administrator privileges.
1. Click [Help] > [About] on the Global Menu.

2. Click [Update License].
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5.4 Update Online

The ThirdEye software version can be updated online via [Software update]. Software update settings
only work when you are connected to the Internet. In the online environment, the license will be updated

automatically.
1. Click [Settings] In the Global Menu to open the [Server Settings] window.

2. Click [Software Update] in the left sidepanel.

Server Settings

Data Retention
Current Revision: 20231030.0038

System Backu
’ P There is an update available: Revision: 20231220.0414

Mail Server
SHNMP Traps
Install Update
Users
Roles Enable online update checking
External Authentication [ Enable anonymous usage reporting

Custom Device Fields
Memo Templates
Launchers
Networks
MNetwork Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco AFI

Device Label

SNMPv3 User

Agent-D -
0K Cancel
Setting Explanation
Check for updates Click Check for Updates to check
online for updates.
Enable online update checking If [Enable online update check] is

checked, the machine will
periodically check to see if updates

are available. (Initial value: Enabled)
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Setting Explanation

Enable anonymous usage reporting If Enable Anonymous Usage
Reporting is checked, usage data will

be sent anonymously.

The update will then begin, and ThirdEye will restart.
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5.5 Update Offline

If you are in an offline environment, a screen to enter the activation key will be displayed. Please

prepare the activation key in advance and update.

Refer to the Apply the License section for instructions on using the activation key.
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5.6 Proxy Server Updates

If you want to use software updates and license updates online via a proxy server, set the proxy server

information.

1. Click [Settings] on the Global Menu.

i Smart Change ii Reports

=
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2. Click [Web Proxy] and enter the proxy server information.

Server Settings

[ata Retention Proxy type: Web Proxy b
System Backup
Mail Server
SNMP Traps Host: | 192.168.40.200 Port: | 8080
Users
Roles
External Authentication Real
ealm: P
Custom Device Fields ‘ logicvein
Username: -
Memo Templates thirdeye
Launchers Password: thirdeye
Networks
MNetwork Servers
Syslog
Software Update
Web Proxy
Change Approvals
Cisco AFI
Device Label
SNMPwv3 User
Agent-D
oK Cancel
Item Explanation
Proxy type Select the proxy server type from the following:
(Initial value: None) “None”, “Web Proxy”,
“SOCKS4 Proxy”, “Secure Web Proxy”
Host Specify the IP address or host name of the server to
use as a proxy.
Port Specify the port number on the proxy server. (Initial
value: 8080)
Realm Specifies the authentication realm for the proxy. If
you do not need a realm, do not specify a value.
Username Specify the username to send to the proxy server.
Password Specify the password to send to the proxy server.
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SECTION 6

TABS

The ThirdEye interface provides manages networks through 13 main tabs:

g Dashboards  Inventory =~ Changes  Jobs  Terminal Proxy  Search  Compliance  Zero-Touch  Monitors  Incidents Map  MIBs  Playbook  Wi-Fi Clients Networ:  <All> v fterrance Llogout Settings Help
5_| 4| Wl v seareh 1p/Hostname: -Any- v Addcriteria v | @] 6] < Device EInventory @ Tools % Change @ Smart Change ), Reports
5 orous = IP Address ~ Hostname HW Vendor Model Device Type Seralt  Traits

MM ) switches 23 © 10001 sales-demolivenx.intra.lvicojp O 2
‘!<I> © cisco 52) © 10002 sales-demoscrutinizer.intravi.cojp NetSnmp linux [ htp I hty)
g r»Firewalls m 10003 @dea
o e 10.0.06 mﬂ
Tab Edition Explanation

Dashboard View the dashboard

Inventory Displays registered devices as an inventory (list).

Changes View the configuration change history.

Jobs Display a list of jobs.

Terminal Proxy

Search

Compliance
Zero-Touch
Monitors
Incident
Map

MIBs
Playbook

Wi-Fi Clients

Displays a list of records when connecting to a device with

a terminal.

You can perform switch port searches, ARP searches, and
interface searches.

Configuring the device.

Display a list of incidents.

Configure monitoring settings.

Display a list of incidents.

Show map. Maps lets you create, edit, and delete maps.
Search and view MIB.

Configure automation workflow settings for network

operations.

Configure wireless client monitoring
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6.1 Dashboards Tab

The [Dashboards] main tab is an interface that allows you to configure a single monitoring screen
by embedding various items. Each embedded item is called a Widget. By adding widgets to your
dashboard, you can more quickly access information.

Users can create new dashboards and add and rearrange widgets.
On the [Dashboards] tab you can:

* Create new dashboards

* Add and rearrange widgets

» Combine multiple widgets (inventory lists, gauges, histograms, maps, violation tables)
* Display both real-time and historical data

* Arrange components through drag-and-drop

 Share dashboards across teams or keep them private

6.1.1 Dashboard Screen Components

H
NE
g3
2
2
2

8

f looseo0oo0oon:

s G Pe— 12
= |
| | o i il | oms
2
sk S | = NG

Item Explanation

Main screen The entirety of the screen being displayed.

Main tab This name of the current Dashboard is shown in the upper left
(“Inventory” in the example above). The Dashboard can be
changed by clicking the Dashboard [“Name”] to show the
dropdown menu, and selecting a different Dashboard. At the
bottom of the dropdown menu, Dashboards can be edited by
clicking the [Manage Dashboards..] button.

Global Menu This is the fixed menu that is always visible at the top right of

the screen. (“schedule”, “date,”’export” in the example above)
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6.1.2 Dashboard Edit Menu

In the [Dashboards] screen, the [schedule], [date], [export], and [edit] links are displayed by default in
the upper right of the window:

Dashbosrds | Inventory | Changes  Jobs | TerminalProsy | Search | Compliance | Monitors | Incdents | Map | MiBs Network: | <All> ™ scomesle Logout Settings Help

stephen dashboard
Detaut

aung aA3pAIYL @)

Button Explanation

schedule Schedule a PDF report of your dashboard to be emailed.
Schedule applies to “Inventory” and “Line Graph” widgets.

date You can change the display period of line graphs on the dashboard all at

once.
Date applies to the “line graph” widget.
export Create a PDF report of the dashboard you are viewing.
Export is for “Inventory” and “Line Graph” widgets.
edit Go to edit mode for the dashboard.

Click [edit] to display additional buttons:

Additional buttons Explanation

keep Save your dashboard changes and return from edit mode.
discard changes Aborts dashboard edit mode.

© Add widgets to your dashboard.

More details regarding the [Dashboards] main tab are available in the Dashboard Management section

and throughout this manual.
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6.2 Inventory Tab

The [Inventory] main tab serves as the centralized registry for all devices managed by ThirdEye. It
provides real-time information such as device status, configurations, and connectivity. It also displays
details about as hardware/software versions, IP addresses, and operational health indicators. It is you

can go for information about monitoring, compliance checks, and automation workflows.

More details regarding the [Inventory] main tab are available in the Device Management section and

throughout this manual.

6.3 Inventory Tab Menu Bar

The [Inventory] tab contains a Menu Bar with 6 items:

Device]
Inventory]
Tools]
Change]

Smart Change]
Reports]

w Device == Inventory “® Tools “'» Change * Smart Change Y Reports
ry 9
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6.3.1 Device Menu

The [Device] Menu is the core interface for adding/editing individual devices (manual entry, network
discovery, Excel imports) with detailed attribute management.

= Device [=Inventory @ Tools "
% Backup
% Rediscover
% Collect neighbor data
<an Display neighbors
EB Compare Configurations
& Display Job History
Clear Violations...
Monitors
2 Associate Monitor Sets...
) Ping

Configure Maintenance Windows...

2y [
o

Edit
# Edit device properties
m Populate device end of sale
" Associate tags
" Dissociate tags
g;%é, Add to map...
45 Add to map with hierarchy...
g;%é, Search on map
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6.3.2 Inventory Menu

The [Inventory] Menu provides a unified view of all managed devices, with bulk operations and ad-
vanced filtering capabilities.

=1 Inventory @ Tools ‘%4 Change & Smart Change |
"] Credentials
® Pprotocols
_;_ Global Maintenance Windows m‘
_;_ Maintenance Window History
Add

= Add new device
&= Discover new devices

Import/Export
Export inventory as Excel file...
Export inventory with configurations as ZIP file...

Save inventory import Excel template...

B () (I (O

Import/update inventory from Excel file...
Cisco SNTC Portal

@ Export inventory as Cisco csv file...

@ Impart/update end of life from Cisco csv file...

Manage

D‘ Device Tags

-
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6.3.3 Tools Menu

The [Tools] Menu allows you to determine the real-time status of the selected device. It is also possible
to export all detected results as a CSV file.

Using items in the [Tools] menu opens a dedicated window. Exporting can be done using the = button
located in the top right corner of this window.

' Device = Inventory @ Tools “'w Change % Smart Change LY Reports

Traits DNS Lookup

@@ EDAEDE -
Phttp Y https Y icmp 18 IOS Show Commands

ED ELD

ED ELD Ping

@EED@EDE ;..

CEEDEDE SNMP System Info.

ED ELD

6.3.3.1 DNS Lookup

The [DNS Lookup] window displays the device’s DNS information.

——
DNS Lookup 3

DNS Lookup (2024/06/10 09:24)
Hostname 1P Address Network Resolved Name
v 3eyeintralvicojp. 1004045 Default 3eyeintravicojp
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6.3.3.2 10S Show commands

The [IOS Show Commands] window displays the results of the device’s “IOS Show commands” request.
Select the “show” command you want to run first from the list, and click Execute to issue the command.

This command can only be run on devices that are compatible with Cisco IOS.

10S Show Commancs

[_] show access-lists
(] show arp

[ show cdp

[ show flash:

[] show interfaces

[_) show spanning-tree
[ show version

[ show ip arp

) show ip bgp

[ show ip eigrp neighbors
[l show ip ospf

(] show ip route

[ show ip vrf

Execute | Cancel ‘
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An ARP screen showing the results of executing the command will be displayed.

105 Show Commands
10S Show Commands (2024/06/10 09:26)
Hostname IP Address
v 1234 10.0.0.223

show arp
Protocol Address Age (min} Hardware Addr Type Interface

Internst 10.0.0.94 232 0050.5kac.40d4 ARFL GigabitEthernetl
Internet 10.0.0.85 o] 0050.50ac.dB84c ARFA GigakitEthernetl
Internst 10.0.0.98 v} 0050.56ac.0fa8% LARPR GigabitEthernetl
Internet 10.0.0.117 1] 0050.5kac.4e86 LARPFL GigabitEthernetl
Internet 10.0.0.124 [ 0050.50ac.6f% ARFR GigabitEthernetl
Internst 10.0.0.170 7] 0050.56ac.8f688 LRRPR GigabitEthernetl
Internst 10.0.0.183 v] 0050.56ac.d5eb  LRPL GigabitEthernetl
Internet 10.0.0.223 - 0050.5kac.2dd0 ARFR GigabitEthernetl
Internet 10.0.0.240 o] 0050.50ac.eeld4 ARFR GigabitEthernetl
Internst 10.0.0.250 v} 205f.b%ba.4d60 ARPL GigabitEthernetl
Trnternset  10.0.0.253 n ScRa.3RRA_NTN~  ZRPL inahi tREthernat]

6.3.3.3 IP Routing table

The [IP Routing table] window displays the device’s routing information.

This function cannot be executed when multiple devices are selected.

IP Routing Table
IP Routing Table (2024/06/10 09:27) 1234-10.0.0.223

Destination Mask Next Hop Interface
100.00 255.255.255.0 0.0.00 GigabitEthernet1
100.0223 255.255.255.255 0.0.00 GigabitEthernet1
0.0.00 0.0.00 10.0.0.254

6.3.3.4 Ping

From the [Ping] window, you can ping a device and check the response.

Ping
Ping (2024/06/10 09:27)

Hostname 1P Address Network Bytes ™ Min (ms) Avg (ms) Max (ms) Stddev (ms) Pt Loss (%
v 1234 1000223 Defautt 64 254 0394 0433 0493 o
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6.3.3.5 SNMP System Info

The [SNMP System Info] window displays the device’s SNMP system information.

e oy
SNMP System Info.

SNMP System Info. (2024/06/10 09:28)
System UpTime System Contact System Name

Hostname 1P Address Network System Description
Cisco 10S Software [Amsterdam)], Virtual XE Software (X86_64_LINU... 14 hours, 10:37.93 _1234.ntralvicojp

v 1234 1000223 Default

e
17.3.5, RELEASE SOFTWARE (£c2)

al XE Software (X36_64_LINUX [OSD-UNIVERSALRS-M), Version
m t

6.3.3.6 Interface Brief

The [Interface Brief] window displays detailed information such as the open/close status of each inter-

face of the device, device IP address, etc.

This function cannot be executed when multiple devices are selected.

. e
'SNMP System Info. Interface Brief
Interface Brief (2024/06/10 09:28) 1234-10.0.0.223
Admin  Line  Description w» MAC (hex) ¢ Speed High Speed
@ @ Gositemes 15216821 00s056ACES16 1000000000 1000
@ @ 4204967295 10000
@ @ Gosbitstemen 1000223 005056AC2000 1000000000 1000
@ @  cobimen 15216811 005056ACDD03 1000000000 1000
@ @ vorwawo 4204967295 10000

6.3.3.7 Traceroute

From the [Traceroute] window, you can perform a traceroute to the device and display the response.

This function cannot be executed when multiple devices are selected.

Traceroute

Traceroute (2024/06/10 09:29)_1234-10.0.0.223
™ Hostname 1P Address. Probe 1 (ms) Probe 2 (ms) Probe 3 (ms)
v 10040254 10040254 0953 0789 0786
v 2 1000.124 1000124 0320 0221 0196
3
C= it a
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6.3.3.8 Port Scan

The [Port Scan] window displays device port opening/closing information.

Port Scan

Port Scan (2024/06/10 09:29) =)
Hostname 1P Address  Network RN wh@2)  telner@3) hitp(80) hitps(d43)
e 1000223 Default L 4 @ L 4 @ @

6.3.3.9 Live ARP Table

The [Live ARP Table] window displays the live status of the ARP table.

This function cannot be executed when multiple devices are selected.

Live ARP Table
Live ARP Table (2024/06/10 09:30)_1234-10.0.0.223

IP Address. MAC
¥ 192.168.21 00-50-56-ac-68-16
+ 10.0.0.253 5c-8a-38-68-01-0c
¥ 1000124 00-50-56-ac-6f-9a
v 10.0.094 00-50-56-ac-40-d4
v 192.168.11 00-50-56-ac-dd-03
v 10.0.0.254 00-2a-10-b7-82-f1
¥ 10.0.0.117 00-50-56-ac-4e-86
v 10.0.0.170 00-30-56-ac-9f-89
+ 10.0.095 00-50-56-ac-d8-4c
v 10.0.0.223 00-50-56-ac-2d-d0
' 10.0.0.240 00-50-56-ac-ee-14
v 10.0.0.183 00-50-56-ac-d5-eb
+ 10,0098 00-50-56-ac-0f-a9
v 10.0.0.250 e0-5f-b9-ba-4d-60
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6.3.4 Change Menu
The [Change] Menu collects operations related to modifying the configuration of the selected device.

% Change % Smart Change [l Report:
Command Runner
Enable of Drsable Interfaces
Login Banner (MOTD)
Mame Servers Manager
NTP Servers
Port VLAN Assignment
SHMP Community Strimgs
SHNMP Trap Hosts
Syslog Hosts
05 Image
AlliedTelesis OF Software Detribution
ASA Q5 Software Destribution
105 Software Distribution

Manage 05 Images
MEC WA Software Distnibution
Retrieve OF Image Files
Yarnaha RT Firrware Distribution

Static Routes
Add Static Route
Delete Static Route

Users

Add User Account
Change Enable Password
Change Local User Passwond
Change VTY Password
Delete User Account

6.3.4.1 Command Runner

Command Runner is a useful tool when performing the same operation repeatedly on multiple devices.
For example, you can run commands of over 100 lines to many devices at once. Commands that can be
performed include downloading and uploading configurations. After entering the required items, click
the Execute button.

Command Runner

Specify the commands to run against the devices

show wversion
show running-config
show interface

Override the default prompt regex:

Response timeout (seconds): 60

(] Parform backup after tool completes Execute ‘ Cancel |

K
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The [Override the default prompt regex] field specifies a regular expression to match a particular type
of prompt. The prompts to be matched are like PS1 variables in shell scripts. This field required if a
command responds with an unusual prompt.

For example, some interactive commands may prompt for the next input with a simpler < instead of

the usual <username># prompt. In these cases, you must specify using the regular expression A< (at
the beginning of the line). Otherwise, it will be impossible to distinguish between the output result of
the command and the prompt.
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6.3.4.2 Enable or Disable Interfaces

Here you can change the Admin Status of the device interface.

This function cannot be executed when multiple devices are selected.

In the [Select Interfaces] field, select the interface for which you want to change the Admin Status
(multiple selections are possible), select [Up/Down] from the pull-down menu, and click the Execute
button.

Enable or Disable Interfaces

Select Interfaces

Admin Interface

up mgmtQ

up Ethernet1/1

up Ethernet1/2

down Ethernet1/3

up Ethernet1/4

up Ethernet1/5 v
Up/Down  UP v

(] Parform backup after tool completes Execute ‘ Cancel |

6.3.4.3 Login Banner (MOTD)

Here you can set the device login banner.

i Login Banner (MOTD)
o

Login Banner
o

Welcome to LogicVein Network

- D Perform backup after tool completes Execute | Cancel ‘
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6.3.4.4 Name Servers Manager

In this window, you can add or delete a “Name Server Address”.

Add an address
1. Click [Change] > [Name Server Manager].

2. Enter the IP address in the “Name Server Address” field.

Name Servers Manager

Name Server Address

Name Server Action (add/delete) add v

Domain Suffix Name

[ Perform backup after tool completes

The Execute button, will become clickable.

3. Click Execute.

Name Servers Manager

Cancel

Name Server Address 10.0.0.66

Name Server Action (add/delete) add v

Domain Suffix Name

[ Perform backup after tool completes

70

Execute‘ Cancel ‘

Copyright © 2025 LogicVein, Inc.



Delete an address
1. Click [Change] > [Name Server Manager].
2. Enter the IP address in the “Name Server Address” field.
3. Change the “Name Server Action” to “delete”.

Name Servers Manager

Name Server Address ‘

Name Server Action (add/delete)

Domain Suffix Name add
delete
[ Perform backup after tool completes Cancel

The Execute button, will become clickable.

4. Click Execute.

Note

If no IP Address is selected, clicking the [Name Server Manager] tool will act on all addresses
in the [Inventory] window list.

Confirm Execution

No devices are selected. The current search criteria will be used to execute against 246 devices.

Would you like to continue?

Yes | No
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6.3.4.5 NTP Servers

In this window, you can add/remove NTP servers.

NTP Servers
NTP servers to add ‘ 192.168.0.100
MNTP servers to remove ‘
("] Perform backup after tool completes Execute | Cancel ‘
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6.3.4.6 Port VLAN Assignment

This feature allows you to perform VLAN port settings for the device’s access port.

This function cannot be executed when multiple devices are selected.

1. Select the interface on the screen.

2. Select the interface for VLAN settings (multiple selections are possible).
3. Select the VLAN.

4. Select the VLAN to be assigned from the field.

5. Click the Execute button.

Port VLAN Assignment

mgmit0

Ethernet1/1
Select Interfaces Ethemet1/2

Ethernet1/3

Ethernet1/4

Ethernet1/5 ¥
Select a VLAN
Name MNumber
default 1
WLANOD12 12
VLANOOO2 2
(] Parform backup after tool completes Execute ‘ Cancel |
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6.3.4.7 SNMP Community Strings

Add/delete SNMP communities to/from devices.

e LR ivE IAFLILTE [ E N

SNMP Community Strings

New Community String

Community String | public
Access Type RO +

Delete Community String

Community String | Ivi

Access Type RO +

(] Parform backup after tool completes Execute ‘ Cancel |

6.3.4.8 SNMP Trap Hosts

Add/delete SNMP trap host settings for devices. (Effective for batch setting of new NMS installations.)

SNMP Trap Hosts
New Trap Host Name |
Trap Host Name/Address | 192.168.0.100
New Community String |
Community String ‘ public
Action (add/delete) add v
("] Perform backup after tool completes Execute | Cancel ‘
6.3.4.9 Syslog Hosts
Add/delete Syslog hosts to/from the device.
Syslog Hosts
Logging hosts to add: | 192.168.0.100
Logging hosts to remove: |
("] Perform backup after tool completes Execute | Cancel ‘

74 Copyright © 2025 LogicVein, Inc.



6.3.4.10 OS Image

6.3.4.10.1

AlliedTelesis OS software distribution

You can remotely distribute the OS to AlliedTelesis devices. To use this function, you must save the

OS in advance.

Select an 05 image file to push ... |

Destination flash location
Optional

Destination flash directory

AlliedTelesis 05 Software Distribution

=

|:35"

[_] Remove the exicting image from flash

|__| Bogt from the new image

! [] reload after image push

Timeout {default 300 second}

|:| Perform backup after tool completes

Executel Cancel |

Item

Explanation

Select an OS image file to push

Destination flash location

Remove the existing images
from flash

Boot from the new image
Reload after image push

Timeout (default 3000 seconds)

When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so
select the image you want to upload.

Specifies the storage drive provided by the device.

After image transfer, remove the existing image file.

After image transfer, boot with new image
After image transfer, reload the system.

Timeout setting for setting transferring time
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6.3.4.10.2 ASA OS software distribution

You can remotely distribute the OS to Cisco ASA devices. To use this function, you must save the OS

in advance.
ASA OS Software Distribution
Select an ASA OS image file to push ...
Destination flash location flash
Optional

() Remove the existing image from flash
() Boot from the new image

() Reload after image push

(] Perform backup after tool completes Execute | Cancel ‘

Item Explanation

Select an ASA OS image file = When you press the [...] button on the right side, a window will
to push appear where you can browse the registered OS images, so select
the image you want to upload.

Destination flash location Specifies the storage drive provided by the device.

Remove the existing images After image transfer, remove the existing image file.

from flash
Boot from the new image After image transfer, reload the system.
Reload after image push Timeout setting for setting transferring time
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6.3.4.10.3 10S software distribution

You can remotely distribute IOS to Cisco IOS devices. To use this feature, you must save the I0S in

advance.

10S Software Distribution

Select an 10S image file to push ...

]

Destination flash location flash

Optional

Destination flash directory

Destination flash partition

(L) Remove the existing image from flash

() Boot from the new image

() Reload after image push

Minimum DRAM in Kilobytes (from CCO)

() Perform backup after tool completes

Execute | Cancel |

Setting

Explanation

Select an IOS image file to push

Destination flash location

Destination flash directory

Destination flash partition

Remove the existing images
from flash

Boot from the new image

Reload after image push

When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so

select the image you want to upload.

Specifies the storage drive provided by the device. Depending
on the model, flash/usbflashO/nvram - The content that can be
specified differs.

A directory within the destination drive partition. If the
directory does not exist, a directory with the specified name will
be automatically created.

Partition of the destination drive. The command will fail if the

specified partition does not exist.

After image transfer, remove the existing image file.

After image transfer, reload the system.

Timeout setting for setting transferring time
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Setting Explanation

Minimum DRAM in Kilobytes Please check the DRAM capacity of the image to be submitted
(from CCO) and enter it. Check if there is enough free space on the device

before deploying the image
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6.3.4.10.4 Manage OS Images

Save the OS image used for software distribution on the server’s file system. Click the © button and
add the OS image file.

Select a file

/ Gl ¢ X

Name Size MD5 Hash
. Cisco 72.16 MB

Cancel
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You can add a directory on the server’s file system by clicking the (= button.

Select a file

ol fs

Name Size MD5 Hash

Cisco 72.16 MB

New Folder

Specify the folder name.

Cancel

Cancel

Once the OS image is added to the list, click the [OK] button.

Adding the OS image may take some time. If it takes too long or is not added, check the specified
directory and try adding the file again.

80 Copyright © 2025 LogicVein, Inc.



6.3.4.10.5 NEC WA software distribution

NEC WA software can be distributed remotely to the OS. To use this function, you must save the WA
software in advance.

NEC WA Software Distribution

Select an OS image file to push ...
Optional

(L) Remove the existing image from flash
() Boot from the new image

(L] Reload after image push

(] Perform backup after tool completes Execute ‘ Cancel ‘

Item Explanation

Select an OS image file to push ~ When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so
select the image you want to upload.

Remove the existing images After image transfer, remove the existing image file.
from flash

Boot from the new image After image transfer, reload the system.

Reload after image push Timeout setting for setting transferring time

6.3.4.10.6 Retrieve OS image files

Downloads the OS image from the specified device and saves it to the database. Downloaded images
can be uploaded again later.

Retrieve OS Image Files
Retrieve OS Image Files (2024/04/09 09:27)

Hostname 1P Address Network Elapsed Time (seconds) 05 Image
v A 1000128 Demo 0 packages conf
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6.3.4.10.7 Yamaha RT Firmware Distribution

Yamaha RT software can be distributed remotely to the OS. To use this function, you must save the

Yamaha RT software in advance.

Yamaha RT Firmware Distribution

Select a Yamaha firmware file to push ...

TFTP Option

Specify the destination exec Flash ROM area Number. (i.e: 1 or 0 or blank)

]
—

() Copy current firmware to internal Flash ROM area (for multiple flash supported device only)

Optional

() save and send temporary configuration for upgrade (Recommendations)

Minimum free memory (percentage)

Waiting timer (default 300 second)

(] Perform backup after tool completes

Execute ‘ Cancel ‘

Item

Explanation

Select a Yamaha firmware file to push

Specify the destination exec Flash
ROM area Number. (i.e: 1 or 0 or
blank)

Copy current firmware to internal
Flash ROM area (for multiple flash
supported device only)

Save and send temporary
configuration for upgrade
(Recommendations)

Minimum free memory (percentage)

Waiting timer (default 300 seconds)

Select target firmware file

For models that support multiple firmware, you can select
ROM area number (1,0). If not specified, the running
firmware will be upgraded.

Back up the running firmware on models that support

multiple firmware.* 1

Save the settings and execute the command before

uploading the firmware.*2

It is possible to cancel the firmware upgrade if the
configured memory is exceeded*3

Specify standby time in environments with high network

communication delays
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*1. Since Rev.14.01.14, firmware will be backed up in these cases.

No. - ‘Revisioni

e _—— —_—— _‘L

@ --Rev.14.01.11.

1 Rev.14.01.14.
S (]

If this check is performed on a model that does not support multiple firmware, the firmware
upgrade will be aborted. The upgrade will also be canceled if the ROM number of the revision
destination and the ROM number of the running firmware are the same.

*2. The following command will be executed:

login timer [timer]
show config | grep "tftp host"
tftp host [NetLD IP]

*3. If the memory usage is below, firmware upgrade will be canceled by setting 80.

CPU: - - - -@%(5sec) - - ' @%(1min) - - - @%(5min) - - - ‘Memory: - 82% used:
Packet-buffer: - @%(small) - - @%(middle) - - - 7%(large) - - -@%(huge) -used:
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6.3.4.11 Static Routes

6.3.4.11.1 Add Static Route

Enter the required information, click Execute to add the route.

Destination

Add Static Route

Destination Address(IP Address)

Destination Mask(IP Mask)

Gateway

10.0.100.0

255.255.255.0

Gateway Address(IP Address) | 10.0.0.30

(] Perform backup after tool completes Execute ‘ Cancel |
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6.3.4.11.2 Delete Static Route

Select and delete an existing static route configuration.

Delete Static Route

Select Static Routes

Gateway Destination Mask
10.0.0.254 0
0

() Perform backup after tool completes

85

Destination Address

0.0.0.0
0.0.0.0

Execute | Cancel
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6.3.4.12 Users
6.3.4.12.1 Add User Account

Add a new user account to your device. Please note that this function cannot be executed when multiple

devices are selected.

Add User Account

User Data

Username ‘ logicvein

Password ‘ ..........

Privilege ~ SU w

(] Perform backup after tool completes Execute | Cancel ‘

6.3.4.12.2 Change Enable Password

Change the Enable Password or Enable Secret settings for your device:

* If Enable Password is set, Enable Password is changed.
 If Enable Secret is set, Enable Secret is changed.
* If both are set, Enable Secret will be changed.

Change Enable Password
User Data

New Password

Password: Confirm:

[ Verify credentials after change is executed

(] Perform backup after tocl completes Execute | Cancel ‘

If static credentials are being used, by checking “Confirm credentials after change”, the credentials will

be automatically changed, and you will be checked to see if you can log in with the password you set.

86 Copyright © 2025 LogicVein, Inc.



6.3.4.12.3 Changing Local User Password

Change the password for the user account set on the device.

Change Local User Password

User Data

Username | logicvein

New Password

Password: Confirm:
[ Verify credentials after change is executed
(] Perform backup after tocl completes Execute | Cancel ‘
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6.3.4.12.4 Change VTY Password

Change the device’s VTY Password settings.
Change VTY Password
User Data

New Password

Password: Confirm:

[ Verify credentials after change is executed

(] Perform backup after tocl completes Execute | Cancel ‘

Just as with changing Enable Password by checking “Confirm credentials after change”, the credentials

will be automatically changed.

Test your new password after changing.
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6.3.4.12.5 Delete User Account

Delete an existing user account configured on the device.

This function cannot be executed when multiple devices are selected.

Delete User Account

User Data |

Username | logicvein

(] Perform backup after tool completes Execute | Cancel ‘
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6.3.5 Smart Change Menu

The [Smart Change] Menu contains similar actions to the Command Runner, but with more flexibility.
Instead of issuing one fixed command, you can create a template of the command and set template
variables to change the value of the variable for each device.

Smart Change jobs can be created from the [Jobs] main tab > [Job Management] tab.

For more information on Jobs, please refer to the Jobs section.

6.3.6 Reports Menu

The [Reports] Menu serves as a centralized hub for generating detailed summaries of network device
data.

You can create customizable reports that include inventory details such as device models, serial num-
bers, firmware versions, hardware specifications, and operational statuses. Integration with dashboard
widgets allows visual representation of metrics like device uptime or compliance rates, while job man-

agement configurations enable batch report generation across device groups.

For more information on Reports, please refer to the Reports section.

6.4 Changes Tab

The [Changes] main tab offers an interface for tracking configuration modifications across network
devices. It provides you with a centralized view of historical configurations, and enables easy compar-

ison.

More details regarding Configuration Changes are available in the Monitoring section and throughout

this manual.

The [Changes] main tab contains two main buttons that facilitate this; the [Open Config] button, and
the [Compare Config] button.

/ Open Config

s %E' Compare Config

90 Copyright © 2025 LogicVein, Inc.



6.5 Jobs Tab

The [Jobs] main tab provides a centralized interface for managing automated network operations. It
enables administrators to create, monitor, and audit recurring workflows. You can schedule jobs, set
execution parameters, and review historical run logs. The tab features real-time status tracking with
color-coded progress indicators and error reporting. You can also filter devices by groups, job types,
and completion states.

More details regarding the [Jobs] main tab are available in the Jobs section and throughout this manual.

The [Jobs] main tab also contains two subtabs; the [Job History] tab, and the [Job Management] tab.

6.5.1 Job History Subtab

The [Job History] subtab provides a chronological record of all executed jobs. It displays key details
like execution status (success/failure), timestamps, and visual indicators for quick status assessment.

Inventory = Changes  Jobs = Terminal Proxy  Search = Compliance  Zero-Touch  Playbook Network: ~ <All> Y terrance Logout Settings Help
Job History Job Management
|z ¥ Name: -Any- v User: -Any- v Session Date: -Any- v IP Address: -Any- v ~ O
Job Type: -Any- v Add Criteria ™ @ ﬁ
Name Network Type Start Time End Time User

@ Backup Devices Lab Backup 2025/05/16 17:01 2025/05/16 17:01 scorreale
@ Backup Devices Lab Backup 2025/05/16 17:01 2025/05/16 17:01 scorreale

— >

Button Explanation

Open Results Opens the execution results of the selected job.
Compare Results Compare the results of two selected jobs.
Cancel Cancels the selected running job.

Job Approvals Log View the job approval log.

Job execution status is recorded along with the status of whether the job was successful or failed.The
status icon is displayed on the left side of the [Job History] list.

The status icons and their meanings are as follows:

Icon Explanation

v Successfully connected to all devices
-\ Processing failed on some devices

@ Processing failed on all devices
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6.5.2 Job Management Subtab
The [Job Management] subtab allows you to manage the full lifecycle of jobs. You can:

* Create new jobs

* Configure parameters

 Schedule executions (immediate/periodic)
* Clone/rename existing jobs

* Access audit logs

Inventory  Changes  Jobs  Terminal Proxy = Search  Compliance ~ Zero-Touch  Playbook Network:  <All> V terrance logout Settings Help

Job History  Job Management

|zl ¥ Approval Status: -Any- v Job Name: -Any- v Job Type: -Any- hd = & ® R 3 % New Job
#25 Audit Lo
& O 9 | (= Filters
Name Network Type Approval Requester Approval Status Memo
% Add ASA VPN User Core Smart Change Creates a new VPN user on our ... & &
» Add snmpv3 user for 40.99 Lab Tool I
Button Explanation

Audit Log View audit log for changing job settings
Open Job  Open the properties of the selected job.
Delete Delete the selected job.

Rename Renames the selected job.

Copy Copy an existing job and create it as new job.
Run Now  Run the selected job immediately.

New Job  Create a new job.

Filters Register a cron-style filter.
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6.6 Terminal Proxy Tab

The [Terminal Proxy] main tab allows you to securely connect to network devices (SSH/Telnet). On

the [Terminal Proxy] tab, you can:

* Establish SSH/Telnet connections through a centralized proxy
* Record sessions and log all commands

* Manage credentials securely

* Apply uniform security controls (timeouts, role restrictions)

9 Dashboards  Inventory — Changes Jobs  Terminal Proxy = Search  Compliance  Zero-Touch  Monitors  Incidents Map  MIBs  Playbook  Wi-Fi Clients Network:  <All> ¥ terrance Logout Settings Help

—] [L] v Session Date: Past 7 days ~ Add Criteria »| G| © 4 Bxport...|

Device IP Address Device Hostname Network Make/Model Protocol User Client IP Address Session Start ¥ Session End

aunsafgpaiy

The [Terminal Proxy] tab provides information about devices such as:

* Device IP Address
* Device Hostname
* Network

» Make/Model

* Protocaol

» User

* Client IP Address
* Session Start

» Session End

You can export information about selected devices, or search filter results by clicking the [Export]

button in the upper right corner of the window.

More details regarding the [Terminal Proxy] main tab are available in the Check Operation Log and

Change Data Retention Period sections of this manual.
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6.7 Search Tab

The [Search] main tab serves as a centralized investigation interface. In ThirdEye, it enables network-
focused searches including switch port tracing, ARP record lookups, and interface configuration

queries.
The [Search] main tab contains three subtabs:

* [Interfaces] subtab
* [Switch Port Search] subtab
* [ARP Search] subtab

6.7.1 Interfaces Subtab

The [Interfaces] subtab allows you to quickly locate device interfaces with status, VLAN associations,

and configuration details across your network infrastructure.

9 Dashboards  Inventory  Changes Jobs  Terminal Proxy = Search  Compliance = Zero-Touch  Monitors  Incidents Map  MIBs  Playbook  Wi-Fi Clients Network:  <All> V fterrance Llogout Settings Help
| Interfaces Switch Port Search ARP Search

g [ ~ Admin IP: -Any- - Hostname: -Any- v % Name: -Any- v % Aliasz -Any- ~ % IP Address: -Any- v % Comment: -Any- - Add Criteria - | @] ©]

% Admin Admin [P Hostname Network Name Alias Type 1L Speed MAC Comment t

‘¢<D 1921680, galaxy-02.intr... Default Software Loapback Interface 1 Loopback Pseudo-Interface 1 softwareL.. 127.0.0.1/8 1Gbps o
4=0 192.168.0.... galaxy-02.intr... Default Microsoft H—AJL T/ (w4 b ethernetCs. 0

5 192.168.0.... galaxy-02.intr... Default Realtek PCle GBE Family Controller ethernetCs... 192.168.0.44/24 1Gbps OC54A555E8...

192.168.0... galaxy-02.intr... Default b (s5TP) tunnel 0

192.168.0... galaxy-02.intr... Default I (kEv2) tunnel
b (ePTPR) tunnel
I (PPPOE) pPP

kqare) tunnel

192.168.0... galaxy-02.intr... Default

[
0
192.168.0... galaxy-02.intr... Default [
[

CeeeEEPED &

192.168.0... galaxy-02.intr... Default

Doubleclicking a device in the [Inteface] subtab list will display the following information about that

device at the bottom of the screen:

* Monitors

* Violations

* SNMP Traps
» Attachment
* Interfaces

* Memo

6.7.2 Switch Port Search Subtab

The [Switch Port Search] subtab pinpoints switch ports by MAC/IP addresses or hostnames to identify
connected devices and trace network connections.

6.7.3 ARP Search Subtab

The [ARP Search] subtab resolves IP-MAC address mappings, and analyze ARP table relationships for

troubleshooting connectivity issues. Results are based on ARP entries.
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6.8 Compliance Tab

The [Compliance] main tab provides unified configuration control for features such as Policy Manage-
ment, Rule Sets, Compliance Checks, and Violations.

More details regarding the [Compliance] main tab are available in the Compliance Policies section

and throughout this manual.

The [Compliance] main tab consists of the following subtabs:
* [Compliance Policy] subtab
* [Rule Sets] subtab

6.8.1 Compliance Policy Subtab

In the [Compliance Policy] subtab, you can view information about Compliance Policies, and select
which devices the policy applies to.

Dashboards  Inventory ~ Changes  Jobs  TerminalProxy Search Compliance Monitors Incidents ~Map  MIBs
Compliance Policy | Rule Sets
P Create

Compliance Policy ~ Network Devices Covered Devices Violating Violating In Compliance

amsaAapay) @

Doubleclicking a Compliance Policy opens the Editor at the bottom of the window. The Editor contains
three tabs:

* [Devices]
* [Rulesets]
* [Status]

6.8.1.1 Devices

In the Editor’s [Devices] tab, you can select devices using three criteria:

« All devices
e Search
» Static list

Devices  RuleSets | Status

HW Vendor

uuuuuu

1000213
© 1000232
100230

@020  oleye  Asel

© 1012807

Item Explanation

All devices Apply policies to all devices.
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Item Explanation

Search Applies the policy to devices that match your search criteria.
Static list Apply the policy to the selected and added devices on the [Devices]
tab.
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6.8.1.2 Rulesets

In the Editor’s [Rulesets] tab, you can manage compliance rule collections. It provides information
about the Compliance Policy’s Ruleset, Adapter, Configuration, and failure Severity level.

*Compliance Policy - snmp...

Compliance Policy - snmp public

Adapter. Cisco 105 select a test config
Configuration:/running-config

Rule Set Severity

SNMP - Public Error
Item Explanation
Adapter Displaying adapters to which the policy applies.
Configuration Displaying the configuration to which the policy is applied.
Rule Set A rule added to a policy.
Severity You can select the failure level from error or warning. The

icon displayed when a policy is violated is different.

You can register the created Rule Set to the policy.

Rule Set - 105 Disabled Un... * Rule Set - TestRule
Rule Set - TestRule

General  Rules
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6.8.1.3 Status

In the Editor’s [Status] tab, you can view violations for a selected compliance policy.

Compliance Policy - IP Log... ™
Compliance Policy - IP Logging Devices  RuleSets  Status

There are no violations for this compliance policy.
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6.8.2 Rule Sets Subtab

Doubleclicking a Rule Set in the [Rule Sets] subtab opens the Editor at the bottom of the window. The

Editor contains two tabs:

* [General] information

* [Rules] information

Compliance Policy Rule Sets

Category: <AllI>

Rule Set Adapter
10S Interface Auto-Duplex/... Cisco I0S
10S Secure Enable Passwor... Cisco 10S
10S Telnet Restricted Access  Cisco 10S
10S SSH-only Restricted Ac... Cisco 10S
10S Disabled Unneeded Se... Cisco 10S
10S Session Idle Timeout Cisco 10S
10S Auto-Duplex/Speed Cisco 10S

6.8.2.1 Editor General Tab

J Description:
v 5 Create | | o Category P
Config Category
/running-config a

/running-config
/running-config
/running-config
/running-config
/running-config

/running-config

You can set rule descriptions and scopes for applications. Writing explanations for rules becomes
important during maintenance. Even a minimal explanation of the rules is helpful, but it is best to also
add an easy-to-understand explanation.

Compliance Policy - IP Log... Rule Set - C3560 Template
Rule Set - €3560 Template
Description:

zl
General | Rules

Category: <Not set> v

This rule set applies to this configuration: /running-config

O Apply to the whole config

O Apply to blocks

® Template

O Partial Template

[ Restrict the visibility of this rule set to the following networks

General Items

Explanation

Category

Description

Apply to the whole config
Apply to block

Template

Select a category for the rule.
Enter a description for the rule.
Applies the rule to the entire configuration.

Divide the configuration into blocks and apply rules to each
block.

The configuration is compared line by line from the template,
and if there is a difference, it will be a violation.
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General Items Explanation

Partial Template The configuration is compared line by line against the template,
but the comparison can be started from anywhere in the config

text, not just from the first line.

Restrict the visibility of this Rule Enabling the check limits the networks to which the rule applies.
Set to the following networks
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6.8.2.2 Editor Rules Tab

In the Editor’s [Rules] tab, you can configure the rule itself:

Rule Set - PCI-DSS [NX-OS...

Rule Set - PCI-DSS [NX-0S] Logging General  Rules
Violation Message: | PCI-DSS [NX-0S] Logging select a test config
Match Expression Action
logging server ~address~ Violation if not matched
Variable Type Restriction
address text
([ 1gnore Case Remediation job or playbook:None (2]
Rule Sets Item Explanation
Violation message Enter the message that will be displayed if the rule is violated.
Start/End Specify the range to search for the string specified in the “Match”

item. This field appears when Apply to Blocks is selected on the
Editor’s [General] tab.

Match Expression Specifies the string to be searched for. You can convert a string
into a variable by enclosing it between ~ (tilde). Example:

interface gigabitEthernet ~INT_NUM~

Action Select matching conditions: - If it doesn’t match, it’s not
applicable - If matched, excluded - If it doesn’t match, it’s a
violation - If matched, violation

Variable Displays the value when a variable is used in the string specified in
the “Match” item.

Type Specity possible types of matches. If it does not match the type, it
will be excluded from the search conditions: - Text: Matches all
text - I[P address: Matches only strings representing IP addresses -
Hostname: Matches hostname - Word: Matches words - Regular

expression: Search using regular expressions

Restriction Enter the string or value to search for. If : is entered, it means

“any value is fine”.

Ignore Case Allows configuring case sensitivity through an explicit “Ignore
Case”
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Remediation job or playbook  Select a remediation job or playbook for incidents and compliance
issues. Define variable Names to be used as Replacement Names
in the Job.
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6.9 Zero-Touch Tab (optional)

The [Zero-Touch] main tab streamlines automated network device deployment, and allows you to
use templates to distribute configurations. It allows you to restore devices to operational states when
configurations become corrupted, while serial number tracking facilitates seamless hardware replace-
ment without manual reconfiguration. Deployments can also be completed via bulkspreadsheet im-
port/export.

Zero-Touch is a useful tool for distributing configurations to devices on a physically separated network.
Because the tool is based on the capabilities of Cisco Plug and Play, Zero-Touch can only be used with

devices that support those capabilities.

More details regarding the [Zero-Touch] main tab are available in the Zero-Touch section and through-
out this manual.
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6.10 Monitors Tab

The [Monitors] main tab provides centralized management for monitoring network devices, services,
wireless controllers, and supporting protocols (including SNMP, ICMP, VMware, MySQL, Post-
greSQL, WinRM). You can configure monitoring templates, apply monitor sets to device groups,
validate credentials, and track performance metrics like resource utilization and response times. The

interface allows navigation through template-based configuration and real-time status monitoring.

More details regarding the [Monitors] main tab are available in the Configuration Backup and

Monitoring sections, and throughout this manual.

The [Monitors] tab contains five subtabs:

* [Sets]
* [Templates]
* [Alert Policies]
* [Violations]
* [SNMP Traps]
* [Syslog]
Subtab Explanation
Sets Manage groups of monitors (Monitor Sets) for bulk
application to multiple devices
Templates Store preconfigured monitoring templates with collection
methods and threshold definitions
Alert Policies Configure automated responses to detected issues
(notifications/incidents/commands)
Violations Track and display policy breaches with severity levels
and affected devices
SNMP Traps Configure real-time trap monitoring with OID-specific
conditions and auto-clear rules
Syslog Manage syslog message monitoring through Agent-D

with pattern matching capabilities
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6.11 Incidents Tab

The [Incidents] main tab in centralizes network issue management by aggregating monitoring system
violations into trackable incidents. It automatically groups related events under unique IDs to avoid
duplication, provides status updates (e.g., resolution marking), and retains historical data until manual
closure. Key features include filtering/sorting tools, email notifications, and audit trails for investigat-

ing network health events.

More details regarding the [Incidents] main tab are available in the Maps section and throughout this

manual.

105 Copyright © 2025 LogicVein, Inc.



6.12 Map Tab

The [Map] main tab provides network visualization and spatial infrastructure management capabilities.
It allows hierarchical mapping (country > city > building) with automatic device synchronization from

inventory updates, and integrates seamlessly with monitoring systems.
In the [Map] tab, you can:

* Monitor in real-time using color-coded alerts.
* Perform wireless client tracking.
» Customize icons/backgrounds customization.

More details regarding the [Map] main tab are available in the Maps section of this manual.
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6.13 MiIBs Tab

The [MIBs] (Management Information Base files) main tab provides centralized management of MIBs,
which define standardized metrics for SNMP device monitoring. This interface allows you to search
compiled MIB definitions, add/remove MIBs from the system library, and configure SNMP monitoring
parameters. MIBs hierarchically organize network device attributes through Object Identifiers (OIDs).

OIDs enable consistent interpretation of metrics like interface status, CPU utilization, and system up-
time.

More details regarding MIBs are available in the Monitoring section and throughout this manual.
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6.14 Playbooks Tab

The [Playbook] main tab is a workflow automation interface designed to simplify and automate network

management tasks using your custom scripts. Playbook features include:

* Drag-and-Drop Interface allows design and implement complex automation workflows.

+ Customizable Plays allows the creation of individual plays for specific tasks can then be com-
bined into larger “Playbooks” for more comprehensive automation.

* Push-Button Execution allows push-button execution of complex tasks.

» Streamlined Workflow allows the facilitates the automation of repetitive tasks.

Playbook example:
Backup Device Backup all
@ Device Search Target Devices
_——8 device changed *—
device #— I
unchanged #——
Device Selection (s
e
Run Code Prerequisite-check . Rulesel‘kﬁfy prerequisite - if
device output T~
T textToValidate validResult 7
emor ®
violation ®
st asaion . .
dir bostflaah: Rule Set
L
(Z) uptoad File Upload file - [ run coce Verify files
< device output ®—————® device output #—
errar ® eror &
Upload File diz beotflash: | ineleds feos_image bin
shew f1le hostflash:nxos_image.hin ndSgem
 iupload-oa.fila.mdSsun}
Run Code Execute install L) Run Code Restart
- X |
¢ e device output &————— g geyice output e—,
error '\ emmor
ooy et \ — :
Beot fmos Bootflizhies: imaga bin -
copy semning-confiy atiziep-confis \ manEniT

O\ TR

7

-

\
\ -
a Memo memo topic ' i // @ Email Email update

content ®

#* content

. . someone@yourcompany

e

Limit content to
All Content v

1 want to see
Counts and Summary Data v
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6.15 Wi-Fi Clients Tab

The [Wi-Fi Clients] main tab provides centralized monitoring of wireless client devices connected via
Wireless LAN Controllers (WLCs). It displays real-time status, access point associations, and net-
work details (MAC/IP addresses, SSID, connection duration). You can customize client labels/icons,
and view historical data. Integrated mapping shows client locations relative to access points for trou-

bleshooting.

SECTION 7

USER MANAGEMENT

7.1 Create User Account

Create a user to log in to ThirdEye.

By assigning privileges to users, you can restrict the operations that users can perform. ThirdEye allows

you to specify detailed permissions by combining multiple permissions.

User and permission settings can be configured from [Settings] in the Global Menu.

i Smart Change LY Reports

=]
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7.2 Add Permissions

A user registered as “Administrator” has all execution privileges. Administrator privileges cannot be

removed.

1. Click [Roles] in the left sidebar.

Data Retention
System Backup operator
Mail Server

SNMP Traps

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Smart Bridges

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User v

Administrator

Server Settings

110

Add arole:

OK Cancel
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2. Enter the permission name in the [Add a Role] field and click the L* button.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Administrator

operator

Server Settings

111

Add a role:

labperson

o

oK Cancel
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3. The permission name is added to the list and becomes selected. Check the required items from

the authority items at the bottom right of the screen.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User v

Server Settings

Administrator Add a role:

operator

labperson

%

(] Permission to create/update/delete monitors.
() Permission to administer incidents.

(] Permission to view maps.
() Permission to administer SNMP MIBs.

(] Permission to view syslogs.

() Permission to view compliance rule sets and policies.

Select All | Select None

Permission Item

Edition Explanation

Permission to
create/update/delete

monitors

Permission to administer
incidents

Permission to view maps

Permission to

create/update/delete maps

You can create/update/delete

monitors.

You can update incidents.

You can view the map.

You can create/update/delete
maps.

(Permission associated with

“Allow map viewing.”)
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Permission Item

Edition

Explanation

Permission to administer
SNMP MIBs

Permission to view syslogs

Permission to view
compliance Rule Sets and
policies

Permission to
create/update/delete a
compliance policy

Permission to
create/update/delete a
compliance Rule Set

Permission to view device
configurations

Permission to administer

credentials and protocols

Permission to view secure
credentials

Permission to

create/update/delete device

information in the inventory

Permission to assign names
to custom fields

Permission to tag/untag
devices in the inventory

Permission to view
configuration drafts

113

You can add/delete MIBs.

You can view Syslogs sent from

devices.

You can view the [Compliance]
tab.

You can create/update/delete
compliance policies. (Permission
associated with “Permission to
view compliance Rule Sets and
policies.”)

You can create/update/delete
compliance rules. (Permission
associated with “Permission to
view compliance Rule Sets and
policies.”)

You can view the configuration

retrieved from the device.

You can configure credentials and
protocols.

You can view the secure

credential.

You can create/update/delete

device information in inventory.

You can rename custom device
fields.

You can apply and remove tags to

devices in your inventory.

You can view draft

configurations.
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Permission Item Edition Explanation
Permission to You can create/update/delete
create/update/delete configuration draft jobs.
configuration drafts (Permission associated with
“Permission to view configuration
drafts.”)
Permission to administer You can set schedule filter.
scheduler filters
Permission to run a backup You can run backup job.
job
Permission to You can create/update/delete
create/update/delete a backup jobs.
backup job
(Permission associated with
“Permission to run a backup
jobs.”)
Permission to run a device You can run discovery.
discovery job
Permission to You can create/update/delete
create/update/delete a device discovery jobs. (Permission
discovery job associated with “Permission to
run a device discovery job.”)
Permission to run a Populate You can run Populate End Of Sale
End Of Sale job job.
Permission to run a tool You can run the tool.
Permission to You can create/update/delete
create/update/delete a tool tools. (Permission associated with
job “Permission to run a tool.”)
Permission to approve a tool You can approve jobs that require
job execution approval. (Permission associated
with “Permission to run a tool.”)
Permission to run a tool job You can create and run jobs that
without approval do not require approval.
(Permission associated with
“Permission to run a tool.”)
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Permission Item

Edition

Explanation

Permission to run a Smart
Change job
(Permission associated with

“Permission to run a tool.”)

Permission to
create/update/delete a Smart
Change job

Permission to run a tool
which changes a device
configuration

Permission to run a report

Permission to
create/update/delete a report
job

Permission to run a restore
job
Permission to run Agent-D

installer

Permission to run a neighbor
collection job

Permission to
create/update/delete a
neighbor collection job

Permission to
create/update/delete URL
launchers

Permission to
create/update/delete memos

Permission to
create/update/delete
managed networks

115

You can run Smart Change jobs.

You can create/update/delete
Smart Change jobs. (Permission
associated with “Permission to

run a Smart Change job.”)

You can run the change tool.
(Permission associated with

“Permission to run a tool.”)
You can run the report.

You can create/update/delete
reports. (Permission associated
with “Permission to run a
report.”)

You can run configuration restore

jobs.

You can run the Agent-D installer.

You can run neighbor information

collection jobs.

You can create/update/delete
neighbor information collection
jobs. (Permission associated with
“Permission to run a neighbor

collection job.”)

You can create/update/delete
URL launchers.

You can create/update/delete

notes.

You can create/update/delete

management networks.
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Permission Item

Edition

Explanation

Permission to administer
security settings

Permission to
create/update/delete
inventory tags

Permission to login using the
terminal server proxy

Permission to automatically
log in to devices from the
terminal server proxy

Permission to automatically
log in directly into enable
mode

Permission to view other

users’ terminal proxy logs

Permission to delete terminal

proxy logs

You can set security.

You can create/update/delete
inventory tags.

You can log in via a terminal

Server proxy.

You can automatically login via
terminal server proxy is possible.
(Permission associated with
“Permission to login using the

terminal server proxy.”)

You can automatically log in
directly to enable mode.
(Permission associated with
“Permission to automatically log
in to devices from the terminal

server proxy.”)

You can view other users’

terminal access logs.

You can delete terminal access
logs. (Permissions associated
with “Permission to view other

users’ terminal proxy logs.”)

4. Click [OK].

116

Copyright © 2025 LogicVein, Inc.



Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add arole:

operator

labperson

x|

(] Permission to create/update/delete monitors.
() Permission to administer incidents.

(] Permission to view maps.

(] Permission to administer SNMP MIBs.

(] Permission to view syslogs.

() Permission to view compliance rule sets and policies.

Select All ‘ Select None
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7.3 Add User

The admin user is pre-registered, and cannot be deleted.

1. Click the [+ button.

Server Settings

Data Retention Username - Full Name Email Role Type Last Login
System Backup admin Administrator stephen.cor... Administrator Local 2024/01/03 ...
Mail Server scorreale Stephen Cor... stephen.cor... Administrator External Active

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwarks

Netwark Servers
Syslog

Software Update

Web Proxy

Change Approvals
Cisco API

Device Label

SNMPV3 User + | Find . 0, Audit Log ‘ o ‘ Y | g Pe E
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2. The user addition screen will be displayed. Enter the items and click [OK].

Edit User \
)|
ar [
General Username: LVI \
e
4 Networks Full Name: LogicVein \
Custom Fields \
) Email Address: support@logicvein.com
Mail J
o Role: Administrator v
Password: X R EE L]
at
Confirm Password: | seceseccccss
v
OK | Cancel |
Item Subitem Explanation Requirement
General Username Enter your username. required
Full Name Enter the user’s full —
name.
Email Enter the user’s email —
address.
Address
Role Select the user’s required
permissions. You can
select the
permissions set in
“7.11.1 Add
permissions” from the
pull-down menu.
Password Set the user’s required
password.
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Item Subitem Explanation Requirement

General To set a password, the
following conditions

must be met.

- Must be at least 8
characters

- Must not be a
character string that is
easy to guess

(person’s name,
proper noun,
dictionary word,

commonly used
password)

- Character strings that
do not repeat the same

characters or are
arranged in an

easy-to-understand
manner

Custom Fields Custom 1-5 Select the custom —
device fields that
users can view.
*Displayed item
names will change

based on the settings

in “7.15 Adding
columns/changing

column names for
custom device fields”.

Networks Restrict user’s access Determines whether —
Networks this user has

permission to see all

managed networks
configured within the
system.
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Item

Subitem

Explanation Requirement

General

Mail

Incident email

A list of networks the —
user has been given

access to.

- When the “Restrict
user” checkbox is
unchecked, this

table will be disabled,
and no restriction is
applied.

The user will have
permission to see all
Managed

Networks within the
system.

- When the “Restrict
user” checkbox is
checked, this

table will be enabled,
and the user will be
configured

to only have
permission to the
Managed Networks
that

are checked within
this list.

Set this if you want to —
restrict incident emails
by day

of the week/time.

3. Click [OK].
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Data Retention
System Backup admin
Mail Server LI
SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update

Web Proxy

Change Approvals
Cisco API

Device Label

Username

scorreale

Server Settings

Full Name Email

Administrator stephen.cor...

logicvein

Stephen Cor... stephen.cor...

SNMPv3 User ~ | | Find

0, Audit Log ‘

support@lo...

Role Type
Administrator Local
Administrator Local

Administrator External

122

Last Login
2024/01/03 ...

Never

Active

« 8]

OK ‘ Cancel‘
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7.4 Change User Information

1. Select the user you want to edit and click [Edit].

Server Settings

Data Retention Username « Full Name Email Role Type Last Login
System Backup admin Administrator stephen.cor... Administrator Local 2024/01/03 ...
Mail Server LVI logicvein support@lo... Administrator Local Never

| | SNMP Traps scorreale Stephen Cor... stephen.cor... Administrator External Active
Users
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

2

d | % |8

oK Cancel

SNMPv3 User ~| | Find . 10, Audit Log ‘ o
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2. . After editing, click [OK]. The Username cannot be changed. If you want to change your
password, refer to the Change Password section below.

Edit User
General Username: LvI
Custom Fields Full Name: logicvein
Mail
Email Address: | support@logicvein.com

Role: Administrator v

Cancel
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7.5 Change Password
You can change your password from the login username in the Global Menu.

In this example, we are changing the password for the username “admin”.

admin Logout Settings Help

1. Enter your new password in the [New Password] and [Retype Password] fields.
2. Click the [Change Password] button to register the new password.

If the new password and the re-entered string are different, the [Change password] button will not be
enabled.

My User Profile

Username: scorreale
Full Name: Stephen Correale
Email: stephen.correale@logicvein.com

Role: Administrator

Old Password: ‘

New Password:‘

Confirm: ‘

Reset client settings

QK

To set a password, the following conditions must be met:

* Must be at least 8 characters

* Must not be a character string that is easy to guess (person’s name, proper noun, dictionary
word, commonly used password)

* Character strings that do not repeat the same characters or are arranged in an easy-to-

understand manner
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7.6 Setup Two-Factor Authentication (2FA)

Two-factor authentication is a feature that enhances the security of user accounts by providing addi-
tional authentication with an authenticator app in addition to the password. Users can be optional, and

administrators can set it to be mandatory for all users.

7.6.1 Enable Two-Factor Authentication
If the user is logged in, you can setup two-factor authentication from the user profile dialog

1. Click the username (“tester” in the example below) in the Global Menu to open the My User

Profile window.

Network: Default v | tester Logout Settings Help

w Device == Inventory @ Tools "' Change % Smart Change Ml Reports

Device Type Serial# Traits

Router 9YY879DF3BM Cicmp J ncm L
Router 97I1BO1G726R Chttps L icmp ]|
Router 9AUD099HDK) (D @D €
Router smat125020L (D D €
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2. Click [Set up two-factor authentication]

My User Profile
Username: tester
Full Name:
Email:
Role: operator

Old Password:

New Password: ‘

Confirm:

Configure Two-Factor Authentication |

Configure Access Tokens

Reset client settings

127
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3. Follow the onscreen instructions to set it up and enter the verification code.

Configure Two-Factor Authentication

1) Download an Authenticator app. (e.g. Google Authenticator, Microsoft Authenticator)
2) Scan the QR code using the app.

3) Enter the 6-digit code that you see in the app:

Confirm | Cancel‘

4. Click [OK].
This completes the configuration. When you log out and log back in, you will be prompted to enter a
verification code.
7.6.2 Remove Two-Factor Authentication
If you want to cancel the two-factor authentication setting, you can do so while logged in.
If you are an admin user, you can unset two-factor authentication for all users
1. Click [Settings] > [Users]
2. Select the target user and click the < button.

3. Check “Remove two-factor authentication”, and click [OK]

If two-factor authentication is not configured, “This user is not configured for two-factor authen-

tication” is displayed, and this checkbox option is not displayed

5. In the Server Settings dialog, click [OK].
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7.7 Configuring External Authentication

When you configure external authentication in ThirdEye, you can use an authentication server to log in
to the product. This eliminates the need to create all user accounts in ThirdEye beforehand. Addition-
ally, you can retrieve group information from the authentication server to automatically assign product

rights and network browsing restrictions.

External Authentication can be configured by clicking [Server Settings] >[External Authentication].
On this page, you can configure protocol specific configuration settings and Group Mapping. You
can tell ThirdEye which Role to assign to the user and which Managed Networks the user should be

restricted to.

7.7.1 RADIUS

To integrate with a RADIUS server, ThirdEye sends an Access-Request for authentication. To configure
this integration, set up ThirdEye to send Access-Accept with Filter-I1d attached.

Below is a sample user configuration for FreeRADIUS:
LogicVein Cleartext-Password: = "password"
Filter-Id += "GROUP"

With this configuration, when ThirdEye receives an Access-Request with the username LogicVein

and the password password , it sends Access-Accept with Filter-Id set. Filter-1d is used to designate

the group to which the authenticated user belongs.
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To configure external authentication:

1. Click [Settings] in the Global Menu to open the [Server Settings] window in ThirdEye, and click

[External Authentication].

2. Change the [Enable external authentication] selection to RADIUS .

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwaorks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication:

RADIUS

Hostname: ‘ lvijp.co

Port:

1812

ki3

Shared Secret:

LTI Y]

Character Encoding: UTF-8

Test

External group mappings:

Roles
External Group
LVI Dev
LVI Tech
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Administrator

Administrator

oK Cancel
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3. Set the RADIUS server’s IP address (or hostname) and “Shared Secret”.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwaorks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication:

Hostname: ‘ lvijp.co

Port: | 1812 ﬁ

Shared Secret:

Character Encoding: UTF-8

Test

External group mappings:

Roles

External Group
LVI Dev
LVI Tech
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Role
Administrator

Administrator

OK Cancel
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4. Click the L* button to set permissions for “External Group mappings”.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwaorks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication:

Hostname: ‘ lvijp.co

Port: | 1812 ﬁ

Shared Secret:

Character Encoding: UTF-8

Test

External group mappings:

Roles

External Group
LVI Dev
LVI Tech
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Role
Administrator

Administrator

OK Cancel
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5. Input the RADIUS server’s Filter-Id group settings into “External Group” and select [Role] for

assignment.

External Group Mapping

External Group: | GROUP

Role: Administrator v

oK | Cancel|

The Active Directory RADIUS settings have now been successfully configured.
6. Click [OK] to save.
7. Click [Close] to exit the server settings.

After configuration, input a username and password in the Test Section, then click [Test] to confirm

integration with the RADIUS server.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Networks

Network Servers
Syslog

Zero-Touch

Software Update
Web Proxy

Change Approvals
Device Groups

Cisco API

Device Label

Server Settings

Enable external authentication: ActiveDirectory v

Domain:

IP or Hostname:

Connection Timeout (seconds):

External group mappings:

Roles Networks
Exteu-.-l M
LVI [

‘ intra.lvi.cojp

‘ 192.168.0.3 Port: | 389

() Enable TLS (LDAPS)
o
10 5

Test

Test Authentication

Lel»

LVig Username: tester

Password:

Test
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Close

0K Cancel
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If successful, the message “Authentication successful” will be displayed.

Server Settings
Data Retention “ Enable external authentication: ActiveDirectory v
System Backup ) . o
Domain: ‘ intra.lvi.cojp

Mail Server
SNMP Traps IP or Hostname: ‘ 192.168.0.3 Port: | 389
Users (J Enable TLS (LDAPS)
Roles Connection Timeout (seconds): 10 ﬁ
External Authenticatic Test Authentication
Custom Device Fields
Memo Templates Username: testeﬂ
LaunCherS Password: ssssssssssssnsas
Networks

Test|
Network Servers o

Authentication successful

Syslog
Zero-Touch Close

Software Update
Web Proxy
Change Approvals
Device Groups

Cisco API ;
8 | &

Device Label 7
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7.7.2 Active Directory

When integrating with an Active Directory server, the Roles and Managed Networks are determined
using the groups to which registered users belong.

1. Click [Settings] in the Global Menu to open the [Server Settings] window in ThirdEye, and click
[External Authentication].

2. Change “Enable external authentication” to [Active Directory].

Server Settings
Data Retention Enable external authentication: ActiveDirectory v
Mail Server
Domain: mgmt.example.com

SNMP Traps A
-

Users IP or Hostname: | 192.168.0.1 Port: ‘ 636 =

Roles Enable TLS (LDAPS)

External Authentication Connection Timeout (seconds): 10 ﬂ

Custom Device Fields Test

Memo Templates

IBunChers External group mappings:

Network Servers Roles Networks

Syslog External Group Role

Software Update Admin Administrator

Web Proxy HelpDesk NetworkManagement

Change Approvals
Cisco API
SNMPv3 User
Agent-D

%] 7
ﬂ Cancel
3. Set the domain name and the IP address (or hostname) of the Active Directory server.

Server Settings

Data Retention Enable external authentication: ActiveDirectory v
Mail Server

Domain: mgmt.example.com
SNMP Traps ]
Users IP or Hostname: ‘ 192.168.0.1 Port: ‘ 636 ~|
e Enable TLS (LDAPS)

External icati c ion Timeout ‘10 %

Custom Device Fields Test

Memo Templates

Launchers External group mappings:

Network Servers Roles Networks

Syslog External Group Role

Software Update Admin Administrator

Web Proxy HelpDesk NetworkManagement

Change Approvals
Cisco API
SNMPv3 User

Agent-D

OK | Cancel
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4. Click the L* button to set permissions for External Group Mapping.

Data Retention

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

SNMPv3 User
Agent-D

Server Settings

Enable external authentication: ActiveDirectory v

Domain: [mgmt,example.cnm

IP or Hostname: ‘ 192.168.0.1 Port: | 636 %
Enable TLS (LDAPS)

Connection Timeout (seconds): 10

=
Test|
External group mappings:
Roles Networks
External Group Role
Admin Administrator
HelpDesk NetworkManagement

ﬂ,

5. Enter the group to which the user belongs in “External Group” field, and select the “Role” to be

assigned.

External Group Mapping

External Group: | 3Eye user

Role:

Administrator v

oK | Cancel|

The Active Directory settings have now been successfully configured.

Click [OK] to save the settings, and log in using the user credentials configured on the Active Directory

SCTIVCET.
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7.7.3 SAML

By configuring SAML authentication with an external Identity Provider (IdP), you can enable Single
Sign-On (SSO). This allows users to seamlessly log in to ThirdEye via the IdP.

7.7.4 Local Authentication After SAML Configuration

After completing the SAML authentication setup, when you access a ThirdEye product page, the linked
sign-in page will be displayed. If you want to log in to the product using local authentication instead of
SAML authentication, add the variable /?forceLoginPage=true to the end of the URL to access it:

https://[IP address or Hostname]/?forcelLoginPage=true

When you open the URL with the variable added, the product’s login page will be displayed. You can
log in with a local account such as admin.
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7.7.5 Testing External Authentication

After configuring external authentication, you can test external authentication by clicking the [Test]

button in the [Server Settings] > [External Authentication] window.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwarks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication: ActiveDirectory v D1

Domain: ‘ intra.lvi.co.jp

-]
IP or Hostname: ‘ 192.168.0.3 Port: | 389 ~
(] Enable TLS (LDAPS)

- -
Connection Timeout (seconds): 10 ~

Test
External group mappings:
Roles
External Group Role
LVI Dev Administrator
LVI Tech Administrator

02

oK Cancel
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When the [Authentication Test] dialog appears, enter the [Username] and [Password] to test authentica-
tion, and click [Test]. If the authentication is successful, the message “Authentication was successful”
will be displayed as shown below.

Test Authentication

Username: scorreale

Password: srnsernene

Test

Authentication successful

Close
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7.7.6 Microsoft Entra ID Integration
Prerequisites
Before configuring single sign-on, please make sure the following conditions are met:

* You can sign in to Microsoft Entra ID with administrator privileges.
* The users and groups to be linked exist in Microsoft Entra ID.
* You have the necessary permissions™® to configure settings in ThirdEye.

* Administrator permissions or permissions to “allow security settings”.
Procedure
Configure SAML 1. Log in to ThirdEye.
2. Open [Settings] > [External Authentication].
3. Select “SAML” from [Enable external authentication] dropdown menu.
4. Verify that [Callback URL] is the correct URL for the ThirdEye server.
The format for the callback URL is:
https://[IP address or hostname]/auth
By default, it refers to the value in [Network Servers] > [Hostname/IP Address].

5. Click the [Download LogicVein SAML Service Provider Metadata XML] link to download the
Metadata XML file.

File name: LogicVein-saml-sp-metadata.xml

The downloaded file will be used in the next step.

140 Copyright © 2025 Logic Vein, Inc.



Create A New Application

1.
2.

10.

I1.

12.

Sign in to the Microsoft Entra Admin Center.

Click [Identity] > [Applications] > [Enterprise Applications].

. Click [New Application].
. Click [Create your own application].

. Set a name for the app, select [Integrate any other application you don’t find in the gallery (Non-

gallery)], and click [Create].

. Click [Manage] > [Single Sign-On].
. On the [Select a Single Sign-On Method] page, click SAML.

. In the [Set up Single Sign-On with SAML] window, click [Upload metadata file], and upload the

downloaded ed logicVein-saml-sp-metadata.xml file.

. Click [Add].

Ensure that the fields for @Identifier”,”Reply URL”, and “Logout URL” contain the callback
URL configured in the ThirdEye server settings.

Click [Save].
b ¢

Click the L**] button to exit the window.

(If the pop-up message “Test Single Sign-On” appears, click [No, Il test it later].)

13.
14.

15.

In the [Attributes and Claims] section, click [Edit].
On the [Attributes and Claims] page, select [Add a group claim].

Select the [Security Group] option and select “Group ID” in [Source Attribute].

(If you prefer to use display names instead of Group IDs in the ThirdEye “External Group Mapping”

configuration, select “Cloud-only group display names™)

16.

17.

Click [Save].

Click the % button to close the [Attributes and Claims] page.
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Obtain IdP Metadata
1. In the [SAML Certificates] section, click [Download] under [Federation Metadata XML].
2. Download the IdP metadata XML file.

3. On the [Set up Single Sign-On with SAML] page, locate [Federation Metadata XML] under the
[SAML Signing Certificate] section and select [Download] to download and save the certificate
to your computer.

Register the Application in ThirdEye
1. Open [Settings] > [External Authentication].

2. Click [Upload IdP metadata XML] and select the XML file created in the “Get IdP metadata”
step.

3. Click [OK] to save.
Note the object ID
1. Return to the Microsoft Entra admin center and click [Manage] > [Users and Groups].
2. Click [Add user or group].
3. Click [None selected] in the [Users] section.
4. Select the users who need to be allowed to log in to ThirdEye from the list.
5. Click [Select].
6. Click [Assign] to complete the user assignment.
7. In the left sidebar, click [Identity] > [Groups] > [All groups].
8. Note the [Object ID] of the groups allowed to log in to ThirdEye.
Configure External Group mapping
1. Open [Settings] > [External Authentication].
2. On the [External Group Mapping] screen, click the L+ button.
3. In the [External Group] field, enter the “Object ID” noted in the previous steps.
4. Specify the permissions to be assigned in the [Permissions] field, and click [OK].

(If you chose “Cloud-only group display names” in Entra Application “Attributes & Claims” configu-
ration, enter the name of the group instead of “Object ID”.)

5. Click [OK] and save the [Server Settings].

6. Click Log out. You will be redirected to the Microsoft login page.
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7.7.7 Okta Integration
Prerequisites
Before configuring single sign-on, make sure the following conditions are met.

* You can sign in to the Okta dashboard with administrator privileges
* The users and groups to be integrated exist in Okta
* You have administrator privileges or permission to “Allow security settings in ThirdEye.

Configure SAML
1. Login to ThirdEye.
2. Click [Settings] > [External Authentication].
3. Select “SAML” from [Enable external authentication].
4. Make sure that [Callback URL] is the correct URL for your server.
(By default, it refers to the value of [Network Servers] > [Hostname/IP Address] )

5. Click the [Download LogicVein SAML Service Provider Certificate] link to download the cer-
tificate file.

File name: LogicVein-saml-sp-signing-certificate.crt

The downloaded file will be used in the next step.
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Create a new application
1. In the Okta Admin Console, click [Applications] > [Applications].
2. Click [Create App Integration].
3. Select “SAML 2.0 as the Sign-in method and click [Next].
4. Enter a name for your App name and click [Next].

5. In the General section of SAML Settings, configure the following:

Item Explanation

Single sign-on URL https://[IP address or Hostname]/auth?client_name=SAML2Clien
Audience URI (SP Entity ID) https://[IP address or Hostname]/auth

Application username mail

Update application username on create and update

6. Click [Show Advanced Settings].

7. In the [Signature Certificate] window, click [Browse files...] and select the SP certificate certifi-
cate downloaded from ThirdEye.

File name: LogicVein-saml-sp-signing-certificate.crt.

8. Configure the following items:

Item Explanation

Enable Single Logout Enable “Allow application to initiate Single Logout”
Single Logout URL https://[IP address or Hostname]

SP Issuer https://[IP address or Hostname]/auth
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9. In the [Attribute Statements] (optional) section, add the following two items:
Item 1:

* Name: http://schemas.xmlsoap.org/ws/2005/@5/identity/claims/emailaddress
* Name format: Refer URI

* Value: user.email
Item 2:

* Name: http://schemas.xmlsoap.org/ws/2005/@5/identity/claims/name
* Name format: Refer URI
* Value: user.lastName

10. In the [Group Attribute Statements] (optional) section, configure the following:

* Name: http://schemas.logicvein.com/ws/2024/@5/identity/claims/groups
* Name format: Refer URI
* Filter | Matches with regex expression .* .

11. Click [Next].
12. Select “I”’m an Okta customer adding an internal app”.
13. Select “It”’s required to contact the vendor to enable SAML”.

14. Click [Finish].
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Assigning groups to use the application
1. Select the [Assignments] tab of your application.
2. Select [Assign] > [Assign to Groups].
3. Find the group you want to assign and click the [Assign].
4. Click [Done].
Get IdP metadata
1. Click the [Sign On] tab.
2. Copy the Metadata URL in Settings.
3. Open a new tab in your browser and paste the URL in the address bar to access it.
4. Right-click the metadata page and select [Save As...].
5. Save the metadata as an .xml file.
6. You will use the downloaded file in the next step.
Register application with ThirdEye
1. In ThirdEye, click [Settings] > [External Authentication].
2. Click [Upload IdP Metadata XML ] and select the XML file created in step “Get IdP Metadata™.
Configure External Group mapping
1. Open [Settings] > [External Authentication].
2. In the [External Group Mappings] window, click the L% button.

3. Enter the Okta group in the External Group field, specify the permissions you want to assign in
[Permissions], and click [OK.]

4. Click [OK].
Log in to ThirdEye
Log in to ThirdEye as an Okta user.

After completing the settings described in the Okta Integration section, the Okta sign-on screen will

be displayed when you access ThirdEye.
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7.7.8 Keycloak Integration
Prerequisites
Before configuring single sign-on, make sure the following conditions are met:

* You can sign in to the Keycloak dashboard with administrator privileges
 The users and groups to be integrated exist in Keycloak.
* You have administrator privileges or permission to “Allow security settings in ThirdEye.

Configuring SAML with Keycloak

Keycloak can be run with Docker:

docker run -d --name keycloak \
-p 8080:8080 \
-e KEYCLOAK_ADMIN=admin \
-e KEYCLOAK_ADMIN_PASSWORD=admin \
quay.io/keycloak/keycloak:25.0.6-@ start-dev

1. Enter username KEYCLOAK_ADMIN and password KEYCLOAK_ADMIN_PASSWORD when you login
to Keycloak.

Use the following command to follow Keycloak logs and debug any authentication issues:

docker logs -f keycloak

2. Goto http://localhost:8080/ and log in with username admin and password admin .
3. Click [Clients] > [Create Client].
4. Enter “Client ID” and “Name”
* Client ID:
https://<LOGIC_VEIN_SERVER_IP_OR_HOSTNAME>/auth
* Name: Selected by user ( e.g. “ThirdEye”).
5. Click [Next] and add a callback URL
The callback URL should be:

https://<LOGIC_VEIN_SERVER_IP_OR_HOSTNAME>/auth?client_name=SAML2Client

e.g. https://192.168.0.93/auth?client_name=SAML2Client
6. Click [Save].
7. Click the [Client Scopes] tab.

8. Click [ https://<LOGIC_VEIN_SERVER_IP_OR_HOSTNAME>/auth-dedicated ].
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9. Click [Add Predefined Mapper].
10. Select [X500 email], and click [Add].
11. Click “X500 email”.

Set “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress” as the “SAML Attribute
Name”.

Set [SAML Attribute NameFormat] to URI Reference.

12. Click [Save].

13. Click [Client Scopes] in the left sidebar and then click [Role List] in the “Name” column.

14. Click the [Mappers] tab then click [Role List] in the “Name” column.
Set [Role attribute name] to “http://schemas.logicvein.com/ws/2024/05/identity/claims/groups”.
Set [SAML Attribute NameFormat] to URI Reference.

15. Click [Save].

16. Click [Users] in the left sidebar.

17. Click [admin] in the “Username” column and set an email address.

18. Click [Save].

19. Click [Clients] in the left sidebar and click [ https://192.168.0.93/auth ] in the client list.

20. Click the [Advanced] tab.
Set “Logout Service POST Binding URL” to https://<LOGIC_VEIN_SERVER_IP_OR_HOSTNAME>/
(e.g. https://192.168.0.93/ )

21. Click the [Keys] tab.

22. Turn “Client signature required” off and back on.

23. In the pop-up window, select “Import”.

24. Set the “Archive format” to “Certificate PEM”

25. Download the “LogicVein SAML Service Provider Certificate” from the ThirdEye SAML Exter-
nal Authentication page, upload it here.

(You can view the upload certificate in a text editor.)
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http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas.logicvein.com/ws/2024/05/identity/claims/groups

26. Click [Confirm].

(You can view the upload certificate in a text editor.)

Please make sure it is the new certificate shown in the textbox to ensure UI compatibility.

27. Click [Realm Settings] in the left sidebar, and click [Save] to download the “SAML 2.0 Identity
Provider Metadata file”.

28. Upload the SAML 2.0 Identity Provider Metadata file to “ThirdEye SAML Upload IDP Metadata
XML”.

29. Log out of ThirdEye to be redirected to Keycloak for SSO Login.
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7.8 Set Session Timeout For Users

ThirdEye requires users to re-authenticate after 30 minutes of inactivity. To change this time, follow
the steps below:

1. Click [Settings] on the Global Menu.

Logout Help

i Smart Change ii Reports

(=

2. Click [Network Servers], and change the “User Login Idle Timeout” time.

Settable range: 1@ to 525600 (minutes)

Server Settings

Data Retention Server Name: ‘ support3eye I
System Backup ‘

. Hostname/IP Address:| 10.0.0.183
Mail Server
FY

1 SNMP Traps User login idle timeout (minutes): | 30 j

Users

Enable the Terminal Server Proxy (SSH)
y

Roles

External Authentication Terminal Server Proxy SSH port: 2222

Custom Device Fields Enable HTTP for web client

Memo Templates Enable HTTP to HTTPS redirection

Launchers Enable DNS Lookup

Smart Bridges o )
Enable Agent-D for monitoring this server

Networks
Network Servers Enable SNMP for monitoring this server =~ Configure SNMP Host
Syslog CORS Origin whitelist (Access-Control-Allow-Origin):

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User o w | 7&K

3. Click [OK].
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For the settings to take effect, you must log out of ThirdEye and log in again.

4. Log out and log back in.

7.9 Remove Permissions

1. Select the authority name you want to delete.

2. Click | %,

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add a role:

operator

x|

() Permission to create/update/delete monitors.
() Permission to administer incidents.

(] Permission to view maps.
() Permission to administer SNMP MIBs.

() Permission to view syslogs.

() Permission to view compliance rule sets and policies.

Select All ‘ Select None

3. Click [OK] in the Server Settings window.

oK Cancel
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7.10 Delete User

1. Select the user you want to delete and click the 1% button.

Server Settings

Data Retention Username “« Full Name Email

System Backup addoperter

Mail Server admin Administrator stephen.cor...

31 SNMP Traps scorreale

Stephen Cor... stephen.cor...
Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update

Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User ~ | | Find

0, Audit Log ‘ L

Role Type
operator Local
Administrator Local

Administrator External

]

Last Login
2023/02/08 ...
2024/01/03 ...

Active

J|x|8 |

The user will be deleted.
2. Click [OK] on the server settings.

If you delete a user by mistake, click [Cancel].
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SECTION 8

DASHBOARD MANAGEMENT

8.1 Add a Dashboard

1. Click the Dashboard [Name] (““Main Dashboard” in the image below), and select [Manage Dash-
board].

5 Dashboards Inventory Changes Jobs Terminal Proxy Search Com
-

Main Dashboard

=

E. stephen dashboard

m Jamie - Test

g Manage Dashboards... e ticsine

0 =y 10.00.712 uetsu

E. @ 1000126 test

—

o & 10.0.0.149 csr1000v_inspection
10.0.0.153 bbbb

If the current user can view more than one Managed Network, this screen will also include the
option to explicitly select which Managed Networks the Dashboard is associated with. The
Managed Network will then impact which other users can view the Dashboard. A user must
have access to every Managed Networks associated with the Dashboard to have access to it.

2. In the [Manage Dashboards] window, click the L% button.
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Dashboard
Main Dashboard
stephen dashboard

Jamie - Test

Manage Dashboards

Owner
admin
admin

Jamie

154

Sharing
Shared
Shared
Shared
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3. In the [New Dashboard] window, enter the Dashboard Name.

4. Select the type of sharing for the Dashboard from the dropdown menu, and click [OK].

Manage Dashboards

Dashboard Owner Networks Sharing
B New Dashboard
De

DC Dashboard Name:

Rer Sharing:
L Network: i
Jag Private |
Jan 0K Cancel v
& | &
Dashboard type Explanation
Shared Add Dashboards that other users can view.
Private Add a Dashboard that can only be viewed by the user

who created it.

The Dashboard will be added to the list.

5. Click [Close] to close the [Manage Dashboard] screen.
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8.2 Switch Dashboards

1. In the [Dashboard] tab, click the Dashboard [Name] (“Main Dashboard” in the image below),
and select [Manage Dashboards].

g Dashboards Inventory Changes Jobs
-]

Main Dashboard

=,

- stephen dashboard

% lamie - Test

g logicDash

W Manage Dashboards...

E. | @ 100012

® @ 1000149
10.0.0.153

2. Select the Dashboard you want to switch to, and click [OK].

This switches to the selected Dashboard screen.
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8.3 Widgets

8.3.1 Types of Widgets
The types of widgets that can be added are as follows:
Inventory List

This inventory list widget is used to view the inventory. The maximum number of items displayed is

100. If there are more than 100 items, you can view them in the [Inventory] tab.

Configure Widget

Title: |

Search Column

Search IP/Hostname: -Any- ™

Add Criteria ™

Status
IP Address

(<<

Hostname

Metwork

Adapter

0oog

Mamo

O

Maodel

Device Type
HW Vendor

0ooo

05 Version

O

Serial#

O

SW Vendor

Gauge

The gauge widget displays a meter graph. It can display two types of meter graphs: “Default” and
“Thermal”.

Default Thermal

Cisco CPU Cisco CPU

3%
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Histogram
The histogram widget displays a line chart or stacked bar chart:

Line chart:

BZRE e BB 45

B00,000ME
B00,000ME
400,000E
200,000ME
OME

053/22 (12:00) 05/22 (18:00) 05/23 (00:00) 05423 106200)
~——EthernetPart(ether-2-2) ifinOctets-derivative EthernetPort(ether-2-2) ifOutQctets-derivative

Stacked bar chart:

B RS (O BB g

1400,000m
1,200,000
LD’D’D;D'D’D.H
B00,000ME
B00,D00ME

| 400,000ME
OnAE

05/22 (12:00) 05/22 N12:00) 05/23 (00:00) 05,23 (0e:00)
~—EthernetPart{ether-2-2) ifinOctets-derrvative EthernetPort{ether-2-2) ifOutOctets-dervative
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Map
The map widget displays a map:

Dashboards  Inventory  Changes | Jobs = Terminal Proxy  Search  Compliance = Monitors  Incidents Map  MiBs  Playbook  WiFiClients Network: <All> Vv terrance Llogout Settings Help

S e 0] North Coast 7 it || 4 View

= search by:

Map Name ~
.

AutoTest Environment

Buld Enronment Sea of Japan H h g
B0 Japan onsnu |
(East Sea) %‘\ 1S

A0

aunsafgpua

small network
Usmap

test v,

A JAPAN

UTH KOREA sIang.intré.lvi.co.jp.

{
.,0 / slave1 "Q" e
{ =

J 4 A

)’ laved.intra.lvi.co.]
» slave4.intra.lvi.co.)p. >
afg_ﬂ/ W o < Pacific Ocean

——

4 IS > ‘.j _
T [TET M s } y
ﬂ test | Build Environment | Japan : P50 m

slaved.intra.lvi.cojp. - 100... >
slave3.intra.lvi.co.jp. - 10.0.40.65 | Default actions... [ snmp ) Monitors  Violations  SNMPTraps  Attachment Interfaces ~ Memo
= Detail CPU Stats a

Violations

The violations displays violations:

MikcoTik Route..._ Defaut No response rom node MikroTik RouterBoard 951Ui 23/09/05094334  24/01/141835.18
Demo No response from node AX2430524T /0822154306 24/01/14 183516
Defauit No respanse from node 2021 /0905094517 24/01/14 133516
Demo No response from node LAB-BRI-RTIO7e 20822154304 24/01/14 183514
Defautt No response from node LAB-BR1-RT107e 20905094521 240114 183512
Demo No respanse from node 2021 Bpee2isasn 244 8IS
Defauit No response from node nasuchObject 2/09/05094327 240114183511
Defauit No respanse from nods WS_C3650-2475-1 20905094332 24/01/14 1835.10
Defauit No response from node AX2430524T /0905004310 24/01/141835.10
Demo No response from node C3560 /0822154308 24/01/141835.09
Demo No respanse from node shibata pE22154320 240114183509
Servers No response from node supportleye 21130053750 2401/14 183508
Demo No respanse from node PA-VM 23/0929034300  24/01/14 133508
Defauit N response rom node csr1000v_inspection 25/09/050943.11  24/01/14 183507

The tables widget displays a table:

F—II

IPF7 LR iy ] indexName ifinOctets-derivative ifOutOctets-derivative
10.0.0.126 test123 GigabitEthernet1 183120 25314

10.0.0.126 test123 GigabitEthernet2 [+] 0

10.0.0.126 test123 GlgabitEthernet3 170426 0

10.0.0.126 test123 VirtualPortGroupd [+] 0

10.0.0.12¢ test123 MNullg i} 0
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Text

The text widget displays a string:

M

Image

The image widget displays an image:

Logo

LogicVein

- A

we make your life easier
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8.3.2 Add a Widget

1. Click [Edit] in the Global Menu.

Network:  <All> Vv scorreale Logout Settings Help

2. Click the button at the top of the Dashboard screen.

Dashboards Inventory  Changes  Jobs | Terminal Proxy. pliance  Monitors Incidents  Map  MiBs.

logicDash

ayns aA3pAYL Q)
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8.3.3 Widget Edit Menu

While in Dashboard edit mode, you can also Add/Edit/Delete Widgets.

Dashbosrds  Inventory  Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v scomeale Logout Settings Help

S stephen dashboard saue schedule date export discard charges
dallas incident

S 1P Address Network

auns ak3pauL @

Button Explanation

. Click the three-dot button [...] displayed to the right of the widget title to
display the widget editing menu.

Edit Edit the widget.

Remove Delete a widget.
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8.4 Delete Dashboard

1. Inthe [Dashboard] tab, click the Dashboard [Name] (“Main Dashboard” in the image below) and
select [Manage Dashboards].

g Dashboards Inventory Changes Jobs
-]

Main Dashboard

=,

- stephen dashboard

% lamie - Test

g logicDash

7)) Manage Dashboards...

E. | @ 100012

® @ 1000149
10.0.0.153

2. Select the Dashboard you want to delete, and click the ¥/ button.

Manage Dashboards
Dashboard Owner Sharing
Main Dashboard admin Shared
stephen dashboard admin Shared
Jamie - Test Jamie Shared
logicDash scorreale Shared

&[2]x]
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A confirmation message will be displayed.

3. Click [Yes].

Manage Dashboards
Dashboard Owner Sharing
Main Dashboard admin Shared
stephen Remove Dashboard

Jamie -

logicDa:  Are you sure you want to remowve the selected dashboard?

Yes | Cancel

*[2]x]
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SECTION 9

ZERO-TOUCH

Zero-Touch automates network device deployment and configuration, eliminating manual setup. De-

vices boot with no pre-existing configuration and automatically retrieve settings via protocols like
DHCP/TFTP.

With Zero-Touch you can:

 Rapidly configure new devices remotely during initial deployments
» Automatically restore corrupted configurations during self-recovery
 Transfer settings seamlessly to replacement devices during hardware replacement

There are three main formats in which Zero-Touch distributes configurations:

-Template: Distribute configurations based on templates. Used when introducing a new device to the
network at a remote office.

-Self-recovery: Convenient for resetting a device that has been overwritten with an abnormal configu-
ration and no longer works properly.

-Restore specific device: Useful for updating device equipment. For example, if the device you were
previously using breaks down and you want to replace it with another device of the same model, you
can write the settings that were used until then to the new device.

ThirdEye Zero-Touch distributes configurations using these protocols. Therefore, it is necessary to
properly configure a firewall when using it.
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The figure below shows the flow of processing performed by Plug and Play using PnP. To make the
diagram easier to read, the DHCP and ThirdEye servers are shown divided, but this does not mean that

three computers are used. All three server programs run on the same computer running the ThirdEye
server.

Send Bootfile
CNS Initial Configuration Request

Process CNS
Template

CNS Initial Configuration Response

CNS Status Report

— Cics0 105 Autolnstall Phase

Cicso CNS Initial Conflguration Phase
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9.1 Zero-Touch Requirements

To use Zero-Touch, the following conditions must be met:
* The 10S version of the target device must be IOS 15.2(2) or later for PnP.
* Devices must not have a startup-config.

* The target device must be in a network where DHCP IP address distribution is possible if you want
ThirdEye to perform as the DHCP server itself. If the target device exists outside the network
where ThirdEye can be distributed, you can set DHCP relay on the device on the route so the
ThirdEye server can receive DHCP requests from the target device.

DHCEP relay example:

WLAN 10

'
—r Sl @
71~ '
rlr'.-'-'m.chtrq-fldﬁttrl '] € addr eny DL P_Ser wer _Addr eun ruﬂ.-r\dl."h"lr*-”
DHCP Sar

f

(DHEP Clepnt)
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9.2 Managing New Devices

When deploying new devices via ThirdEye Zero-Touch, ensure the device has no pre-existing startup
configuration during initial provisioning. To achieve this, select vendor-specific No Configuration
ordering options (e.g., CCP-CD-NOCF or CCP-EXPRESS-NOCF) when procuring hardware. This
ensures the device boots into a clean state for automated template deployment.
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9.3 DHCP Server

To set up a DHCP server:

1. Click [Settings] on the Global Menu to open the Server Settings window.

2. Click [Zero-Touch] in the left sidepanel.

3. Click the [ # button to set up a new DHCP pool.

Data Retention
System Backup

Mail Server

SMMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Srart Bridges
Metwarks

Metwark Servers
Syslog

Zero-Touch

Software Update
Web Proxy

Change Approvals
Cisca API

SMMPv3 User

Server Settings

& PnP Server: auto o
NIr

Enable PnP Debugging
CISCO

Address Pools

Enable DHCP Server Address Pool Relay Server r
Lease Time: | 2 MiNUtes %  pefault mone &

| ok || Goncel |

[tem

Explanation

Enable DHCP server

lease time

Check this box if you want to use ThirdEye’s DHCP server.
Set the DHCP lease time.
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4. Enter the necessary information, and click the [OK] button.

Add DHCP Pool

Pool Mame: Ivilogic
Relay Server CIDR: | 192.168.0.254 /|32
Address Range: 10.0.0.100 - | 10,0105
Subnet Mask: 255.255.255.0

Owverrides

Gateway: 10.0.0.254

DMS Server:| 122165803

OK | Cancel|

Item Explanation

Pool name Enter the name of the DHCP pool to create

Relay server CIDR Enter the IP range where the DHCP relay server exists

Address range Enter the IP address range to distribute (required)
Sub-net mask Enter subnet mask (required)
Default gateway Specify the device’s default gateway

DNS server (optional) Specify the DNS server for server name resolution from the device

If done correctly, a new item should be added to the table below.

Address Pools
Enable DHCR Server Address Pool Relay Server e
Lease Time: | D Minutes %  Default none 4

Ivilogic 192.168.0.234/32 L
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9.4 Use an External DHCP Server

When using a non-ThirdEye DHCP server for device provisioning, you must configure additional
DHCP options beyond basic network settings. Required configurations vary by Plug-and-Play (PnP)

type. Option 43 allows you to add vendor-specific information.

The figure below is an example of a Windows DHCP server setting.

Enter the information in the ASCII field, using ; to separate.

Server Options ? X
General Advanced
Awvailable Options | Description »
[ 041 NIS Servers Addresses ¢
[J 042 NTP Servers Addresses ¢
043 Vendor Specific Info Embedded »
[ 044 WINS/NBNS Servers MBNS Addn w
14 >
-Data entry
Data: Binary: ASCII:
oooo 35 41 31 44 3B 4B 43 3B SA1D:KC:
poog 42 32 3B 49 31 39 32 2E BZ:I192.
0010 31 38 38 2E 31 30 30 2E 1e8.100.
0018 31 39 30| 190
QK . Cancel . Apply
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9.5 Create a Template

In large networks, there may be multiple devices with similar configurations, but differing IP addresses,
hostnames, DNSs, and syslog server addresses. Smart Change utilizes templates to send similar com-
mands tailored for each device. Zero-Touch can utilize the same template for commands and device

configurations.
To create a template:
1. Click the [Zero-Touch] main tab > [Templates] subtab.

2. Click the L* button to open the [Add Configuration Template] window.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configuratiori4 Templates History

Templates Configuration
Template Description
WS5-3650
network-confg Basic CNS Initial Template
| X
Replacements
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4. Select [Dynamic Configuration] as the template type.
5. Enter a name for the new template in the “Template Name” field. (The “Description” is optional.)

6. Click the [OK] button.

Add Configuration Template

{® PnP Dynamic Template
Template Type: O Autolnstall Static Template
() PnP ID-less Static Template

Template Name: | test template

Description: |

The “Configuration” text area will open on the right side of the screen.
7. Enter the original configuration in this area.

If you already have a device of the same model in your inventory as the one you plan to use with
Zero-Touch, you can change that device’s configuration (e.g.start-up config) and paste it here.
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Once you have added all the required variables, you need to save your template.

8. Click the [Save] button at the top right of the text area to save your created template.

If you do not want to save the deployed configuration on the device, add a no-persist option at the end

of cns config initial...

Inventory Changes Jobs Terminal Proxy Search
Configurations Templates History

| Templates

| Template Description

I WS-3650

network-confg Basic CNS Initial Template

test template

Replacements

when deploying the configuration.

Compliance Zero-Touch

Configuration - test template

1 cns id hardware-serial
2 !

5

10

11

12

13 !
14 ¢
15 !
16 end
17

ofile ping-interval 1

FastEthernet

n= config initial {netld-host} status {netld-status}
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9.6 Device Registration

Now we have the necessary templates ready for Zero-Touch. The next step is to register the devices to
which you want to distribute the settings. You also need to set template variable values for each target

device.
1. Click the [Zero-Touch] main tab > [Configurations] subtab.

2. Click the [ # button to configure Zero-Touch on the device.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration

Device |D or Template: Go

Device ID 4 Template
&9 FDAS38T2IK WSs-3650
& FDO2027EOMF WS-3650
4 1-20f2 b LUJ|_" X |= |
Live Status
Device ID Status
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9.7

Import External Template Values

Tables written externally can be used as template values.

Follow the steps below to import Excel files:

1. Click the [Zero-Touch] main tab (Click the [Close] button if you are currently editing device

data.)

2. Click the [Import] button to display the submenu.

3. Select [Export import file] or [Export template] from the submenu.

Item

Explanation

Import template

Export file for import

Export template

Load and register the Excel file containing variable values.

Outputs a blank Excel sheet where you can add values.

Outputs an Excel sheet that reflects the current variable values.

4. Edit the output file values, and enter the template variables in order.

5. Save after entering.

A B C D E F G H [ -
CNS Device ID |Template |hostname |enable pas|VTY passwIP address|Mask community [type
FHK134570SY 15812J 1812 Ivi Ivi 192 168.0.1 255 265 245 (Ivi RW

M4 v w[y et LineCancer /
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6. Return to ThirdEye, and click the [Zero-Touch] main tab > [Configurations] subtab again.

7. Select [Import Template] from the menu that appears.

Inventory Changes Jobs lerminal Proxy Search Lompliance Zero-louch
Configurations Templates History

Pnp Device Configurations Configuration

Device ID or Template: Go

Device ID . Template

& FDA53872JK W5-3650
& FDO2027EOMF W5-3650

X | & |

Import configurations for template...

4 1-20f2 b L..J‘.

Live Status

Save empty Excel import file...

Device ID Status Export configurations for template to Excel...
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9.8 Zero-Touch Self-Recovery

Instead of sending a new configuration, Zero-Touch can send other configurations previously stored
inside ThirdEye. This function is useful, for example, if the currently running device configuration
is accidentally deleted. A device that loses its configuration will become unresponsive and cannot be

recovered without the use of special features such as Zero-Touch.
The steps are similar to other Zero-Touch template steps:
1. Click the [Zero-Touch] main tab > [Configurations] subtabs.

2. Click the L button on the [Configurations] subtab to open the “PnP Device Configuration” win-

dow.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration

Device ID or Template: Go
Device ID 4 Template

& FD453872JK W5-3650

& FDO2027EOMF WS-3650

’ 1-20f2 v % || X | =)

Live Status
Device ID Status

3. Enter the necessary information in the device configuration dialog.
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4. In the “PnP Device Configuration” window, select the [Self-Recovery] option in the dropdown
menu as the “Deployment Type” .

PnP Device Configuration

Device IDx FHK104780MN

Deployment Type: Self-Recovery v

OK Cancel

5. Click the [OK] button to save.

The configuration data stored within ThirdEye will be rewritten to the device. There are no other
differences from template delivery mode.
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9.9 Zero-Touch Device Restore

Zero-Touch Device Restore is used when replacing an old device with a new device. This feature is
extremely useful when the device is located far away (e.g. in another data center), and there is no one

on site to operate it directly.

When you run Zero-Touch in this mode, you can connect a new device to the same location as the old
device, write configuration from your old device to your new device, and restore your old device.

The steps for Zero-Touch Device Restore are similar those for Zero-Touch Self-Recovery:

1. Click the [Configurations] subtab, and click the - button.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration

Device ID or Template: Go
Device ID 4 Template

€9 FD453872)K WS-3650

@ FDO2027EOMF WS-3650

4 1-20f2 b # || |=|

Live Status
Device ID Status

180 Copyright © 2025 LogicVein, Inc.



2. Enter the required information in the Zero-Touch “PnP Device Configuration” window.
3. Select the [Specific Device Recovery] from the dropdown menu as the “Deployment Type”.

PnP Device Configuration

Device 1D ‘ FHK104780MN
Deployment Type: Specific Device Recovery v
Recovery Device ID: ‘ FHK221816MN

4. In the “Recovery Device ID” field, specify the device ID as in the first field, but enter the ID of
the old device before replacement.

The configuration information for the old device in ThirdEye is then uploaded to the new device over

the network. Other operations are the same as those for create a template

4. Click the [OK] button to save.
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SECTION 10

DEVICE MANAGEMENT

10.1 Add Device

When adding devices to ThirdEye, you can use one of the following methods:

Method Explanation

manual Add a device by directly entering the device’s IP address.
Add one unit at a time.

discovery Automatically discover and add devices within the
specified IP address range.

import This function reads device data from an XLSX file.
Export the template file

for import and enter information about the monitored
devices in that file.

When adding a device, the device does not appear on the map by default.

If you want your device to appear as an object on the map, you must add it.
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10.2 Add New Device

1. Click the [Inventory] main tab.
2. Click the [Inventory] menu.

3. Click [Add new device] in the dropdown menu.

= Inventory @® Tools % Change % Smart Change |
"] Credentials
® Protocols
_;_ Global Maintenance Windows m‘
_;_ Maintenance Window History
Add

= Add new device
&= Discover new devices

Import/Export

Export inventory as Excel file...

() (]

Export inventory with configurations as ZIP file...

121

Save inventory import Excel template...

[H]

Impaort/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage
D Device Tags

Ll
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4. Enter the IP address or hostname of the device and click [OK].

Add Device

IF Address/Hostname: ntp.nict.jp

Resalved IP Address: 133.243.238.243

|:| Default to Linux for 55H hosts with no supported adapter

0K | Cancel|

Item Explanation

Default to Linux for SSH  Assigns a Linux adapter when the adapter for configuration backup
hosts with no supported cannot be recognized.
adapter

Once ThirdEye completes collecting information from the monitored devices, the added devices will
be added to the device list in the [Inventory] tab.

aaaaaaaaaaa

auns akgpayL @

The device will be added even if it is not possible to communicate with the target IP address. However,
the host name and interface information will not be obtained.
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10.3 Discover Network Devices

1. Click the [Inventory] main tab.
2. Click the [Inventory] menu.

3. Click [Discover new device] in the dropdown menu.

= Inventory @® Tools % Change % Smart Change |
"] Credentials
® Protocols
_;_ Global Maintenance Windows m‘
_;_ Maintenance Window History
Add

= Add new device
&= Discover new devices

Import/Export

Export inventory as Excel file...

() (]

Export inventory with configurations as ZIP file...

121

Save inventory import Excel template...

[H]

Impaort/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage
D Device Tags

Ll
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4. Specify the IP address range to discover, and click the [+ button.

Specify the networks and addresses that you would like to discover.

IP Address/CIDR

Discover Devices

MNetwork: | Default -

Boundary Networks: 10.0.0.0/8.172,16.0.0/12.192.168.0.0/16.FC00:/7

IP Address/CIDR: /

IP Address Range
IP Address Wildcard
Single IP Address

Import from CSV

([0 Crawl the network from the specified addresses.
[J Include existing inventory in addresses to discover

[ Default to Linux for SSH hosts with no supported adapter

Add devices even when there is no suppeorted adapter

Automatically associate monitors:  Only New Devices v

Additional SNMP Community String:

Cancel

[tem

Explanation

Crawl the network from the specified
addresses

Include existing inventory in addresses
to discover

Default to Linux for SSH hosts with no
supported adapter

Add devices even when there is no
supported adapter

Automatically associate monitors

Add a discovery target network by referring to the
discovered device’s routing table.

If there is already an added device, add a discovery target
network by referring to the routing table of the registered
device.

Assigns a Linux adapter when the adapter for

configuration backup cannot be recognized.

Add the device even if the adapter is not recognized.

Assign the selected monitor set to the discovered devices.

The input information will be added to the bottom left of the screen.
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5. Click [Run].

Specify the networks and addresses that you would like to discover.

IP Address/CIDR

Discover Devices

Network: | Default

Boundary Networks: 10.0.0.0/8.172.16.0.0/12.192.168.0.0/16.FC00:/7

IP Address/CIDR:

IP Address Range

IP Address Wildcard
Single IP Address

Import from CSV

d 10.0.101.0/24

[T] Crawl the network from the specified addresses.

[ Include existing inventory in addresses to discover

[CJ Default to Linux for SSH hosts with no supported adapter
Add devices even when there is no supperted adapter

Automatically associate monitors: | Only New Devices v

Additional SNMP Community String:

Run ‘ Cancel

6. Discovery will start, and the discovery results will be displayed at the bottom of the screen.

Inventory | Changes  Jobs Terminal Proxy.

B duthoares
Sl v searen postname: oy - ada coera ~| @] 6]

S\= ress

IR

m © oo

<

® © w002

3

@ © toos
© 10009

© 10002

~ Hostname

a

© 100030
© 100031
© 100032
© 100033
© 100034
© 100040
© 100044
© 100049
© 100050

C 4 -4 b

Interactive Discovery
Interactive Discovery (2023/09/20 23:19)

Interactive Discovery

Status Summary

Nework:  stephen ~ admin Logout Settings

Search | Compliance  Monitors Incidents  Msp | MISs
< Device &3 Inventory @ Tools “ Change & Smart Change &l
Network Adapter Model HW Vendor 05 Version End Of Sale End Of Life Violation
stephen
stephen
stephen
stephen
stephen
stephen
stephen
stephen
stephen
stephen
stephen
stephen
stephen D
stephen
Resuls per page: | 2¢
——
= status
© 1001
© 10002
© 10008
© 10009
© 100029
© 100030

Once discovery is complete, discovered devices are automatically added to ThirdEye.

187 Copyright © 2025 LogicVein, Inc.



“Discovery Devices” several ranges are specified for “Boundary Networks” by default. “Dis-
covery Devices” also has a setting called “Boundary Networks”, which allows you to limit the
scope of discovery to the range specified in “Boundary Networks”. Clicking the Boundary Net-

work value opens the “Edit Discovery Boundaries” window, which allows so edit “Boundary
Network™ as necessary.

Discover Devices
Specify the networks and addresses that you would like to discover.

IP Address/CIDR

Boundary Networks: 10.0.0.0/8.172.16.0.0/12,192.168.0.0/16,FC00:/7

D Crawl the network from the specified addresses.

IP Address/CIDR: / o [ Include existing inventory in addresses to discover

[ Riafanids +n linene for SEH hacte weith no commarbad adantor

Discover Devices
Specify the networks and addresses that you would like t

2.16.0.0/12,192.168.0.0/16,FC00::/7
Edit Discovery Boundaries : = .
IP Address/CIDR

=cified addresses.

The following boundaries will be used when running discovery.
IP Address/CIDR:

Discovery will only be attempted against addresses that fall within dresses to discover
these networks. .
IP Address Range J 00008 vith no supported adapter
8| 10000/ ; ted adapt
IP Address Wildeard J 216001 ¢ NO supperted adapter
6| 172.16.0.0/ -
Single IP Address 2] 15216800716 Only New Devices v

Import from CSV

%] Feoo:7
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10.4 Import Device Excel Template

Information on monitored devices can be imported from an Excel file. A template for import is provided.
Input the monitored device information into the template in advance, then import it.

1. Click the [Inventory] main tab.
2. Click the [Inventory] menu.

3. Click [Save inventory import Excel Template] buttons.

= Inventory @ Tools "% Change ® Smart Change |
'] Credentials

% Protocols

Global Maintenance Windows m‘
. Maintenance Window History

Add
' Add new device
&= Discover new devices

Import/Export

EH

Export inventory as Excel file...

121

Export inventory with configurations as ZIP file...

EH

Save inventory import Excel template...

121

Import/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Impart/update end of life from Cisco csv file...
Manage
u Device Tags

L

The file opening screen will be displayed.
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4. Click [Save file] and [OK].

The file name will be ThirdEye-inventory-template.x1lsx and will be saved in XLSX file format.

5. Edit the saved file, enter information in the following fields, and overwrite and save.

1 5 t

2 1721601 |Default Deme-01

3 1721602 |Default Demeo—02

4 1721603 |Default Demo—03

5 1721604 |Default Demo-04

6 1721605 |Default Demo—03

7 1721608 |Default Deme-06

8 1721607 |Default Demeo—07

9 1721608 |Default Demo—08

10 1721608 |Default Demo—-08

11 17216010 |Default Demeo—10

12
Item Explanation Requirements Input example
IP Address Enter the device’s IP address. required 192.168.1.10
Network Select the network name to which you want required Default

to add the device.
Adapter ID Select your device’s adapter. - Cisco I10S

(In the current version, there is no need to

specify this item.)

Hostname Enter the device hostname. -

End Of Sale  Enter the sales end date in the format - 2022/1/1
“yyyy/mm/dd”.

End Of Life  Enter the support end date in the format - 2022/12/31
“yyyy/mm/dd”.

Custom 1-5 Enter the information for “Custom Device -
Field”.
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6. Click [Inventory] > [Import/Update Inventory from Excel File].

= Inventory @® Tools % Change % Smart Change |
"] Credentials
® Protocols
_;_ Global Maintenance Windows m‘
_;_ Maintenance Window History
Add

= Add new device
&= Discover new devices

Import/Export

Export inventory as Excel file...

() (]

Export inventory with configurations as ZIP file...

Save inventory import Excel template...

() (]

Impaort/update inventory from Excel file...
Cisco SNTC Portal

@ Export inventory as Cisco csv file...

@ Import/update end of life from Cisco csv file...

Manage
D Device Tags
LS
A file selection dialog will be displayed.
7. Select the edited file and click [Open].
® New - T Sort ~ = View v aee
Name Date modified Type
ThirdEye-inventory-2023-09-20.xlsx 6/3/2025 2:02 PM Microsoft Excel Work...
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8. A confirmation message will be displayed. Click [OK].
Device Import Results

14 devices updated.

ok |
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10.5 Network Restriction

Managed Networks allow administrators to logically group devices, either by IP space or other criteria.
This functionality is particularly useful for Managed Service Providers (MSPs) that oversee multiple
customers within a single platform. It allows organizations to host multiple customers on a single

system while maintaining security and data separation.

In a multi-tenant environment, an MSP may require full visibility and control over all customer net-
works, while ensuring that individual customers can access only their own devices. To enforce these

boundaries, Network Restriction settings can be applied to user accounts.

By configuring users with specific network restrictions, administrators can limit access to designated
Managed Networks, preventing users from viewing or interacting with networks belonging to other

customers. This ensures proper data isolation while maintaining centralized management capabilities.

10.5.1 Device Groups

A Device Group is a collection of devices grouped together for easier administration and monitoring.
Here are some key points:

* Organization: Grouping devices helps in managing them based on criteria such as location,
function, or type. This is especially useful in large networks.

+ Simplified Management: By managing devices in groups, administrators can apply settings,
updates, and policies uniformly, saving time and reducing the potential for errors.

* Monitoring: Grouping allows for consolidated monitoring and reporting, making it easier to
identify issues or trends across multiple devices.

* Security: Device groups can be used to enforce security policies. For instance, a group of devices
may have specific firewall rules or access controls applied.

* Scalability: Asnetworks grow, device groups make it easier to scale management efforts without
getting overwhelmed by the number of individual devices.

193 Copyright © 2025 LogicVein, Inc.



10.5.2 Configure Device Groups
To setup and configure Device Groups:
1. Click [Settings] in the Global Menu.
2. Click [Server Settings]
3. Click [Device Groups] in the left sidepanel.

4. Check “Enable Device Groups”, and then [OK].

Server Settings

Mail Server - Enable Device Groups
SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Networks

Network Servers
Syslog

Zero-Touch

Software Update
Web Proxy

Change Approvals
Device Groups

Cisco API

Device Label
SNMPv3 User

Agent-D
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5. Click the [Inventory] main tab, then click the !!! button in the top left corner.

boards Inventory Changes Jobs Ti

L;:j"_] w Search IP/Hostname: -Any- v

;'l- == IP Address Hostname Network
M & 10.128.0.12 Default
\('<D &) 10.98.0.2 HND-Switch-0 Default
g:' € 207.35.249.40 ott-edge-1 Default
; _— AT 4,0 1 1 MNafa e

6. Click the L= button in the bottom left corner.

e Dashboards Inventory Changes Jobs

-| T LD‘_] w Search IP/Hostname: -Any-
-

a Groups :
m €
e ¢
g €
@ €
&
€
€
-
(4
-
(4
(4
L]
€
L]
€
L]
(4
€
(4
€
(4
(4
L]
(4
&
(4
€

i

O 6 a
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7. In the popup window, enter a name for the grouping (“Cisco” in the screenshot below).

Sharing pulldown menu:

Item Explanation

Shared  Visible to everyone
Private  Only viewable by creator
Criteria Allows you to select the criteria for the grouping.

For example, select “Vendor/Model/OS” and select the vendor.

8. Inthe[Groups] sidebar, click on the vendor name, and those devices will appear in the [Inventory]

tab.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

-l T |z ¥ Search IP/Hostname: -Any- v  Add Criteria ~ @ L)
Sa B dacierin~| @ ©

S Groups = IP Address Hostname Netwo... Adapter HW V... Mod
g "
10.128.0.9 CR4-B show_an... CiscolOS Cisco CRS-
‘2" Cisco (98) bd -
o & 10.128.08 CR11-A show_an... CiscolOS Cisco CRS-
g’ ©@ 1012807 CR12-B show_an... CiscolOS Cisco CRS-
3 & 10.128.0.181 VASTDCC-fwivalp Default Cisco ASA  Cisco ASA!
€ 1000227 Training20240910 Default Cisco Ne... Cisco Next
& 10.128.0.182 hg-waas1 Default Cisco WA... Cisco OE-\
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9. To make subgroups, click on the vendor name, and click on the [+ at the bottom of the page.

e Dashboards

ansaAgpu

(1]
)
c
7

Cisco (98)

Inventory

197

Changes

- 1 [ET.I w Search IP/Hostname: -Any-
S

Jobs

4

000000 0DODOO0ODODOOO I

fngeeeeeeceeeeee

1

- = a s a3 e e e e e e e e e e e e e s
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10. Enter a “Name” for the subgroup, (for example “FireWall” in the example below).

11. In the [Criteria] > [Device Type] left sidebar, select your new subgroup (“FireWall” in the exam-
ple below).

12. Click [OK].

Device Groups

Name:

‘ FireWall

Criteria:
Device Type: -Any- ~ ¥ | Add Criteria ~
-Any-

Content Engine

Oooon

+

A0l
OB G oG G EC T

D e OK | Close
D Server

V' [ switch Cisco I0S  Cisco CSR1000V  Router 17.35 9MTTHU... 1s No resj
1-¢ [] Traffic Shaper Cisco I0S  Cisco CSR1000V  Router 15.4(1)S4  9AOHFG.. 2s D @ o resy
g9 [] wireless Controller | Cisco 10 Cisco CSR1000V  Router 15.4(1)S4  9J4P873S... 2s

13. Click on the subgroup (“FireWall” in the example below) to display only devices in that subgroup.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs Playbook

-] .| w search IP/Hostname: -Any- ~  AddCriteria v | | ©
: J LLI.I earc ostname: ny riteria J J

3. Groups = IP Address Hostname Netwo... Adapter HWV.. Model roevice.

Q (¥).cCiscolag & 10.128.081 VASTDCC-fwivalp Default Cisco ASA  Cisco ASA5550 | Firewall

o _— = 10.128.0.174 Default Cisco ASA  Cisco PIX-520 Firewall

FirewWall (8) -

g =y 10.128.0.140 ciscoasa Default Cisco ASA  Cisco ASAS510 | Firewall

T = 101280123 asa-gw Default Cisco ASA  Cisco PIX-520 Firewall
=y 10.128.0.124 ciscoasa Default Cisco ASA  Cisco ASA5510 | Firewall
= 10.128.0.102 SIM0O007-FW03 Default Cisco ASA  Cisco ASAS585 | Firewall
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You can use Device Groups to isolate the devices you want to view, monitor, or run jobs against.

e Dashboards Inventory Changes Jobs

- \=| ¥ Search IP/Hostname: -Any-
3.

'_1 Grou .
o ps

,21 ® cisco (80) <
o) firewall (7) s
i . ¢
=: Meraki (2)

(1] g

router (43)

s

switch (23)

s

compliance issue (12)

£

dallas (2)

£

Demo (4)

£

Firewall (10)

£

juniper (1)
Stacked switchs (7)

N

Switch (38)

s
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10.6 Custom Device Fields

The Custom Device field allows you to add/change column names in device tabs, and use them in
searches.

1. Click [Settings] on the Global Menu.

2. Click [Custom Device Field].

Server Settings

Custom fields can be used to set additional values on each device. You can specify names for
these custom fields here.

Data Retention

System Backup

. ;| Custar
Mail Server Custom 1:| Custom 1
SNMP Traps Custom 2:| Custom 2
Users Custom 3:| Custom 3
Roles

Custom 4:| Custom 4

External Authentication
Custom 5:| Custom 5

Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User ~ 57 Add

OK Cancel

3. Set the desired display name in the input field to change the column name(s).
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4. To add a column, click the [# | button to add a column.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Custom fields can be used to set additional values on each device. You can specify names for
these custom fields here.

Custom 1:‘ Custom 1

Custom 2:‘ Custom 2

Custom 3:‘ Custom 3

Custom 4: | Custom 4

Custom 5: | Custom 5

Custom 6:‘ Custom 6

Custom 7:‘ Custom 7

~ 57 Add
ﬂ Cancel

Once a custom device field is added, it cannot be deleted.

10.7 Add Specific URL to Right-Click menu

URL Launcher is a shortcut feature that allows you to easily access specific pages. By registering the

URL, you will be able to access the page from the right-click menu.

1. Click [Settings] on the Global Menu.
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Logout Help

i Smart Change ii Repaorts

2. Click [Launchers] in the left side panel.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwarks

Netwark Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Create a New Launcher

=

URL Variables

J Hostname

Name:|

J IP Address
J Make

URL: | http://

Name

202

J Model
J Serial#
J OS Version

URL

OK Cancel
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3. Enter a name and specify the URL.
The name will be displayed as the menu name in the right-click menu.
URL variable explanation:
Items: Hardware Vendor
Explanation: Quoting the hardware vendor name obtained during configuration backup.

Example: http://{device.hardwareVendor}

Items: Model
Explanation: Quoting the model name obtained from the configuration backup.

Example: http://{device.model}

Items: Serial number
Explanation: Quoting the serial number obtained during configuration backup.

Example: http://{device.assetIdentity}
Items: OS version
Explanation: Quoting the software version obtained by config backup.

Example: http://{device.osVersion}

4. Click [OK].
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10.8 Delete Device

1. Select the device you want to delete on the [Inventory] tab. Multiple selections are possible.

2. With the device selected, click [Inventory] in the Menu Bar > [Delete Device].

(= EEED

Inventory | Changes

;_| [&] ¥ vendor/Model/0s: Cisco ~

= 1P Address
10.00.101

= 1000112
© 1000121

@ 1000121

1000.124

aunsafgpul

1000.126
1000.126
1000.128
1000.128
10.00.149
1000.153
1000223
1000.223
1000.227

00000 OE€O0

1000227
1000227

©

~ Hostname

RouterM
uetsu

CR3-A

CR3-A

aaaaaaaa

test

test

A

A
€sr1000v_inspect...
bbbb

CSR1000V
CSR1000V
Nexuss5548
Nexuss548
Nexus5548

Jobs

Terminal Proxy  Search

Add Criteria ~ g ﬂ

Network
Default
Default
Demo.
Default
Default
Demo.
Default
Demo.
Default
Default
Default
Demo.
Default
Demo.
Default

demol

Adapter
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 10S
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco Nexus
Cisco Nexus

Generic SNMP

Compliance  Monitors

HW Vendor Model
Cisco CSR1000V
Cisco CSR1000V.
Cisco CRS-4/S
Cisco CRS-4/S
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco CSR1000V
Cisco Nexus5548
Cisco Nexus5548
Cisco Unknown

Incidents  Map

Device Type
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Switch
Switch

Router

A confirmation message will be displayed.

3. Click [Yes].

MiBs

05 Version
154(1)54
154(1)S4
431

431
154(1)54
154(1)S4
154(1)34
15.4(1)54
154(1)54
154(1)S4
154(1)34
1735
1735
TAMNI(T)
TA@NI(1)
Undefined

Serial#t
9AUDO9IHDK)
90XPSHS5IGT
SMA1125020L
SMA1125020L
IVOINVIMGOX
9EOUQZIVKIE
9EOUQZIVKIE
9J4PTISEIN
9J4P8T3SEIN
SYPTNGUVPIM
9AOHFGQYZF6
IMTTHUSFGVS
IMTTHUSFGVS
551143708V7
551143708V7

Remove?

Backup Durat...

Network: ~ <All> v scorreale Logout Settings Help

5 Device = Inventory @ Tools “ Change & Smart Change il Reports

End Of Sale End Of Life Software En; | Credentials on
-
2019/06/17 | = Protocols
. Global Maintenance Windows P
estis in vi.
Maintenance Window History

2014/08/15 2021/08/31
Add

2014/08/15 2021/08/31
108/ /08 #2 Add new device

1= Discover new devices
Import/Export
& Export inventory s Excel file..
B Export inventory with configurations as ZIP fle..
B Save inventory import Excel template.
2019/06/17 & | Import/update inventory from Excel fi
Cisco SNTC Portal

ponse fro...

88 Export inventory as Cisco csv file.. ponse fro..
88 Import/update end of life from Cisco csv file.

2015/09/26 2020/09/30 Manage

W Device Tags.
2015/09/26 2020/09/30

K Delete device

Are you sure you want to remove the selected devices?

10.0.0.112 - uetsu
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Yes | Cancel ‘
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SECTION 11

CLOUD DEVICES

ThirdEye supports cloud device management through dedicated credential management and discov-
ery workflows. This section covers ThirdEye’s cloud device support for features such as Credential
Handling, Device Discovery, and Rediscovery.

11.1 Meraki

11.1.1 Cloud Credential Settings

As cloud devices mainly use cloud accounts to access devices, a new cloud credential type was intro-
duced to already existing dynamic and static credentials. If you are a provider, you should configure
the following items so that the credential/access token can access the cloud account:

Item Required Description
Cloud Account Y The service
Provider provider of the

cloud account

Account User Y The username of
the cloud
credential

Api Key Y Password or the

access token for
the account

Address Set N The set of IPs or
CIDR needed
for the credential

Unlike with other credentials, there is no requirement to set an address. However, not setting an address

limits the credential to the configured addresses.
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To add a new credential set:
1. Click the [Inventory] main tab.
2. Click the [Inventory] sub-tab.
3. Click [Credentials].
4. Select a network.

5. Click the L1 button under the “Network Groups™ left sidepanel, or click the [Add new network
group] button.

6. In the “New Network Group” window, enter a name for the Network Group.
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7. Select “Cloud - Credentials for cloud accounts” for the network type.

Mew Metwork Group

Enter a new name for this network group.

cloud- m&rakﬂ

() Dynamic - Credentials by CIDR, Range, Wildcard
e.9.) 122.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

() Static - Credentials by specific IP address

e.g.) 192.168.1.1

@ Cloud - Credentials for cloud accounts

e.3.) Cisco Meraki

oK | C:n:al|

8. Click [OK].

The new credentials will be visible in the “Network Group” left sidepanel.

Credentials

MNetwork Groups
Cloud Account Provider: MERAKI 5
*cloud-meraki
slocal Cloud Account User: | test-user
Api Key: | 16135131f5131d518f798{d45
Add address: | (IF, CIDR, Wildcard, or Range) -
#[x]| 4]

_OK || Cancel
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11.1.2 Device Discovery

Once you select the required cloud accounts, the system will use them in the discovery process to fetch

the devices which are in the given discovery boundary. Any issues will be displayed to the user in same

way as any other discovery errors.

There are two main types of error which can occur:

» Usage of invalid credential (resulting in Cloud Account Authentication Failure).

* Communication and cloud provider-side errors (resulting in “Cloud Provider Web Access Fail-

ure”).

Interactive Discovery
Interactive Discovery (2025/06/26 08:00)

Status Summary = status
@ cloud account errors @ a0a-key

© faut-key

© wrong-key

Cloud Aecou:

Interactive Discovery
Interactive Discovery (2025/06/26 08:00)
Status Summary = status

€ cloud acoount errors © 404-key

@ fault-key

@ wrong-key

Re-discovery Options
® add jith warnings
) undiscovered addrasses

O All addresses

Cloud Account fai:

v

Cloud Account Authentication Failure

Cloud Account Authentication Failed for the
provided credential

cation failed for credential : wrong-key

2d to get data from provider for credential : fault-key

When finalizing the discovery system, enter the following information into the device’s metaJson

using cloudData as the key:

[tem

Description

cloudAccount
cloudOrganizationName

cloudNetworkName

The name of the cloud account which was used.
The name of the cloud organization device

The name of the organization’s device network
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Discovered devices will appear in the Editor’s [General] tab as shown below:

HND-Switch-0 - 10.98.0.2
HND-Switch-0 - 10.98.0.2 [efault|  actions

e e e e |y .

Make Cisco Serial#: Q3LQ-YYM8-CNX3
Model MS120-8 Device Type: Switch
©S Version: MS 16.8

This device was discovered from Meraki cloud account provider.
Organization: LogicVein

Grganization Network: LogicVein Japan

Using protocols HTTPS from "Default’.
Using credentials "test-user-2" from "cloud-meraki-2".

General  Monitors.

Last Backup: 2025/06/26 07:31 (Duration: 7s)

Snapshot Config
2025/06/26 07:31 Idevice

P Draft Configurations

209

v

Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN  Memo

Timestamp size User &
2025/06/26 07:31 675 nfa
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11.1.3 Multiple Cloud Account Discovery

Along with cloud credentials, ThirdEye also allows selecting multiple cloud accounts in device discov-
ery.

Discover Devices
Specify the networks and addresses that you would like to discover.

MNatwork: Default
IP Address/CIDR

Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0{16,FCQ0::/7

IP Address Range [_] crawl the network from the specified addresses.
IP Address Wildcard [JInclude existing inventory in addresses to discover
Single IP Address |:| Default to Linux for S5H hosts with no supported adapter
Import from CSV Add devices even whan there is no supported adapter

Import from Cloud Account Automatically asscciate monitors:  Only New Devices v

Add the Cloud Account Credential Set to use:  Mone w

Additional SNMP Community String:

=

You can choose one or more cloud accounts configured in the credentials, and manage them similarly
to how IP addresses are managed.

Discover Devices

Specify the networks and addresses that you would like to discover. Metwork: Default

IP Address/CIDR Boundary Metworks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0/16 FC00:/7
IP Address Range [_] crawl the network from the specified addresses.

IP Address Wildcard [JInclude existing inventery in addresses to discover

Single IP Address

|:| Default to Linux for S5H hosts with no supported adapter
Import from CSV Add devices even when there is no supported adapter
Import from Cloud Account

Automatically associate monitors:  Only New Devices v

Add the Cloud Account Credential Set to use: | cloud-meraki w | o

Additional SNMP Community String:

=
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Discover Devices

Specify the networks and addresses that you would like to discover. Network: Default

IP Address/CIDR Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0{16,FC00::/7
IP Address Range |:| Crawl the network from the specified addresses.

IP Address Wildcard |:| Include existing inventory in addresses to discover

Single IP Address D Default to Linux for S5H hosts with no supported adapter

Import from CSV Add devices even when there is no supported adapter

Import from Cloud Account Automatically associate monitors:  Only New Devices v

Add the Cloud Account Credential Set to use:

ﬂ cloud-maraki

Additional SNMP Community String:

Discover Devices

Specify the networks and addresses that you would like to discover. Metwork: Default

IP Address/CIDR Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0{16, FC00::/7
IP Address Range |:| Crawl the network from the specified addresses.

IP Address Wildeard [JInclude existing inventory in addresses to discover

Single IP Address D Default to Linux for 35H hosts with no supported adapter

Import from G5V Add devices even when there is no supported adapter

Impaort from Cloud Account Automatically associate monitors:  Only New Devices ~

Add the Cloud Account Credential Set to use:

ﬂ cloud-meraki
ﬂ cloud-meraki-2

Additional SNMP Community String:

You can configure cloud accounts in a discovery job in a similar way to executing device discovery via
the inventory.

test-discovery

2|
&3 Addresses (3 Schedule
Specity the networks and addresses that you would like to discover. Network: Default
IP Address/CIDR Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0/16 FC00::/7
IP Address Range

(] Crawl the netwark from the specified addresses
IP Address Wildcard [Cinclude existing inventory in addresses to discover
Single IP Address () Detault to Linux for SSH hosts with no supported adapter
Import from Cloud Account [ Add devices even when there is no supported adapter
Add the Cloud Account Credential Set to use: None v Automatically asseciate moniters: Only New Devices v

| cloud-meraki
o] eloud-meraki-2

Additional SNMP Community String:
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11.1.4 Rediscovery

With the cloud devices present in the Inventory, cloud devices Rediscovery Jobs will now accommodate
cloud devices. The Rediscovery flow will not change from the user’s perspective.

11.1.5 Support

At this time, support is focussed on Access Points. Meraki devices are primarily access points, but
could also potentially be security cameras and other devices.These devices are deployed on-premises,

but are managed via the Meraki Cloud.
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11.2 Aruba EdgeConnect

ThirdEye’s provides cloud device support for HPE Aruba EdgeConnect (EC) devices (formally known
as SilverPeak). You can manage EdgeConnect devices locally via deployed Orchestrator or Aruba
Central cloud portal.

11.2.1 Credential Handling

For EdgeConnect devices, you must configure the API key and API URL to access Orchestrator or the

cloud portal.

Field Required Description

Cloud Account Provider Y The service provider of the
cloud account (Aruba
EdgeConnect)

Account User Y The username of the cloud
credential

API URL Y The API provider url

API Key Y Password or the access
token for the account

Address Set N The set of [Ps or CIDR to

use this credential
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When configuring the API URL, only provide the IP (domain) and proxy mapping (if any).
ThirdEye will generate the base URL for the APL

When you set https://10.0.99.8/ as the URL, the system will generate the base URL
https://10.0.99.8/gms/rest.

New Network Group

Enter a new name for this network group.

aruba-ed

() Dynamic - Credentials by CIDR, Range, Wildcard
e.g.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

() Static - Credentials by specific IP address
e.g.) 192.168.11

@ Cloud - Credentials for cloud accounts
e.g.) Cisco Meraki, Aruba EdgeConnect

OK ‘ Cancel |
Credentials

Network Gi .

etwork Liroups Cloud Account Provider:  Aruba EdgeConmct v
*aruba-ec

) ) Cloud Account User: | test-user

*|lvi-meraki

*local API Url: | https://10.0.99.8/

*silver-peak API Key: | 2a797f2682604c7998034a32bc5¢301bBaaledc062c442649d8a13eb2a1f334¢
*cloud-meraki

Add address: | (IP, CIDR, Wildcard, or Range) w

*fault-key

*404

*cloud

#[x]| o]
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11.2.2 Discovery

Discovery for EdgeConnect devices is similar to that of other cloud devices. You can configure multiple

cloud account credentials.

Discover Devices

Specify the networks and addresses that you would like to discover. Network: Default

IP Address/CIDR

IP Address Range

IP Address Wildcard
Single IP Address

Import from CSV

Import from Cloud Account

Add the Cloud Account Credential Set touse: None

4+ | aruba-ec

Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0/16 FC00::/7

|:| Crawl the network from the specified addresses.
[

|_| Default to Linux for SSH hosts with no supported adapter

| Include existing inventory in addresses to discover

Add devices even when there is no supported adapter

Automatically associate monitors:  Only New Devices v

Additional SNMP Community String:

Once you select the required cloud accounts, they will be used in the discovery process to fetch the

devices within the discovery boundary from the Orchestrator API. Any issues will be displayed in

same fashion as with any other discovery errors. Discovery will add the following information to the

device’s metaJson with the key cloudData .

Field

Description

cloudAccount

The name of the cloud account which was used

organizationalld The Id used for the device in Orchestrator

Discovered devices will appear in the [General] tab as shown below:

sphostname2 - 10.0.20.1...
sphostname2 - 10.0.20.100 | Default actions... aD

Make Aruba Serial#: Q2AX-HDSD-SP02
Model: -S-P Device Type: Hub
0S Version: 9.111.0 92806

This device was discovered from ArubaEdgeConnect cloud account provider.

Using protocols HTTPS from "Default".
Using credentials *api-key-vim* from "silver-peak".

2l
General  Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN  Memo

Last Backup: 2025/07/03 14:28 (Duration: 1s)

Snapshot Config Timestamp size User 4
2025/07/03 14:28 Jdevice 2025/07/03 14:28 1088 nfa

D Draft Configurations
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11.2.3 Telemetry (Neighbor Collection)

Any device discovered via an EdgeConnect provider will have support for Telemetry jobs, and can

collect interface, OSPF and BGP neighbor data.

sphostnamez - 10.0.20.1...
sphostname2 - 10.0.20.100 ' Default

actions... ncm

General
Admin  Name Type 3
@ wam 192.168.1.1/24
@ lam 192.168.2.1/24
@  mgmto 192.168.3.1/24
-10.0.201... % - Neighbors >
sphostname2

Data Last Updated: 2025/07/04 13:51

Protocol Local Interface

Neighbor Address

OSPF etho 192.168.1.1
BGP 192.168.1.1
BGP 192.168.1.2
OSPF ethl 192.168.2.1

@’ Double-click an entry to view that device's neighbors

216

Monitors  Violations

Neighbor ID

001.002.003.004
001.002.003.004
001.002.003.005
004.003.002.001

SNMP Traps

>
Compliance ~ Attachment  Hardware Interfaces  ARP/MAC/VLAN MomoA
Speed MTU MAC Comment
1Kbps 1500 AABBCCDDEEFF
100 bps 1500 AABBCCDDEEEE
100 bps 1500 00AABBCCDDEE

Neighbor Interface
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11.3 Aruba Access Points (via Aruba Central)

ThirdEye provides support for managing Aruba Access Points (AP) via Aruba Central as a Cloud De-
vice. Before beginning, ensure that there is a valid Aruba Central account with the necessary permis-
sions to access the API. To monitor Aruba Access Points, you will need to configure a Cloud Account

Credential for Aruba Central, and then use that credential in a Discovery job to find the Access Points.

11.3.1 Credentials

When configuring a Cloud Account Credential for Aruba Central, first make sure to generate the access
token from the Aruba Central portal. With the access token details available, navigate to the Credentials

page and create a new Cloud Account Credential.

The Aruba Central api provider has token validity time for both access and refresh tokens, due to this
ThirdEye will periodically refresh the tokens. Starting with initial configuration of the credential.

When configuring the credential, use the information from the access token generated in the Aruba
Central portal.

Field Required Description

Credential Display Y The display name of this credential.

Name

Cloud Account Y The service provider of the cloud account (Aruba Central).

Provider

API Region Y The API Gateway region (According to the geographical cluster
where the account is registered).

Client ID Y The client id to be used when requesting a new refresh token.

Client Secret Y The client secret to be used for token refresh.

Refresh Token Y The refresh token to be used.

Address Filter N The set of IPs or CIDR that will use this credential.
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New Network Group

Enter a new name for this network group.

aruba-central

() Dynamic - Credentials by CIDR, Range, Wildcard
e.g.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0*

() Static - Credentials by specific IP address

e.g.) 192.168.1.1

(® Cloud - Credentials for cloud accounts

e.g.) Cisco Meraki, Aruba EdgeConnect, Aruba Central

Network Groups

local

Cloud Service:

*aruba-central
API Region:

Client ID:

Client Secret:

Refresh Token:

Address Filter:

Credential Display Name: { test-account

OK I Cancel '
Credentials
Aruba Central v
APAC-EAST1 v

‘ test-client

‘ test-secret

{ af2dad23557ed4c65bcbal9ed804efd6d2323

‘ (IP, CIDR, Wildcard, or Range) o

Once the credential is configured, ThirdEye will do an initial token refresh to get the access token

details. Thereafter, the tokens will be refreshed periodically, once 90% of the token’s expiry time has

elapsed.
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11.3.2 Discovery

Discovery for Aruba Access Points are similar to that of other cloud devices. ThirdEye will use the
configured cloud account credentials to fetch the access points from the Aruba Central API gateway
for the region configured. If there are any Address Filters configured in the credential, the discovery
boundary will be set according to that. You can configure multiple cloud account credentials as needed
in a single discovery job.

Discover Devices

Specify the networks and addresses that you would like to discover. Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0/16,FC00::/7

IP Address/CIDR ["Jcrawl the network from the specified addresses.

IP Address Range |_Jinclude existing inventory in addresses to discover

IP Address Wildcard |__|Default to Linux for SSH hosts with no supported adapter
Single IP Address 4 Add devices even when there is no supported adapter
Import from CSV Automatically associate monitors: Only New Devices v

Import from Cloud Account

Credential Set:

4+ | aruba-central

Additional SNMP Community String:

Discovered devices will appear in the Interactive Discovery tab as shown below:

Interactive Discovery >

Interactive Discovery (2025/10/14 09:27)

Status Summary = status
addresses scanned © 1011021 (AP-650) D @D
nodes discovered
Aruba AP
© 1011022 (AP-345) Larubasap{ ncm J
Aruba AP
© 1022035 (AP-500) CEED @D

Aruba AP

Re-discovery Options

® Addresses with warnings
) Undiscovered addresses
D All addresses.

Discovered device data will appear in the [General] tab as shown below:

AP-650-21 - 10.1.10.21 |
AP-650-21- 10.1.10.21 actions... [ aruba-ap ] General  Monitors  Violations  SNMP Traps  Compliance  Attachment  Hardware  Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2025/10/14 09:43 (Duration: 1s) >
Snapshot Config Timestamp Size User 4
2025010114 09:43 Jdevice 2025/10/14 09:43 849 nfa
e
Make: Aruba Serial#: AX0140586
Model: 650 Device Type: AP

0S Version: 8.3.0.0 63709

This device was discovered from Aruba Central cloud service.

Organization Network: HPE-test Site

Using protocols HTTPS from "Default".
Using credentials "test-account" from "aruba-central".

[ce

) Draft Configurations
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11.3.3 Telemetry (Neighbor Collection)

Any device discovered via Aruba Central will have support for Telemetry jobs, and can collect interface,
OSPF and BGP neighbor data.

AP-650-21-10.1.10.21 i i >
AP-650-21 - 10.1.10.21 | Default actions... arED General  Monitors  Violations ~ SNMP Traps  Compliance ~ Attachment  Hardware Interfaces  ARP/MAC/VLAN  Memo
Admin  Name Type 3 Speed MTU MAC Comment t

@ mgmo ethernet 1Kbps 0 E82689C3FAOB

& momtt ethernet 100 bps 0 £82689C3FAOC
AP-650-21-101.10.21 AP-650-21 - Neighbors - 2]

AP-650-21

Data Last Updated: 2025/07/07 10:54
Protocol Local Interface Neighbor Address Neighbor ID Neighbor Interface
OsPF Vian 200 192.168.1.10 001.001.001.001
BGP 192.168.1.20 002.002.002.002
BGP 192168.1.21 002.002.002.002
0osPF Vian 300 192.168.8.10 011.011.011.01

& Double-click an entry to view that device's neighbors

11.3.4 Monitoring

ThirdEye supports two monitor types for Aruba Access Points: Aruba AP and Aruba AP Clients

. These monitors can be added only once to a device with aruba-ap trait. And they will monitor
the access points via the Aruba Central APIs. Both of these monitors do not display any configuration
settings other than the Period, but it will allow the user to configure any of the available triggers.

11.3.4.1 Aruba AP Monitor

An Aruba AP monitor can be used to monitor the access point using the following metric data,

Metric Data Type  Description

Active Clients Numeric ~ Number of clients connected to AP.
Active SSIDs Numeric ~ Number of SSIDs in AP.

Memory Usage Numeric ~ Memory usage of the AP.

CPU Usage Numeric ~ CPU Usage of the AP.

Access Point Operational Status Boolean If the AP is running.
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From Template...

Y From Monitor Set...
New

") Agent-D
= Aruba AP et
= i ba-ap
2 Aruba AP Client 11D General | Monitors Vol
T ap-monitor 7 period GID  History: O—— 3 months save | Close

@ DNs 4/ Triggers

ns  SNMPTraps  Compliance ~ Attachment ~ Hardware Interfaces  ARP/MAC/VLAN  Memo

! PostgresaL

@; SNMP Trap
3 TCP Port
[

@

a

2 WLC (Cisco I0S XE)

[ wmi 2R
(]
S| 2|0l [ X @

AP-1756-22-101.10.22 >
AP-1755-22 - 10.1.10.22 acti General  Monitors  Violations ~SNMP Traps  Compliance = Attachment  Hardware Interfaces ~ ARP/MAC/VLAN  Memo
= Detail ap-monitor
ap-monitor Active Clients: Y
Period: 1m Active SSIDs: 6
Memory Usage: 2.50%
Catch All Trap (Default) catchalltrap JNSSYRTISNSN 57%
Period: nja Is Access Point UP:  true
Last Captured: 2025/09/29 10:29

Linked Device:
None Selected * ‘ 4 ‘ L] | X ‘ & ‘ ﬁ‘
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11.3.4.2 Aruba AP Client Monitor

An Aruba AP Clients monitor can be used to monitor the clients connected to the access point. Once
this monitor is added to an Aruba Access Point, Wi-Fi clients will be viewable on the [Wi-Fi Clients]

tab.

For Aruba AP Clients monitor following metric data is available:

Metric

Data Type

Description

Active Clients

Numeric

Number of clients connected to AP.

From Template...
2 From Monitor Set...
New

Agent-D

D)

e DHCE

@ DNs

HTTP
alltrap J

T\, MysaL
O NTP

4 PostgresaL

& SNMP Trap

) TCP Port

&

g

2 WLC (Cisco 10S XE)

[ wwmi

o
(el7]u[x[e]|s]

AP-1755-22 - 10.1.10.22
AP-1755-22 - 10.1.10.22
= Dpetail

ap-client-monitor

Period: 1m

ap-monitor

Period: 1m

Catch Al Trap (Default)

Period: nfa

Linked Device:
None Selected

Aruba AP Client (

tions...

actions...

aED
ap-client-monitor
/¢ Triggers.

aruba-ap-client
catchalltrap

[%|e|s]

Dashboards  Inventory

=] ¥ Name: -Any- v %

ssiD
3 TestNet_9F2A
4 TestNet_9F2A
8 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
8 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
4 TestNet_9F2A
8 TestNet_9F2A

LLLLLLLLLKLKLKLKKLKKLKK KL

4 TestNet_9F2A

Jobs  TerminalProxy  Search  Compliance

Last Checked: -Any-

Access Point

AP-1756-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1755-22
AP-1756-22
AP-1755-22
AP-1755-22
AP-1755-22

ap-client-monitor
Active Clients: 16

ap-monitor

Active Clients: 16
Active SSIDs:

Memory Usage:  86.25%
CPU Usage: 52%
Is Access Point UP:  true

Last Seen: -Any-

Period: [

Incidents  Map

v s Mgﬂ

- IP Address

192.168.1.1
192168.123.23
192.168.196.215
192168.166.224
192.168.169.222
192168.83.89
192168.182.252
192.168.147.89
192.168.116.69
192.168.146.174
192168.54.245
192168.38.33
192.168.202.31
192168.194.41
192.168.36.58
192168.128.185

Monitors  Violations  SNMP Traps

Monitors  Violations  SNMP Traps.

Playbook  Wi-Fi Clients

History: O 3 months

IPv6 Address MAC
2001:0db8:85a3:8a2¢:0370:733... 8E473A921D0C
2001:0db8:1964:2b4e:a0bb:ebd... BSF14A3E6BED
2001:0db8:4b8d:5c91:23ab:86e... CC237E564738
352:35b... FFA
. 1A
2001:0db8:fb5e:5442:edda:73e.. 90ABCDEF1234
2001:0db8:a35a:c0a9:bc36:2%e... 56789ABCDEFO
2001:0db8:feb2:6c1a:fa2d:12a2:... FEDCBA9B7654
39€9:27d... 1
1:1285: 4:.. AA F
2001:0db8:a{72:da9:18e6:524a:... CDEF12345678
2001:0db8:641a:fe95:d98a:54e... CAFEBADCEDFB
2001:0db8:2683:a09¢:1alc:ff10:.. DEADBEEFCAFE
:d06... FCD, 7
2001:0db8:d208:39f0:8a42:3b9... 6543210FEAD3

222

Compliance

Attachment  Hardware

Compliance  Attachment  Hardware

Network: ~ <All>

Last Checked
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
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2|

Interfaces  ARP/MAC/VLAN  Memo

Save | Close

Interfaces  ARP/MAC/VLAN  Memo

Last Captured: 2025/09/29 10:32

Last Captured: 2025/09/29 10:32

2]

¥ admin Logout Settings Help

Last Seen

2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26
2025/07/07 13:20.26



SECTION 12

MAPS

Maps are display features that allow you to visually manage your network configuration. By adding

monitored equipment to the map as objects, you can visually display device failure conditions.

12.1 Create A Map

You can create a map object and create multiple map objects to create a hierarchical monitoring map.

1. Click the L#] button at the bottom left of the screen.
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Dashboards Inventory Changes

= ‘ Search
=

= Search by:

m Map Name v
<
o
w
E

-
®

S 3 FIES

Jobs

Terminal Proxy

Search

Compliance

224

Monitors

Incidents

Map

MiBs

57 Create Map...
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2. On the [New Map] screen, enter the map name and click [OK].

New Map

Map Name:

‘ LVIMAP

oK ‘ Cancel‘

If more than one Managed Network is visible, this screen will also include the option to explicitly

select which Managed Networks the map is associated with.

The selected Managed Network will impact which maps are visible to other users. For a user
to have access to a map, they must have access to every Managed Network associated with the
map.

When a map is created as a “child” of another map, the “child” map will not be associated with
Managed Networks beyond that of the parent. If new Managed Networks are added, their parent
map will be automatically updated to include them.
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3. The saved map will be displayed in the “Map Name” list in the left sidebar.

[ %]

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors
= | Search . LVIMAP
-

=~ Search by:
Map Name v

LVIMAP

a)ung aAgp

Clicking on a map in the map list in the “Map Name” left sidebar will create a new map below the

selected map:

e Dashboards Inventory Changes Jobs Terminal Proxy Search Co
— .

arch 3% LVIMAP2

[
K]

T

— 3

= Search by:

% Map Name v
"fn [-] Lvimap

w LVIMAPZ

s,

~*

®
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12.2 Insert Device

When adding a device, the device does not appear on the map by default.

If you want your device to appear as an object on the map, you must add it.

1. To add a device to a map, doubleclick the map in the “Map Name” list in the left sidebar, and
click [Edit].

Dashboards  Inventory =~ Changes Jobs  Terminal Proxy = Search  Compliance  Monitors  Incidents =~ Map = MIBs Networke  Default ¥ admin Logout Settings Help
;”saa.-:— | i3] ] imap2 2 Edit || View
.—" Search by:

E Map Name v
o -] Lvinmap

CE"! LVIMAPZ

8

2. Click [Insert Device] in the right sidebar.

MIBs Metwork:  Default % admin Logout Settings Help

Terminal Proxy Search Compliance Monitors Incidents Map

) Discard | # View

e Dashboards Inventory Changes Jobs

[ searcn L x| =] Lvimap2
Search by: General
v
Map Name Map Nan‘e:‘ LVIMAFZ

(] Automatically update after discovery

apnsafgpaiyl

-] Lvinap
Hiaze Device Label Format:

| D
Link Label Format:

|

Edit
% Insert Device ‘ 2 Insert Map ‘
Background

Background Image

Image: | Fal J

Scaler 100%

Background Calor:
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3. Select the device you want to insert into the map and click [OK].
Select Device

Select device to add...

IP Address 4. Hostname Network

10.0.0.1 sales-demolivenx.intra.l.. Default &
10.0.0.2 sales-demoscrutinizer.in... Default .
10.0.0.5 Default

10.0.0.6 Default

10.0.0.8 Default

10.0.0.9 Default

10.0.0.10 Default

10.0.0.21 DESKTOP-68T1lIB.info.lv... Default

10.0.0.34 Default

10.0.0.40 Default

10.0.0.66 TestA10License Default .
4 1-2540f358 P Results per page: 294 v

Topology

Create links
Link to existing nodes

0K Cancel

When multiple Managed Networks are visible, the “Insert Device” dialog will only show selected
devices visible in the Global Menu drop-down menu. This is regardless of the Networks setting
for the current map.

When inserting a device into the Map from a Managed Network that is not already associated
with the Map, the Map (and any parent maps) will need to be updated to include the additional
Managed Networks.

228 Copyright © 2025 Logic Vein, Inc.



4. After a device object is inserted, Click the L button.

Dashboards

Inventory

Changes

1
B
A

" Search by:

Map Name

(-] Lvimap
LVIMAPZ

auns aAgpaiyl @

l

Jobs Terminal Proxy Search

o ]| vimap2

10.0.3.20

10.0.3.13

Compliance Monitors

10.0.3.15

10.0.0.250

10.0.3.18

Incidents Map

10.0.3.14

229

MIBs

10.0.3.12

network:  Default

Logout Settings Help

¥ admin
|| save | () Discard ‘ # View |
General

Map Nan'e:| LVIMAP2
D Automatically update after discovery

Device Label Format:

Link Labe! Format:

Edit
“ Insert Device | 525 Insert Map ‘
Background

Background Image
Image: | P J
% @

Y: [}

Scale: 003%

Background Color:
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12.3 Create Topology Map

From revision 20210730.0146, a function to automatically create L2 maps based on ARP/MAC address
tableS, CDP, and LLDP information has been implemented. This information is obtained using SNMP
when adding a device or updating device information.

When using the topology function:

+ It must be possible to retrieve information from the device using SNMP polling.
* Maps using the topology feature are created based on information at the time of information
acquisition. The configuration information in the topology map is not always up-to-date.

1. From the map list in the left panel, doubleclick the map to which you want to add a device, and

click [Edit].
9 Jyzaf—F FNAA | REBE aJ S-IHJO0F> B8R | =¥ A¥EFrE | IvT me admin 079k 3E AT
;|'*f | ]| BmR 7 @
E - =
m =R
<
@

=

Y =——o—
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2. Click [Insert Device].

Inventory

Changes

9 Dashboards

-

ayng aAgpaly

auns aAgpAIYL

Search

Search

Map
3]

h
by:
Name
LVIMAP
LVIMAP2

L

Jobs  Terminal Proxy

3/ &| *LVIMAP2

Search

Compliance

Monitors

Incidents  Map

Network:

<All>

v admin Logout Settings Help
[l save ard |/ View

General

Map Name: | LVIMAP2

(J Automatically update after discovery

Device Label Format:

Link Label Format:

Edit
4 Insert Device 22 Insert Map
Background

Background Image
Image: ®
x |0
v o
Scale: 100%

Background Color:

3. Select the device you want to insert into the map, check “Create link”, and click [OK].

Dashboards

Search by:

Map
[ v

Name

IMAP.

LVIMAP2

Inventory

Changes

=T

Jobs  Terminal Proxy

3 ©] *LVIMAP2

Search

Compliance

Monitors

Incidents  Map

MiBs

Select Device

Select device to add.

Network:

<All> v admin Logout Settings Help

[ save | @ iscard | 4 View
General

Map Name: | LVIMAP2

(O Automatically update after discovery

Device Label Format:

1P Address ~ Hostname Network
1110 Default
10.00.1 sales-demo-LiveNX.ntr... Default
10002 Default
10006 Default
10008 Default
10009 Default
10.00.10 Default
10.00.20 Default
100021 Default
100029 Default
100030 Default

4 1-2540f348 b
Topology
7 Create links
Link to existing nodes

Results per page:

4. After the device object is inserted, click [Save] to complete your edits.

Inventory

Changes

e Dashboards

-

ayung aAgpaiy

Search

Search by

Map
Sl

Name
LVIMAP
LVIMAP2

Jobs  Terminal Proxy
)| *LVIMAP2
10.0.0.153

Search

Compliance

Monitors

Incidents  Map

10.0.0.249

MiBs

Hostname
ifName
Interface
Description
MAC
Address

MY
Speed
Interface

231

10.0.0.250

10.0.0.249 10.0.0.250
Test 20231214

1

Ivicisoc2960s
1

1) 1)

CC-D5-39-E9-C0-40  EO-5F-B9-BA-4D-61

1500 1500
1Gbps 1 Gbps
other ethernet

10.0.0.249

Network:

Link Label Format:

S Edit
4 Insert Device £2 Insert Map

Background

Background Image

Image:

100%

Background Color:
254 v

Cancel

<All> ¥ admin Logout Settings

[l save | @ piscard | A v

General

Map Name: | LVIMAP2

() Automatically update after discovery

Device Label Format:

Link Label Format:

Edit
S Insert Device
Node
Position
x| 520
v: ‘ 80

Icon

mege &

2)&

¥ Remc
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12.4 Create Custom Field Map

You can use information from custom fields to create maps. By selecting a device, you can create a

location map for the selected device.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network: ~ <All> Y admin Logout
5! [l ¥ Vendor/Model/0s: Cisco ¥ *  Add Criteria v‘ @‘ (:‘ 3 Device & Inventory @ Tools "4 Change & Smart ¢
E = 1P Address Hostname Network HW Vendor  Adapter Model DeviceType  OS Version Serialit End Of Sale End Of Life Software End ... Software End ... Custom 1 Traits Vic
M @ 1012809 CR4-B. show_and_tell Cisco Cisco 10S CRS-4/S Router 431 SMA1125020H  2014/08/15 2021/08/31 Ivitemp [ ncm Ll
.(<p © 1012808 CR11-A show_and_tell Cisco Cisco 10S CRS-8/S Router 431 TBA09500075 2013/07/31 2020/07/31 Ivitemp Licmp X ncm Tsnl
fé) © 1012807 CR12-B show_and_tell Cisco Cisco 10S CRS-8/S Router 431 TBA09500081 2013/07/31 2020/07/31 Ivitemp Licmp I ncm Lsnl
g © roaso0s VASTDCC-fwiva... Default Cisco Cisco ASA ASA5550 Firewall 80(4) IMX1419L13) 2013/09/16 2018/09/30 [ firewall T icmp ]I
@ 1000577 Nexi1s5548 Default Cisco. Cisco Nexiis Nexi1s5548 Switch 7AUANTN SSI143708V7 2015/09/26, 2020/09/30 Licoo Y o el
1. Inthe [I ry] tab, click Devices in the righ 1, then click [Add
. In the [Inventory] tab, click Devices in the right panel, then click [ to map].
9 Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network:  <All> v admin
;i [] ¥ Vendor/Model/0s: Cisco ¥ *  Add Criteria v | | © =~ Device & Inventory @ Tools "4 Change &
g: = IPAddress Hostname Network HW Vendor Adapter Model Device Type 0S Version Serial# End Of Sale End Of Life Software End ... § # Backup raits
M © 1012809 CR4-B show.and tell  Cisco Cisco 108 CRS-4/S Router 431 SMA1125020H  2014/08/15 2021/08/31 ASS{Reciscover
~ @ Collect neighbor dat
S © wisos CR11-A show.andtell  Cisco Cisco 10S CRS-8/S Router 434 TBAO9S00075  2013/07/31 2020/07/31 ollect nelgnber data
© © 12807 CR12-B show.andtell  Cisco Cisco 105 CRS-8/S Router 434 TBAO9S00081  2013/07/31 2020/07/31 :
7 © 101280181 VASTDCC-fwiva... Default Cisco Cisco ASA ASASS50 Firewall 8.0(4) IMX1419L13)  2013/09/16 2018/09/30
&
© 1000227 Nexuss548 Default Cisco Cisco Nexus Nexus5548 Switch 7A@NT() SSI43708V7  2015/09/26 2020/09/30 Pr—
© 101280182 hq-waas1 Default Cisco Cisco WAAS Plat... OE-VWAAS-ESX  Switch 551 VMware-42 2 Associate Monitor sets..
© 101280171 kpb031f02r210-. Default Cisco Cisco Small Busi... SG300-10PP Switch 1.4.0.88 PSZ18391FN8 2018/05/10 2023/05/31
© 10128092 SCES000 Default cisco Cisco SCE SCES000 ContentEngine  3.7.2-p3Build 352 FOX1537GSR3  2015/10/01 2020/09/30 {J. Configure Maintenance Windows...
© 1000153 bbbb Demo Cisco Cisco 105 CSR1000V Router 15.4(1)54 IAOHFGQYZF6 &)
© 10128076 SCE8000 Default Cisco Cisco SCE SCES000 ContentEngine  37.2-p3Build 352 FOXT414GAXK  2015/10/01 2020/09/30 Edit
© 1000227 Nexuss548 Demo Cisco Cisco Nexus Nexus5548 Switch TA@NT() SSI43708v7  2015/09/26 2020/09/30 7 tdit device properties
© 1000223 CSR1000V Demo Cisco Cisco 105 CSR1000V Router 1735 IMTTHUSFGVS ] populate device end of sale
© 10128065 hot-n-hol-4 Default Cisco Cisco 10S 1760 Router 122015711 FOC064508KX P Associate tags
© 10128060 SCEB000 Default Cisco Cisco SCE SCE8000 ContentEngine  3.7.2-p3Build 352 FOX1414GAXK  2015/10/01 2020/09/30 ?{%D‘m“atemgs
= Add to map..
© 1000121 CR3-A Demo Cisco Cisco 105 CRS-4/5 Router 434 SMA1125020L  2014/08/15 2021/08/31 i
58 Add to map with hierarchy...
@ 1000227 Nexus5548P demot Cisco Generic SNMP  cevChassisNSKC...
¥
@ 1012806 Default Cisco Cisco 105 CRS-4/S Router 431 SMAT125020L  2014/08/15 2021/08/31 B8 pisable N features
@ 1000249 Iicisoc2960s  Default cisco Cisco 10S WS5-C29605-24T... Switch 15,20 FOCIT2IWISR  2015/11/06 2020/11/30 2017/05/01 2022/04/30 Chitp Lhtps]
@ 1000101 RouterM Default Cisco Cisco 10S CSR1000V Router 15.4(1)54 9AUDO99HDK) 2019/06/17 2024/06/30
= pevice g2 Inventory s |Q0Is B Lhange =@ >mMa
n Serial# End Of Sale End Of Life Software End ...  Software End ... Custom 1 - Traits
05-01-2022 ncm L'snl
IJMX1328L0KD 05-01-2022 firewall I icmp [
JMX132810KD 05-01-2022 firewall
T Add Location Map lvitemp icmp I ncm
T Select the device field that contains the paths to use when creating the map hierarchy. Ivitemp ncm LSl
S lvitemp icmp 1 ncm
Path field:  Custom 1 v
1 ncr LS
T Create | Cancel icmp ] ncm @
TBAD9500081 2013/07/31 2020/07/31 ncm &
SMAT125020H  2014/08/15 2021/08/31 iemp I ncm
TBA10380117 2013/07/31 2020/07/31 icmp J ncm L'sn|
SMA124506YQ  2014/08/15 2021/08/31 ncm L'snl
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3. Click [OK].

e Dashboards

Inventory

Changes Jobs Terminal Proxy Search Compliance

| ‘ Search
-
" Search by:
Map Name

=
m

"g =1 Lvimap
w LVIMAP2
£

-

o

LVIMAP3

Ivitemp

: J themp
0.128.0.9 10.128.0.8 10.128.0.7

Results

Devices added to maps: 3
New maps created: 1

Monitors Incidents Map MIBs

=
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12.5 Object Icons

You can change the icon of an object.

1. Doubleclick the map to open it, and click [Edit].

Dashboards

Search by:
Map Name
-1 imap

LVIMAP2
LVIMAP3

auns aAgpayl @

itemp

2. Select the object for which you want to set an icon.

3. Inthe [Map] tab, the “General” window is located in right sidebar.
[...] button in bottom of the [Image].

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs

<

L

» WIMAP2
e

= LVIMAP3
®

vitemp

Inventory = Changes  Jobs  TerminalProxy = Search  Compliance  Monitors Incidents Map  MIBs

| Ivitemp

0.128.0.9

10.128.0.8

C—\ *lvitemp

v. . .

0.128.0.9

10.128.0.8

10.128.0.7

10.128.0.7

234

Network:  <All> ¥ admin Logout Settings Help

7 Edit |/ View

From the edit menu, click the

Network:  <All> ¥ admin Logout Settings Help
[l save | @ piscard | /- View
General

Map Name: | Ivitemp
(O Automatically update after discovery

Device Label Format:

Link Label Format:

Edit
& Insert Device &% Insert Map.
Node
Position
x| 240
v:|o
Icon
e el
¢/ e X Remove |
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A file selection screen will be displayed.

4. Click the Ls| button, and upload the file.

Select a file

/ | |4
Name Size MD5 Hash
Cisco 72.16 MB

Upload Files

Drag and Drop your files here

or

Browse

Maximum File Size SMB

Cancel
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5. Select the icon you want to upload.

6. Select the file you want to set as the icon image and click [OK].

| -~

Name
Cisco
big-ip.txt
Cisco.png

Select a file

Size
72.16 MB
292 KB
7.77 KB

The object’s icon will change to the selected image.

s«

MD5 Hash

03faB084ebal1b7cc93971845b81ce69

303f07a3f53a91dc0124%a8f3a2be77e

Cancel

Dashboards
Search
Search by:
Map Name
] imap
LVIMAP2
LVIMAP3

suns aA3pAYL @

Ivitemp

Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs

v

<‘\ *lvitemp

alaln
cisco

0.128.0.9 10.128.0.8 10.128.0.7

236

Network:  <All>

v admin Logout Settings He
|l| save | @ piscard | /. Vier
General

Map Name: ‘ Ivitemp
(O Automatically update after discovery

Device Label Format

Link Label Format:

Edit

P Insert Device &% Insert Mag

Node

Position
x ‘ 230
v:[o

Icon
Image: | /Cisco.png X =
ﬂﬂ X Remove
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12.6 Link Lines

You can connect objects such as maps and devices with Link Lines.
The thickness of the Link Line cannot be changed.

1. Doubleclick the map to open it, and click [Edit].

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents ~Map  MiBs Network:  <All> ¥ admin Logout Settings Help
; ‘ Search &/ Ivitemp 7 Edit |/ View
- LVIMAP
; o WVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7
% = LVIMAP3

2. To select the devices, hold the [Ctrl] key on your keyboard, and click the two devices you want

to connect with the Link Line. With the devices selected, click [Insert Link Line].

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> v admin Llogout Setting
;_l ‘ Search &/ Ivitemp @ piscard | ,
S Search by: General
"%1 -] Lvimap m () Automatically update after discovery
(:n LVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7 Device Label Format.
‘—-'o' LVIMAP3

Ivitemp

Link Label Format

< Insert Device i Inse

Icon

ﬂ Image: 3

¢ 8] xR
3. Once the Link Line is inserted, click [Save].
If you want to delete the Link Line, select the two devices and click [Delete link line]
Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy = Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> v admin Logout Settings Help

=| ‘ Search | *lvitemp [l save | @ piscard | 4 View

=
S search by General
2 Map Name v ol

ap <l Map Name: | Ivitemp

O Automatically update after discovery

LVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7

Device Label Format:
LVIMAP3

Ivitemp

Link Label Format:

Edit

45 Insert Device 4% Insert Map.

Background
Background Image

mage:| R .

=]
x
°

Scale: 100%
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12.7 Attach Interface to Link Line

From revision 20210730.0146, you can attach a device interface to a Link Line. By associating a device

interface with a Link Line, when a failure (such as a LinkDown trap or a traffic threshold exceeded)

occurs on that device interface, an item is added to the device object depending on the severity of the

failure event. The color of the Link Line will change.

Example of status when device interface is not linked to the Link Line:

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs
;! ‘ Search Y g Ivitemp
= Search by:
a il
Map Name 7 cisco
m dafualn
~¢<D -1 vimap
ot VIMAP 0.128.0.9 10.128.0.8 10.128.0.7
c
- LVIMAP3
(1]
Ivitemp
Example of status when device interface is linked to the link line:
9 D ds y Ct Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs
3 [ search | 3] &) *LVIMAP2
3 Search by:
I:i Map Name v
b [luamap
LVIMAP2
¥ LVIMAP3
] it 10.0.0.153 10.0.0.249
vitemp
10.0.0.153 Hostname bbbb Ivicisoc2960s
ifName 1 1) 10.0.0.250
Interface
Description e N
MAC
Address 00-50-56-AC-E9-E5 CC-D5-39-E9-C0-40
MTU 1500 1500
Speed 1 Gbps 1 Gbps
Interface ethernet ather
Type
Interface
P(s) 172.16.0.2 10.0.0.249
{
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1. Doubleclick the Map to open it and click [Edit].

Search
Search by:
Map Name
-1 vimap
LWVIMAP2

S ONnPAIYL YY)

LVIMAP3,

vitemp

Dashboards Inventory ~ Changes = Jobs  Terminal Proxy  Search

/¢] vIMAP2

0.0.0.153

Network: ~ <ANI> v admin Logout Settings Hel

7 Edit |/ View

Compliance ~ Monitors Incidents ~ Map ~ MIBs

10.0.0.250

10.0.0.249

2. Right-click the Link Line, and click [Edit Link Line].

e Dashboards

Inventory Changes

| ‘ Search

—a

=’ Search by:

Map Name

-1 imap
LVIMAP2

auns akgp

LVIMAP3

Ivitemp

0.0.0.153

Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

|| LVIMAP2

10.0.0.250

@~ Edit Link
& Remove Link

10.0.0.249

3. Select an interface from the [Edit Link] pull down menu for the device, and click [OK].

y  Chang

=] | search
=

= Search by:
Map Name

=] LvimAP
LVIMAP2

ayng aAgp

LVIMAP3

lvitemp

Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

. ¢| LVIMAP2

10.0.0.250

10.0.0.249
Edit link

Select an interface for the link and add a customized label.

10.0.0.153
VirtualPortGroup0 (-1) v
10.0.0.249
Port-channel1 (-1) v

OK Cancel
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4. Click [Save].

@ Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents ~Map  MIBs Network:  <All> v admin Logout Settings Help

S [seoren ©]¢] VIMAP2 @ oiscard | view |

General

S Search by:
Q v
£ Map Name Map Name: \ WiMAP2
<
® [Flwivae () Automatically update after discovery
4 wivAP2 0.0.0.153 10.0.0.250 Device Label Format
- LVIMAP3
o
Ivitemp

Link Label Format:

10.0.0.249

Edit

4 Insert Device i Insert Map |

This completes the linking between the Link Line and the interface.

When a violation occurs on the associated device’s interface, the color of the Link Line and device

object change.

9 Fyzak—F  FNAR | EFERE 37 S-S HLTOF: | BR | EEY— | A¥SF¥E | IvT MB admin OJ75F @E ~ILT
;_!|r;-z | e 'R 7 &%
=3 o s ™ s ™ s B s 7
= [+ E+@
a X
m
"g -— -— -— -—
20.20.21.6 4510011, 20.20.21.8 20.20.21.9
e A s N
ge-4/3/4 £ibecet 16
-—
45.10.11.201 m

[
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12.8 Changing Display Formats

You can customize the display format of the strings (labels). You can also customize the device objects
Link Lines for each map.

1. Doubleclick the map, and click [Edit].

2. In the “General” right sidebar, change the settings for [Device label format] and [Link line label
format].

You can specify any string.

g Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> v admin Logout Settings Help

;! = /| *LvIMAP2 [ save | @ piscard | 4 view |
i Search by: \m General

g [ vimap Ga, s o (J Automatically update after discovery

) LVIMAP2 ).0.153bbbb 9°710.0.0.250Test 20231214 Device Label Format:

%’ LVIMAP3

vitemp

Link Label Format:

10.0.0.249lvicisoc2960s

=
1 .-

The objects available for each label format are shown in the table below.

Device label format

Menu Item Explanation

IP address Display the device’s IP address. (initial

value)

hostname Display the device hostname.

network View your device’s network.

adapter Show device adapters.

device type Display the device type of a device.

hard bender Display the device’s hardware vendor.

software vendor Display the device’s software vendor.

OS version Display the device OS version.

Model Display the device model.

Serial number Display the device serial number.

custom 1 Display custom 1 information for the device.

custom 2 Display custom 2 information for the device.
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Menu Item Explanation

custom 3 Display custom 3 information for a device.
custom 4 Display custom 4 information for a device.
custom 5 Display custom 5 information for a device.
new line Insert line breaks in labels.

Link Line label format

Menu Item

Explanation

ifName

Interface Index
Interface Description
MTU

Speed

Mac Address

new line

Display the value of ifName.

(initial value)

Display ifIndex.
Display ifDescr.
Display ifMtu.

Display ifSpeed.
Display ifPhysAddress.

Insert line breaks in labels.

3. Click [Save].

4 &| *LviMAP2

Map Name v
1 wivap
LVIMAP2 ).0.153bbbb

LVIMAP3

auns aAgPAIYL @)

vitemp

L=

Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors

10.0.0.249lvicisoc2960s

ncident

ts

Network:  <All> Vv admin Logout Settings Help

[l save | @ piscard | % View

General
m Map Name: | LVIMAP2
oS

() Automatically update after discovery

Map  MiBs

§9%°710.0.0.250Test 20231214 Device Label Format:

Link Label Format:

Edit

4P Insert Device &% Insert Map. ‘
Background
Background Image
Image: [=]
x |0
v o
Scale: 100%
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12.9 Changing Default Device Labels

You can specify the default device label format when creating a new map. Maps will automatically
reflect any changes in the settings. Changes will not be reflected in previously created maps.

1. click [Settings] on the Global Menu.

L1 All Bookmarks

Network: <All> v admin Logout Settings Help

< Edit | /. View ‘
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2. Click [Label Format] and set the label format to “Default Device Label Format for Maps”.

The gray default “IP address” is used for the “Default Device Label Format”. It is the default label
format of the Live Ping feature and Maps.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

-

Server Settings

Default Device Label Format:

Map Default Device Label Format:

|

|P Address l Hostname A Network HW Vendor ASW Vendor,
Custom 1 Custom 3 Line Break
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12.10 Changing Map Background Image

1. Doubleclick the map to open it and click [Edit].

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  Default v scorreale Logout Settings Hel|
= | search Ivitem| 7 Edit | /< View
= B —
' search by: doals

& op Name .

T ©wmee

0 Ivitemp 0.128.0.9 10.128.0.8 10.128.0.7

€

&

o

{

2. In the [Map] tab, the “Background” options are located in the bottom of the right sidebar. Click
the [...] button to the right of the [Image] field.

Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings Help
= | search Ivitemp @ piscard |/ View
g Search by, ool General

Map Name v cisco Map Name: | vitemp

(J Automatically update after discovery

0.128.0.9 10.128.0.8 10.128.0.7
Device Label Format:

Link Label Format:

4 Insert Device 4% Insert Map.

Edit

Background
Background Image

Image: K| -
X 0
{
Ll
v: 0
Scale: 100%

Background Color.
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A file selection screen will be displayed.

3. Select the file you want to set as the background image and click [OK].

Select a file
/ G|l « d X
Name Size MDS5 Hash
Iz Cisco 72.16 MB
big-ip.txt 292 KB 03faB8084ebal11b7cc93971845b81cebd
Cisco.png 7.77 KB 303f07a3f53a91dc01249a8f3a2be77e
usmap.jpg 508.94 KB bfd90d5cc415e08d710896f0aa25380d

Client files can be uploaded to the ThirdEye server. Click the . button to display the client-side
file selection dialog. Then select the file to upload and click [Open].
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4. Click [Save] to complete your edits.

Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents ~Map  MIBs Network:  Default v scorreale Logout Settings Helf
Search Q| |4 *lvitemp [l save || @ piscard | £ view

Search by:
Map Name v

General

Map Name: | lvitemp
D A () Automatically update after discovery

Device Label Format:
‘ 1p Address
Link Label Format:

|

cisco

—

[+ vimap
10.128.0.7

=
El
3
5

auns aA3paiyL @

Lake of the
Woods

Mis: S0y pl @
Edit
7 Insert Device ‘ &% Insert Map.

Background

Background Image

Image: | /usmap,jpg x J
o
0

X
v
Scale: 100%
SO E—
IOWA Background Color:
o wnicagy Clev
Des Moines e, OHI
ND! o

ILLINOIS ol

O
Sp?imﬂﬂd MM

Kansas City o

or City ‘& st. Louis . S S
A
MISSOURI KENT

ONashville
—wlarar QS
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12.11

Map Tree

You can insert a Map as a child of another map, and display them in a tree structure,

1. From the Map list on the left side of the screen, doubleclick the desired parent Map, and click
[Edit].

=
g: Search by:
Map Name
m P
'¢'<D [=1 imap
%] LVIMAP2
£
= LVIMAP3
@
Ivitemp

Inventory  Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents  Map  MIBs

Ivitemp

0.128.0.9

-

10.128.0.8

aliali,
cisco

10.128.0.7

Network:  Default

v scorreale Logout Settings He

7 Edit | 4 Vie

2. Right click on the Map screen, and select [Insert Map] from the right-click menu.

9 Dashboards  Inventory  Changes  Jobs
=1

S Search by:
Map Name
-] vimap

LVIMAP2

ayng aAgpaIYy

LVIMAP3,

Ivitemp

v

Tl

0.128.0.9

Terminal Proxy  Search  Compliance

Ivitemp

10.128.0.8

Incidents  Map  MIBs

aliln,
cisco

10.128.0.7

Insert Dummy Node

& select Background.

# Insert New Device.
Refresh layout
Reload Links

248

Network:  Default

V scorreale Logout Settings Hi
@ piscard | vie
General

Map Name: | Ivitemp
(O Automatically update after discovery
Device Label Format:

Link Label Format:

Edit

45 Insert Device 2 Insert Ma

Background
Background Image

ale: 100%
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3. Select the map you want to insert as a child and click [OK].

Select Map

Select map to add to map...

lvitemp1

Search by:
Map Name v

Cancel

If the selected Map is not associated with any other Maps in the Managed Networks, the Maps in
Managed Networks will need to be updated.
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4. After the child Map is inserted, click [Save].

Network:  Default

) Dashboards inventory  Changes | Jobs | TerminalProxy  Search  Compliance | Monitors Incdents  Map  MiBs

; Searc *lvitemp

S search by: T
alialn

L apName u

5 e

n LVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7

H LVIMAP3

s

vitemp

LVIMAP

v scorreale Logout Settings Help

[l save | @ piscard | - view

Map Name: | vitemp
(O Automatically update after discovery

Device Label Format:

Link Label Format:

Edit

4 Insert Device 24 Insert Map
Nod

Posttion

%[22

Y| 225

image:

&) 8] % Remove

Once the child is added, it will be viewable in a tree view in the left sidebar. You can expand or collapse

the tree by clicking the [+] or [-] symbols to the left of the map name.

250 Copyright © 2025 LogicVein, Inc.



12.12 Failed Devices

When a device failure is detected, the border color of the object on the map changes to match the severity
level set on the monitor. A status icon indicating the severity level is then displayed in the upper left
of the object. When the status of an object lower in the hierarchy changes, the change is reflected in

Map Objects higher in the hierarchy. This behavior is the same for maps registered as widgets on the
dashboard.

Dashboards Inventory Changes | Jobs TerminalProxy Search Compliance  Monitors Incidents ~ Map  MIBs Networki  <All>

auns akgpayL @

10.0.0.153bbbb

10.0.0.112uetsu

10.0.0.121CR3-A
NM
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Doubleclick a Map Object to move to a lower level. You can also display the desired map by using the
Map Tree.

e Dashbhoards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map

_l Search ' ﬂg REICI(

* Search by:
Map Name v

-1 uUsMap 42 U

[+] Rack 41U
40 U

10.0.0.101RouterM 38 U

1y

ayng ak3p

afianfis

10.0.0.112uetsu 30U

26 U
24 U

10.0.0.121CR3-A 22 1)

afrali, m

10.0.0.149¢sr1000v_inspection
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12.12.1 Checking Issue Details

Once you have identified the location of the problem, doubleclick the failed device to display the de-
vice details in the [Editor] window for more details about the problem. On the [Editor] window >
[Violations] screen, you can check the failures that have occurred in the device.

e Dashboards  Inventory  Changes  Jobs  Terminal I Proxy  Search  Compliance  Monitors Incidents  Map  MiBs Networi  <All> V' scorreale Logout Settings Help

= [ searc || Rack 7 Edit |/ View

s

earch by
Map Name ~
10 usvap
141 Rack

ayng ak3paiy,

10.0.0.101RouterM

40U

=
=

hiA

10.0.0.112uetsu

EREREEE
EEEEEER
e e e e

]

I | 8]%]  usmm

uetsu - 10.00.112

uetsu-10.0.0.112  actions., General | Monitors | Violations SNMPTraps  Compliance Attachment Hardware | Interfaces  ARP/MAC/VLAN

3

s. Created Updated.

23108712 013227

23/02/08 021631
21118011725

Messag
N

Nor

N

N

N

N

N 23/02/01212089 237020

You can check the details of failures on the [Incidents] tab. The [Incidents] tab creates an incident
for the first violation event detected based on the alert policy settings assigned to the monitor. Each
incident is automatically assigned a unique incident number. Violation events detected by the same
monitor, and configured with the same alert policy are aggregated into the same open incident to avoid
duplicating incidents. Aggregation of the these types of incidents will continue until the incident status
is saved as “Resolved”. Note that users cannot delete incidents.

1. Doubleclick the incident row you want to check.

2. You can check the event details in the [Editor] at the bottom of the window.

9 Dashboards Inventory  Changes  Jobs  TerminalProxy Search Compliance = Monitors Incidents Map  MiBs

=~ (L] v Status: Open, Working ~ Add Criteria ~| &)| ©
=
i S P Key Status Summary Assignee Created
No response from node LAB-BR1-RT107e (and 20 other(s)) icmp 23/08/22 15:43.08
Lﬂ O TE35 a unassigned
o = Triggers 11 5 months ago
[ No response from node 82_WIN-BD75A458622 (and 22 other(s)) icm) 23/09/05 09:43.12
£ O TE38 [open ] unassigned
B [ Nodes | Triggers 11 4 months 290
No response from node 192.168.42.57 23/02/07 23:45.44
O 120 [Open]] unassigned
hoces [ iggers 14 ayearago
Node test is in violation of trigger condition, 3 times within 3min [ snmp ] 23/11/1218:55.10
© T3 [Open ] unassigned
[ cleorcd ) [ odes P Thiggers 0T viglations | 2 months age

{ 1-160f16 b
—— p——

a TE-35 No response from node LAB-BR1-R....~ CZD 10 Audit Log
Details
Severity: Warning Resolution: Pending
Status: Open v e Network: Demo
Priority: Medium v

Violation Detail

S. IP Address Hostname Network Message
10022 1X2021 Demo No response from node IX2021
1006253 3560 Nemn Na resnonse from nade C3S60

253 Copyright © 2025 LogicVein, Inc.



12.12.2 Marking Incident as “Resolved”

Close the incident when the problem has been resolved. Select [Resolved] from the Status pull-down

menu and click [Save].

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy ~ Search  Compliance  Menitors Incidents ~Map  MIBs.
= [ v status: Open, Workng ~ * | Add Criteria ¥| @] ©
3 ol
E: S P Key Status. ‘Summary Assignee Created
E No esponse from node MikioTik RouterBord 951U (and 10 others) 2401714 185059
e Coen —
= S =D D QT ’ o seconds o
o No response from node LAB-BR1-RT107e (and 20 other(s)) D 23/08/22 15:43.08
4 O te3s e
H : -
e s o e 82 734456220 22 thr) @ R
O te3s o unassigned

“Tiggers 1Y Violations 14

4months ago

No response from node 192.168.4257 D 23/02/07 23:45.44
unassigned

T2 Open
© TR TS QTR avearaao
4 r-ori7 b

e

@M TE-35 No response from node LAB-BR1-R...

Details.
Severity: Warning Resolution:
Status: Resolved v e Network:
Priority: Medium
Violation Detail
S PAddrem  Hostname Network Message

10082¢ fTi0%e  Demo N response from node LAB-2R1-T107e

1000221 Demo No response from node PA-VM

00612 Demo N response fom node shivsta

100529 -1 Demo No response fom node WS, C3650-24T5-1

10023 Demo N response from node LAB-RTX1200-5N1P

000026 temt Demo No response rom node test

100018 mo Demo N response from node mint

£, Audit Log

Fixed

Demo

Network  <All> ¥ scorresle Logout Settings Help

Updated
20114185128

in' few seconds
24/01/14185058
afewseconds ago
20114185123
afewseconds ago
20114185112

2 fewseconds aco

Close

People
v Assignee: unsssigned
Dates
Created: 23/08/22 15:43.08
Updated: 24/01/1418:50.58
5 Export
Cleared Created Updated~ | |

24/01/14 18:5057
24/01/14 185057

206722154304 24/01/14 185057
230929034300 24/01/14 185057
20822154220 24/01/14 185057
230822154319 24/01/14 185057
2308728235549 24/01/14 185057
2312714024236 24/01/14 185057
001211949 24/01/14 185057

240114 185057
@D 24014 185057
240114 185057
GEDD 24014 18057

240114 185057

The status display will change to “Resolved” and the closing process will be completed.

Click [Close] to close the [Incident Details] screen.
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12.13 Remove Device

1. Doubleclick a map from the map list on the left side of the screen to open it, and click [Edit].

LVIMAP2
LVIMAP3

vitemp

2. Select the object you want to delete and click [Remove].

s Inventory  Changes  Jobs

&/ Ivitemp

10.128.0.9

Terminal Proxy ~ Search  Compliance

10.128.0.8

Monitors Incidents  Map  MiBs

10.128.0.7

v scorreale Logout Settings Help

7 Edit| /4 View

Ejn=shboanisgliyimentorylycianges

S search by:
Q. Map Name v

aunsafy

[ vimap
LWIMAP2
LWIMAP3

Witemp

Jobs  Terminal Proxy  Search  Compliance
| Ivitemp
10.128.0.9 10.128.0.8

Monitors

Incidents  Map  MIBs

10.128.0.7

255

v scorreale Logout Settings Help

@ iscard || view |

Map Name: ‘ Ivitemp
() Automatically update after discovery
Device Label Format:

Link Label Format:

Edit
4 Insert Device &% Insert Map.
Node
Position
x ‘ 0

Y:|0

tcon

mage: %[
[2le] X Remove
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A confirmation message will be displayed. Click [OK].

Remove From Map

Are you sure you want to remove the selected items from this map?

OK ‘ Cancel|

3. The device will be removed. Click [Save] to complete your edits.

e Dashboards  Inventory = Changes Jobs  TerminalProxy  Search  Compliance ~ Monitors Incidents Map  MIBs. Network:  <All> Vv scorreale Logout Settings Help
[ seac | sivitemp [Elismve | @ viscard | 2 view|
S Search by: General
o
£ Map Name v Map Name: | vitemp
ﬁ (-] imap () Automatically update after discovery
» LVIMAP2
= Device Label Format:
& LVIMAP3

Ivitemp 10.128.0.8 10.128.0.7

Link Label Format

Edit

% Insert Device &% Insert Map.

Background
Background Image

image %=
{
v 0

Scale: 100%

Background Color:
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12.14 Delete Map

1. Select the map you want to delete from the Map Tree.

(@ Dihboards inventory | Changes | Jobs  TerminalProxy | Search  Complance | Monitors Incidents  Map MBS Network:  <All> v scorreale Logout Settings Help
-|‘S(w'w &/ Ivitemp 7 Edit | - View
S search by.
Igr-l Map Name M
‘g -1 vimap m H
{=Il LVIMAP2
5 LVIMAP3
WD 10.128.0.8 10.128.0.7
2. Click the L% button in the bottom left of the window.
Dashboards Inventory Changes Jobs Terminal Proxy Search C li i id Map MIBs
;_i | Search | Ivitemp
i Search by:
Map Name 2
2 e
o -1 Lvimap m
v LVIMAP2
E
= LVIMAP3
itom 10.128.0.8 10.128.0.7

-

[+1 | [-] ﬂ ﬂﬂ LVIMAP2 = LVIMAP3
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3. A confirmation message will be displayed. Click [OK].
Delete Map

Are you sure you want to delete the selected map?
Maps and devices contained within the selected maps will not be removed.

(0] 4 ‘ Cancel‘
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SECTION 13

CREDENTIALS

Credentials are logins and other security information of your devices. ThirdEye uses this information
to perform tasks on your behalf.

There are three ways to set credentials: “dynamic”, “static” and “cloud”.

Credential Setting Explanation

dynamic Set common credentials for address ranges.
This is useful when common credentials are set for monitored devices.
Up to three credentials can be registered in one network group.
static Set credentials for each IP address.
Use this when different credentials are set for each monitored device.
cloud Set credentials for Cloud Accounts.

Use this when the devices are managed by a Cloud Provider.
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13.1 Set Common Credentials

If you have a set of common credentials for devices, use “Dynamic” to set them:
1. Click the [Inventory] main tab.
2. Click the [Inventory] menu.

3. Click [Credentials] in the dropdown menu.

B Inventory @® Tools % Change % Smart Change |
"+ Credentials
® Pprotocols
_;_ Global Maintenance Windows m‘
_;_ Maintenance Window History
Add
= Add new device
&= Discover new devices

Import/Export

EH

Export inventory as Excel file...

121

Export inventory with configurations as ZIP file...

EH

Save inventory import Excel template...

121

Import/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Impart/update end of life from Cisco csv file...
Manage
D‘ Device Tags

Ll
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4. Select a network, and click [OK].

5. Click the [ * button under the “Network Groups” left sidepanel, or click the [Add new network
group| button.

Credentials

MNetwork Groups

Use network groups to define groups of devices that require specific credentials for authentication.

57 Add a new network group.

|

6. Enter the network group name, select “Dynamic”, and click [OK].
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New Network Group

Enter a new name for this network group.

new networks

(® Dynamic - Credentials by CIDR, Range, Wildcard
e.g.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

Q Static - Credentials by specific IP address
e.g.) 192.168.1.1

Q Cloud - Credentials for cloud accounts
e.g.) Cisco Meraki, Aruba EdgeConnect, Aruba Central

OK ‘ CII'I{‘.'lll
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7. Enter the address range of the network group in the [Add Address] field, and click the [+ button.

Credentials

Network Groups Add address:

*new networks (IP, CIDR, Wildcard, or Range) s

Credentials
VTY Username:

New Credentials
VTY Password:

Enable Username:

Enable Secret/Password:

SNMP Get Community:

SNMPv3 Authentication Password:

SNMPv3 Privacy Password:

Database Username:

SNMPv3 Authentication Username: ‘

ar XI ﬂ ® Database Password:
OK | Cancel
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8. Fill in login information near the bottom right of the right panel.

It is possible to omit inputting items that are not required.

Credentials

MNetwork Groups Add address:

“new networks (IP, CIDR, Wildcard, or Range)

Credentials
VTY Username:

New Credentials
VTY Password:

Enable Username:

Enable Secret/Password:

SNMPv3 Authentication Username

SNMPv3 Authentication Password:

SNMPv3 Privacy Password:

Database Username:

|
|
|
|
SNMP Get Community: ‘
|
|
|
|
|

W | X | K Database Password:
0K Cancel

Item Explanation

VTY Username /VTY Password Enter the username/password required to log in to the

network device.

Enable Username /Enable Enter the username/password to enter enable mode.
Secret/Password
SNMP Get Community Enter the SNMP community to use when making an SNMP

Get request.
SNMPv3 Authentication Username  Enter the authentication username defined in SNMPv3.
SNMPv3 Authentication Password  Enter the password for the community defined in SNMPv3.

SNMPv3 Privacy Password Enter the password used for encryption when
communicating via SNMP.

Database Username Enter the database username.

Database Password Enter the database password.

9. Click [OK] to save your settings.
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13.2 Set Credentials for Each Device

If you are setting different credentials for each device, use “Static” to set them.
1. Click the [Inventory] main tab
2. Click the [Inventory] menu.
3. Click [Credentials].

= Inventory @ Tools "% Change % Smart Change |
"] Credentials
® Pprotocols
_;_ Global Maintenance Windows m‘
_;_ Maintenance Window History
Add

= Add new device
&= Discover new devices

Import/Export
Export inventory as Excel file...
Export inventory with configurations as ZIP file...

Save inventory import Excel template...

() (B (I (O

Import/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Impart/update end of life from Cisco csv file...
Manage
D‘ Device Tags

Ll
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4. Select a network, and click [OK].

5. Click the [ * button under the “Network Groups” left sidepanel, or click the [Add new network
group| button.

Credentials

MNetwork Groups

Use network groups to define groups of devices that require specific credentials for authentication.

57 Add a new network group.

|

6. Enter the network group name, select “Static”, and click [OK].
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- m—

New Network Group

Enter a new name for this network group.

‘ test group

(_) Dynamic - Credentials by CIDR, Range, Wildcard
e.g.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0*

@ Static - Credentials by specific IP address
e.g.) 192.168.1.1

() Cloud - Credentials for cloud accounts

e.9.) Cisco Meraki, Aruba EdgeConnect, Aruba Central

0K ' cnncnl‘
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7. Click the L* ] button.

Credentials

Find: : e | A s H

IP Address VTY Username Enable Username SNMPv3 Username

MNetwork Groups

*test group

ﬂﬂ 4 1-00f0 p

oK Cancel
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8. In the “Credential Set” window, enter the IP address and set each item.

It is possible to omit items that are not required.

Credential Set

IP Address:

VTY Username:

VTY Password:

Enable Username:

Enable Secret/Password:

SNMP Get Community:

SNMPv3 Authentication Username:

SNMPv3 Authentication Password:

SNMPv3 Privacy Password:

Database Username:

Database Password:

Item Explanation

IP address Enter the IP address of your network device.

VTY Username /VTY Enter the username/password required to log in to the network

Password device.

Enable Username /Enable Enter the username/password to enter enable mode.

Secret/Password

SNMP Get Community Enter the SNMP community to use when making an SNMP Get
request.
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Item Explanation

SNMPv3 Authentication Enter the authentication username defined in SNMPv3.

Username

SNMPv3 Authentication Enter the password for the community defined in SNMPv3.

Password

SNMPv3 Privacy Password Enter the password used for encryption when communicating via
SNMP.

Database Username Enter the database username.

Database Password Enter the database password.

9. Click [OK] to save your settings.

From revision 20240131.0729, database monitoring for Postgres/MySQL/MariaDB is supported.

270 Copyright © 2025 LogicVein, Inc.



SECTION 14

SYSLOGS

Syslogs are standardized event logging messages used across network devices and systems to record

operational data.
With syslogs you can:

* Monitoring Devices: Network equipment (routers, switches, etc.) automatically generates sys-
log messages for status changes, errors, and security events

* Centralize Collection: Aggregate logs from multiple devices into a unified repository

* Monitor Integration: You can trigger alerts based on log patterns (failed logins, interface errors),
enable automated responses through Playbooks, and provide audit trails for compliance reporting

14.1 Syslog File Retention Period/Size
Set the retention period for Syslog files.

1. Click [Settings] on the Global Menu.

i Smart Change ii Reports

E
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2. In the “Server Settings” window, click [Syslog] in the left sidepanel, and set each item.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

Server Settings

Enable Syslog Server
Enable realtime backup

Log size (MB) | 10

Log count 2

Lal» [« ]> [4]>]

Days to keep | 3

Time Interval None v

(7] DNS resolve the sender address

Syslog Rules

Filter Action

Level : = Any file : syslog.log

|2

[tem

Explanation

Enable Syslog server

Enable realtime backup

Log size (MB)
Log count
Days to keep

Time interval

Set enable (start)/disable (stop) the Syslog server.

Enable/disable realtime backup while leaving the syslog server

on.
Specify the size of the syslog file.

Specifies the number of rotated files to keep.
Specifies the number of days to retain rotated files.

Rotates syslog files at specified time intervals.

DNS resolve the sender address Performs a reverse DNS lookup for the Syslog source IP address

and records the host name in the Syslog file.

3. Click [OK].
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14.2 Add Syslog Rule

According to set conditions, you can sort Syslog output destinations, forward Syslogs to other hosts,
and exclude unnecessary messages.

To add a Syslog rule:
1. Click [Settings] on the Global Menu.

2. Click [Syslog], then click the L button under “Syslog rules”.

Server Settings

Data Retention Enable Syslog Server

System Backup Enable realtime backup
Mail Server Log size (MB) | 10 ﬂ
SNMP Traps Log count 2 ﬁ
Users A
oo Days to keep | 3 ~

_— Time Interval None v
External Authentication \me fnterva

Custom Device Fields () DNS resolve the sender address

Memo Templates

Launchers Syslog Rules
Smart Bridges Filter Action
Networks Level : = Any file : syslog.log

Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPV3 User S w K
OK Cancel
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3. In the left sidepanel, click on [Syslog Filter] and [Syslog Action] to configure settings.

Add Rule

Syslog Filter Log Level ~Any v [JJinclude higher levels

Syslog Action IP Address @ Single O Range

Hostname
Message

Y rs Y b
Time From: | 0] i‘ 0 i To: ‘0 i‘ 0 ﬂ

Sun Mon Tue Wed Thu Fri Sat

oK ‘ Cancel ‘
Syslog filter Items
Filter Explanation
Log level Filter by Syslog level. If you enable the “Include
higher levels” option, filtering will be performed at
the selected level and above.
IP Address Filter by IP address.
[Single] filters by a single IP address
[Range] filters by IP range
If not entered, filtering by IP address will not be
performed.
Hostname Filter by hostname.
If not entered, filtering by host name will not be
performed.
Message Filters syslogs containing the specified string.

In the “Message” field, you can filter by partial
match.

Uppercase/lowercase letters are case sensitive.

Filtering based on regular expressions (Regex) is
not supported.
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Filter Explanation

If not entered, message filtering will not be

performed.
Time Filter by time.

Syslogs received within the time specified by the
start time and end time are subject to filtering.

Day of week Filter by day of the week.
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Add Rule

Syslog Filter Action Output to file v
Syslog Action
File Name syslog Jog
E.g. syslog.log
Split files by:
@ None
O Log level
O IP Address
O Hostname
O Time
oK Cancel
Syslog action items
Action Item Explanation
Output to file File name Specify the Syslog file name to
output.
Split files by Divide the output Syslog file into
specified units.

None : Do not split
Log Level : Divide by log level

IP address : Divide by IP address
or octet (1st, 2nd, 3rd)

Hostname : Split by host name

Time : Divide into selected time

units
Forward Transfer format Select the transfer format from

Syslog and SNMP.

Target IP/Host name Specify the forwarding destination.

Port Set the forwarding destination port
number.

Protocol Select the transfer protocol from
UDP or TCP.
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Explanation

Action Item
Spoofed source IP
Community
Discard —

Displayed when the transfer format
is Syslog

Displayed when the transfer format
is Syslog
Specify the SNMP trap community.

Displayed when the transfer format
is SNMP

Excludes the Syslog specified by the
Syslog filter and will no longer log
it to the Syslog file.

4. After configuration, click [OK].

Add Rule
Syslog Filter Action Output to file v
i Syslog Action
| File Name error
E.g. error.log
Split files by:
@ None
O Log level
() 1P Address
O Hostname
O Time
277

oK ‘ Cancel‘

Copyright © 2025 LogicVein, Inc.



5. Click [OK] on the server settings screen.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

-

Server Settings
Enable Syslog Server
Enable realtime backup
. Y
Log size (MB) | 10 E‘
Y
Log count 2 E‘

Fs
Days to keep | 3 E‘

Time Interval None v

(7] DNS resolve the sender address

Syslog Rules
Filter
Level : = Any

278

Action

file : syslog.log

&) 7|
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14.3 Check Received Syslog
From Rev. 20221026.0600, you can check syslog on {{product names}}’s [Syslog] tab.
Click the [Download] button to download the syslog file.

Click the [View] button to view the syslog on your browser.

@ Dwhewss ey Corges iobs | Temimibroy | Sewch | Gonplance | Motors _ncens g | M Netwrc <Al T ———
S| e Templtes  AertPoies | Vioaors | SNMPTops | Sysog
= Follow | & Download | % Delete
Z
g
S oo
£
3
Log: syslog.log Clear | Mark

FULL_El
_OFULL_ERR
PUT_GFULL.

I
seue full

Following
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14.4 Save Syslogs to External Storage

Normally, received Syslogs are saved to a local syslog.log file, but by linking with an NFS/SMB
server, they can be saved to external storage. You must restart the ThirdEye appliance for this setting
to take effect.

1. Click [Settings] on the Global Menu.
2. Click [Syslog] and check “Logging to external storage”.

The “External logging” option is displayed when linked with an NFS/SMB server.

Server Settings
Data Retentian e Enable Syslog Server

System Backup Enable realtime backup

Mail Server Log size (ME) | 20 ﬂ
SHIMP Traps log count | 5 ﬂ
Users

Days to keep | 2 §

Roles
External Authentication Time Interval  None i
Custom Device Fields DMS resolve the sender address

kemao Templates External nggi“g
Launchers
Smart Bridges

Metwarks

Log to external attached storage

Syslog Rules
3. Click [OK].

ThirdEye must be restarted for the settings to take effect.

4. Click [OK] on the reboot confirmation screen, and ThirdEye will automatically restart.

Changing the syslog.log file location from local to external storage copies the local file to

external storage. However, changing the syslog.log file location from external to local storage
does not copy the files to external storage locally. This is not supported for security reasons.
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14.5 Edit Memo Template

Memo template allows you to set a template that will be automatically inserted when creating a new

device memo in the “Memo” column of the inventory.
1. Click [Settings] on the Global Menu.

2. Click [Memo Template]

Server Settings

Data Retention Edit Memo Template:  Devices v
System Backup

Mail Server 11 ¥ ‘ £|L|i‘ Q‘
SMMP Traps test host

‘ = | Remaining: 991
Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Metworks

Metwork Servers
Syslog

Software Update

Web Proxy

Change Approvals

Cisco API
Device Label
SNMPv3 User -
Item Explanation
Font size Change font size.
Bold Change the specified text to bold.
Italic Change to italic.
Underline Underline.
Text color Change the font color.
Left alignment Set the string alignment to left alignment.
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Item Explanation

Centered Set text alignment to center.

Number of input characters Number of characters remaining that can be entered.All
characters are counted as one character, regardless of whether
they are full-width or half-width.

3. Click [OK].
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14.6 Add URL to Right-Click Menu

URL Launcher is a shortcut feature that allows you to easily access specific pages. By registering the
URL, you will be able to access the page from the right-click menu.

1. click [Settings] on the Global Menu.

2. Click [Launchers]

Server Settings

Data Retention URL Variables

System Backup Create a New Launcher J Hostname

Mail Server J IP Address
Name: ‘

SNMP Traps J Make

Users URL: ‘ http:// J Model

Roles J Serial#

External Authentication J OS Version

Custom Device Fields

Memo Templates Name URL

Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User -

OK Cancel
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3. Enter a name and specify the URL.
The name will be displayed as the menu name in the right-click menu.

URL variable explanation:

Item Explanation Example
Hostname Quoting the device hostname. If you select a device with
host

name=routerl.example.com,
the “{device.hostname}” part
of the URL will be replaced
with “routerl.example.com”
and executed.
http://{device.hostname} —

routerl.example.com

IP address Quote the device’s IP address. If you select a device with IP
address = 192.168.0.1, the
{device.ipAddress} part
of the URL will be replaced
with 192.168.0.1 and
executed.
http://{device.ipAddress} —
http://192.168.0.1

Manufacturer Quoting the manufacturer name obtained http://{device.hardwareVendor}

during configuration backup

Model Quoting the model name obtained from the http://{device.model}
configuration backup

Serial number Quoting the serial number obtained during  http://{device.assetldentity}

configuration backup

OS version Quoting the software version obtained by  http://{device.osVersion}
config backup

4. Click [OK].
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SECTION 15

MONITORING

There are several ways to monitor devices, such as information collection using SNMP and monitoring
using ICMP Ping.

The flow to start monitoring is as follows:
1. Setting actions (alert policy function)
2. Setting monitoring items (monitor function)

3. Trigger settings such as threshold value (trigger function)

15.1 Set Up Mail Server

Enter the SMTP server information for Email Server notifications from ThirdEye.

If you want to send an email or a dashboard report in the event of a failure, you need to make

settings in advance.

1. Click [Settings] on the Global Menu.

Logout Help

i Smart Change ii Reports

=
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2. Click [Mail Server], and enter the SMTP server information.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

SMTP Host:

‘ Ivi-co-jp.mail.protection.outlook.com

From Email Address:

‘ support3eye@Ivi.cojp

From Name:

‘ support3eye

() server requires authentication
(0 use secure smtp
Automatically upgrade STARTTLS negotiation

Mail server username:

Mail server password:

Default email language ES

Default email time zone ~ (GMT+09:00) Tokyo v

- Test
oK Cancel

Field

Explanation

SMTP Host

From Email Address

From Name

Server requires
authentication

Specify the host name or IP address of the mail server.
(Initial value: mail)

Specify the email address that will be displayed as the sender (sender) of
the email. (Initial value: netLD)

Specify the name that will be displayed as the email sender’s name
(sender).

(Initial value: netLD)

Configure mail server authentication. If SMTP authentication is required,
check the box and configure the following items.

(Initial value: disabled)

Mail server username. .. Authentication ID
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Field

Explanation

Use secure SMTP

Automatically
upgrade STARTTLS
negotiation

Default email
language
Default email time

zone

Root Certificate

Mail server password... Authentication password

Enable TLS.

Automatically upgrade to secure connections using TLS or SSL.

Set the email display language.

Set the email time zone.

Set the trusted CA certificate.

3. Click [OK].
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15.2 Use SysName for Hostname

ThirdEye retrieves the hostname from your DNS server and displays it in the Editor’s [Devices] tab.
sysName serves as the primary host identifier for syslog messages when DNS resolution is disabled.
When configured to use SysName for hostname identification, syslog handling changes:

* Host Identification: SNMP sysName from device inventory are used instead of DNS reverse
lookup. And valid SNMP credentials are required for accurate device correlation.
 Syslog Rules: Filtering rules based on hostname now reference sysName values.

* Operations: Consistent sysName values are required across devices. Audit logs show sysName

instead of DNS-resolved names.
To use the host name (sysName) on the device, use the following settings.
1. Click [Settings] on the Global Menu.

i Smart Change l‘i Reports

E
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2. Click [Network Server] in the left side panel, and uncheck “Enable DNS Lookup”.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPwv3 User

3. Click [OK].

Server Settings

Server Name: support3eye

Hostname/IP Address: ‘ 10.0.0.183

User login idle timeout (minutes): | 30 i

Enable the Terminal Server Proxy (SSH)

Terminal Server Proxy SSH port: 2222

Enable HTTP for web client
Enable HTTP to HTTPS redirection

Enable DNS Lookup
Enable Agent-D for monitoring this server

Enable SNMP for monitoring this server =~ Configure SNMP Host

CORS Origin whitelist (Access-Control-Allow-Origin):

LIFdR
ﬂ Cancel

8y

220/
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15.3 Make an SSH/Telnet Connection to the Device

You can connect to monitored devices via SSH/Telnet from the device list. This feature is called
“terminal proxy”. A terminal proxy automatically saves the commands and output you run on your

terminal.

15.3.1 Terminal Proxy Setup

There are two ways to use terminal proxy: using a web browser and using Tera Term.

15.3.1.1 Tera Term Setup

When using Tera Term, the following preparations are required:

* Install Tera Term on the terminal to be operated (The terminal proxy calls Tera Term on the PC

you are operating.)
1. Install Tera Term on the terminal to be operated.
The terminal proxy calls Tera Term on the PC you are operating.
2. Installing Browser Integration
It is necessary to link the browser connected to ThirdEye and Tera Term.

This preparation can be done from the screen that appears when you start the terminal proxy for the

first time. The installation procedure for Browser Integration”** is described below.
For information on installing Tera Term, please skip to the Tera Term section.
1. Click [Install Integration] and download the ttinstall.exe file.

Terminal Integration

Step 1: Tera Term Download

Download and install Tera Term. If Tera Term is already installed, skip this step.

Download Tera Term

Step 2: Browser Integration

Terminal integration must be installed before you can use the terminal launch feature. Click on the 'Install Integration’ button and complete the installation.

Install Integration

Regarding Browser Integration, you may need to reconfigure if you clear your browser’s cache

or update ThirdEye.
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2. Run the downloaded ttinstall.exe file.

ttinstall.exe

3. Select the display language and click [OK]
Select Setup Language X

\l/ Select the language to use during the installation.

L

English W
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4. Click [Next].

Welcome to the TeralTerm Browser
Integration Setup Wizard

This wizard will guide you through the installation of
TeraTerm Browser Integration.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

MNext = Cancel

5. Click [Finish].

Completing the TeraTerm Browser
Integration Setup Wizard

TeraTerm Browser Integration has been installed on your
computer.

Click Finish to dose this wizard.

< Back Finish Cancel

Preparation is now complete.
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15.3.2 Start the Terminal Proxy

If a device configuration backup has been obtained when you start the terminal proxy, you can skip
selecting the protocol and entering the user name/password after starting the terminal proxy.

15.3.3 Web Browser Setup

1. Select the [Inventory] tab.

2. Right-click the device to which you want to connect the terminal and select [Open Terminal].

6 Dashboards Inventory Changes Jobs Terminal Proxy Search Compli

=] ¥ SearchIP/Hostname: 10.0.0.153 ¥  Add Criteria " @‘ \») |

—= IP Address Hostname Network Adapter HW Vendc

| 10.0.0.153 B W -0 Cisco 10S Cisco
% Backup

B Open Terminal
B Open Native Terminal

ans 9f3 p.l!q

Ej Show Terminal Proxy Logs
E:E' Compare Configurations
& Display Job History

Ping

/. Configure Maintenance Windows...

"_‘ Add to map...
’_’ Add to map with hierarchy...
Edit Launchers...

3. The terminal will open in a separate browser tab, and the device’s login screen will be displayed.

Enter your username and password to log into your device.

Terminal - 10.0.0.153 - test0322

test0322>enable

Password:
test03224#
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15.3.4 Use Tera Term

1. Select the [Inventory] tab.
2. Right-click the device to which you want to connect the terminal and select [Open Native Termi-
nal].

3. The [Select Protocol] screen is displayed. Select the connection protocol and click [OK].

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compli

; 2| = sSearchIP/Hostname: 10.0.0.153 ¥  Add Criteria v‘ @‘ <3|

E == IP Address Hostname Network Adapter HW Vendc¢
=+ 10.0.0.153 a . . - Cisco 10S Cisco

\21 78 “» Backup

@ B Open Terminal

w . .

s ﬁ Open Native Terminal

”‘ "

© a Show Terminal Proxy Logs

EE Compare Configurations

= Display Job History

1)) Ping

_v_ Configure Maintenance Windows...
@)

5%3 Add to map...

{E@ Add to map with hierarchy...

Edit Launchers...
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Tera Term will start and the device login screen will be displayed. Enter your username and password

to log into your device.

T 192,168.40.222 - netLD WT - O pod
IJr{IME EEE ETS IVRO-IO vEW ALTH)
) , 401126 AM UTC

Uzsername: |
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15.4 Configure Monitor Thresholds

You can set thresholds for the data you retrieve and raise alerts when violations occur.
The following steps will create a threshold for the previously created SNMP monitor.

1. From the details screen, doubleclick the monitor for which you want to set thresholds or click

Cisco29605 - 10.0.0.227 j
Cisco2960S - 10.0.0.227 actions... icmp | ncm Isnmp fssh ] telnet General  Monitors  Violations ~ SNMP Traps  C i At di Interfaces  ARP/MAC/VLAN
= Detail Cisco CPU
Cisco CPU Index ~ cpmCPUTotaliminRev
Period: Tm CISCO-PROCESS-MIB/cpmCPUTotalTable 1 10
Last Captured: 2023/10/25 16:29
|20l | X || &

2. Click [Trigger], then click [Time Window] in the pop up menu.

Cisco CPU &7 Period: (I i ] History: {J=—— 3 months Save | Close

MName QID

Type MIE
cpmCPUTotal IminRey 1.3.6.1.41.9.8.108.1.1.1.1.7 SMMPv2-SMl:Gauge32 CISCO-PROCESS-MIB
f,? No Response Threshold
7-:'1 Time window
@ Angmaly Alert
g Add || a6 4 E Derived Metric | « ¢ Triggers |
Index: ‘ CISCO-PROCESS-MIBicpmCPUTotalindex (SMMPv2Z-5MIiUnsigned3.| Display String: ‘ none
Filter: ‘

The image below is an example of setting an alert to be issued when the CPU usage rate exceeds 80%.

77 Time Window Trigger
Condtiona o
Alert Po icy:| Simple Incident Palicy 4, Severity: Warning A
Time window: 3 m Count: 3
Messa ge:| MNode is in violation of trigger condition, times within
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3. Enter the following items:

Setting Explanation
Conditional You can specify conditions using the following items
is (equal)

is not (not equal)
> (less than, the value on the right is smaller)
< (greater than, the value on the right is greater)
contains
does not contain
Alert Policy Specify alert policy.
Severity Select the severity from the following: (Initial value: warning):

“Emergency”, “Alert”, “Critical”, “Error”, “Warning”,

“Notification”, “Information”, “Debug”

Time window Set the period for executing the process. (Minimum value: 30

seconds)

The period that is used as the basis for counting how many times the
process defined in the policy must be executed within a specified

period of failure.

Count Set the number of times the process must fail within the set period

before executing the process.
(*Minimum value: 1)

Message Set the message when executing the process.

The different alert severity icons are shown in the correspondence table below:

Security level Status Severity status icon
High emergency (¢
alert @
critical (%)
Priority error
warning
notification
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Security level Status

Severity status icon

information

Low debug

©

4. Click [Save].

Cisco2960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions...

= |Detall Cisco CPU P eeriod| 1 @D
Cisco CPU
Period: Tm CISCO-PROCESS-MIB/cpmCPUTotalTable =
P 4 add | & re [ Derived Metric | &+ Triggers

Index: ‘ CISCO-PROCESS-MIB:cpmCPUTotalIndex (SNMPv2-SMI:Unsigned32)

icmp ; ncm 2 snmp 3 ssh [ telnet General Monitors Violations SNMP Traps

>

Interfaces  ARP/MAC/VLAN

Save = Close

Compliance  Attachment Hardware

History: O—— 3 months

Display String ‘ none

Filter. ‘

#f Time Window Trigger

Condmonal:‘ cpmCPUTotaltminRev X > E

Alert Pohcy:‘ Simple Incident Policy

Time window: ERI min

Severity; Warning v

Count: 3

Message:‘ Node is in violation of trigger condition, times within
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15.5 Configure SNMP Trap Handling

ThirdEye can send traps on certain events (e.g. when device configuration changes are detected) and
execute actions when it receives traps (e.g. run discovery). This section describes how to configure

ThirdEye to send and receive traps successfully.

15.5.1 Send traps on events

To send traps on events, select the events that you wish to subscribe to and specify where you want
ThirdEye to send the traps to (trap destinations).

1. Click [Settings] on the Global Menu.

2. Click [SNMP Traps] and select the events.

Server Settings
Data Retention Send traps when...
device configuration changes are detected

System Backup
devices are added and deleted

Rl a backup fails

SNMP Traps | |ajob completes with errors

Users | the compliance status of a device changes
Roles | the status of bridge changes

External Authentication

|

L

| |an audit event occurs

| |a change approval action occurs
~

Custom Device Fields | an email failure

Memo Templates
Trap discovery:

Launchers
Attempt discovery upon trap from unknown device

Smart Bridges

Trap forwarding:
Networks -
| | Forward all received traps
Network Servers

Syslog Trap receivers:
Zero-Touch Community Host Port Version
Software Update

Web Proxy

Change Approvals

Device Groups

Cisco API a | 7| &
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Event Trigger SNMP Trap Action

Device configuration changes are detected Sends an SNMP trap when it detects
that the device configuration has

changed since the last backup.

Devices are added and deleted Sends SNMP traps when devices are
added/removed.

A backup failure Sends an SNMP trap if configuration
backup fails.

A job completes with errors Sends an SNMP trap if job execution
fails.

The compliance status of a device changes Sends SNMP traps when compliance

status changes.

The status of bridge changes Sends an SNMP trap when the
connection status between the smart

bridge and core server changes.

(*Displayed only when the optional
license is valid)

An audit event occurs Sends an SNMP trap when a user logs

in/logs out.

A change approval action occurs Sends an SNMP trap when a job

approval event occurs.

An email failure If email sending fails, an SNMP trap

will be sent.

3. To add a trap destination, click the . button.
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4. Enter the trap destination information and click [OK].

Host:

Port:

Version:

SNMP Trap Host

192.168.3.3

|
162 =]
3 v

SNMPv3 Authentication Username: | logicvein

SNMPv3 Authentication Password: | ssesssssrasas

SNMPv3 Privacy Password:

SNMPv3 Authentication Protocol: SHA v

SNMPv3 Private Protocol: PrivDES v
SNMPv3 EnginelD: 0x:80:00:13:70:01:c0:a8:01:07:33:49:5e:th
oK | Cancel ‘
Items Explanation
Host Enter the IP address or host name of the trap destination.
Port Specify the trap destination port. (Initial value: 162)
Version Specify the trap version from the following: 2c, 3
SNMP Enter the trap community name. (When selecting 2c at Version)
Community
String
(SNMPv3) Enter the username used for user authentication.
Authentication
Username
(SNMPv3) Privacy  Enter your encryption password.
Password
(SNMPv3) Specify the authentication protocol from the following:
Authentication
Protocol

SHA, SHA224 , SHA256 , SHA384 , SHA512
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Items Explanation

(SNMPv3) Private  Specify the encryption protocol from the following:

Protocol
PrivDES, PrivAES128, PrivAES192, PrivAES256, Priv3DES,
PrivAES256-3DES, PrivAES192-3DES

(SNMPv3) Enter if you want to change the engine ID.

EnginelD

(It will be filled in automatically)
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15.5.2 Enable/disable trap-triggered discovery

The trap-triggered discovery feature allows ThirdEye to automatically discover and add previously un-
known devices that send SNMP traps to the server. If there are multiple networks configured in the
product, the server will employ heuristics to determine which network the device belongs to based on
the source IP address of the trap. SNMP credentials for the network must be configured in advance for
successful discovery. There are also delays of up to several minutes introduced to prevent excessive
discovery attempts and to allow batch discovery of multiple traps from devices in the same network.
Devices that fail discovery will have subsequent traps ignored for a period of five minutes before dis-
covery can again be triggered. Devices that are discovered but subsequently deleted cannot trigger a

discovery until the next time the server is restarted.

Enable or disable trap triggered discovery by using the checkbox “Attempt discovery upon trap from

unknown device.”

15.5.3 Receive traps by SNMP v1/v2c

If there are no configured SNMP v1/v2 community strings, all SNMP v1/v2 traps will be accepted.
However, if you wish to enforce that SNMP v1/v2 traps present only verified community strings, they
must be specified in [Settings]. Once defined, only traps that present a matching community string will
be accepted.

To add SNMP v1/v2c trap community strings:

1. Click [Settings] to open the [Server Settings] window and click the [SNMP Trap Users] item
from the list on the left.

2. Click the L* button at the bottom right, below the SNMP v1/v2 table, to begin.
3. Fill in the community string that will be used for authenticating incoming SNMP Traps.
4. Click the [OK] button at the bottom right.

5. To save changes, click the [OK] button at the bottom right of the [Server Settings] window.

15.5.4 Receive traps by SNMPv3

To receive SNMP Traps by SNMPv3, it is required to set up credentials in advance so that ThirdEye
can authenticate and/or decrypt incoming SNMP Traps.

1. Click [Settings] to open the [Server Settings] window and click the [SNMP Trap Users] item
from the list on the left.

2. Click the [ # button at the bottom right, below the SNMP v3 table, to begin.

3. Fill in the SNMPv3 user information that will be used for authenticating and/or decrypting in-
coming SNMP Traps.
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4. Click the [OK] button at the bottom right.

5. To save changes, click the [OK] button at the bottom right of the [Server Settings] window.

Data Retention
System Backup
Mail Server
SNMP Traps
SMNMP Trap Users
Users

Roles

External Authentication

Custom Device Fields

Memo Templates
Launchers

Smart Bridges
Metworks
MNetwork Servers
Syslog

Software Update
Web Proxy
Change Approvals
Device Groups

Cisco API

Server Settings

SNMP v1/v2 Community Strings:

Community

SNMP User

Authentication Username: | snmpv3user

Authentication Password: | #eessssssssss
Privacy Password: tttsnsttanee G
Authentication Protocol: SHA el
ivacy Protocol
Private Protocal: PrivDES o
OK Cancel
B
OK

Cancel
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15.6 Check the Up/Down Status of the Device Interface

You can check device details such as the status of device interfaces in the Editor of the [Inventory] main

tab.

To use this function, SNMP communication with the monitored device must be possible.

1. From the list of monitored devices, doubleclick the device for which you want to check interfaces.

This opens the [Inventory] Editor window at the bottom of the screen.

(@ Dahbowds  Inventory | Changes  Jobs  TerminalProxy  Search  Compliance | Monitors | Incidents | Map  MiBs Network:  Default ¥ scorreale Logout Settings Help
; [] ¥ Vendor/Model/0s: Cisco ~ Add Criteria > | | ﬂ 5 Device & Inventory @ Tools “ Change & Smart Change Ml Reports
S’ Z IPAddress 4 Hostname Network Adapter HW Vendor Model Device Type 05 Version Serial# Backup Durat...  End Of Sale End Of Life Software End ... Software End ... Violation
% =4 10128062 SCEB000 Default Cisco SCE Cisco SCE8000 Content Engine 3.7.2-p3 Build 352  FOX1445GYOE 20s 2015/10/01 2020/09/30 =
'S @ oses Default Cisco [0S Cisco WS-C3750X-24T... Router 195
g = 10.128.0.64 Default Cisco 10S Cisco WS-C3750X-24 Switch 15.0(1)SE3. FDO1619VOWC 19s 2016/10/30 2021/10/31
g @ 10128065 hot-n-hol-4 Default Cisco 105 Cisco 1760 Router 12209)2L1 FOCO64S08KX 105
=4 10.128.0.75 ep-dmvpnrtr-02.... Default Cisco 10S Cisco CISCO3845 Router 15.1(4)M2 FTX1105A212 1s 2011/11/01 2016/10/31
© 10128076 SCE8000 Default Cisco SCE Cisco SCE8000 Content Engine 3.7.2-p3 Build 352 FOX1414GAXK 1s 2015/10/01 2020/09/30
‘w 10.128.0.79 asr-9k-01 Default Cisco 10S Cisco /ASR-9006-AC-V2  Router 423 FOX1737GND8 1s
24 10.128.0.90 asamulti-context... Default Cisco 10S Cisco ASAS5580-40 Router 1s
=4 10128091 FI-2575-SW8 Default Cisco 10S Cisco WS-C3650-48PS  Switch 16.1.1E FDO1935P10A 1s 2021/10/31 2026/10/31
© 10128092 SCE8000 Default Cisco SCE Cisco SCE8000 Content Engine 3.7.2-p3 Build 352 FOX1537G9R3 1s 2015/10/01 2020/09/30
‘0 10.128.0.98 CR8-B Default Cisco 10S Cisco CRS-4/S Router 431 SMA12360980 mis 2014/08/15 2021/08/31
@ 10128099 CR8-B Default Cisco 05 Cisco CRS-4/5 Router 431 SMA12360980  2mSs 2014/08/15 2021/08/31
L 1n1om0 10 MONOT-AWNA Dafatt Cieen <2 Cicen acacsas ame lan1aa e ananmasna snosmarn
C 4 1-8a0fss b Results per page: 254 v
FI-2575-SW8 - 10.128.0.91 j
FI-2575-SW8 - 10.128.0.91  actions.. General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN
= Detail ICMP Ping
ICMP Ping (Default) Round-trip Time: 0.71ms
Period: 305 ICMP echo | Packet Loss: %
Last Captured: 2024/03/12 03:34
* R Q e
2. Click the [Interface] tab in the Editor window.
3. Click [Live Update] on the right side of the Editor window.
nesSk.noc - 10.128.0.144 >
nesSk.noc - 10.128.0.144  actions.. General  Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces =~ ARP/MAC/VLAN
P> Live Update
Admin  Name Alias Type P Speed MTU MAC Comment
Q Loopback0 softwareLoopback 45.0.0.3/32, 2001:3E8::3/128 0 1500
@ MgmtEtho/RPO/CPUO/O ethernet 172.16.0.3/16 1Gbps 1514 TCADT74262126
' TenGigE0/0/0/0 other 10 Gbps 1514 008A96096000
& Tencigeo/0/0/1 other 10 Gbps 1514 008A96096004
. TenGigE0/0/0/2 other 10 Gbps 1514 008A96096008
& TenGigeo/0/0/3 other 10 Gbps. 1514 008A9609600C

Information on the interfaces of monitored devices can be obtained periodically and the current status
can be checked.

nes5k.noc - 10.128.0.144 actions, General  Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN
Pause Update
Admin  Oper Name Alias Type 3 Speed M1y MAC Comment LastChange
2] & Loopbacko softwareLoopback 45.00.3/32, 2001:3€8:3/128 0 1500
* £ MgmtEthO/RPO/CPUO/O ethernet 1721603/16 1 Gbps 1514 7CAD74262126
5] & TenGigeo/0/0/0 other 10 Gbps 1514 008A96095000
5 & TenGigEo/0/0/1 other 10 Gbps 1514 008A96096004

To stop [Live Update], click [Pause Updates], or close the Editor window.
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15.7 Check Operation Log

1. Select the [Terminal Proxy] tab.

=) Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings Help
= [ ¥ Device: 1000250 ~ Add Criteria ~ | &I © =
= Laddcriteda 7| || O
=' Device IP Address Device Hostname Make/Model Protocol User Client IP Address Session Start Session End -
% B 10.0.0.250 Test 20231214 Cisco CISCO1921/K9 SSH scorreale 192.168.10.156 2024/03/12 03:06 2024/03/12 03:06
<
o
[}
E
e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Zero-Touch  Monitors  Incidents Map  MIBs  Playbook  WAlPifen <All> v terrance Logout Settings Help
;_| [l ¥ Device: -Any- - User: -Any- - Session Date: -Any- - Text: -Any- - Client: -Any- - @6 3 Export...
S’ Device IP Address Device Hostname = Network Make/Model Protocol User Client IP Address Session Start Session End
|g|-'| B 1004040 netid.intralvi.cojp Default SsH admin 192.168.10.195 2025/06/25 13:06 2025/06/25 13:12 H
ﬁ 4 1-90f9 b
w > ]~ |
S 1921CiscoRouter - 10.0.0.2... * 1921CiscoRouter - 10.0.0.2.. * CSR1000V_-10.0.0223-T.. * netid.intralvicojp-100.4.. » 1921CiscoRouter- 10.00.2... * 1921CiscoRouter- 10.0.0.2.. * CSR1000V_-100.0.223-T.. >
2
netld.intra.lvi.co.jp - 10.0.40.40 - Terminal Log 2025/06/25 13:06:19 - 13:12:26 (6 minutes, 7 seconds) C )
1
2
3 b ve authentication
4
5 Zogicvein - Coze Sexver
6
7 tcadmin@netld:~$
8
s

test0322 - 10.0.0.153 - Terminal Log 2024/03/12 03:21:34 - 03:21:41 (7 seconds)

test0322>enable

Password:

test03224sh wversion

Cisco I0S XE Software, Version 03.11.04.5 - Standard Support Relesass

Cisco I0S Software, CSR1000V Software (X86_64 LINUX_TOSD-UNIVERSATLK9-M), Version 15.4(1)54, RELEASE SOFTWARE (fc
Technical Support: http://www.cisco.com/techsupport

10 Copyright (c) 1986-2015 by Cisco Systems, Inc.

11 Compiled Fri 05-Jun-15 23:15 by mcpre

[Ye =T e O ¥ WSS U S R

14 Cisco I0S-XE software, Copyright (c) 2005-2015 by cisco Systems, Inc.

15 B1l rights reserved. Certain componsnts of Cilsco IOS-XE software are

16 |licensed under the GNU General Public License ("GPL") Version 2.0. The
17 |software code licensed under GPL Version 2.0 is free software that comes
18 lwith ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

19 ¢PL code under the terms of GPL Version 2.0. For more details, sse the
20 documentation or "License Notice" file accompanying the IOS-XE softwars,
21 |or the applicable URL provided on the flyer accompanying the IOS-XE

22 |software.

3. Click [Export] at the top right of the log screen to save session data as a text file.

The file name is termlogs".*YYYY-MM-DD*.zip and is compiled in ZIP file format. *YYYY-MM-DD*

indicates the date of saving.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings Help
= [ v Addcriteria - @) 6] o Export
_E‘: Device IP Address Device Hostname Make/Model Protocol User Client IP Address Session Start Session End e
Ig-l'l B 1000153 test0322 Cisco CSR1000V SSH scorreale 192.168.10.156 2024/03/12 03:21 2024/03/12 03:21
“<D & 1000250 Test 20231214 Cisco CISCO1921/K9 SSH scorreale 19216810156 2024/03/12 03:06 2024/03/12 03:06
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15.8 Check SNMP Traps From Registered Devices

SNMP traps sent from monitored devices registered as devices in ThirdEye can be checked from the
[Monitors] > [SNMP Trap] tabs. You can also use the search function to display only SNMP traps sent

from a specific device.

o ses T

eunsafgpaiy,

24/03/09 0327.19
24/03/08 21:03.45

192.16820211
192.168.20211

The Patrol

¥ scoreale Logout Settings Help

10 | 1 pue | o

20240312

(4 [rooimms B

pros

prosmos2-idra... Default

Integrated RAID Controler 1., alertCurentSiat

RAID Controller 1. slertCurrentStatus: 3. emSeniceTag: AYKNS et Integrated RAID Controlle

You can view trap details by doubleclicking on a trap. Additionally, the displayed traps can be exported

to a CSV file by clicking the [Export] button.

SNMP Trap Details

OID : 1.3.6.1.4.1.674.10892.5.3.2.2.0.4331 (IDRAC-MIB.alertStorageControllerinformation)

3ysUpTime:

160 days,

alertMessageID: CTL38, alertMessage:

The Patrol Read operation completed

alertCurrentStatus:
, alertFQDD: RAID.Integrat

BATD Contreller 1,

1", alertChassisServiceTag:
dev-dell-idrac,

Chasz=is,
C] Show all

Object

alertMessagelD
alertMessage
alertCurrent5tatus
alertSystemServiceTag
alertSystemFQDMN
alertFQDD
alertDeviceDisplayMName
alertMessageArguments
alertChassisServiceTag

alertChassisMame

)
—r

lertRacFQDN:

alertDeviceDisplayName:

umencs:

for Integrated RAID Controller 1.,
"""" alertSystemFQDN:
Integrated
Integrated BAID C 11
alertChassisName: Main System

snmpTrapOID:

"

Value

CTL38

The Patrol Read operation completed for Integ...
3

4YKMNSC2

RAID.Integrated.1-1
Integrated RAID Controller 1
“Integrated RAID Controller 17
4YKN9C2

Main System Chassis

w—
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15.9 Check Collected SNMP Data

Data collected by SNMP monitors is stored in a database. You can export this data to graphs or Excel
files.

15.9.1 Add SNMP Graph Widget

Data collected by SNMP monitors can be viewed by adding a Graph Widget to your Dashboard. You
can add a Graph Widget to your dashboard from the [Dashboard] main tab.

Refer to the Add a Dashboard section for more instructions on adding Dashboards.

To add a Dashboard:
1. Click the [Inventory] tab

2. From the list of monitored devices, doubleclick the device for which you want to set up a monitor.
This opens the Editor at the bottom of the window. The Monitors information will be visible in
the [Details] column in the left sidebar.

e Jobs  TerminalProxy  Search Compliance Monitors Incidents Map  MiBs

~  Addcritern ~| @] ©

¥ scorreale Logout Settings Help

= is % Change & Smart Change Ml Reports
o = e Network Adapter HW Vendor Model Device Type Serial End Of Sale End Of Life Software End Of Sale  Software End Of Life Violation
M © 100t wal.. Detau Uvection Uvection Lnenx sener LveAction 23-6XT-025-, a
S © wooss Default Netsmp ana
© © oo Demo
F @ oo Router Oetet Gieol05 G csaiooov Router shUDosBHOKI 201906717 202406730 a
) tooorz s Oetatt csmlos csaiooov Router soesHssIcr @D €T s
© 1000117 ThiaEjett? Detaut i eda
© 1000121 e Demo ciol0s crss Router swatrasozol 200015 2010931 ane
@ 1000121 e Detaut cieol0s crsars Router swattasozoL aorges 20031 ane
© 100012 Oetott ciol05
[T R— ettt G0 o csaiooov Router svomuGox ada
¢ 4 1-10200102 b Results per page: | 254 v
1000124 -
1000124 acions CDEDEDED D General  Monitors  Violations  SNMPTraps | Compliance  Attachment | Hardware Inerfaces | ARP/MACALAN
Cisco CPU
Index -
2 2
[snmo ]
Peri m CISCO-PROCESS-MIB/cpmCPUTotalTable
CPUStats Ciee)
i 05 HOST-RESOURCES-MIB e
o ng o)
ot 05 o echo Lot Copture 2024/01/15 2333
e CPUStats
Lol Last Captured: 2024/01/15 23:39
ICMP Ping
FMBIOOND | gt Tone: 045ms
s Packet Loss =
B0 Lot Capture 202410115 2339
Interface Stats
Index = InOctat-derhative

OutOctets-derivative

2uas5
0
0

Last Captured: 2024/01/15 23:39

3. Inthe left sidebar, select the monitor whose data you want to check, and click [Add to Dashboard].

-------- 10.0.0.124

Catchalltrap.

(CISCO-PROCESS-MIg/cpmCPUTotalTable

HOST-RESOURCES-M8/hProcessorTable

IcMP echo

0

F-MIB/iTabie.

8

F-MIB/lnkDown

8

Period: n/a 1F-MIg/linkUp.

EDEDED D CHED

Cisco CPU
Index

ap

CPU Stats

ICMP Ping
Round-tp Time: 038ms
Packet Loss 0%

Interface Stats

Index

#|7]

x|e|=]

VirtualPoriGround

General | Monitors | Violations ~ SNMPTraps  Compliance _ Attachment Hardware Interfaces | ARP/MAC/VLAN

Last Captured: 2024/01/15 2341

Last Captured: 202¢/01/15 2341

Last Captured: 202¢/01/15 2341

~ InOctets-derivative OutOctets-derivative

Last Captured: 2024/01/15 23140
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4. In the [Add Dashboard Widget] window, select the Dashboard you want to add the widget to.

Add Dashboard Widget

021/
Dashboard: | stephen dashboard V‘
Main Dashboard ‘
stephen dashboard
Metric Jamie - Test
J hrProc — Ge

Cancel
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5. Select the metrics you want to add to the graph and click [Add].
Depending on the data to be obtained, “Index’ may not be displayed, and only “Metric” may be visible.

Add Dashboard Widget

Dashboard: logicDash v
ndex with name
Metric Index
hrProcessorLoadAvg MN/A
Add | Cancel |
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15.9.2 Export SNMP Data to CSV File
Data collected with SNMP can be exported to a CSV file.

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you
want to set up a monitor. This opens the Editor at the bottom of the window. The Monitors

information will be visible in the [Details] column in the left sidebar.

2. From the monitor’s [Details] in the left sidebar, select the monitor whose data you want to check,

........ 1000124 actons General | Monitors  Violations  SNMPTraps  Compliance  Attachment  Hardware Interfaces | ARP/MAC/VLAN
Cisco CPU

1 Trap (Defaut) EREIED  index -

[somo )
(CISCO-PROCESS-MIE/comCPUTotalTable
oo )

HOST-RESOURCES-M8/hProcessorTable

P ecno Lt Capturecs 2024/01/15 2341
cm CPUstats
IF-MIB/ifTable Last Captured: 2024/01/15 23:41
@D 1P Ping
F-MB/inkDown

1F-MIg/linkUp. Last Captured: 202¢/01/15 2341
Interface Stats

Index ~ InOctets-derivative OutOctets-derivative

Last Captured: 202¢/01/15 23:40

|7]i[x]e|=]

3. Enter the file name and data export period, and click [Save].

Export Monitor Data

Filename: ‘ aaaaaaaa-CPU-5tats.csv

Start Time:‘ 2024/01/14 _ﬂ | 23 ﬁ| 45 ﬁ
End Time: ‘ 2024/01/15 _n | 23 ﬁ| 45 ﬁ

After clicking [Save], the Excel file will be downloaded.
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15.9.3

Publish PDF Dashboard Report

You can export the “inventory” and “line graph” displayed in the widget to a PDF file by clicking the

[Export] button in the top right of the dashboard screen.

Dashboards Inventory  Changes  Jobs TerminalProxy Search Compliance Monitors Incidents = Map  MIBs

Incidents

= 1P Address.
A 1000112
© 1000126
© 1000109

ayng aA3pui

0 100329
0 wosn2
0 wos2
0 1005209
O 0052
© 1006253

5 Main Dashboard

critical
S 1P Address

ICMP PING  Memory ICMP ping - others

P o

15.9.4 Schedule Email Dashboard Reports

Dashboard reports can be emailed periodically.

To send email, you must first set up a mail server.

1. Click [Schedule].

@ Dwstbowds | Inventory | Changes | Jobs | TerminalProxy _ Search | Complince  Moritors | Incidents | Map _MiBs

Incidents
= 1P Address

) 1000112
© 1000126
© 1000149

a)ng akgpu:

0 100329
0 100612
0 100612
0 1006219
0 1006253
0 1006253

5! Main Dashboard

critical
S 1P Address

B e
WS C3650-24T5-1
3560
=)

ICMP PING  Memory ICMP ping - others

V

This opens the [Schedules] window.

312

Hostname

Hostname

Network | <All>

Network: | <All>

Index Cleared Occurrences Created Updated.
——1h 2tous. [T
15ms
ms
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2. Click the [* button to open the email [Schedules] window.

Schedules

E-mail Recipients MNext Fire Time

Close
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3. Configure each item.

E-mail Schedule

Tor | support@logicvein.com @ once O Daily O wWeekly O Monthly O Cron
Ce | sales@logicvein.com -l - i 1 -
|23 = 50 ~| 2024/01/15
Scope: Past 24 hours v
Template: | J
Download Widget Reference
Timezone: (GMT-06:00) Central Time v
Filter: =No Filter> v
Save | Cancel
Menu item Explanation
To/Ce Enter the email address.
Scope Specity the report display period range from the dropdown menu:

within 24 hours

within a week

within 30 days

yesterday (00:00:00-23:59:59)

last week (Monday to Sunday)

last month (beginning of month to end of month)

date range (user specifies any period)

Template Dashboard graphs can be pasted into a Word file and sent as a report.
Schedule Specify the schedule for publishing the report.

Timezone Specify the time zone in which to publish the report.

Filter Specifies execution time filter settings.

Filter settings are made in [Job Management].
Save Save your settings.

Cancel Discards the settings and returns to the previous screen.

4. Click [Save].
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15.10 Collect SNMP Information

You can add an SNMP monitor to obtain MIB information such as CPU usage rate and traffic volume

from monitored devices.

This steps to obtain the CPU usage rate (cpmCPUTotallminRev) of a monitored Cisco device are ex-

plained below:

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you

want to set up a monitor.

2. Click the [ button in the bottom left of the window, and then click [SNMP] in the pop up menu.

e Dashhoards | Inventory =~ Changes Jobs  Terminal Proxy =~ Search  Compliance  Monitors  Incidents Map  MIBs
5_‘ =l ¥ Vendor/Medel/0s: Cisco ~ Add Criteria ~ g ﬂ
B M 1p Adacnsr Hostname HW Vendor Model
.21 © 101280482 ha-wass1 Cisco OE-VWAAS-ESX
D @ 101280171 kpb031702r210-swa Cisco SG300-10PP
g © 10128092 SCE8000 Cisco SCEB000
8 @ 0128076 SCE8000 Cisco SCEB000
© 1000227 Cisco29605 Cisco MNexus5543
@ 1000126 abe Cisco CSR1000V
© 10128065 hot-n-hol-4 Cisco 1760
© 10128060 SCE8000 Cisco SCEB000
© 1000121 CR3-A Cisco CRS-4/3
© 1000250 cisco1921 Cisco CISCO1921/K9
@ 1000227 Mexus5548P Cisco cevChassisNSkC5548p
10.0.0.153 mint Cisco CSR1000V
1000223 CSR1000V Cisco CSR1000V
W 1012806 Cisco CRS-4/S
W 1000249 Cisco29605 Cisco WS-C29605-24T5-L
@ 1000101 RouterM Cisco CSR1000V
W 10128010 CR3-A Cisco CRS-4/5

C 4 1-970f97 P

Cisco29605 - 10.0.0.227
Cisco2960S - 10.0.0.227 actions EEENHEECENES

= Detail

From Template...
From Monitor Set..
New

Agent-D

& Catch All Trap
HTTP

1) ICMP

" SNMP

W SNMP Trap

{2 TCP Port

CA> Jml=aln}

| # =

3. Enter any monitor name (“Cisco CPU” in the below example).

4. In the [Period] field, specify the interval (1 in the example below).

Device Type
Switch
Switch
Centent Engine
Content Engine
Switch
Router
Router
Centent Engine
Router

Router

Router
Router
Router
Switch
Router

Router
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5. Use the [History] slider to specify a data retention period of 3, 6, or 12 months.

Cisco2960S - 10.0.0.227

Cisco2960S - 10.0.0.227 actions...

= Detail

6. Click the [ +]

WL T AT

Cisco CPU

MName

5 Add | &6

Gen
Cisco CPU & Peiod:| 1 CID History: O—— 3 months
Name oID Type
b Add | o4 P [# Derived Metric
Index: ‘ nene Display String: | nene
Filter: ‘
button and then click [MIB Library].
? Period: 1 m History: {J—— 3 months

QID

7 @ Derived Metric

, MIB Library...
5 Custom QID...

Filter: |

316
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7. In the “Find OID” window, enter the MIB OID or name (“cpmCPU” in the example below) in
the OID search field, select the MIB you want to add, and click [OK].

Find OID

cpmCPU

Name

cpmCPU
cpmCPUTotalTable
cpmCPUTotalEntry
cpmCPUTotallndex
cpmCPUTotalPhysicallndex
cpmCPUTotal5sec
cpmCPUTotal 1min
cpmCPUTotal5Smin
cpmCPUTotal5secRewv
cpmCPUTotal1minRev

oID

1.3.6.1.4.1.9.9.109.1.1
1.3.6.1.4.1.9.8.109.1.1.1
1.3.6.1.4.1.9.9.109.1.1.11
1.3.6.1.4.1.9.8.109.1.1.1.11
1.3.6.1.4.1.9.9.109.1.1.1.1.2
1.3.6.1.4.1.9.9.109.1.1.1.1.3
1.3.6.1.4.1.9.9.109.1.1.1.14
1.3.6.1.4.1.9.9.109.1.1.1.1.5
1.3.6.1.4.1.9.9.109.1.1.1.1.6
1.3.6.1.4.1.9.9.109.1.1.1.1.7

MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB
CISCO-PROCESS-MIB -

ﬂ Cancel

8. Click [Save] in the upper right-hand corner of the window.

Cisco CPU 7 peiicd:| 1 @D History: O—— 3 months

Name o

cpmCPUTotal IminRev 13614.199.109.1.1.1.17

46 Add | o0 4 [ Derived Metric |« Triggers

Save | Close

Type mis
SNMPy2-SMI:Gauge32 CISCO-PROCESS-MIB

Index: | CISCO-PROCESS-MIB:cpmCPUTotallndex (SNMPv2-SMI:Unsigned32)

Display String: | none

Filter:

After saving, data collection will begin.

device details screen.

CR11-A - 10.128.0.8 Cisco2960S - 10.0.0.227

Cisco2960S - 10.0.0.227  actions..

= Detail Cisco CPU
Cisco CPU Index
Period: Tm CISCO-PROCESS-MIB/cpmCPUTotalTable 1

If successfully acquired, the data will be displayed on the

General Monitors Violations SNMP Traps Ce It Al dh Interfaces ARP/MAC/VLAN

4 cpmCPUTotaliminRev
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15.11 Monitor SNMP Traps

ThirdEye can receive SNMP traps and execute actions based on the received SNMP Traps. Depending
on the SNMP version that you wish to use, you may need to configure credentials in advance.

15.11.1 Set up credentials

Refer to Configure SNMP Trap Handling for instructions.
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15.11.2 Monitor by OID

You can monitor specified SNMP traps and configure different actions for each. By setting the OID
of an SNMP trap in advance, you can execute actions based on those settings when the corresponding
SNMP trap is received. There is also a setting to monitor all SNMP traps, which is described in the

next section.

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you

want to set up a monitor.

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network: | <All>  scorreale Logout Settings Help
|
5_‘ || ¥ Interface IP: 10.0.0227 ~ Vendor/Model/0s: Cisco ~ Add Criteria v‘ @‘ 9| <2 Device & Inventory @ Tools “4 Change & smart Change Wil Reports
| =
Q= 1PAddress Hostname HW Vendor Model Device Type Serial# Traits
M © 1000227 Cisco29605 Cisco Nexus5548 Switch S51143708V7 (icmp L ncm I'snmp L'ssh telnet ]
fp © 1000227 Nexus5548P Cisco cevChassisNSkC5548p [icmp L ncm 'snmp L'ssh teinet ]
g © 1000227 Cisc029605 Cisco Nexus5548 Switch S51143708V7 [icmp I ncm L'ssh telnet ]
s
)
|
C 4 1-303 b Results per page: 254 v
- «
Cisc029605 - 10.0.0.227 |
Cisco2960S - 10.0.0.227 actions... General  Monitors ~ Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN
= Detail
: : 13 LR}
2. Click the L* ] button at the bottom left, and then click “SNMP Trap”.
Cisco2960S - 10.0.0.227
Cisc02960S - 10.0.0.227 actions. icmp [ ncm J snmp ssh ] telnet General  Monitors  Violations ~ SNMP Traps  Compliance ~ Attachment = Hardware Interface
= Detail
From Template...
2Y< From Monitor Set..
New
¢ .,‘r Agent-D
ﬂ Catch All Trap
@ wrre
1) 1ICMP
_ SNMP
B SNMP Trap
3 TCP Port
w | 7 L)
: 113 ERI
3. Enter any monitor name (“Link Down” in the example below).
Cisco29605 - 10.0.0.227 B
Cisco2960S - 10.0.0.227 actions. General  Monitors  Violations = SNMP Traps  C Al ol Interfaces  ARP/MAC/VLAN
= Detail Link Down V4 MIB Library... | % Add Custom Trap... Close

®» 4 - ]

319
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4. Click the [MIB Library] button near the top of the window.

Cisco2960S - 10.0.0.227

>

Ce It Al dy Interfaces ARP/MAC/VLAN

Cisco2960S - 10.0.0.227  actions.. General | Monitors _ Violations
= Detail Link Down 7 me Library.u‘ % Add Custom Trap... Close

w ) LL} Lad b -d

5. Enter the trap OID or name (“linkdown” in the example below) in the OID search, select the trap

to monitor, and click [OK].

0IDiE3E

linkdown

=1

linkDown

linkDown

linkDown
portlinkDown
interfacePortLinkCown
yrifPpLinkDown

yrifTunnellinkDown

yrifPpAnonymousLinkDownWithUser..,

snirapl4linkDown

managementPortLinkDown

oD

1.3.6.1.2.1.11.0.2
1.3.6.1.4.1.5851.1.1.0.5
1.3.6.1.63.1.1.53
1.3.6.1.4.1.52.0.260
1.3.6.14.1.52.0419
1.3.6141.11822.3.02
1.3.6.14.1.1182.2.3.0.5
1.3.6141.118223.07
1.3.6.1.4.1.1991.0.120
1.3.6141.2272.1.201.1.2.0.2

320

MIB

V1-TRAP -
M5-ROOT-MIB

[F-mIB

CABLETROM-TRARPS
CABLETROM-TRAPS
YAMAHA-RT-INTERFACES
YAMAHA-RT-INTERFACES
YAMAHA-RT-INTERFACES
FOUMDRY-SM-MOTIFICATION-MIB
SWLZMGMT-MIB -

oK | ¥v i
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6. Enter a message for when a failure occurs.

Cisco2960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions..

= Detail

2]
icmp . ncm _ snmp 2ssh [ telnet General Monitors Violations SNMP Traps Ce It

Interfaces ARP/MAC/VLAN

MIB Library... | ¥ Edit Custom Trap... Save | Close

Link Down 4

3 IF-MIB.linkDown (1.3.6.1.6.3.1.1.5.3)

Message: ‘ linkdown

Name (o] 1]

- Type MIB
ifindex 13.6.12122.1.1

1361212212

IF-MIB:Interfacelndex
ifDescr

SNMPv2-TC:Displaystring
INTEGER

ifAdminStatus 1361212217

ifOperStatus 1361212218 INTEGER

45 Add ‘ 7 Edit ‘ ¥ Remove ‘ [ Derived Metric | # Triggers ‘

LAr AN R I 20 )

7. Click [Trigger] and then click [Raise Trigger Alert].

Cisco29605S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions..

>
icmp , ncm _ snmp § ssh [ telnet General Monitors Violations. SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN
= |Detal Link Down 4

MIB Library... | # Edit Custom Trap... Save | Close

B IF-MIB.linkDown (1.3.6.1.6.3.1.1.5.3)

Message: ‘ linkdown

Name o> ~ Type MIB

IF-MIB:Interfacelndex

ifindex 1361212211

ifDescr 1361212212 SNMPv2-TC:DisplayString

INTEGER
1361212218 INTEGER

ifAdminStatus 1361212217

ifOperStatus

A Raise Trigger Alert
A Clear Trigger Alert
4 Add | 7 Edit| 3 Remove | [ Derived Metric | ¢ Triggers |  index
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8. Select the “Conditional”, “Alert Policy”, and “Severity” settings.

(The image below is an example of setting an alert for the “Link Down” monitor.)

Cisco2960S - 10.0.0.227

= Detail

General  Monitors  Violations ~ SNMP Traps  Compli Attact Hard Interfaces  ARP/MAC/VLAN
Link Down Ve MIB Library... ‘ # Edit Custom Trap... ‘ Save | Close
ivescr 136121212 SNMIFV- 1 CLISpIaysTring .
ifAdminStatus 136.1.2.1.22.1.7 INTEGER
ifOperstatus 136.1.21.22.1.8 INTEGER

< Add | 7 kdit | % Remove | ] Derived Metric | ¢ Triggers |  index: | (YD

A Raise Trigger Alert

Conditional: 9 Trigger alert occurs based on the following condition (otherwise unconditionally)

10001

Alert Policy: ‘ Simple Incident Policy Severity: Warning v

Alert Setting

Explanation

Conditional

Alert Policy

Severity

If you check [Trigger alert occurs based on the following condition
(otherwise unconditionally)], you can specify the conditions using the
following items.

is (equal)

is not (not equal)

> (less than, the value on the right is smaller)

< (greater than, the value on the right is greater)

contains

does not contain

Specify alert policy.

Select the severity from the following: (Initial value: warning):
“Emergency”, “Alert”, “Critical”, “Error”, “Warning”, “Notification”,
“Information”, “Debug”

(*chart of the correspondence between severity and icon border/status

icons is shown in the table below.)
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The different alert severity icons are shown in the correspondence table below:

Security level Status Severity status icon

High emergency (@)
alert @
critical ©

Priority error
warning

notification

. .
information @
Low debug
9. Click [Save].
Cisco2960S - 10.0.0.227 actions.. General  Monitors  Violations ~ SNMP Traps  Compli Al il Interfaces  ARP/MAC/VLAN
= Detail Link Down 4 MIB Library... | ¥ Edit Custom Trap... Save | Close
moescr 1301212218 SNMFPVZ-1LIUISpIay>Tring »N
ifAdminStatus 1361212217 INTEGER
ifOperstatus 1361212218 INTEGER

4 Add ‘ 7 Edit ‘ % Remove ‘ [ Derived Metric | «' Triggers ‘ index: |(ERTEDD

A Raise Trigger Alert

Conditional: & Trigger alert occurs based on the following condition (otherwise unconditionally)

‘ 10001

Alert Policy: ‘ Simple Incident Policy Severity: Warning v
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15.11.3 Monitor any OID

You can monitor all SNMP traps. By setting “SNMP Trap (All)” in advance, you can perform common
actions based on those settings when receiving an SNMP trap. This is useful when you have not clearly
decided which traps to monitor, or when you want to monitor all SNMP traps and register incidents.

The “SNMP Trap (All)” and “SNMP Trap (Optional)” settings can be used together. If used
together, the “SNMP Trap (optional)” setting takes precedence.

1. Click the [Inventory] tab, and doubleclick the device for which you want to set up a monitor.

auns aA3payL @

= IP Address
© 1000227
© 1000227
© 1000227

C 4 1-30f3

Cisco2960S - 10.0.0.227

Cisco2960S - 10.0.0.227

= Detail

Dashboards  Inventory

2] ¥ Interface IP: 10.0.0.227

Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents  Map
Vendor/Model/0s: Cisco Add criteria | @] ©|
Hostname HW Vendor Model
Cisc02960S Cisco Nexus5548
Nexus5548P Cisco cevChassisN5kC5548p
Cisco2960S Cisco Nexus5548
=
actions... icmp \ ncm snmp {ssh | telnet General  Monitors

<All> v scorreale Logout Settings Help

5 Device & Inventory @ Tools "% Change & Smart Change Ml Reports

Traits E
@ED D €D €D CED

@D @D €D €D CID
Premp Lrcm Yesh teinct

Results per page: 254 v

2]

Interfaces  ARP/MAC/VLAN

2. Click the [* button. at the bottom left, and then click “Catch All Trap (All).”

Cisco2960S - 10.0.0.227

Cisco2960S - 10.0.0.227

= Detail

E@m@%

actions... icmp 2 ncm Jsnmp g ssh | telnet General

From Template...
2% From Monitor Set.
New

/) Agent-D
ﬂ Catch All Trap
@ Hrre

1) 1ICMP

" SNMP

B SNMP Trap

1 1cp port

324

SNMP Traps Compliance Attachment Hardware Interface
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3. Enter any monitor name.

Trap all i Save | Close

Maonitor to handle all the incoming traps

« ¢ Triggers
4. Click [Triggers], then click [Catch All Trigger Alert].

Trap all I Save | Close

Iy .!- Catch All Trigger Alert bming traps

« ¢ Triggers

5. Specify the alert policy.

Trap all ' d Save | Close

Monitor to handle all the incoming traps
« ¢ Triggers

A CatchAll Trigger Alert

Alert Policy: | Simple Incident Policy

6. Click [Save].

Trap all I ‘ Save | Close

Monitor to handle all the incoming traps
« ¢ Triggers

A catchAll Trigger Alert

Alert Policy: | Simple Incident Policy

With the above settings, alerts will be issued for all SNMP traps received from monitored devices.
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15.12 Monitor Multiple Devices (Monitor Sets)

ThirdEye’s monitor settings include a function called “Monitor Set” that combines multiple monitors

into one. Monitor Sets allow you to apply configured monitors to many devices at once.

1. Click [Monitors] > [Set] > [Add].

Network: ~ <All> v scorreale Logout Settings Help

e Dashboards  Inventory = Changes  Jobs  Terminal Proxy = Search  Compliance  Monitors  Incidents Map  MiBs
=] Sets Templates  AlertPolicies  Violations SNMP Traps Syslog
% Search: | Monitor Set <P Add 4 =) ) Import | ¢
J'<n Name Type Period Detail
® | [+] agentd-linux
g [+] agentd-windows
@ [+ aruba

[+] Cisco

[+] cisco-1

[+] Default

[+] Juniper

[+] Linux

[+] pagemiddle

[+] stephen

[+] stephenv1

[+] WatchGuard

2. Enter the monitor set name and click [OK].

Create Monitor Set
Monitor Set Name:
system default
() Automatically apply monitors to new devices.
oK Cancel

Setting Explanation

Automatically apply monitor to  When a device is added to a monitor included in this monitor

new devices
with the device.

set, it will be automatically assigned if it is able to communicate
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3. Select the monitor set you created.

Dashboards  Inventory  Changes Jobs  Terminal Proxy  Search  Compliance

Sets  Templates  AlertPolicies  Violations ~ SNMP Traps  Syslog

Name Type
[+] agentd-linux

[+] agentd-windows

auns aAgpaiylL @

[+] aruba

[+] Cisco

[+] cisco-1

[+] Default

[+] Juniper

[+] Linux

[+] pagemiddle

[+] stephen

[+] stephenv1

[] system default
No Monitors

[+] WatchGuard

Incidents

Map

Period

MiBs

Network: ~ <All>

4 Add

v scorreale Logout Settings Help

¥ Add monitor | 7 Edit | (&) Export | &) import | X Remove |

Detail

Monitors can be added with the [ Add Monitor] button using the same method as when setting individual

monitors.
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4. Click [Add Monitor] and set the monitoring items.

MIBs Network:  <All> v scorreale Logout Settings Help

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents  Map
—{ Sets Templates AlertPolicies Violations SNMPTraps  Syslog
% Search ‘ tor Set &P Add | " Add monitor | ¢ Edit | | Export | & |import | 3¢ Remove
Lﬂ s o —— Fror:‘ ::/mp\a(e..
®  [+] agentd-linux
7 ) Agent-D...
€  [+] agentd-windows e
®  [+]aruba HTTP..

[+] Cisco 1) IcMP..

[+] cisco-1 B SNMP Trap...

[+] Default " SNMP...

[+] Juniper B2 1cp port.

[+] Linux 5 Vcenter..

[+] pagemiddle (51 vMware Guest...

[+] stephen [F vMware Host

€9 Xen Server...

[+] stephenv1
[-] system default

No Monitors
[+] WatchGuard

[Add Monitor] dropdown menu options:

Menu option

Explanation

Add from template Add a monitor from the created monitor templates to Template.

Agent-D Add a monitor for Agent-D.

HTTP Add a monitor for http or https.

ICMP Add monitoring by ICMP Ping.

SNMP Add a monitor to specify the MIB object to be monitored from the MIB
table.

SNMP traps (all) Add a monitor to watch all SNMP traps.

SNMP trap (optional)  Adds a monitor to watch the specified SNMP trap.

TCP port Adds a monitor for the specified TCP port.

VCenter Add a monitor to obtain vCenter resource information.

VMware Guest
VMware Host

Xen Server

Add a monitor to obtain VMware guest resource information via vCenter.
Add a monitor to obtain VMware host resource information via vCenter.

Add a monitor to check memory usage of Citrix Xen Server.
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Example of screen after adding monitor (Cisco example from above)

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MiBs Network:  <All> v  scorreale Logout Settings Help
—{ Sets Templates AlertPolicies Violations ~SNMPTraps  Syslog
=
S| search: | Monitor Set ‘ 4 Add | " Add monitor | # Edit | & Export | ] import | % Remove |
Q.
.I"<I1 Name Type Period Detail
®  [4] agentd-linux
D 4] agentd-windows
@  [+] aruba
[] Cisco
'_ cisco CPU SNMP. m CISCO-PROCESS-MIB/cpmCPUTotalTable
" CPUStats SNMP 30s HOST-RESOURCES-MIB/hrProcessorTable
1)) ICMP Ping ICMP 30s ICMP echo
" Interface Stats SNMP m IF-MIB/ifTable
B Link-down Trap SNMP Trap n/a IF-MIB/linkDown
B Link-up Trap SNMP Trap n/a IF-MIB/linkUp
[+] cisco-1
5. Click the Editor’s [Devices] tab and select the device to which you want to assign the monitor
e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v scorreale Logout Settings Help
;_I 2] ¥ Vendor/Model/0s: Cisco ~ *  Add Criteria v | 5| © 5 Device & Inventory @ Tools “4 Change & Smart Change Ml Reports
g: = IP Address Hostname HW Vendor Model Device Type Serial# Traits B
M © 1012809 CR4-B Cisco CRS-4/S Router SMA1125020H EHEDEIDEDC -
< y
® © 1012808 CR11-A Cisco CRS-8/S Router TBA09500075 EOEDEIDEDC
g © 1012807 CR12-B Cisco CRS-8/S Router TBA09500081 [ snmp I'ssh ] t4
%’ © 101280181 VASTDCC-fwivalp Cisco ASA5550 Firewall IMX1419L13) [firewall I icmp ] ncm J'snmg
© 101280182 hg-waas1 Cisco OE-VWAAS-ESX Switch VMware-42 Licmp I ncm L'snmp Lsshl
© 10.1280.171 kpb031f02r210-swa Cisco SG300-10PP Switch PSZ18391FN8 icmp ] ncm L'snmp L'sshi)
@ n1rne SCFRNNN Ciscn SCFRONN Content Fnaine FOX1537GIR? AT 4T 7T
e Dashboards  Inventory ~ Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network: | <All> v  scorreale Logout Settings Help
;_' ¥ Vendor/Model/OS: Cisco  *  Add Criteria v | &J| © ) Device & Inventory @ Tools “% Change % Smart Change Ml Reports
g: IP Address Hostname HW Vendor Model Device Type % Backup Traits E
m 10.128.0.9 CR4-B Cisco CRS-4/S Router CHEDEIDEDC
@ Collect neighbor data
ﬁ 10.128.0.8 CR11-A Cisco CRS-8/S Router o CHEDEIDEDC
g) 10.128.0.7 CR12-B Cisco CRS-8/S Router N EDEDEIDEDC
%’ 10.128.0.181 VASTDCC-fwivaTp Cisco ASA5550 Firewall
&
10.128.0.182 hg-waas1 Cisco OE-VWAAS-ESX Switch —— [icmp I'ncm J'snmp L'ssh]
10.128.0.171 kpb031f02r210-swa Cisco 5G300-10PP Switch W Associate Monitor Sets... [icmp I ncm L'snmp L'ssh]]
10.128.0.92 SCE8000 Cisco SCE8000 Content Engine

@
©
©
©
©
©
@
@
©
@
@
©
©
@

10.128.0.76 SCE8000 Cisco SCE8000 Content Engine £ Configure Maintenance Windows... icmp J ncm T'snmp L'sshl
10.0.0.227 Cisco29605 Cisco Nexus5548 Switch @) GEDEDEID EDC
1000126 abc Cisco CSR1000V Router Edit snmp J|
10.128.0.65 hot-n-hol-4 Cisco 1760 Router # Edit device properties [icmp I ncm L'snmp L'ssh])
10,128,060 SCEB000 Cisco SCE8000 Content Engine \j Bopulateldevicelendofisale licmp X ncm Ysnmp L ssh ]
10.0.0.121 CR3-A Cisco CRS-4/S Router 9 nssociate tags [icmp { ncm Ysnmp Lsshy tf
1000227 Nexuss548p Cisco cevChassisNSkCS548p W pissociate tags icmp { ncm Xsnmp Lesh]
10.0.0.153 mint Cisco CSR1000V Router & Add to mep. snmp JI

&% Add to map with hierarchy...
10.0.0.223 CSR1000V Cisco CSR1000V Router

lw 10.128.0.6 Cisco CRS-4/S Router

W8 nnnnan P P [P —— P

+
B8 pisable NCM features
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15.13 Monitor Website

You can send HTTP requests, monitor web ports, and monitor specific sites.

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you

want to set up a monitor.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

| LL—_J w Search IP/Hostname: 18 ¥  Add Criteria v| {x]J| ©
=,

3_ = IP Address 4 Hostname Network Adapter HW Vendor Model Device Type 0S Versio
M & 18.119.135.134 Default

<

®

g)

= C 4 1-10of1 14

©

18.119.135.134
18.119.135.134  actions..

— Detail
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2. Click the L* button at the bottom left, and then click [HTTP].

18.119.135.134  actions..

: Detail

From Template...
~Y From Monitor Set...
New

C} Agent-D

ﬂ Catch All Trap
& HTTP

1)) 1cmp

| MysaL

| PostgreSQL
" SNMP

W SNMP Trap
£ Tcp port

E@D@Q

331 Copyright © 2025 LogicVein, Inc.



3. Set any monitor name and interval.

18.119.135.134
18.119.135.134  actions.

: Detail

Http Monitor

Scheme: http Vv

Port: 80 ﬁ

Path: / http://18.119.135.134/

[ Use device hostname to perform requests

o Triggers

4. Enter the following items.

18.119.135.134
18.119.135.134  actions..

= Detail

Http Monitor

Scheme: http v

Port: 80 ﬂ

Vd

Period: LI in History: (= 3 months

Vs

Period: 1 @ History: (O—— 3 months

Path: J/manual http://18.119.135.134/manual

([ use device hostname to perform requests

& ¢ Triggers

Item Explanation

Scheme Select HTTP or HTTPS.
Port Specify the web port.

Path Enter the path of the site you want to monitor.
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5. Click [Trigger], then click [Time window].

18.119.135.134
18.119.135.134  actions..

== Detail Http Monitor J 7 Period: 1 m History: (J—— 3 months

Scheme: http v
Port: 80 ﬁ
Path: /manual http://18.119.135.134/manual

[J) Use device hostname to perform requests
« ¢ Triggers

6. Set each item.

In the conditions on the screen below, any status code other than 200 will be alerted.

Http Monitor 7 Period: 1 History: (O—— 3 months

Scheme: http v

Port: 80 ﬁ

Path: ‘ J/manual http://18.119.135.134/manual

[[J use device hostname to perform requests

« ¢ Triggers

#/ Time Window Trigger

Conditional: is not Jey]
Alert Policy:‘ Simple Incident Policy Y severity: Warning 2
Time window: 3 @ Count: 3
Message:‘ Node is in violation of trigger condition, times within

7. Click [Save].

After saving, the request will start and if successfully retrieved, the data will be displayed on the device

details screen.

o= Detail /manual
/manual Response Time: 211ms
Period: 1m HTTP Status Code: 200
/product/fag.html
Period: 1m /product/faq.html
Response Time: 417ms
Webroot
HTTP Status Code: 200
Period: 1m
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15.14 Monitor TCP Ports

You can send a syn message to a TCP port and check if there is a response.

1. Click the [ button at the bottom left, and then click [TCP Port].

18.119.135.134 actions... m TN

From Template... .
o , Http Monitor
From Monitor Set...

Http Monitor No Response
New

= Detail

Period: Tm .// Agent-D

ﬂ Catch All Trap
@ wre

1)) 1cmMP

- | MysaL

| PostgreSQL
__ SNMP

B SNMP Trap
3 1cp port

=
4
N
X

#[7[li[X|e |

2. Set any monitor name, and select a Period.

3. Set the port number that must be monitored.

18.119.135.134  actions.
= Detail tcp port - ftp 7 Period: ’71 D History: O—— 3 months

Http Monitor

Port: | 22 ﬁ

& Triggers

Period: Tm
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4. Click the [Triggers] button, then click [Time window].

& No Response Threshold & Period: (L i | History: {_=—— 3 months Save | Close

3"-}t Time window

@1 Anomaly Alert

« ¢ Triggers

5. Configure each item in the “Time Window Trigger” window.

In the conditions shown on the screen below, if the response is longer than 1000 milliseconds, it will
be alerted.

tcp port - ftp ; 7 Period: L i ] History: {)—— 3 months
Port: | 22 ﬁ
« < Triggers

#/ Time Window Trigger
Conditional:‘ € 1000

Alert Policy:‘ Simple Incident simple Severity: Warning 4

Time window: 3 @ Count: 3

Message:‘ Node is in violation of trigger condition, times within

6. Click [Save].

After saving, the request will start and if successfully retrieved, the data will be displayed on the device

details screen.

172.16.0.6 actions... http [ https | icmp | snmp | ssh
= Detail ICMP Ping

Catch All Trap (Default) Summary data pending...
Period: n/a tcp port - ftp
ICMP Ping (Default) Response Time: 20ms
Period: 30s ICMP echo
tcp port - fip tcp
Period: 1Tm
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15.15 Monitor Using Calculation Formulas

ThirdEye allows you to automatically calculate acquired data using custom formulas. For example,
the standard MIB HOST-RESOURCE-MIB includes MIBs for server disk size and usage, but does not
include MIBs for usage rate (%). By using a custom formula, you can calculate disk size and usage to
give a usage percentage. Here, we will describe the procedure using HOST-RESOURCE-MIB as an
example.

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you
want to set up a monitor.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network:  Servers Y scorreale Logout Settings Help
;_! [l ¥ search IP/Hostname: 10.0.40.80 ~ Addcriteria" @\ (3\ 5 Device & Inventory @ Tools “ Change & Smart Change Wil Report:
i = IPAddress  ~ Hostname Network Adapter HW Vendor Model DeviceType S Version Serial# Backup Durat...  End Of Sale End Of Life Software End ...  Software End ... Traits Violation
M © 1004080 Ivi Servers NetSnmp linux [http Licmp Lsng
<
(1]
7]
£
T
C 4 11 b Results per page: 254
= =
Ivi - 10.0.40.80
Ivi - 10.0.40.80 actions... Monitors ~ Violations ~ SNMP Traps  Attachment Interfaces.
= Detail ICMP Ping
Catch All Trap (Default) Summary data pending...
Period: n/a
ICMP Ping (Default)
Period: 30s ICMP echo
LAEAN IR I
2. Click the L button at the bottom left, and then click [SNMP].
Ivi - 10.0.40.80 B
Ivi - 10.0.40.80 actions... Monitors  Violations  SNMP Traps  Attachment Interfaces
= Detail Storage 7 perio| 1 @M  Historys O——3 months Close
Catch All Trap (Default)
Period: v Name oD Type MIB
ICMP Ping (Default)
Period: 30s ICMP echo

< Add % [ perived Metric

Filter: ‘
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4. Click [Add] > [MIB Library].

Storage 7 Period: 1 GID History: (=3 months Close

Name oD Type MiB

4 Add | o0 [ Derived Metric

MIB Library...

47 Custom OID...
Filter: |

Display String: | none

5. Enter hrstorage in the OID search, select hrStorageSize and hrStorageUsed from the
search results, and click [OK].

Find OID
hrstorage
Name oID MiB
hrStorageType 1.3.6.1.2.1.25.23.1.2 HOST-RESOURCES-MIB -
hrStorageDescr 1.3.6.1.2.1.25.23.1.3 HOST-RESOURCES-MIB
hrStorageAllocationUnits 1.3.6.1.2.1.25.2.53.1.4 HOST-RESOURCES-MIB
hrStorageSize 1.3.6.1.2.1.25.2.3.1.5 HOST-RESOURCES-MIB
hrstorageUsed 1.3.6.1.2.1.25.23.1.6 HOST-RESOURCES-MIB
hrStorageAllocationFailures 1.3.6.1.2.1.25.23.1.7 HOST-RESOURCES-MIB
hrStorageGroup 1.3.6.1.2.1.25.7.5.2 HOST-RESOURCES-MIB
jnxHrStorage 1.3.6.1.4.1.2636.3.31.1 JUNIPER-HOSTRESOURCES-MIB
jnxHrStorageTable 1.3.6.1.4.1.2636.3.31.1.1 JUNIPER-HOSTRESOURCES-MIB
jnxHrStorageEntry 1.3.6.1.4.1.2636.3.31.1.1.1 JUNIPER-HOSTRESOURCES-MIB <

6. Click [Derived Metric] > [Advanced metric expression].

Storage .~ Period: LI in ) History: ()= 3 months Save | Close
Name oD Type MiB
hrStorageSize 136.1.21.2523.1.5 SNMPv2-SMEinteger32 HOST-RESOURCES-MIB
hrStorageUsed 136121252316 SNMPv2-SMEnteger32 HOST-RESOURCES-MIB
B Metrics over indexes.. v

E Advanced metric expression...

4k Add | K [ Derived Metric | 4 Triggers
Index: ‘ HOST-RESOURCES-MIB:hrStoragelndex (SNMPv2-SMlnteger32) Display String: | HOST-RESOURCES-MIB:hrStorageDescr (SNMPv2-TC:DisplayString)

v |
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7. Enter the name and formula, and select the type.

The type can be Integer or Float. Integer uses whole numbers, Float uses up to two decimal places.

8. Click [Save].

Storage

Name
hrstorageSize
hrstorageUsed
advanced

< Add ‘ K Remove ‘

7 Period: LI in }

oID
1.36.1.2.1.25.23.1.5
1.36.1.21.25.2.3.1.6

E n/a

E Derived Metric | «¢ Triggers

After saving, data collection will begin and results will be displayed.

History: ()—— 3 months

Index: ‘ HOST-RESOURCES-MIB:hrStoragelndex (SNMPv2-SML:Integer32)

Type

SNMPv2-SMLInteger32

SNMPv2-SMLnteger32

(integer)

Display String:

MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB

n/a

HOST-RESOURCES-MIB:hrStorageDescr (SNMPv2-TC:DisplayString)

Filter: ‘

advanced

Expression:| ( /

Type: Integer v

)*100

You can also set thresholds for calculated values using custom formulas.

Ivi - 10.0.40.80

Ivi-10.0.40.80  actions..

= Detail
Catch All Trap (Default)
Period: n/a
ICMP Ping (Default)
Period: 305 ICMP echo
Storage [ snmp ]
Period: 1m

HOST-RESOURCES-MIB/hrStorageTable

ICMP Ping

Round-trip Time: 0.32ms
Packet Loss: 0%

Storage
Index

1

Iboot
Idev/shm
Irun
Irunflock

- hrstoragesize

338

hrstorageUsed

Monitors  Violations ~ SNMPTraps  Attachment Interface

Last Captured: 2024/05/09 06:39

advanced

Last Captured: 2024/05/09 06:39
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15.16 Automatically Clear Trap Incidents

When you receive a correlated trap, you can automatically clear the fault and return the icon color and
status icon on the map to their normal state. For example, LinkDown trap and LinkUp trap. After a
LinkDown trap is received and an incident occurs as a failure, the LinkDown trap is cleared when a
LinkUp trap is received.

1. Create a monitor for LinkDown traps.
2. Create an SNMP trap monitor for LinkUp.

3. Click [Trigger], then click [Clear Trigger Alert].

LinkUp 7 “, MIB Library... | # Edit Custom Trap... Save | | Close
¥ |IF-MIB.linkUp (1.3.6.1.6.3.1.1.5.4)
Message:‘
Name olD & Type MIB
ifindex 1.3.6.1.21.221.1 IF-MiB:Interfacelndex
ifDescr 1.3.61.21.2.24.2 SNMPw2-TC:DisplayString
ifAdminStatus 1.3.6.1.21.2.21.7 INTEGER
ifOperStatus 1.3.61.21.2.2.1.8 INTEGER
.! Raise Trigger Alert
,ﬁ‘ Clear Trigger Alert
a¢ Add | & = E Derived Metric | « ¢ Triggers | Index: |m

4. Click [MIB Library] for the trap you want to release and add the LinkDown trap.

A Clear Trigger Alert

Clear trap: | F-MIB.linkDown MIB Library...

Conditional: [ ] Trigger alert occurs based on the following condition {otherwise unconditionally)

Alart Policy: | Simple Incident Policy
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5. Click [Save].

LinkUp % U, MIBLibrary... | # Edit Custom Trap... Save | Close
— v Cminn e e
ifadminStatus 1.3.6.1.21.2.21.7 INTEGER -
ifOperStatus 1.361.21.2.2.1.8 INTEGER.
& Add | 7 Edit 44 Remove [ Derived Metric | « ¢ Triggers | Index: |m
A Clear Trigger Alert
Clear trap: | IF-MIB.linkDowmn MIB Library...
Conditional: | Trigger alert occurs based on the following condition (othenwise unconditionally)
Alert Policy: | Simple Incident Policy b N
-
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15.17 Change Actions Based on the Trap Values

When the monitored device sends a trap, it puts various information into the trap and sends it. Depend-
ing on the content, you may not want to detect it as a failure. ThirdEye allows you to filter by specifying

conditions.

The example below uses Syslog traps from Cisco equipment to filter traps.
1. In the [Inventory] main tab, doubleclick the target device.

The device’s Editor will open at the bottom of the screen.

2. Click the [* button in the left sidepanel of the Editor to open the options menu.

3. Click [SNMP Trap] to add an SNMP trap monitor to the device.

L > L a |

A -10.0.0.128
A-10.0.0.128  aclions.. Ge
= Detail ICMP Ping
ICMP Ping (Default) Round-trip Time: 0.28ms
Period: 30s ICMP echo Packet Loss: 0%
From Template...
Y~ From Monitor Set...
New

f.,i Agent-D
ﬂ Catch All Trap
&5 wrTe

) 1IcMP

~ | MySaL

| PostgreSQL

" SNMP

& SNMP Trap

53 1cp port

&

il

|

D

e[7]N[%|e|a]
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4. Enter a monitor name (“Syslog Monitor’

A-10.0.0.128

A-1000.128  adions.  (EDEDEDETDEDCITD

= Detail

Syslog monitor

ICMP Ping (Default)
Period: 305 ICMP echo

=

> in the example below).

General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces

MIB Library... | 47 Add Custom Trap...

5. Click the [MIB Library] button at the top of the Editor.

6. Enter clogmessage in the OID search, and select clogMessageGenerated from the search

results.

7. Click [OK].

Find OID
clogmessage
Name OoID MiB
clogMessageGenerated 1.3.6.1.4.1.9.9.41.2.0.1 CISCO-SYSLOG-MIB
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8. Enter a message for when a failure occurs.

The following shows clogHistMsgText (message content) included in the trap.

o
A-100.0.128 ™
A-10.0.0.128 actions. https | icmp . ncm L snmp Ussh telnet General  Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware  Interfaces ~ ARP/MAC/VLAN
= Detail Syslog monitor 7 . MiBLibrary... | 7 Edit Custom Trap... Save | Close
ICMP Ping (Default)
Period: 305 ICMP echo @ CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)
Message:‘
Name o - Type miB
clogistracility 136141994112312 SNMPv2-TC:DisplayString
clogHistSeverity 136141994112313 CISCO-SYSLOG-MIB:SyslogSeverity
clogHistMsgName 1361419941234 SNMPv2-TC:DisplayString
clogHistMsgText 136141994112315 SNMPv2-TC:Displaystring
clogHistTimestamp 136141994112316 SNMPv2-TC:TimeStamp
e add| 7 * B Derived Metric | ¢ Triggers | Index: |G
9. Click [Trigger], then click [Raise Trigger Alert].
A-10.0.0.128 =
A -10.0.0.128 actions... https Licmp J ncm Lsnmp Ussh telnet General  Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN
= Detail Syslog monitor 4 ibrary... | . Edit Custom Trap... save | Close
ICMP Ping (Default) {icmp )
Period: 305 (WP echo BB CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)
Message: ‘
Name oin - Type miB
clogHistFacility 13614.19941.1.23.1.2 SNMPv2-TC:DisplayString
clogHistseverity 136141994112313 CISCO-SYSLOG-MIB:Syslogseverity
clogHistMsgName 13614199411.23.1.4 SNMPv2-TC:DisplayString
clogHistMsgText 1361419941.1.23.15 SNMPv2-TC:DisplayString
clogHistTimestamp A Raise Trigger Alert 16 SNMPv2-TC:TimeStamp
H Clear Trigger Alert
S Add | ® [ Derived Mdri(‘ 4/ Triggers | Index: | GEITD

10. Check the box next to “Conditional” and enter your Trigger Alert conditions.

A-10.0.0.128  actions https L icmp L ncm Lsnmp Lssh telnet General | Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLA
= Detail Syslog monitor 7 . MiBLibrary... | 7 Edit Custom Trap... save | Clos
ICMP Ping (Default)
Period: 30s ICMP echo @ CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)
Message:
Name oip - Type miB
clogHistracility 136141.99411.23.1.2 SNMPv2-TC:Displaystring
clogHistSeverity 1361.41.9941123.13 CISCO-SYSLOG-MIB:SyslogSeverity
clogHistMsgName 1361.41.99411.23.1.4 SNMPv2-TC:Displaystring
clogHistMsgText 1361.41.9941123.15 SNMPv2-TC:Displaystring
clogHistTimestamp 1361.41.9941123.16 SNMPv2-TC:TimeStamp

& Add | 7 x® [l Derived Metric | #'¢ Triggers | Index: @IID)

A Raise Trigger Alert

Conditional: & Trigger alert occurs based on the following condition (otherwise unconditionally)

LogicVein

Alert Policy: | Simple Incident Policy Severity: Warning v

In the above example, if clogHistSeverity is severity “error” or higher (“emergency”, “alert”, “crit-

ical”), and the value of clogHistMsgText does not include LogicVein, the alert will be targeted.
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11. Set the policy and severity.

A-10.0.0.128  actions.. EDED General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware
= Detail Syslog monitor y 4 MIB Library... ‘ # Edit Custom Trap... ‘

Interfaces
ICMP Ping (Default)

np
Period: 305 (cMPecho B CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)

Message:

Name o -~ Type
clogHistFacility 1361419.941.1.23.1.2 SNMPv2-TC:Displaystring
clogHistseverity 1361419.941.1.23.13 CISCO-SYSLOG-MIB:SyslogSeverity

SNMPv2-TC:Displaystring

clogHistMsgName

clogHistisgText SNMPv2-TC:Displaystring

clogHistTimestamp SNMPv2-TC:TimeStamp

P Add 7 ® f Derived Metric | #/ Triggers | Index (D)
A Raise Trigger Alert

Conditional Trigger alert occurs based on the following condition (otherwise unconditionally)

Logicvein

Alert Policy: | Simple Incident Policy Severity: Warning v

12. Click [Save].

ARP/MAC/VLE

Save
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15.18 Compile the MIB

A Management Information Base (MIB) is a standardized framework that defines network device met-
rics. It uses Object Identifiers (OIDs) in a hierarchical tree structure. The MIB serve as a “dictionary”

for SNMP monitoring systems, translating numerical OIDs into human-readable values.

Successful compilation makes the MIB searchable in tools like ThirdEye’s monitor configuration. Com-

piling a MIB processes its definitions:

 Validates syntax and dependencies
» Registers OIDs in the monitoring system
* Enables discovery for SNMP monitor creation
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You can add uncompiled MIB files to ThirdEye.
1. Click the [MIBs] main tab.

2. Click the [Library] button at the bottom on the left sidepanel.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MiBs

—| Filter: | OID/Name Overview
Z Parent:
= MiIB Name olD B
o i Name: ccitt
m ccitt 0

OID: 0
ﬁ iso 1 MIB:

joint-iso-ccitt 2
gl joint-iso-cci Type:
g
Name
0 null

5 Library
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The library screen will be displayed.

3. Click the  Add bytton to select a file.

Library

o~ Add

MIB File Status
&) mib-jnx-lsys-sp-cpu.txt

&) LS100-MIB.mib

Close

A file selection dialog will be displayed.
4. Select the MIB file to compile and click [Open].

Compilation is complete when the MIB file is displayed in the list, and the v icon is displayed to the
left of the MIB file.

5. Click [Close].
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15.19 Delete Monitor

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you

want to set up a monitor.

This opens the Editor’s [Monitors] tab at the bottom of the window.

@ Dashbourds  Inventory | Changes Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> V scorreale Logout Settings Help
; [] ¥ Vendor/Model/0s: Cisco ~ < Device = Inventory @ Tools “4 Change & Smart Change Wil Reports
S’ = IPAddress Hostname Network Adapter HW Vendor Model Device Type 0S Version Serialit Backup Durat... End Of Sale End Of Life Software End ...  Software End ... Traits Violation A
= fol st sauposaHDKs 15 soopenr 20241063 a
‘!'<D <1 1000112 uetsu Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 SOXPSHSS5IG7 s
Q & TUUUT2T TR3 Demo TREo T TR TR} Router 43.1 SMA1125020L 37s 2014/08/15 2021/08/31
3 10.0.0.121 CR3-A Default Cisco 10S Cisco CRS-4/S Router 43.1 SMA1125020L 1s 2014/08/15 2021/08/31
=4 1000124 aaaaaaaa Default Cisco 10S Cisco CSR1000V Router 15.4(1)s4 9VOINVIMGOX 1s
10.0.0.126 test Demo Cisco 10S Cisco CSR1000V Router 15.4(1)s4 9EOUQZIVKIE 2m14s
10.0.0.126 test Default Cisco 10S Cisco CSR1000V Router 15.4(1)s4 9EOUQZIVKIE 14s
© 1000128 A Demo Cisco 10S Cisco CSR1000V Router 15.4(1)s4 9J4PBT3SEIN 38s
@ 1000128 A Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9J4PBT3SEIN 1s
© 1000149 ¢sr1000v_inspect... Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 SYPTN6UVPIM 95 2019/06/17 2024/06/30 @ No response f.
@ 1000153 bbbb Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 9AOHFGQYZF6 15
© 1000223 CSR1000V Demo. Cisco 105 Cisco CSR1000V Router 1735 IMTTHUSFGVS 215 ™ @D €1 No response .
PPN — = E—— Firen — P = e e~ o
C 4 1-970f97 b Results per page: 254 v
A -10.0.0.128 CR3-A - 10.0.0.121 uetsu - 10.0.0.112 ™
uetsu - 10.0.0.112 actions... General | Monitors  Violations ~ SNMPTraps  Compliance  Attachment ~ Hardware Interfaces  ARP/MAC/VLAN
= Detail CPU Stats
Catch Al Trap (Default)
Last Captured: 2024/05/08 11:01
Period: n/a \CMP Pin
CPU Stats (pagemiddie) [snmp J Round-tip Ti:é_ -
Period: 30s HOST-RESOURCES-MIB/hrProcessorTable Packet Loss: 0%
ICMP Ping (Default) Last Captured: 2024/05/08 11:01
Period: 305 ICMPecho  Interface Stats (HighSpeed)
Interface Stats (HighSpeed) (pagemiddle) G index  InOctets-derivative OutOctets-derivative
Period: 1m IF-MIB/ifXTable | g1 ) 209485 1
G2 @ 28855 0
2. Select the monitor you want to delete from the monitor details and click the % button at the
bottom of the left sidepanel.
A -10.0.0.128 CR3-A - 10.0.0.121 “ uetsu - 10.0.0.112
uetsu - 10.0.0.112 actions... https | icmp ; ncm [ snmp } ssh | telnet

— Detail CPU Stats
Catch All Trap (Default)

Period: n/a ICMP Pi
ing
CPU Stats (pagemiddle) snmp
‘ Round-trip Time: 0.3%9ms

Period: 30s HOST-RESQURCES-MIB/hrProcessorTable packet Loss: 0%

ICMP Ping (Default)

Farmat 302 ICMPecho  Interface Stats (HighSpeed)

Interface Stats (HighSpeed) (pagemiddle) Index a I

Period: 1Tm IF-MIB/ifXTable Gi1 (1
Gi2 2)
Gi3 &/
Nu0 )
vio 5)

AR
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3. Click [OK] on the confirmation screen.

L Delete Monitor(s)?

Are you sure you want to delete the selected monitor(s)?

0K ‘ Cancel|

The monitor is removed from the monitor details and data collection is discontinued.

uetsu - 10.0.0.112 actions... https | icmp ] ncm | snmp | ssh | telnet
= Detail CPU Stats
Catch All Trap (Default) No data to display
Feriodin/e . Interface Stats (HighSpeed)
CPU Stats (pagemiddle) ——
Period: 30s HOST-RESOURCES-MIB/hrProcessorTable .
Interface Stats (HighSpeed) (pagemiddle) i
Period: Tm IF-MIB/ifXTable a3
Nu0
Vio
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SECTION 16

PING MONITORING

Ping Monitoring is a method of checking if a device is reachable on a network by sending ICMP Echo

Request packets and measuring response.

You can add an ICMP monitor for ping monitoring. The “Default” ThirdEye monitor settings are
automatically applied. A monitor called “ICMP Ping (Default)” is automatically assigned to monitored
devices added manually or through discovery. Ping monitoring starts immediately after addition.

16.1 Configure Ping Monitoring

This section describes the steps to add a monitor with specific conditions to monitored devices.
Conditions:

Monitoring interval: 5 minutes

Alert condition: Twice in 10 minutes if there is no response.

1. From the list of monitored devices on the [Inventory] tab, doubleclick the device for which you

want to set up a monitor.

g Dashboards  Inventory  Changes Jobs  Terminal Proxy  Search  Compli Monit: i Map  MiBs Network:  <All> V' scorreale logout Set
;‘ |zl ¥ vendor/Model/0s: Cisco ~ Add Criteria ¥ g ﬂ ' Device &= Inventory @ Tools “% Change # Smart Change
g: = IP Address Hostname HW Vendor Model Device Type Serial# Traits
M & 1012809 CR4-B Cisco CRS-4/5 Router SMA1125020H [icmp I ncm sl
ﬁ © 1012808 CR11-A Cisco CRS-8/S Router TBA09500075 [icmp I ncm Lsn|
g) © 1012807 CR12-B Cisco CRS-8/S Router TBA09500081 [ icmp I ncm Lshl
%’ © 10.128.0.181 VASTDCC-fwTvalp Cisco ASA5550 Firewall JMX1419L13) [firewall L icmp J|
© 101280182 hq-waas1 Cisco OE-VWAAS-ESX Switch VMware-42 [icmp I ncm L'sn|
© 101280171 kpb031f02r210-swa Cisco SG300-10PP Switch PSZ18391FN8 [icmp I ncm sl
© 10128092 SCEB000 Cisco SCE8000 Content Engine FOX1537G9R3 [icmp L'ssh] telr]
© 10128076 SCE8000 Cisco SCE8000 Content Engine FOX1414GAXK [icmp I ncm sl
© 1000227 Cisco2960S Cisco Nexus5548 Switch 5511437087 [icmp ] ncm I'shl
© 1000126 abc Cisco CSR1000V Router 9EOUQZIVKIE COHEDC
© 10.128.065 hot-n-hol-4 Cisco 1760 Router FOC064508KX [icmp I ncm Lshl

4 1-970f97 b Results per page

[¢]

CR11-A - 10.128.0.8
CR11-A - 10.128.0.8 actions... icmp [ ncm [ snmp L ssh] telnet General  Monitors  Violations = SNMP Traps  Compliance  Attachment = Hardware  Interfaces = ARP/I

= Detail
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2. Click the L+ button in the bottom left of the window, and then click [ICMP] in the pop up menu.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs Network: ~ <All>
]

= [5] + vendor/Model/0s: Cisco ~ Add Criteria ~ g ﬂ ~ Device &= Inventory @ Toc

i = IP Address Hostname HW Vendor Model Device Type Serial#

m & 10.128.09 CR4-B Cisco CRS-4/5 Router SMAT125020H

‘(<D & 10.128.08 CR11-A Cisco CRS-8/S Router TBA09500075

g’ & 1012807 CR12-B Cisco CRS-8/S Router TBA0D9500081

§. & 10.128.0.181 VASTDCC-fwivalp Cisco ASA5550 Firewall JMX1419L13)
@ 10.128.0.182 hg-waas1 Cisco OE-VWAAS-ESX Switch VMware-42
& 10.128.0.171 kpb031f02r210-swa Cisco SG300-10PP Switch PSZ18391FNGS
& 10.128.092 SCEB000 Cisco SCE8000 Content Engine FOX1537G9R3
& 10128076 SCE8000 Cisco SCE8000 Content Engine FOX1414GAXK
& 10.0.0.227 Cisco29605 Cisco Nexus5548 Switch SSI1143708V7
& 10.0.0.126 abc Cisco CSR1000V Router 9EQUQZIVKSE
& 10128065 hot-n-hol-4 Cisco 1760 Router FOC064508KX

C 4 1-970f97 b

CR11-A - 10.128.0.8
CR11-A - 10.128.0.8 actions.. General  Monitors  Violations  SNMP Traps  Compliance = Attachment H

= Detail From Template...
2% From Monitor Set...
New
") Agent-D
ﬂ Catch All Trap
45 nrTe
1)) IcmPp
" SNMP
B SNMP Trap
3 Tcp port

E_GEEQ
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3. Enter any monitor name (“Ping” in the example below).

4. In the [Period] field, specify the interval ( 2 in the example below).

5. Use the [History] slider to specify a data retention period of 3, 6, or 12 months.

6. Use the “Number of ICMP packets” and “ICMP failure” options to select the [CMP transmission
and retry counts.

Cisco29605 - 10.0.0.227  actions..
= Detail Plng & Period: 2 m History: (J—— 3 months

Number of ICMP packets: @ Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

':::' One ICMP packet (roundtrip time measurement will be less accurate)

ICMP failure behavior: @ Automatic retries

O No retries
« ¢ Triggers
7. Click [Trigger] and then select [No Response Threshold] from the pop up menu.

Ping & Period: (R min | History: (O3 manths Save | Close

Mumber of ICMP packets:

wo ICMP packets (roundtrip time measurement will be the lesser of two packets)

(® One ICMP packet (roundtrip time measurement will be less accurate)
b f:} Mo Response Threshold

77 Time window

@ anomaly Alert

« + Triggers

Automatic retries
Mo retries
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8. Configure the following items:

Ping

Number of ICMP packets:

ICMP failure behavior:

« ¢ Triggers

%)

¢+ No Response Threshold

Time window: 6 m

Period: 2 @ History: {O—— 3 months

® Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

O One ICMP packet (roundtrip time measurement will be less accurate)

@ Automatic retries

Count: 3

Alert Policy: | Simple Incident Policy | Severity: Warning w Message: | No response from node

Monitor Setting

Explanation

Time window

Count

Alert Policy

Severity

Message

Set the period for executing the process. (Minimum value: 1 minute)

The period that is used as the basis for counting how many times the
process defined in the policy must be executed within a specified period of
failure.

Set the number of times the process must fail within the set period before

executing the process. (Minimum value: 1)
Specify alert policy.
Select the severity from the following: (Initial value: warning)

“Emergency”, “Alert”, “Critical”, “Error”, “Warning”, “Notification”,
“Information”, “Debug”

Set the message displayed when a failure is detected.

*In order to display the message, the “Incident Registration” action must
be defined in the alert policy.

The different alert severity icons are shown in the correspondence table below:

Security level

High

Priority

Status Severity status icon
emergency (@)
alert @
critical 1 %/
error
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Security level Status Severity status icon

warning
notification
information @
Low debug @

9. Click [Save].
Ping & Period: I min ] History: {O—— 3 manths Save | Close

Mumber of ICMP packets: () Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

(@ One ICMP packet roundtrip time measurement will be less accurate)

ICMP failure behavion () Automatic retries

« ¢ Triggers
C2No Response Threshold

Time window: 3 m Count: 3

Alert Policy: | Simple Incident Policy L, | Severity: Warning + [Message: | Mo response from node
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16.2 Real-Time Ping

You can ping a monitored device from the device list or map from the right-click menu. The transmis-
sion interval is 2 seconds at startup, but you can change it from the screen that appears after executing

Ping.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance

=< || w SearchIP/Hostname: 10.0.0.153 *  Add Criteria v‘ @‘ <3|

-

E == IP Address Hostname Network Adapter HW Vendor
‘21 =4 10.0.0.153 % Backup Cisco 105 Cisco

D a Open Terminal

g B} Open Native Terminal

® a Show Terminal Proxy Logs

E Compare Configurations
% Display Job History
1)) Ping
_b Configure Maintenance Windows...
&
\f,%z, Add to map...
\f,%z, Add to map with hierarchy...
Edit Launchers...
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When you click Ping, the following screen will be displayed and the ping result will be displayed.

10.0.0.153 - test0322 Ping
— 60
- s0
| ~ 40
||— 30
—- 20
| T 10
1 1
03:25:00 03:30:00
Period: 28 v  Duration: 10m v ﬂ
Timestamp Latency (ms)
2024/03/12 03:30:38 6.48 -
2024/03/12 03:30:40 3.78
2024/03/12 03:30:42 0.87 -

Click [Export] on the right side of the screen to export the ping results to a CSV file.
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16.3 ICMP Polling

ICMP polling is a network monitoring technique that uses ICMP (Internet Control Message Protocol)
packets to check device availability and measure response times. The system uses the fastest response
time from the packet batch for monitoring.

ThirdEye’s ICMP monitoring system provides essential network availability tracking through opti-
mized ping-based checks. It features configurable polling intervals (30s-5min,) and adaptive retry
logic that automatically performs up to additional checks with dynamically calculated intervals when
packet loss occurs. Key characteristics include:

* Dual-Packet Metrics: Sends 1-2 ICMP packets per cycle, recording the fastest response time

* Smart Retry System: Auto-retries with geometrically increasing intervals during failures

» Zero-Config Defaults: Auto-assigns “ICMP Ping (Default)” monitor to new devices with im-
mediate activation

* Conditional Alerting: Supports thresholds for consecutive failures and RTT limits
ThirdEye’s ICMP monitor consists of the following settings:

* Interval
e ICMP Send Count
* Retry

ICMP timeout is always 2 seconds and cannot be changed.
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A description of each item is shown below:

ICMP Ping 7 period:| 30 D History: {J—— 3 months

Number of ICMP packets: @ Two ICMP packets {roundtrip time measurement will be the lesser of two packets)

O one ICMP packet (roundtrip time measurement will be less accurate)

ICMP failure behavior: ® Automatic retries
() No retries

« < Triggers
€2 No Response Threshold

Time window: 2 m Count: 3

Alert Policy: | Simple Incident Policy Severity: |~ Warning v Message: | No response from node
Item Explanation
interval ICMP monitor polling interval
ICMP transmission count Select the number of ICMP packet

transmissions from the following.
sent twice

For “roundTripTime”* (response time)
that can be monitored with the ICMP
monitor, the smaller value of the two

times is saved.
send once

retry Separately from the number of ICMP
transmissions, select whether to

perform retries.
automatic retry

If there is no response to the first poll
and automatic retry, automatic retry
will not be performed in the second

and subsequent polls.

none
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16.3.1 Operation image 1

Setting details
Item Setting value
interval 30 seconds
ICMP transmission count Send once
retry automatic retry
Explanation

If you set the interval to 30 seconds, a ping (in this case 1 time) and 5 retries will be executed within 30
seconds. The retry interval is dynamically averaged based on the monitor’s polling interval, here 5.2
seconds.
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16.3.2 Operation image 2

Setting details
Item Setting value
interval 5 minutes (300 seconds)
ICMP transmission count sent twice
retry automatic retry
Explanation

If the ICMP transmission count is “send 2 times”, pings will be sent 2 times and then retries will be

performed 5 times.

The retry interval is dynamically averaged based on the monitor’s polling interval, but is up to 25

seconds, so a long interval will perform as shown above.

Time required until alert occurs:

Theoretical value: 30 seconds (2+5.2*5+2) if the interval is set to 30 seconds.

Additionally, ThirdEye has “response confirmation” and “period” as triggers for generating alerts.

n the response confirmation trigger, you can use “count” an eriod” to generate an alert 1 ere is
In th fi t t A “ t” and d’t t lert if “th

no response N times within a certain period of time.”
In the below case, an alert will be generated if there is no response twice within 3 minutes.

Sample image

C2No Response Threshold

Time window: 2 m Count: 3

Alert Policy: ‘ Simple Incident Policy Severity: Warning v Message: | No response from node
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In period triggers, you can use “conditions” in addition to “count” and “period” of response confirma-
tion triggers. The “condition” can be the round trip time (RTT) of the ping response packet and the
packet loss percentage.

By using these conditions together, it is possible to perform monitoring. For example, even if a ping
response is returned from the monitoring target, the RTT does not reach the level expected by the user,
so it is judged as NG and an alert is generated.

Sample image

#/ Time Window Trigger
Conditional:‘ © 00 ©:o
Alert Policy:‘ Simple Incident Policy , Severity: Warning N
Time window: I min Count: 3
Message:| Node is in violation of trigger condition, times within
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SECTION 17

AGENT-D MONITORING

Agent-D is a server monitoring daemon for ThirdEye. By installing Agent-D on a Windows or Linux-

based OS, you can monitor the server’s CPU, memory, logs, etc.

Compared to traditional SNMP agents, Agent-D allows you to bulk distribute (install) on monitored
devices, reducing installation time and simplifying management when there are many targets to be
monitored.

17.1 Install on Linux

Download the installer from ThirdEye and install it on any Linux. Supported OS are RedHat Linux 7/8,
CentOS 7/8, and Ubuntu.
1. Click [Settings] on the Global Menu.

.
Network Demo v scorreale Logout Settings Help

= Device = Inventory @ Tools "% Change % Smart Change u Reports

Software End ... Software End ... Traits Violation
Licmp { ncm LSl
@ No response f...
Licmp Y ncm Xen

2017/03/01 2022/02/28 Cicmp I ncm Lshl
No response f...
No response f...
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2. Click [Agent-D] and the left sidepanel, then click [Download Linux Standalone Installer].

System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label
SNMPv3 User
Agent-D

Server Settings

Download Windows Domain Installer

Download Windows Standalone Installer

Download Linux Standalone Installer

363

Click download link to download Agent-D installation files of the required installer type.
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3. Copy the downloaded file to the installation destination Linux server.

4. Unzip the downloaded file using the unzip command.

6. Enter ThirdEye’s IP address and press the [Enter] key.
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17.2 Install on Windows

Download the installer from ThirdEye and install it on any Windows server. Windows OS Server
versions 2016, 2019, and 2022 are supported.
1. Click [Settings] on the Global Menu.
|

Network: Demo v scorreale Logout Settings Help

w Device == Inventory ® Tools "' Change % Smart Change Ml Reports

Software End ... Software End ... Traits Violation -
Licmp { ncm Ll
@ No response f...
Licmp Y nm Yo

2017/03/01 2022/02/28 Cicmp I ncm Lshl
No response f...
No response f...
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2. Click [Agent-D] in the left sidebar, then click [Download Windows Standalone Installer].

System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label
SNMPv3 User
Agent-D

Server Settings

Click download link to download Agent-D installation files of the required installer type.

Download Windows Domain Installer

Download Windows Standalone Installer

Download Linux Standalone Installer

3. Copy the downloaded file to the Windows server where you will install it.

4. Unzip the downloaded file and doubleclick the file agent-d-standalone.msi to run it.
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5. Click [Next].

jﬁl Agent-D Setup — X

Welcome to the Agent-D Setup Wizard

The Setup Wizard will install Agent-D on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

ack Mext Cancel

6. Enter ThirdEye’s IP address or hostname and click [Proceed].

jﬁl LegicVein Agent-D Installer — X

Please enter the IP Address / Hostname of LogicVein Server / Bridge.

IF Address/Hostname ||

Proceed Cancel
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Installation will begin.

ﬁ Agent-D Setup

Installing Agent-D

Status:

Please wait while the Setup Wizard installs Agent-D.

Back

Mext Cancel

368
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7. Click [Finish].

j’% Agent-D Setup — X

Completed the Agent-D Setup Wizard

Click the Finish button to exit the Setup Wizard.

(]
[51]
)
m

Back Finish
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17.3 Windows service monitoring

Use Agent-D to obtain information about Windows services on the installed Windows server. By setting
thresholds for service status, you can issue an alert when the threshold is exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]

> [Templates] tab.

17.3.1 Windows Service Status
The Agent-D Windows Services plug-in can be set up as as a monitor for a Windows server device:

1. Doubleclick the device for which you want to configure a monitor to open the device details.

© Dwtbomds Inventory | Chnges | Jobs  TerinalProwy | Sewch | Complance | Moritors Incidents  Map | MiBs Networks  <All> Vv scomesle Logout Sattings Help
; [l ¥ Search IP/Hostname: 1000243~ | Add Criteria ~| @) © < Device =1 Inventory @ Tools “4 Chan
g = 1P Address. Hostname Network Adapter HW Vendor ~ Model Device Type 0S Version Serialt Traits Violatic
M © 1000248 netid24s Default Logicvein logicvein DD EDED
<
o©
2
£
5
[T Results per page: | 254 v

netia24s - 1000248
netld248 - 10.0.0.248 actions... CHCEEDEDELD
= pewi ICMP Ping

Catch Al Trap (Defaul) EREIED  Round-trip Time:
. Packet Loss: o

Monitors | Violations  SNMPTraps | Attachment _Interfaces

3

Last Captured: 2024/05/20 2229
g

1CMP echo
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2. Click the [* button, then click [Agent-D].

netld248 - 10.0.0.248

netld248 - 10.0.0.248  actions..

== Detail ICMP Ping
Catch All Trap (Default) Round-trip Time: 0.36ms
Period: n/a Packet Loss: 0%
ICMP Ping (Default) icmp
Period: 30s ICMP echo

From Template...
2¥ From Monitor Set...
Mew
) Agent-D
el
5 HTTP
1)) ICMP
| MysaL
| PostgreSQL
" SNMP
W SNMP Trap
23 TCP Port

=
(4
&
L

|70l [X|¢ @

3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

netld248 - 10.0.0.248

netld248 - 10.0.0.248  actions.

= Detail

Windows Service 7 Period: AR miin History: (J—— 3 months
Catch All Trap (Default)
Period: n/a Please select a plugin by clicking the "Plugin Library...” button
ICMP Ping (Default)
Period: 30s ICMP echo . Plugin Library... o P
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4. Click [Plugin Library...].

netld248 - 10.0.0.248

netld248 - 10.0.0.248  actions.

I Dot Windows Service P reiod| 1 | CID
Catch All Trap (Default) catchalltrap
Period: n/a Please select a plugin by clicking the "Plugin Library...” button
ICMP Ping (Default)

Period: 30s ICMP echo . Plugin Library... L 5

5. Select [Windows Services] and click [OK].

Find Agent-D Plugin

History: (J—— 3 months

Search Plugins

Name 4. Description
Linux/Windows CPU Collects metrics on the system CPUs
Linwx/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.

Windows CPU Collects metrics about CPU usage.

Windows Disk Collects metrics about disk usage.

Windows Event Log Maonitors the Windows event log.

Windows Memory Collects system memory metrics.

Windows Process Collects process metrics.

Windows Services Report Windows service status.

Windows System Collects metrics about system performance.
372
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6. Add the service name to be monitored by entering it in the [service names] field.

name is not uppercase and lowercase sensitive.

Windows Service

Report Windows service status.

The state field can have the following values:
1 - stopped
2 - start pending
3 - stop pending
4 - running
5 - continue pending
6 - pause pending
7 - paused

The startup_mode field can have the following values:

0 - boot start

1 - system start
2 - auto start

3 - demand start
4 - disabled

Plugin Config

service_names

Period: 1 @

History: (O—— 3 months

Output Fields

Name
display_name
state
startup_mode

, Plugin Library... | @ Derived Metric | -~

7. Check the items you want to obtain in [Output Fields] and click [Save].

Windows Service

Report Windows service status.

The state field can have the following values;
- stopped

- start pending

stop pending

running

continue pending

pause pending

paused

startup_mode field can have the following values:
boot start

system start

auto start

demand start

disabled

Plugin Config

service_names

Period:| 1 @)

« ¢ Triggers

History: O——3 months

Output Fields

Name
display_name
state

startup_mode

Plugin Library... | [l Derived Metric | -, x 4/ Triggers

;@] Listof service names.

w @ List of service names.

Type
string
integer

integer

373

Type
string
integer

integer

The Service

Save | Close
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Now, Agent-D will send the service information and you can check it in the device details.

Windows Service

Service Name . Display Name State Startup Mode

AJRouter “AllJoyn Router Service” 1 =] =
ALG “Application Layer Gateway Service” 1 =
ApplDSve "Application Identity” 1 3
Appinfo "Application Information” 1 3
AppMgmt “Application Management” 4 3
AppReadiness “App Readiness” 1 iv
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17.4 Windows Event Log Monitoring

Use Agent-D to obtain Windows event log information for the installed Windows server. An alert can

be issued when an event log containing a specific string is detected.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]
> [Templates] tab.

* Windows Event Log Monitor

1. Doubleclick the device for which you want to configure a monitor to open the device details.

(Slinashboadsy Iventory |gchanges

;| [=l = search IP/Hostname: 10.0.0.183 ~

= IP Address Hostname

© 1000183 netld

auns aAgpJl

C 4 1101 b

netld - 10.0.0.183
netld - 10.0.0.183 actions.

= Detail

Catch All Trap (Default)
Period: n/a

ICMP Ping (Default)
Period: 305

Linux CPU Stats
Period: 1m

Linux Disk Stats

Period: 1m

Jobs  Terminal Proxy

Default

Search | Compliance

Add Criteria v | &I ©

Network Adapter

~ HW Vendor

Netsnmp.

http L https icmp Lsnmp Lssh agent-d

catchalltrap

ICMP echo

Linux/Windows CPU metrics

Linux/Windows Disk metrics

#z|u[x|e@

ICMP Ping
Round-trip Time: 0.06ms
Packet Loss:

B

Linux CPU Stats

Monitors

Model

Incidents

Device Type

cpy  Usage User (%)  Usage System...
cpud 242 431
cpus 463 1244
cpub 212 660
cpu7 211 332
Linux Disk Stats

Device - Free (B)

Map  MiBs

05 Version

Usage Idle (%)
9306
8289
2083
43

e

Serial#

Usage Active (..

43052273664
15047131136
6677233664

375

Backup Durat...  End Of Sale

. Usage Nice (%)

Total (B)

o o o

Network: ~ <All>

v scorreale Logout Settin

5 Device = Inventory @ Tools “4 Change & Smart Change |

End Of Life Software End ...  Software End ... Traits Violation

Results per page:

Monitors  Violations ~ SNMP Traps  Attachment  Ir

Last Captured: 2024/05/2

Usage lowait (.. Usagelrq (%)  UsageSoftirq... UsageSteal (%) Usage Guest(.. Usage Guest
014 [ 002 0 0
0.04 0 0 0 0
o 0 003 0 0
024 0 0 [ 0

50973642752
15150956544
8454070272

Used (B)
7921369088
103825408
1347395584

Last Captured: 2024/03/2

Used (%)

Last Captured: 2024/03/2
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2. Click the [* button, then click [Agent-D].

netld - 10.0.0.183 actions... http  https ; icmp | snmp § ssh | agent-d
= Detail ICMP Ping
Catch All Trap (Default) catchalltrap Round-trip Time: 0.06ms
Period: n/a Packet Loss: 0%
ICMP Ping (Default) icmp
Period: 305 IcMP echo | iNuUX CPU Stats
CPU - U U % U tem... U
Linux CPU Stats sage User (%) sage System sage
. . . . 242 4.37
Period: 1m Linux/Windows CPU metrics cpud = =
5 4.63 12.44
Linux Disk Stats £
2.12 6.60
Period: 1m From Template..  yicp metrics cpub ale L.ol
2 From Monitor Set.. cpu? 211 332
New
) Agent-D Linux Disk Stats
ﬂ Device “. Free (B)
€ HrTP 4o
1)) 1IcMP
rootfs
| MysaL
sda1
| PostgreSQL
" SNMP
B SNMP Trap
£ 1cp Port
(7]l [ x| @

3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

Windows event Log 7 Period: 1 History: —— 3 months Close

Please select a plugin by clicking the "Plugin Library..." button

Plugin Library... o &

4. Click [Plugin Library ...].

Windows event Log 7 Period: 1 History: (—— 3 months Close

Please select a plugin by clicking the "Plugin Library..." button

Plugin Library... “«* LA
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5. Click Windows Eventlog, then click [OK].

Find Agent-D Plugin

Search Plugins

Name 4. Description

Agent-D Status Monitor Agent-D status and enable debug logs.
Linux Processes Collects system process metrics.
Linux/Windows CPU Collects metrics on the system CPUs
Linux/Windows Disk Collects metrics about disk usage.
Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.
Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

6. Check the event logs you want to monitor.
Windows event Log 7 period:| 1 History: (—— 3 months
Monitors the Windows event log.

Plugin Config
Use Advanced Configuration
Monitor system log
Monitor application log
Monitor security log
Output Fields

Name Type
created timestamp
record_id integer
event_id integer
level integer
source string
message string

Plugin Library... @ >~ & Triggers

377
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7. Click [Use advanced settings] to specify in XML format.

Windows event Log 7 Period:| 1

VIONITOrs tne Winaows event 10g.

Plugin Config

Use Basic Configuration

XML Query - Enter the XML query following the Windows Event Log Query Schema

History: {_—— 3 months

<QueryList>
<Query Id="0">
<Select Path="System">*</Select>
<Select Path="Application">*</Select>
<Select Path="Security">*</Select>

</Query> -
</QueryList> P
Output Fields
Name

8. Check the items to be retrieved in [Output Fields].

Windows event Log 7 Period: LI in ] History: ()—— 3 months

IVIONITOTS TNe WINAOWS event 10g.

Plugin Config

Use Basic Configuration

XML Query - Enter the XML query following the Windows Event Log Query Schema

<QueryList>
<Query Id="8">
<Select Path="System">*</Select>
<Select Path="Application">*</Select>
<Select Path="Security">*</Select>
</Query> -
</QueryList>

Output Fields

Name Type
created timestamp
record_id integer
event_id integer
level integer
source string
message string

Plugin Library... LY > «'¢ Triggers

378
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9. Click [Save].
4 Penod:ﬁm

Windows event Log

IVIONITOTS TNe WINAOWS event 10g.

Plugin Config

Use Basic Configuration

XML Query - Enter the XML query following the Windows Event Log Query Schema

<QueryList>
<Query Id="©">
<Select Path="System">*</Select>
<Select Path="Application">*</Select>
<Select Path="Security">*</Select>
</Query>
</QueryList>

Output Fields

Name
created
record_id

event.id

S cQQ@

, Plugin Library... L' LS &'/ Triggers

History: ()—— 3 months

Type
timestamp
integer
integer
integer
string

string

Save | Close

Now, the event log information will be sent from Agent-D and can be checked in the device details.

Windows EventLog
|2321f:>3;23 i | 2021/03/23 [

Time Level
2021-03-23709:39:23.544
2021-03-23709:36:22.759
2021-03-23709:27:50.760
2021-03-23709:25:45.828
2021-03-23708:15:43.694
2021-03-23709:12:43.909
2021-03-23709:11:24.890
2021-03-23709:11:24.874
2021-03-23709:10:54.851

O I R T TR R R SRR S

2021-03-2370%:10:34.819

Source

"Service Contrel Manager”
“Service Contrel Manager”
“Service Contrcl Manager”
"Service Control Manager”
"Service Control Manager”
"Service Contrel Manager”

"Service Control Manager”

379

message

"Network Setup Service H—EFX.. =
“Network Setup Service —E ...
“Windows Modules Installer H—...
"Windows Modules Installer £—...
"Microsoft Account Sign-in Assista...
"Microsoft Account Sign-in Assista...

"Software Protection H—E(F ...

“Microsoft-Windows-Security-SPP” "W ROz FEEH—-EAD 202.
“Microsoft-Windows-Security-SPP™ "S-+ 12> AFZ:E (slui.exe) D&

“Microsoft-Windows-Security-SPP* "V J Oz PEET—-EFAICK. -
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17.5 Distribute and install Agent-D using Group Policy on

domain controllers

You can install Agent-D on multiple servers in bulk using new or existing Active Directory group
policies. You can download the MSI file by clicking [Settings] > [Agent-D] > [Download Windows
Domain Installer] in the Global Menu.

Server Settings

System Backup “  Click download link to download Agent-D installation files of the required installer type.
Mail Server Download Windows Domain Installer

SNMP Traps Download Windows Standalone Installer

Users Download Linux Standalone Installer

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label
SNMPv3 User
Agent-D

Please check the Microsoft Docs guide “Install software remotely using Group Policy” for details:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-
install-software
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17.6 Install on Linux

17.6.1 Distribute and Install Agent-D from ThirdEye

For Linux, if you are in an environment where you can SSH into Linux from ThirdEye, you can install
Agent-D from the ThirdEye menu. By selecting devices at once, similar to configuration backup, you

can distribute to many devices at once.

1. Set the authentication information (username/password) for SSH connection.

Credentials
Network Groups 10.0.0.0/8 Add address:
LI 192.168.0.0/16 (IP, CIDR, Wildcard, or Range) L »
L a2
Credentials VTY Username: ‘ Ivi
LAB1
VTY Password: ‘ -------
CORE
LAB2 Enable Username: ‘ Ivi
Enable Secret/Password: ‘ -------
SNMP Get Community: ‘ public

SNMPv3 Authentication Username: ‘

SNMPv3 Authentication Password: ‘

SNMPv3 Privacy Password: ‘

Database Username: ‘

ﬂ& o E M Database Password:
ﬂ Cancel

2. Add a Linux device to monitor.

Add Device

IP Address: | 192.168.40.200

Default to Linux for SSH hosts with no supported adapter

oK | Cancel‘
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3. With the Linux device to be monitored selected, click [Agent-D Linux Installer] on the [Inven-

tory] menu.

[Bjjapsshbosnisy] tmventory |uchanses alatobs alufermingl roxyalusearchuluComplispce

;! [] ¥ search IP/Hostname: 10.0.0.143 ~

euns aAgpul

= 1P Address

© 1000143

~ Hostname

Monitors Incidents Map MiBs
Add Criteria v G| ©
Network Adapter HW Vendor Model Device Type 0S Version Serial#
Default Linux

Backup Durat...

End Of Sale

Network:  <All> v scorreale Logout Settings He

< Device & Inventory @ Tools "4 Change % Smart Change Ml Repo

End Of Life % Backup Traits Violation
@ Rediscover D
icmp Lsnmp ] o}

@ Collect neighbor data
;3 Display neighbors
£F Compare Configurations
% Display Job History
Clear Violations...
Monitors
2V Associate Monitor Sets...
1) Ping
£ Configure Maintenance Windows.
) Agent-D Linux Installer
Edit
# Edit device properties
[ populate device end of sale
P Associate tags
W Dissociate tags
&% Add to map...
&% Add to map with hierarchy.
$4 Enable NCM features
»

If [Agent-D Linux Installer] is grayed out and cannot be selected, there may be no Linux adapter
assigned to the selected device. Make sure that a Linux adapter is assigned to the target device.
You can check from [Edit Device] properties in the [Device] submenu:

Edit Device

IP Address: | 10.0.0.143

Hostname*: |

Adapter: Linux v
Network: Default v
Identified Byt: IP Address v
End Of Sale: click to edit |=J‘
End Of Life: dlick to edit i
Software End Of Sale: | click to edit |HJ‘
Software End Of Life: | click to edit |T

Custom Fields

Custom 1: click to edit
Custom 2: click to edit
Custom 3: click to edit
Custom 4: click to edit
Custom 5: click to edit

*Edits to the hostname will be overridden on next detected change.

*When a device is identified by Hostname, the hostname will never be automatically

Save | Cancel

updated.
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4. Click [Install/Update] > Execute.
Agent-D Installer

Operation  Install/lUpdate v

Execute | Cancel |

5. The installation will execute and the results will be displayed in the bottom half of the screen.

Install Agent-D

V devstorage 100405 Defauit "

383 Copyright © 2025 LogicVein, Inc.



17.7 CPU Monitoring

Use Agent-D to obtain CPU information for the installed server. By setting thresholds for CPU usage,
etc., you can issue an alert when the threshold is exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]

> [Templates] tab.

e Linux CPU Stats
 Windows CPU Stats

The plugin in the [Agent-D] > [Linux CPU] window can be set up as a monitor for a CentOS device.
For instructions, refer to the Monitor SNMP Traps (all) section.

1. Doubleclick the device for which you want to configure a monitor to open the device details.

e Dashboards  Inventory  Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs. Network:  <All> v scorrealc
;_! Lil ¥ Search IP/Hostname: 100405 ~  Add Criteria ~| &) © < Device & Inventory @ Tools “ Change
g = 1P Address Hostname Network Adapter  HW Vendor Model Device Type. Serialt Traits Violation
M © 100405 devstorage Defaut Linue Netsomp tinux GEDED C) CED
<
©
7
E
B
C 4 1101 b
S
Install Agent.D devstorage - 10.0.40.5
devstorage - 10.0.40.5  actions.. Monitors  Violations  SNMP Traps
= Detail CPU Stats
CPU Stats (linux) @I tProcessorlosdivg: 109
Period: 30s HOST-RESOURCES-MIB/hrProcessorTable ol heProcemsoriond
dad () Xeon(R) CPU E5-2660 v4 @ 200GHz
Period: m Linw G (8) Xeon(R) CPU E5-2660 vd @ 2.00GHz
Disk /O (8) Xeon(®) CPU E5-2660 vA @ 2.00GH
Period: 1m UCD-DISKIO-MIB/diskiOTable G ¢ Intel(®) Xeon(R), CPU E5-2660 v4 @ 200GHz
ICMP Ping (Default Genuinelntel: Intel(R) Xeon(®) CPU ES-2660 v4 @ 2.00GHz
Period: 305 1MP echo Last Capt
€D
1E-MIB/iTable 5592059904
32621797376
€D
Period: 5m HOST-RESOURCES-MIB/hrStorageTable
17313013
151833930068
112105107456
Available 05): 2149
Used G4): B8
& 201X [ @[@] S ausw
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2. Click the [* button, then click [Agent-D].

devstorage - 10.0.40.5

devstorage - 10.0.40.5 actions.. (icmp T'snmp | ssh ]

From Template...

Jl.Cctal ¥ From Monitor Set.. IcmP Ping
Catch All Trap (Default) New Round-trip Time: 0.35ms
Period: n/a (/ Agent-D Packet Loss: 0%
ICMP Ping (Default) 3 |
Period: 30s A3 wrTe ICMP echo
1)) 1IcMP
| mysaL
| PostgreSQL
" SNMP
& SNMP Trap
£ T1Cp Port
7
(3
@
>
#| 7|l | X & B

3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

devstorage - 10.0.40.5 '
devstorage - 10.0.40.5 actions.. Monitors
= Detail | Linux CPU Stats| | perot| 1 @D ristory: O— 3 months
Catch All Trap (Default)
Period: n/a Please select a plugin by clicking the "Plugin Library..." button
ICMP Ping (Default)
Period: 30s ICMP echo Plugin Library... w *

4. Click [Plugin Library...].

devstorage - 10.0.40.5

devstorage - 10.0.40.5 actions... Monitors
= Detail | Linux CPU Stats| 2| reiod| 1 @D tistor: O——3months
Catch All Trap (Default)
Period: n/a Please select a plugin by clicking the "Plugin Library..." button
ICMP Ping (Default)
Period: 30s ICMP echo . Plugin Library... wr >~

Violations

Violations
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5. Select [Linux CPU] and click [OK].

Find Agent-D Plugin

Search Plugins

Name 4. Description

Agent-D Status

Linux Processes
Linux/Windows CPU
Linux/Windows Disk
Linux/Windows Memory
Log File Monitor
Windows CPU

Windows Disk

Windows Event Log
Windows Memory

Windows Process

Monitor Agent-D status and enable debug logs.

Collects system process metrics.
Collects metrics on the system CPUs
Collects metrics about disk usage.
Collects system memory metrics.
Monitor log files on Linux or Windows.
Collects metrics about CPU usage.
Collects metrics about disk usage.
Monitors the Windows event log.
Collects system memory metrics.

Collects process metrics.

386
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6. Check the items to be acquired in Plugin Config.

devstorage - 10.0.40.5 actions..

= Detail Linux CPU Stats ‘ 7 Period:ﬁ History: {)—— 3 months
Catch All Trap (Default)
Period: n/a Collects metrics on the system CPUs
ICMP Ping (Defaulty
Period: 30s ICMP echo  Plugin Config
D Collect raw CPU time metrics (collect_cpu_time)
D Compute and report the sum of all non-idle CPU states (report_active)
Output Fields
Show Advanced Metrics
Name Type
usage_user float
usage_system float
usage_idle float
float
o | b B |
Item Description

Collect raw CPU time metrics
(collect _cpu_time)

Compute and report the sum of
all non-idle CPU states
(report_active)

Collects the time the CPU was used. If it is not checked, no
value will be displayed even if you check the field starting from
time_ in Output fields.

Calculate the total value of values other than
idle/guest/guest nice. If there is no check, no value will be
displayed even if time active/usage active is checked in the
Output fields.
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7. Check the items to be retrieved in Output Fields and click [Save].

Linux CPU Stats 7 Pperiod: LI rmin History: ()——3 months Save | Close

|__J LOmpuTe ana report te sum of all NoN-iaie LFU STates (report_actve) m

Output Fields

Show Advanced Metrics

Name Type
usage_user float
usage_system float
usage_idle float
float
usage_nice float
usage_iowait float -

Plugin Library... | [ Derived Metric | - ® /¥ Triggers

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other

monitoring items, click “View details”.

Now, Agent-D will send the CPU information and you can check it in the device details.

levstorage - 10.0.40.5 actions.. EIENDEDEER

= Detail CPU Stats

CPU Stats (Linux) @)  hrProcessorloadAvg: 1.05
Period: 305 HOST-RESOURCES-MIB/hrProcessorTable  Index ~ hrProcessorLoad
dd Genuinelntel: Intel(R) Xeon(R). CPU E5-2660 v4 @ 2.00GHz
Period: 1m Linwe/Windows Memory metrics  Genuinelntel: Intel(R) Xeon(R) CPU ES-2660 v4 @ 2.00GHz
Disk 14O @)  Genuelntel: Intel(R) Xeon(R). CPU ES-2660 v4 @ 2.00GH,
Period: 1m UCD-DISKIO-MIB/diskiOTable  Genuinelntel: Intel(R) Xeon(R) CPU ES-2660 v4 @ 2.00GHz
ICMP Ping (Default) Genuinelntel: Intel(R) Xeon(R) CPU E5-2660 v4 @ 2.00GHz
Period: 30s ICMP echo
Interface Stats (Linux) [ snmp dd
Period: 30s IF-MIB/ifTable  Active: 5593673728

Available: 32532316160
Storage Stats (Linux) [ snmp Buftered: ——
Period: Sm HOST-RESOURCES-MIB/hrStorageTable o 16260596450

Free: 23261385472
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17.8 Get the Overall CPU Usage

Agent-D’s CPU monitor obtains information on a per-core basis. Click [Calculated Metrics] to get the
overall CPU usage.

1. Doubleclick the CPU monitor to open it.

2. Click [usage active] from [Output Fields] menu.

Linux CPU stats 7 Period: LI min ] History: {J—— 3 months Save | Close
Compute and report the sum of all non-idle CPU states {repori_active) Y

Output Fields

Show Advanced Metrics

Name Type
Ml USdUE_USE] gL
rs
usage_system float
usage_idle fioat |
[ usage_active fioat
usage_nice fioat
usage_iowait float -
[
~, Plugin Library... | E Derived Metric | w FoY « ¢ Triggers
3. Click [Derived Metrics] > [Metrics over indexes] > [Aggregation of Multiple Indexes].
MName Type
il | UbdUE UNED 1L
Fe
usage_system float
usage_idle float |
LTl B Metrics over indexes.. vy B --"3-9 .QVEQETE of metric.
usage_nice

ﬁ Conditional Count...
usage_jowait float

[l ) )
E Advanced metric expression...

+, Plugin Library... | E Derived Metric | w FoY « ¢ Triggers

4. Change the metric name (The usage_active aggregate in the example above) to something

meaningful and choose the aggregation type.
5. Click [Save].

With the above steps, you can display the aggregated value of usage acticve for each index (each core).
By setting a threshold for this, it is possible to monitor the overall CPU usage rate.
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17.9 Memory Monitoring

Use Agent-D to obtain memory information for installed servers. By setting thresholds for things like

memory usage, you can issue an alert when the threshold is exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]

> [Templates] tab.

* Linux Memory Stats

* Windows Memory Stats

The [Agent-D] > [Windows Memory] plug-in can be set up as as a monitor for a Windows server device:

1. Doubleclick the device for which you want to configure a monitor to open the device details.

[l ¥ Search IP/Hostname: 19216830111~ Add Criteria ~| G| © |
= IP Address Hostname ¥ Network

© 19216830.111 DESKTOP-ASPCUQLINtralvi.cojp Defauit

ansaAzpayl @

C 4 11061 b

DESKTOP-ASPCUQLintraL
DESKTOP-A5PCUQL.intra.lvi.co.jp - 192.168.30.111 actions... EDEND
= Detail ICMP Ping
Catch All Trap (Default Round-trip Time: 105ms
— Packet Loss: %
1CVP Ping (Defaut) a

Period: 305 1P echo

Hlz]ulx|e=

Dashboards  Inventory ~ Changes  Jobs TerminalProxy  Search  Compliance  Monitors

390

Device Type

Network  <All> ™ ]

< Device &5 Inventory @ Tools “» Change & sn
Serial Traits

D €D

Resu

Monitors  Violations  SNMPTraps  Atta

Last Captur
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DESKTOP-ASPCUQL.intral...
DESKTOP-A5PCUQL.intra.lvi.co.jp - 192.168.30.111

2. Click the [* button, then click [Agent-D].

= Detail

Catch All Trap (Default)
Period: n/a

ICMP Ping (Default)
Period: 30s

Windows Memory Stats

Period: 1Tm

catchalltrap

icmp

From Template..  |CMP echo
“YC From Monitor Set...

New

-ed metrics

, Agent-D
w1
T HTTP
1)) 1CMP
MySQL
PostgreSQL
" SNMP
W SNMP Trap
£ TCP Port

=
(5
&
D

actions...

icmp ; snmp [ agent-d

ICMP Ping
Round-trip Time: 0.57ms

Packet Loss:

0%

Windows Memory Stats
Waiting for a request from Agent-D...

3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

actions...

Windows Memory Stats

Collects system memory metrics.

Output Fields

Show Advanced Metrics

(<< <N

Name

Available_Bytes
Cache_Faults_persec
Pool_Paged_Bytes
Pool_Nonpaged_Bytes
Available_MBytes

icmp [ snmp [ agent-d

e i Period: 1 @

@ Derived Metric | Py « ¢ Triggers

History: {3 months

391

Type
float
float
float
float

float
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4. Click [Plugin Library...] and select [Windows Memory] and click [OK]

Find Agent-D Plugin

C 4 1-40f4 P Search Plugins
- —
192.168.40.59 Name Description
192.168.40.59 actions... Agent-D Status Monitor Agent-D status and enable debug logs. o o
S Linux Processes Collects system process metrics.
= Detai
CPU Stats Linux/Windows CPU Collects metrics on the system CPUs
Catch All Trap (Default) catchalltrap
i : o Linux/Windows Disk Collects metrics about disk usage.
Period: n/a Please select a plugin by clicking the *Plugin Library. .
Linux/Windows Memory ~ Collects system memory metrics.
ICMP Ping (Default) 8 X
Log File Monitor Moniitor log files on Linux or Windows.
Period: 30s ICMP echo Plugin Library... - -
s - Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.
Windows Memory Collects system memory metrics.

Windows Process Collects process metrics.

(0K Cancel

5. Check the items for which you want to obtain data in [Output Fields], and click [Save].

-
192.168.40.59

192.168.40.59  actions..

Monitors  Violations  SNMP Traps  Attachment _Interface:

= Detail CPU Stats Period:| 1 @) History: O—— 3 months _save | close.
Catch All Trap (Default)
Period: n/a Collects system memory metrics.
ICMP Ping (Default)
Period: 30s ICMP echo  Output Fields

Show Advanced Metrics

Type

active integer
available integer
free integer
total integer
used integer
available_percent float

3 Plugin Library... | [ Derived Metric | ® <7 Triggers

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other
monitoring items, click [View details].

Now, Agent-D will send the memory information and you can check it in the device details.
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17.10 HDD Monitoring

Use Agent-D to obtain the HDD information of the installed server. By setting thresholds for HDD free
space, usage rate, etc., you can issue an alert when the thresholds are exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]

> [Templates] tab.

e Linux Disk Stats
* Windows Disk Stats

The [Agent-D] > [Linux Disk] plug-in can be set up as a monitor for a CentOS device:

1. Doubleclick the device for which you want to configure a monitor to open the device details

window in the bottom half nof the screen.

9 Dashboards ~ Inventory =~ Changes  Jobs  Terminal Proxy  Search  Compliance =~ Monitors  Incidents Map  MIBs Netwo
= [L]| w Search IP/Hostname: 192.168.40.59 ¥  Add Criteria ¥ (| © <5 Device
=5
a = IPAddress ¥ Hostname Network HW Vendor Adapter Model Device Type O Version Serial# End Of Sale End Of Life Software En...  Software En...  Custs
m 192.168.40.59 Default
<
(]
(]
=4
=
o
C 4 1-10f1 b
> J__a |
192.168.40.59
192.168.40.59 actions... icmp L snmp agent-d Moni
= Detail CPU Stats
Catch Al Trap (Default) Waiting for a request from Agent-D...
Period: n/a ICMP Ping
CPU Stats No Response
Period: 1m Linux/Windows Memory metrics ~ Packet Loss: 100%
ICMP Ping (Default)
Period: 30s ICMP echo
|z x|e @
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2. Click the [* button, then click [Agent-D].

DESKTOP-A5SPCUQL.intra.l...

DESKTOP-A5PCUQL.intra.lvi.co.jp - 192.168.30.111

Detail

Catch All Trap (Default)
Period: n/a

ICMP Ping (Default)
Period: 30s

Windows Memory Stats

Period: 1Tm

catchalltrap

From Template...

MNew
/, Agent-D

1

D HTTP
1)) 1CMP

| MysaL

| PostgreSQL
" SNMP
W SNMP Trap
£ TCP Port

> Jenpae;|

icmp

ICMP echo

“YC From Monitor Set...

-ed metrics

actions... icmp ; snmp [ agent-d

ICMP Ping

Round-trip Time: 0.57ms

Packet Loss:

0%

Windows Memory Stats
Waiting for a request from Agent-D...

394
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3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

10.0.0.143 Ping jenkins - 10.0.40.25
10.0.0.143 actions. icmp Jsnmp | agent-d
Mjosta linux disk | period:
Linux CPU Stats
Period: 1Tm Linux/Windows CPU metrics  Please select a plugin by clicking the "Plugin Library..." button
Plugin Library... " ®
¥ 4 BR BN =

4. Click [Plugin Library...].

10.0.0.143 Ping jenkins - 10.0.40.25
10.0.0.143  actions
i Detall linux disH 7| period
Linux CPU Stats
Period: 1m Linux/Windows CPU metrics  Please select a plugin by clicking the “Plugin Library..." button
Plugin Library... - x
| [ X | ¢ B

L > o |

1

1

5. Select [Linux/Windows Disk] and click [OK].

LiveNX Server 23.4.0 LiveAction-£Z3.U...

Find Agent-D Plugin

History: O

History: C

3 months

3 months

Monitors  Violations ~ SNMP Traps  Attachment

Monitors  Violations ~ SNMP Traps  Attachment

Search Plugins

Name 4. Description

Agent-D Status Monitor Agent-D status and enable debug logs.
Linux Processes Collects system process metrics.
Linux/Windows CPU Collects metrics on the system CPUs
Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Window:
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.

Jin Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

S.
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6. Inthe ignore_fs field, specify file systems to exclude from data collection.

Several file systems are preset in the exclusion list. Edit as necessary using the « (Add), + (Delete),
or . (Edit) buttons.

linux disk / 7 Period: 1 m History: (_—— 3 months

ignore_ts

&+ @ List of filesystem types to ignore when collecting stats.

| tmpfs

‘| devtmpfs
‘| devfs

‘| is09660

‘| overlay

‘| aufs

" squashfs

(3¢ 3¢ 3¢ 3¢ [3¢[%¢ 3¢
KYEVEVEYRYEYEY

7. Check the items you want to obtain in [Output Fields] and click [Save].

Show Advanced Metrics

Name Type
free integer
total integer
used integer
used_percent float

. Plugin Library... ‘ E Derived Metric ‘ s & « ¥ Triggers

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other

monitoring items, click “View details”.

Now, Agent-D will send the HDD information and you can check it in the device details.

Device . Free (B) Total (B) Used (B) Used (%)

dm-0 37487988736 2204291072 5.55
dm-2 1918106009€ 198721536 1.03
sdal 805225544 1023303680 147611648 15.4%

396 Copyright © 2025 LogicVein, Inc.



17.11 Process Monitoring

Use Agent-D to obtain information about installed server processes. By setting thresholds for process

status, memory usage, etc., you can issue alerts when thresholds are exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]

> [Templates] tab.

e Linux Process Stats
» Windows Process Stats

The [Agent-D] > [Windows Process] plug-in can be set up as a monitor for a Windows server device:

1. Doubleclick the device for which you want to configure a monitor to open the device details.

@ Dishboards | Inventory | Changes | Jobs | TerminalProxy | Search | Compliance | Monitors | Incidents | Map | MiBs
=1 [ v search IP/Hostname: 1000183~  Add Criteria ~ G| ©
=
a = IP Address Hostname Network Adapter ~ HW Vendor Model Device Type 0 Version Serial#
m © 1000183 netid Default Netsnmp linux
<
[
173
=
s
C 4 1-10f1 b
jenkins - 10.0.40.25 10.0.0.143 netld - 10.0.0.183
netld - 10.0.0.183  actions. DHEDED D CHEEED
= Detail ICMP Ping
Catch Al Trap (Default) YD  Round-trip Time: 0.04ms
Period: n/a Packet Loss: 0%
ICMP Ping (Default)
Period: 305 (cMp echo  Linux CPU Stats
T cpu A Usage User(%) Usage System.. Usageldle (%) Usage Active (...
Period: 1m Linux/Windows CPU metrics P44 222 &1 2208
463 1244 8289
Linux Disk stats s e
1 2083
Period: Im Linux/Windows Disk metrics <42 12 £
cpul 211 232 2433
Linux Disk Stats
Device ~ Free (B)
dm-0 43052273664

X ‘ =

rootfs 15047131136

397

Backup Durat...

Usage Nice (%)  Usage lowait (...

CRCR)

Total (B)

Network: ~ <All> v scorreale Logout Settings Help

< Device & Inventory @ Tools “% Change & smart Change Ml Reports

End Of Sale End Of Life Software End ...  Software End ... Traits Violation
Results per page: 254 v
™
Monitors  Violations  SNMP Traps  Attachment Interfaces
Last Captured: 2024/05/20 21:50
Usagelrq (%)  Usage Softirq ... Usage Steal (%)  Usage Guest (..  Usage Gues...
014 [ 002 [ [ [
004 [ ) 2 [ [
41 [ 003 0 [ [
024 Q 2 0 [ [
Last Captured: 2024/03/20 07:57
Used (B) Used (%)
50973642752 7921369088 1554
9

15150956544

103825408 2
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2. Click the [* button, then click [Agent-D].

netld - 10.0.0.183

netld - 10.0.0.183 actions.. H tips | icmp [ snmp ; ssh | agent-d
From Template... .
= Detail e ICMP Ping
From Monitor Set...
Catch All Trap (Default) New challtrap Round-trip Time: 0.06ms
Period: n/a ) Agent-D Packet Loss: 0%
ICMP Ping (Default) ﬂ icmp
Period: 30s + HTTP ICMP echo Linux CPU Stats
Linux CPU Stats ,)) ICMP cPU 4 Usage User (%) Usage System...  Usage Idle (%) Usage Active (... Usage Ni
Period: Tm ~| MysaL IPU metrics Cpus 242 437 .06 -
4.63 12.44 82.89 -
Linux Disk Stats L PostgreSQL cpus
. _ SNMP . . cpub 212 6.60 90.83 =
Period: Tm 5 Jisk metrics —
B SNMP Trap cou7 211 332 94,33 7
£ Tep port
i Linux Disk Stats
% Device 4. Free (B) Total (B)
dm-0 43052273664
15047131136

D
#[z]l[X]e @ =F

3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

Process ./ Period: L min ]

Please select a plugin by clicking the "Plugin Library.." button

. Plugin Library... ‘ & “o

4. Click [Plugin Library...].

Process ./ Period: 1 D

Please select a plugin by clicking the "Plugin Library.." button

. Plugin Library... ’ L)

398

History: {C—— 3 months

History: {_—— 3 months
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5. Select Window Process and click [OK].

Find Agent-D Plugin

Search Plugins

Name . Description
SaaR s S e
Y
Linux/Windows CPU Collects metrics on the system CPUs
Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.

Windows Memory Collects system memory metrics.

Windows Process Collects process metrics.

Windows Services Report Windows service status.

Windows System Collects metrics about system performance.

6. Add the process name to be monitored by entering it in the [Processes] field.

Process 7 Period: LI min History: (=3 months Save | Close

Processes

4 (@] Listof process names.

Output Fields

Show Advanced Metrics

Name Type
Percent_Processor_Time float
O Percent_User_Time float
Virtual_Bytes float
Working_Set float
Private_Bytes float
Thread_Count float
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7. Check the items you want to obtain in [Output Fields] and click [Save].
Process 4 Penod:ﬁm History: (O——3 months M M

Processes

P @ List of process names.

Output Fields

Show Advanced Metrics

Name Type
Percent_Processor_Time float
O Ppercent_user_Time float
Virtual_Bytes float
Working_Set float
Private_Bytes float
Thread_Count float

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other
monitoring items, click “View details”.

Now Agent-D will send the process information and you can check it in the device details.

Windows Process

Process ~ Percent Process... Virtual Bytes Working Set Private Bytes Thread Count Handle Count
conhost 0 2203509063680 24780800 6057984.00 4 306 ~
conhost#1 0 2203509325824 24100864 5365760 4 306
gsrss 2 2203409711104 4661248 22861472 10 502.00
csrssEl 0 220340184€6784.00 3932160.00 1712128.00 9 160
csrss#? 0 2203465809920 8982528 2994176 10 373
ctfmon 0 2203463431360 271942272 7836128 9 434 -
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17.12 Monitor the Number of Processes

If you want to monitor the number of running processes, you need to add a metric to count the number

of processes.
1. Open the process monitor by doubleclicking it.

2. Click [Calculated Metrics] > [Metrics over indexes] > [Total Condition Passed].

Process Period: 1 History: (=3 months

| =~
Output Fields

Show Advanced Metrics

Name Type
Percent_Processor_Time float
[J Percent_User_Time float
Virtual_Bytes float
Working_Set E Metrics over indexes... v E float
Private_Bytes E Conditional Count... float
Thread_Count float

E Advanced metric expression...

, Plugin Library... ‘ E Derived Metric | - o « ¢ Triggers
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3. Change the count metric name to something meaningful, and set the calculation formula.

(In the figure below, the metric name has been changed from the initial value count-metric to

notepad-count )

Process Period: Ll in History: (_—— 3 months

& VIrual_bytes rioat
Working_Set float
Private_Bytes float
Thread_Count float
Handle_Count float
notepad-count E (integer)

, Plugin Library... | E Derived Metric - > s Triggers

p

notepad-count

Used to derive the count of indexed rows that match the conditional expression, such as count of running processes instance with a given name.

Expression: ‘ notepad
* For Windows, set the process name to “Process”.
Setting calculation formula example: process contains {Process name}

squid-count

Used to derive the count of indexed rows that match the conditional expression, such as count of running processes instance with a given name.

Expression: squid

* For Linux, set the process name to “process name”.

Setting calculation formula example: process_name contains {Process name}

‘ notepad-count

Used to derive the count of indexed rows that match the conditional expression, such as count of running processes instance with a given name.

Expression: ‘ notepad
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4. Click [Trigger]| > [Time Window].

Process ; 7 Period: (I min ] History: {_—— 3 months
mams 1yps
Virtual_Bytes float
Working_Set float
Private_Bytes float
Thread_Count float
Handle_Count float
Fae)
notepad-count ¢# No Response Threshold E (integer)

7Vt Time window

E Derived Metric | -~ P « ¢ Triggers

notepad-count i

Used to derive the count of indexed rows that match the conditional expression, such as count of running processes instance with a given name.

Expression: notepad

5. Once the Count has been set, set conditions using metrics.

7/ Time Window Trigger
Condtional: O
Alert Policy:‘ Simple Incident Policy , Severity: Warning A
Time window: 5 @ Count: 3
Message:‘ Node is in violation of trigger condition, times within
Menu item Explanation
Conditional You can specify conditions using the following
items:
is (equal)

is not (not equal)
> (less than, the value on the right is smaller)

< (greater than, the value on the right is greater)
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6. Set other items (“alert policy”/“severity”’/“Time window”/“count/message”).

#/ Time Window Trigger

Conditional:‘ e meene @ o

Alert Policy:‘ Simple Incident Policy

Time window: 5 @

Severity: Warning v

Count: 3

Message:‘ Node is in violation of trigger condition,

times within

Item

Explanation

Time window

Count

Alert Policy

Severity

Message

Set the period for executing the process.

(Minimum value: 1 minute)

The period that is used as the basis for counting
how many times the process defined in the policy
must be executed within a specified period of

failure.

Set the number of times the process must fail
within the set period before executing the process.

(Minimum value: 1)

Specify alert policy.

Select the severity from the following: (Initial
value: warning)

Emergency, Alert, Critical, Error,
Warning, Notification, Information,
Debug

Set the message displayed when a failure is
detected. *In order to display the message, the
“Incident Registration” action must be defined in
the alert policy.

7. Click [Save].
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17.13 Text Log Monitoring

Use Agent-D to obtain log information for the installed server. You can issue an alert when a log

containing a specific string is detected.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]

> [Templates] tab.

* Linux Syslog Monitor
* Windows Log File Monitor

Here, we will explain how to set up the [Agent-D] > [Log Fie Monitor] plug-in as a monitor for a Linux

device.

1. Doubleclick the device for which you want to configure a monitor to open the device details.

@ Desbosrds | Invemtory | Changes | Jobs | TerminalProy | Search | Compliance | Monitors | Incdents | Map | Mis
;_| [l ¥ Search IP/Hostname: 1000248~  Add Criteria * | )| ©
g = IP Address Hostname Network Adapter HW Vendor ~ Model Device Type 0S Version Serial#
M © 1000248 netid248 Default Logicvein logicvein
<
[
»
=
£
3
C 4 1101 b

netld248 - 10.0.0.248

netld248 - 10.0.0.248  actions.

= Detail ICMP Ping
Catch All Trap (Default) Round-trip Time: 0.40ms
Period: n/a Packet Loss: 0%
ICMP Ping (Default)

Period: 30s ICMP echo
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2. click the [+ button, then click [Agent-D].

netld248 - 10.0.0.248

netld248 - 10.0.0.248 actions... http ; https [ icmp [ snmp
= Detail ICMP Ping
Catch All Trap (Default) Round-trip Time: 0.45ms
Period: n/a Packet Loss:
ICMP Ping (Default) icmp
Period: 30s ICMP echo

From Template...
“¥ From Monitor Set...
New
/ Agent-D
L2 |
T HTTP
1) 1ICMP
| MysaL
| PostgreSQL
" SNMP
1 SNMP Trap
£ TCP Port
e
@
&
o

(7]l X]e @

3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifies the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

/var/logs/messages 7 period:| 1 @D History: O—— 3 months
Please select a plugin by clicking the “Plugin Library...” button

Plugin Library... @ x

4. Click [Plugin Library ...].

/var/logs/messages A I in ) History: O—— 3 months
Please select a plugin by clicking the “Plugin Library...” button

Plugin Library... ¥ ®

406
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5. Select [Log Fie Monitor] and click [OK].

Find Agent-D Plugin

Name

Search Plugins

Agent-D Status

Linux Processes

Linux/Windows CPU
Linux/Windows Disk
Linux/Windows Memory

Log File Monitor

Windows CPU

Windows Disk

Windows Event Log
Windows Memary

Windows Process

4. Description

Monitor Agent-D status and enable debug logs.

Collects system process metrics.
Collects metrics on the system CPUs
Collects metrics about disk usage.
Collects system memaory metrics.
Monitor log files on Linux or Windows.
Collects metrics about CPU usage.
Collects metrics about disk usage.
Monitors the Windows event log.
Collects system memaory metrics.

Collects process metrics.

OK| Cancel|

6. Add the absolute path of the log file to be monitored in the [files] field.

Security settings must be configured in advance so that the Agent-D program can read the target log
file. It runs as the “SYSTEM” user on Windows and as the “telegraf” user on Linux.

/var/logs/messages

Monitor log files on Linux or Windows.

Plugin Config

perod:| 1 @D History: O——3 months

@) Uistof absolute paths of fles that needs to be monitored.
- On Linux mal h ' user has read access to the files.
. (@) Listof Grok patterns to be used to parse logs. €&
9%{LOGLEVEL:loglevel} %{GREED'
grok_custom_patterns
. (@) istof custom pattems used in grok patterns. €&
| #] rosieveL piwiey
Type
string
string
D G
Plugin Library... o Add o/ Triggers

407
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7. Enter grok patterns and grok custom_patterns.

/var/logs/messages 7 Period: @D  History: O—— 3 months

Monitor log files on Linux or Windows.

Plugin Config

files

At least one value is required.

grok pattems

| _"‘ %(TIMESTAMP_ISO8601:timestampits) %(LOGLEVELoglevel) %(GREEDYDATA description)

grok_custom_pattems

5| #| rosiever eiowiey

Output Fields
Show Advanced Metrics
Name

loglevel

host

[<H<N<]

description

Plugin Library... 4P Add | X /¢ Triggers

[©

[©

List of absolute paths of files that needs to be monitored.
On Linux make sure the 'telegraf user has read access to the files.

List of Grok patterns to be used to parse logs. &

List of custom pattems used in grok patterns. &

Type
string
string

string

408
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17.14 Syslog Monitoring

Use Agent-D to capture syslog information that is forwarded to ThirdEye. An alert can be issued when
an event log containing a specific string is detected.

The following templates are registered in advance as monitors for HDD monitoring on the [Monitors]
> [Templates] tab.

* ThirdEye Syslog Monitor

Agent-D is pre-installed on ThirdEye, but is disabled by default. If you want to enable/disable Agent-D,
you must restart ThirdEye.

This section will explain how to enable ThirdEye’sAgent-D and set the ThirdEye Syslog Monitor as a
monitoer on the [ Templates] tab.

1. click [Settings].

Network: <All> Vv scorreale Logout Settings Help

w Device = Inventory @ Tools "% Change % Smart Change Y Reports

Software End ... Software End ... Traits Violation
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2. Select [Network Servers], check [Enable Agent-D for monitoring this server], and click [OK].

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Server Name: ‘ support3eye

Hostname/IP Address: ‘ 10.0.0.183

-
User login idle timeout (minutes): | 30 ~|

Enable the Terminal Server Proxy (SSH)

Terminal Server Proxy SSH port: 2222
Enable HTTP for web client

Enable HTTP to HTTPS redirection
Enable DNS Lookup
() Manage by hostname

Enable Agent-D for monitoring this server

Enable SNMP for monitoring this server = Configure SNMP Host

CORS Origin whitelist (Access-Control-Allow-Origin):
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3. Click [OK] on the reboot confirmation screen.

ThirdEye must be restarted for the settings to take effect. Click [OK] and ThirdEye will automatically
restart.

Server Settings

Data Retention Server Name: ‘ support3eye

System Backup
Hostname/IP Address: ‘ 10.0.0.183

Mail Server
) idle b : 0 o
SNMP Traps User login idle timeout (minutes): ]
'€ Users Enable the Terminal Server Proxy (SSH)
< Roles Terminal Server Proxy SSH port: 2222
: -
3 External Authentication Enable HTTP for web client
Custom Device Fields [ I I BT I e o PR L S,

Memo Templates Restart Required

Launchers

Some changes require the server to be restarted. Would you like to continue?
Smart Bridges

Networks
OK Cancel | : J

Network Servers —
CORS Origin whitelist (Access-Control-Allow-Origin):
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User - & |
OK Cancel

4. Check for the message “Restarting services ...” and wait a few minutes.
A login screen will be displayed.
5. After logging in, click the [Inventory] main tab.

6. Register ThirdEye’s own IP address as a monitored device from [Inventory] > [Add Device].
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7. Doubleclick to open device details.

Network: ~ <All>

v scorreale Logout Settings

é Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs
5_1 |2 ¥ search IP/Hostname: 100.0.183 v  Add Criteria ~| &) © < Device & Inventory @ Tools 4 Change & Smart Change Ml
=’ = 1P Address Hostname Network Adapter ~ HW Vendor Model Device Type 0s Version Serial# Backup Durat...  End Of Sale End Of Life Software End... Software End ... Traits Violation
o
m © 1000183 netld Default NetSnmp. linux
<
(1]
7]
=
B
Cc 4 1-10f1 b Results per page: 25
2 —~—
netld - 10.0.0.183
netld - 10.0.0.183 actions... http J https | icmp L snmp L 8sh agent-d Monitors  Violations ~ SNMP Traps  Attachment  Inter
= Detail ICMP Ping
Catch All Trap (Default) catchalltrap Round-trip Time: 0.07ms
Period: n/a Packet Loss: 0%
: 2024/05/21 08:41
\CMP Ping (Default [END) Last Captured: 2024/05/21 08:4¢
Period: 30s \cmpecho | Linux CPU Stats
TR —— D cpu & UsageUser (%) Usage System... Usageldle (%)  Usage Active (... Usage Nice (%)  Usage lowait (.. Usage Irq (%) Usage Softirq ...  Usage Steal (%)  Usage Guest (...  Usage Gues...
Period: m Linux/Windows CPU metrics P44 242 437 206 0 014 [ 002 0 0 0
463 1244 82.89 ] 004 1] 0 0 ] ]
Linux Disk Stats RS a2 ° o o ° 2 ° 2
cpus 212 660 2083 0 041 Q 003 o [ 0
Period: Tm Linux/Windows Disk metrics
cpul 1 332 433 0 024 Q [ [ 0 [}
Last Captured: 2024/03/20 07:57
Linux Disk Stats
Device - Free (8) Total (B) Used (8) Used (%)
dm-0 43052273664 50973642752 7921369088 1554

8. click the L#] button, and then click [Add from Template].

netld - 10.0.0.183
netld - 10.0.0.183

= Detail

Catch All Trap (Default)

Period: n/a

ICMP Ping (Default)

Period: 30s

Linux CPU Stats

Period: 1m

Linux Disk Stats

Period: 1m

actions... H
From Template...

2V From Monitor Set...
New

'()' Agent-D

]

5 HTTP

1)) IcmP

| MySaL

| PostgreSQL

" SNMP

B SNMP Trap
£ TCP Port

Lips | icmp ; snmp

challtrap

icmp

ICMP echo

"PU metrics
agent-d

disk metrics

ssh | agent-d

saaeaaraaa maape saseaes e aas

Packet Loss:

Linux CPU Stats
CPU

Linux Disk Stats

Device

0%

«. Usage User (%)

Usage Sy

242
4.63
212
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9. Select ThirdEye Syslog Monitor and click [OK].

Select Template

Search: | Monitor Template

Name
() Linux Process Stats -

(:‘; Linux Syslog Monitor

) Linux/Windows CPU Stats
@) Linux/Windows Disk Stats
() Linux/Windows Memory Stats
() ThirdEye Syslog Monitor

") Windows CPU Stats

) Windows Disk Stats

C/ Windows Event Log Monitor
() Windows Log File Monitor
C/ Windows Memory Stats

() Windows Process Stats

C/ Windows Service Status .

4 1-740f74 P

Cancel
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10. Check the items you want to obtain in [Output Fields] and click [Save].

There is no need to change the [files] or [grok patterns] settings that are already set in the template.

ThirdEye Syslog Monitor 7 Period: 1 History: ()——3 months Save | Close

Monitor log files on Linux or Windows.

Plugin Config

files
‘ 3 Q List of absolute paths of files that needs to be monitored.

On Linux make sure the 'telegraf' user has read access to the files.

d J /usr/share/netld/log/syslog/syslog.log

grok_patterns

|

grok_custom_patterns
‘ g g List of custom patterns used in grok_patterns. &

" g List of Grok patterns to be used to parse logs. &

d J %{TIMESTAMP_ISO860 1:timestamp:tsj\t%{USERNAME:facility}.%{LOGLEVEL:loglevel \t%{SYSLOGHOS...

Output Fields

Name Type
facility string
loglevel string
host string
description string
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With the above steps, you can obtain the Syslog information sent to ThirdEye.

Syslog messages are displayed in the “Conditional” field.

ThirdEye Syslog Monitor : /usr/share/netld/log/syslog.log
‘ 2021/03/23 [ ‘ 2021/03/23 [

Time Facility Log Level Hostname/IP Address Description
2021-03-23T0%36:57.000 "LOCAL7" "WARNING™ "10.0.0.249" " «188>760137: May 15 10... *
2021-03-23T09:36:41.000 “LOCALT” “WARNING” "10.0.0.248" " «188>760136: May 15 10..,
2021-03-23T70%:36:38.000 “LOCALT" “WARNING™ “10.0.0.249" " «188>760135: May 15 10...
2021-03-23709:36:35.000 "LOCALT" "WARNING™ "10.0.0.249" " «188>760134: May 15 10...
2021-03-23T09%:36:32.000 "LOCAL7" "WARNING™ “10.0.0.248" " <188>760133: May 15 10...
2021-03-23709:36:29.000 “LOCALT" “WARNING” “10.0.0.249" " <188>760132: May 15 10..,
2021-03-23709%:36:26.000 "LOCAL7" "WARNING™ "10.0.0.249" " «188>760131: May 15 10...
2021-03-23709:36:22.000 "LOCALT" "WARNING™ "10.0.0.249" " <188>760130: May 15 10...
2021-03-23709:36:11.000 "LOCALT" "WARNING™ "10,0.0.249" " «188>760129: May 15 10...
2021-03-23T09%:36:08.000 “LOCALT" “"WARNING™ “10.0.0.248" " «188>760128: May 15 10... ~
4 1-10 4
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17.15 Trigger Message Alert

The contents of the [Windows Event Log General] tab are displayed in the message field of the Agent-
D Windows Eventlog plugin. By setting a filter condition that this “message” field contains a specific
string, you can trigger an alert if the Windows event log contains any string.

1. Doubleclick the event log monitor to open it.

2. Click [Trigger] > [Time window].

Output Fields
Name Type

created timestamp
record_id integer
event_id integer
level integer
source string
message ’f:‘! No Response Threshold string

7Y Time window

. Plugin Library... u P « ¢ Triggers

3. Set conditions in the “Conditional” field.

Plugin Library... w ”» « ¢ Triggers

#/ Time Window Trigger
Cond\t\onal:‘ security

Alert Pohty:‘ Simple Incident Policy Severity: Warning v Automatically coalesce occurrences into a single violation

Time window: LI in ] Count: 3
Message:|Node is in violation of trigger condition, times within
Setting Item Explanation
Conditional You can specify conditions using the following
items:
contains

You can select other conditional expressions ( is,

is not, >, <, not contains), butifyou
want to set a condition that includes a specific
string, use contains .
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4. Set other items (“alert policy”/“severity”’/“period”/“count/message”).

Plugin Library... < Triggers
7/ Time Window Trigger
Conditionat security
Alert Pohcy:‘ Simple Incident Policy Severity: Warning v [ Automatically coalesce occurrences into a single violation
Time window: s G Count: 3
Message:‘ Node is in violation of trigger condition, times within
Item Description

Time window

Count

Alert policy

Severity

Message

Set the period for executing the process.
(Minimum value: 1 minute) The period that is
used as the basis for counting how many times
the process defined in the policy must be
executed within a specified period of failure.

Set the number of times the process must fail
within the set period before executing the

process. (Minimum value: 1)

Specity alert policy.

Select the severity from the following: (Initial
value: warning)

Emergency, Alert, Critical, Error,
Warning, Notification, Information,
Debug

Set the message displayed when a failure is
detected. *In order to display the message,
the “Incident Registration” action must be
defined in the alert policy.

5. Click [Save].
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17.16 Trigger Description Alert

The content of the Syslog message is displayed in the “description” field of the Agent-D “Log File
Monitor” plugin. By setting a filter condition where the “description” contains a specific string, you

can trigger an alert if the Syslog message contains the specific string.
1. Doubleclick the [ThirdEye Syslog Monitor] monitor to open it.

2. Click [Trigger] > [Time window].

Output Fields

Name Type
facility string
loglevel string
host string
description string

E:?, No Response Threshold
¥ Time window

3. Set the “Conditionnal” using description.

of Add | oo « 7 Triggers

77 Time Window Trigger
Conditional:‘ error

Alert Po\icy:‘ Simple Incident Policy Severity: Warning 3 Automatically coalesce occurrences into a single violation
Time window: 5 @ Count: 3
Message:‘ Node is in violation of trigger condition, times within
Item Explanation
Conditional You can specify conditions using the following
items:

contains (include)
You can select other conditional expressions ( is,

is not, >, <, not contains), butif you
want to set a condition that includes a specific

string, use contains .
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4. Uncheck “Automatically coalesce occurrences into a single violation”.

of Add | oo « < Triggers

77 Time Window Trigger

Conditional: error
Alert Policy:‘ Simple Incident Policy ) Severity: Warning v [[J Automatically coalesce occurrences into a single violation
Time window: 5 @ Count: 3
Message:‘ Node is in violation of trigger condition, times within

In ThirdEye, violations that share the same trigger and index are aggregated into one monitored
log file with the name Index . Unchecking “Automatically coalesce occurrences into a single
violation” allows violations to occur for each log that matches the conditions.

However, violations and emails will occur more frequently than when grouped. And a message
with the same trigger and index will still be aggregated if the first violation has not been cleared.
In such cases, only the most recently detected message will be displayed.
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5. Set other items (“alert policy”/““severity”/“period”/“count/message”).

77 Time Window Trigger

G Add | oo « < Triggers

Conditional:

description } contains Kl

Alert Policy:‘ Simple Incident Policy

Time window: 5 @

Severity: Warning v [[J Automatically coalesce occurrences into a single violation

Count: 3

Message:‘ Node

is in violation of trigger condition, times within

Item

Description

Period

Count

Alert Policy

Significance

Message

Set the period for executing the process. (Minimum value: 1
minute).

The period that is used as the basis for counting how many times
the process defined in the policy must be executed within a

specified period of failure.

Set the number of times the process must fail within the set
period before executing the process. (Minimum value: 1)

Specify alert policy.
Select the severity from the following: (Initial value: warning)
Emergency, Alert, Critical, Error, Warning,

Notification, Information, Debug
Set the message displayed when a failure is detected.

*In order to display the message, the “Incident Registration”

action must be defined in the alert policy.
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6. Click [Save].

ThirdEye Syslog Monitor A in )

—— 3 months Save | Close

d J %{TIMESTAMP_ISO8601:timestamp:ts\t%{USERNAME:facility}. %{LOGLEVEL:logleve}\t%{SYSLOGHOS...

grok_custom_patterns

List of custom patterns used in grok_patterns. &

OQutput Fields

Name Type
facility string
loglevel string
host string
description string

DS < Triggers

7 Time Window Trigger
Conditionat error

Alert Pohcy:‘ Simple Incident Policy Severity: Warning v [ Automatically coalesce occurrences into a single violation
Time window: Count:
Message: ‘ Node is in violation of trigger condition, times within
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1717 Log Level Alert

An alert can be triggered when an event with a specific log level such as “Critical” or “Error” occurs in
the Windows event log. Here, we will use an example of setting up an alert to be issued when an event

with a log level of “error” or higher occurs.
1. Doubleclick the event log monitor to open it.

2. Click [Trigger] > [Time window].

Output Fields

Name Type
created timestamp
record_id integer
event_id integer
level integer
source string
message ’f:‘! No Response Threshold string

7Y Time window

. Plugin Library... u P « ¢ Triggers

3. Set the condition using Agent-D’s “level”.

#/ Time Window Trigger
Conditional:| Q:

Alert PoHcy:| Simple Incident Policy Severity: Warning v (4 Automatically coalesce occurrences into a single violation
Time window: I min | Count: 3
Message:| Node is in violation of trigger condition, times within
Item Explanation
Conditional You can specify conditions using the following
items:
is (equal)

is not (not equal)
> (less than, the value on the right is smaller)

< (greater than, the value on the right is greater)
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4. Set other items (“alert policy”/“severity”’/“period”/“count/message”).

#7 Time Window Trigger

Conditional:

D O:

Alert PoHcy:| Simple Incident Policy

Time window: O min |

Severity: Warning

Count: 3

v

Automatically coalesce occurrences into a single violation

Message:| Node is in violation of trigger condition, times within

[tem

Description

Time window

Count

Alert policy

Severity

Message

Set the period for executing the process.

(Minimum value: 1 minute)

The period that is used as the basis for counting
how many times the process defined in the
policy must be executed within a specified
period of failure.

Set the number of times the process must fail
within the set period before executing the

process. (Minimum value: 1)

Specify alert policy.

Select the severity from the following: (Initial
value: warning)

Emergency, Alert, Critical, Error,
Warning, Notification, Information,
Debug

Set the message displayed when a failure is
detected. *In order to display the message, the
“Incident Registration” action must be defined
in the alert policy.

5. Click [Save].
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17.18 Grok Patterns

A grok pattern is composed of:

%{PATTERN_NAME : FTELD_NAME : MODIFIER (optinon)}

and the content that matches the PATTERN NAME defined by the regular expression put into FIELD_NAME

Use grok pattern to enter a formula to split a single line of log and include the characters that match
the specified field.

Example:
Log message Aug 20 11:15:40 192.168.0.1 ERROR systemd: Started Hostname Service.
Equation:

%{SYSLOGTIMESTAMP:timestamp}\s%{IPORHOST:iporhost}\s %{ LOGLEVEL:level}\s%{GREEDYDATA:mess

Save the value Aug 20 11:15:40 in the field called “times” using the pattern SYSLOGTIMESTAMP .
grok pattern: %{SYSLOGTIMESTAMP:timestamp}

Save the value 192.168.0.1 in the field called “iporhost” using the pattern IPORHOST .

grok pattern: %{IPORHOST:iporhost}

Save the value in the field called “level” using the pattern ERROR called “LOGLEVEL”.

grok pattern: %{LOGLEVEL:level}

Save the value of systemd: Started Hostname Service. in the field called “message” using the

pattern GREEDYDATA .

grok pattern: %{GREEDYDATA:message}
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17.19 Grok Custom Patterns

You can define a new PATTERN_NAME to be used with grok pattern.

Create it using the following syntax: PATTERN_NAME (regular expression)

Check the items you want to obtain in [Output Fields] and click [Save].

/var/logs/messages V4 Pma;[ P i )

History: O—— 3 months

Monitor log files on Linux or Windows.

. Q)|  Listof absolute paths of files that
On Linux make sure the 'telegraf’

& @ tistof Grok pattems to be used to parse logs. @

| J %(TIMESTAMP_ISO8601:timestamp:ts} %({LOGLEVELIoglevel) %(GREEDYDATA:description}

grok_custom_pattems

4 |@|  stof custom pattems used in grok:patterns. @
< #| rostever oy

Output Fields

Show Advanced Metrics

Type
loglevel string
host string
description string

Plugin Library... 4P Add | X /¢ Triggers

Now, Agent-D will send log information and you can check it in the device details.

Save | Close
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SECTION 18

WMI (WINDOWS MANAGEMENT
INSTRUMENTATION)
MONITORING

WMI Monitoring is the process of collecting system information from Windows devices using Windows
Management Instrumentation, including metrics like CPU, memory, disk, and service status.

ThirdEye uses the HTTP/SOAP based WS-Management protocol to retrieve Windows Management
Instrumentation(WMI) objects.

The following objects can be retrieved currently:

* Win32 PerfFormattedData PerfOS Processor (CPU Monitoring)

* Win32 PerfFormattetedData PerfDisk LogicalDisk (Disk Monitor)
* Win32 PerfFormattedData PerfOS Memory (Memory Monitoring)
* Win32 PerfFormattedData PerfProc_Process (Process Monitoring)
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18.1 WinRM (Windows Remote Management)

18.1.1 Default Configuration

The Windows Remote Management (WinRM) service is required to remotely manage Windows sys-
tems. Currently, WinRM is already installed on systems supported by Microsoft.

First, run winrm quickconfig from the command prompt or Powershell to set the default configura-

tion for WinRMConfiguration:

After executing, you can check the current configuration by executing:

winrm get winrm/config/service

PS C:\Users\Administrator> winrm get winrm/config/service

Service

MaxConcurrentOperations = 4294967295
MaxConcurrentOperationsPerUser = 1500
EnumerationTimeoutms = 240000
MaxConnections = 300
MaxPacketRetrievalTimeSeconds = 120
AllowUnencrypted = false
Auth

Basic = false

Kerberos = true

Negotiate = true

Certificate = false

CredSSP = false

CbtHardeninglLevel = Relaxed

DefaultPorts

HTTP = 5985

HTTPS = 5986
IPv4Filter = *
IPv6Filter = *
EnableCompatibilityHttpListener = false
EnableCompatibilityHttpsListener = false
CertificateThumbprint
AllowRemoteAccess = true

PS C:\Users\Administrator>

RootSDDL = 0:NSG:BAD:P(A;;GA;;;BA)(A;;GR;;;IU)S:P(AU;FA;GA;; ;WD) (AU;SA;GXGW; ; ;WD)
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You can also get the configuration of the current listener by running:
winrm enumerate winrm/config/listener

PS C:\Users\Administrator> winrm enumerate winrm/config/listener
Listener

Address = *

Transport = HTTP

Port = 5985

Hostname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

ListeningOn = 127.0.0.1, 192.168.40.66, ::1,
2001:0:348b:fb58:1077:394:3f57:d7bd, fd14:5839:664d:40:58c0:c882:310d:3
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18.1.2 Non-Secure HTTP Connections

By default, only encrypted traffic is allowed. If you want to monitor using HT TP, execute the following

to allow unencrypted traffic:

winrm set winrm/config/service '@{AllowUnencrypted="true"}'

PS C:\Users\Administrator> winrm set winrm/config/service '@{AllowUnencrypted="true"}"
Service

RootSDDL = 0:NSG:BAD:P(A;;GA;;;BA)(A;;GR;;;IU)S:P(AU;FA;GA;; ;WD) (AU;SA;GXGW; ; ;WD)

MaxConcurrentOperations = 4294967295

MaxConcurrentOperationsPerUser = 1500

EnumerationTimeoutms = 240000

MaxConnections = 300

MaxPacketRetrievalTimeSeconds = 120

AllowUnencrypted = true

Auth
Basic = false
Kerberos = true
Negotiate = true
Certificate = false
CredSSP = false
CbtHardeninglLevel = Relaxed

DefaultPorts

HTTP = 5985
HTTPS = 5986
IPv4Filter
IPv6Filter
EnableCompatibilityHttplListener = false

*

*

EnableCompatibilityHttpsListener = false
CertificateThumbprint
AllowRemoteAccess = true
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18.1.3 Basic Authentication Settings

If you want to use Basic authentication, run winrm set winrm/config/service/auth '@{Basic="true}'
. If the system is not joined to a domain (WORKGROUP), enable Basic authentication:

PS C:\Users\Administrator> winrm set winrm/config/service/auth '@{Basic="true"}'
Auth

Basic = true

Kerberos = true

Negotiate = true

Certificate = false

CredSSP = false

CbtHardeninglLevel = Relaxed
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18.2 WNMI Credential Settings

Register the username and password used for authentication in the credentials.

Set the Username to “VTY Username” and the password to “VTY Password”.

Credential Set
IP Address: ‘ 192.168.40.64
VTY Username: | administrator

VTY Password: ‘ ...............

Enable Username: ‘ |

Enable Secret/Password: ‘ ---------------

SNMP Get Community: ‘

SNMPv3 Authentication Username: |

SNMPv3 Authentication Password: ‘

SNMPv3 Privacy Password: ‘

Database Username: ‘
Database Password: |

Monitors using WMI support the following monitoring functions:

» Windows Disk (collects disk usage metrics)
* Windows Memory (collects system memory metrics)
* Windows Processor (collect CPU usage metrics)

* Windows Process (Collect metrics for processes)
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18.3 Add WMI Monitor

Monitors can be added to the device details screen and monitor sets in the same way as other monitors.

The following describes the procedure for adding monitors using monitor sets.

1. Click the [Monitor] main tab.

2. Click the [Sets] subtab.

3. Click W' Add open the [Create Monitor Set] window, and add a monitor set.

Monitor Set Name:

Create Monitor Set

WMI Monitor

Metwork:

Default, Osaka DC2, Tokyo DC1, Utah DC

(] Automatically apply monitors to new devices.

4. Click the added monitor set, then click [Add Monitor] > [WMI

Dashboards Inventory Changes

Sets Templates Alert Policies

Jobs Terminal Proxy Search
Violations SNMP Traps Syslog

Search: | Monitor Set
Name

[+] autotest

[+] Cisco

[+] Cisco CUCM

[+] Default

[+] Dell

[+] F5

[+] Fortinet
[+] Juniper
[+] Linux
[+] My Monitors

[+] NL-11083_20241030

1
1
1
1
1
[-] technicalwriter

[ wimit Monitor
[-] Test Monitors

@I Warmstart-v2
[+] Voice

[+] watchguard

Networks

Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DCT, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DCT, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC

Default, Osaka DC2, Tokyo DC1, Utah DC

Default, Osaka DC2, Tokyo DC1, Utah DC
Default, Osaka DC2, Tokyo DC1, Utah DC

Pkl <All>

Type

€ Zero-Touch
Period Detail

Windows Rem... 1m Windows...

SNMP Trap n/a SNMPv2...

432

59 Add | 4+ Add monitor | # Edit ‘ =

OK ‘ Cancel‘

v terrance Logout Settings Help

& mport | X Remove |

From Template...
New
) Agent-D..
& Catch All Trap...
o DHCP...
DNS...
T HTTP..
1)) ICMP...
0, MysaL.
QO NTP..
W PostgreSQL...
B SNMP Trap...
*_ SNMP..
7 TCP Port...
Q VCenter...
ﬁ VMware Guest...
D VMware Host...
= WLC (Cisco 10S XE)...

[ ww.

6 Xen Server.
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5. Set the monitor name, interval, data storage period, and optional triggers.

WMI Monitor & period:| 1 GD
https://{host}:5986/wsman
ion Method: iate (Kerberos) v
AD Realm © INTRALVI.COJP
AD Domain [itabicop

Collects metrics about disk usage.

Name
Free Space (Megabytes)
Free Space (%)

Idle Time (%)
Read Time (%)
Write Time (%)
Disk Time (%)
4/ Triggers

The following metrics can be obtained by each plugin for a monitor:

Type

integer
integer
integer
integer
integer

integer

History: (O 3 months

Close Devices associated with selected Monitor
- 45 Add

IP Address -~ Hostname Network

4 1-00f0 P Results per page: 500 v

Plugin Metric Description
Windows Disk Uses
Win32 PerfFormattedData PerfDisk Logi
class
Free Space Refers to “FreeMegabytes”
(Megabytes)
Free Space (%) Refers to “PercentFreeSpace”
Idle Time (%) Refers to “PercentldleTime”
Read Time (%) Refers to
“PercentDiskReadTime”
Write Time (%) Refers to
“PercentDiskWriteTime”
Disk Time (%) Refers to “PercentDiskTime”
Bytes Per Second Refers to “DiskBytesPersec”
Bytes Read Per Second Refers to
“DiskReadBytesPersec”
Bytes Written Per Refers to
Second “DiskWriteBytesPersec”
Reads Per Second Refers to “DiskReadsPersec”

Windows Memory

Writes Per Second

433

Refers to “DiskWritesPersec”

Uses
Win32 PerfFormattedData PerfOS Memo
class
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Plugin Metric Description

Bytes Available Refers to “AvailableBytes”

Bytes Cached Refers to “CacheBytes”

Bytes Committed Refers to “CommittedBytes”

Page Faults Refers to “PageFaultsPersec”

Windows Processor Uses

Win32 PerfRawData PerfProc Process
class

Idle Time (%) Refers to “PercentldleTime”

Interrupts Time (%) Refers to
“PercentInterruptTime”

Privileged Time (%) Refers to
“PercentPrivilegedTime”

Processor Time (%) Refers to

“PercentProcessorTime”

User Time (%) Refers to “PercentUserTime”

6. Click [Plugin Library] to select plugin.
7. Click [OK] > [Save].
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18.4 WMI Live Service Monitor

The WMI Live Service Monitor in Thirdeye provides real-time visibility into Windows process activity
through WMI (Windows Management Instrumentation). It tracks process creation/termination events,
resource utilization (CPU/memory), and parent-child process relationships. This monitor acts as a crit-
ical security and operational tool, detecting unauthorized processes, identifying resource bottlenecks,
and maintaining compliance through granular process auditing. Integrated with Thirdeye’s alerting
system, it triggers notifications for abnormal process patterns while correlating data with other system
metrics for root cause analysis.

Columns (Metrics)

» Service Name

* Description

 Status

» Startup Type

* Assigned Application

Tooltips

You can mouseover the Service Name for Tooltips that offer further information about the service.

Tooltips contains the following information about the Service:

* Name

* Description

* Process Id

* Log On As

* Path

 Services which are dependent on this service

Operations

» Start Service
» Restart Service

* Stop Service
Timing Data

* Open Live Process Monitor Page: Monitor setup time about 120s
* Live Monitor Refresh interval: Refresh interval about 30s
* Device Single Process Monitor (Process instance stopped / started): Poll interval about 30s
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18.4.1 Windows Server Credentials

You can configure credentials for the Windows Server in the device credentials settings. Hostname is
used for the connection, so the IP address of the Windows VM must be used as the device hostname.

Process monitoring is also performed using the Windows server host name.

18.4.2 WinRM Configuration

WMI Live Service Monitor is available for Windows servers that have WinRM enabled and configured.
When WinRM is enabled on the Windows Server, performing discovery will add a wmi trait to the

device.

WIN-DU28PVAKLOS.Ho...

WIN-DU28PVAKLOS.Home - 192.168.0.20 actions... Chttp ['snmp § wmi )
= Detail ICMP Ping
ICMP Ping (Default) Round-trip Time: 0.37ms
Period: 30s ICMP echo Packet Loss: 0%
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18.4.3 Access WMI Live Service Monitor
To access WMI Live Service Monitor:

1. Click the [Inventory] main tab.

2. Rightclick the Windows Server.

3. Click [Windows Processes] to open the “WMI Live Service Monitor Authentication” window.

192.168.0.20 WIN-NI122DVAKI NS Hama
%, Backup

& Open Terminal
& Open Native Terminal
ﬁ Show Terminal Proxy Logs
EF' Compare Configurations
2 Display Job History
Clear Violations...
1)) Ping
D Windows Processes

. Configure Maintenance Windows...

&

the Windows Processes menu item will only be available on right click if the device has a wmi
trait.
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18.4.4 Configure WMI Live Service Monitor

1. Configure WinRM Authentication settings in the “WMI Live Service Monitor Authentication

window.
9 Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs Playbook Wi-Fi Clients
;_| | ¥ Search IP/Hostname: -Any- - Addcriteria | G| ©|
g-. — IP Address 4 Hostname HW Vendor Model Device Type
m 10.0.100.81 cisco_10_0_100_81 Cisco CSR1000V Router
‘(<D 192.168.0.20 WIN-DU28PVAKLOS.Home
g 192.168.0.93 Prasads-MBP-5.Home NetSnmp unknown
:
WMI Live Service Monitor Authentication
Port: 5985 ﬁ
Encryption Method: none v
Path Name: Jwsman
http://WIN-DU28PVAKLOS.Home:5985/wsman
Authentication Method:
Start Live Monitor | Cancel
Item Description
Port Specify the WMI port. By default, “5986” is used when encryption
2
is set to “https”, and “5985” when set to “None”.
Encryption Method Select “https” or “None” based on your environment.
Path Name Change the path if it has been modified on the server side. The
default is “/wsman”.
Authentication Method Select “Negotiate” or “Http Basic” based on your environment.
AD Realm Enter the realm. (Only when the authentication method is
“Negotiate™)
AD Domain Enter the domain. (Only when the authentication method is
“Negotiate”)
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2. Click on [Start Live Monitor] to open the “Windows Services” window

192.168.0.20 - WIN-DU28PVAKLOS.Home

Refresh Interval: 308 v
Name
AJRouter

ALG
AppHostsve
AppIDSve
Appinfo
AppMgmt
AppReadiness
AppVClient
AppXsve
aspnet_state

AudioEndpointBuilder

Display Name

Alldoyn Router Service
Application Layer Gateway Serv..
Application Host Helper Service
Application Identity

Application Information
Application Management

App Readiness

Microsoft App-V Client

APPX Deployment Service (App..
ASP.NET State Service
Windows Audio Endpoint Builder

Audiosrv Windows Audio
AxinstSV ActiveX Installer (AxinstSV)
BFE Base Filtering Engine

BITS

Brokerinfrastructure
Browser
BTAGService
BthAvctpSve
bthserv

camsve

CDPSve
CertPropsve
clipsve
COMSysApp

Background Intelligent Transfer .
Background Tasks Infrastructur.
Computer Browser

Bluetooth Audio Gateway Service
AVCTP service

Bluetooth Support Service

Capability Access Manager Ser.
Connected Devices Platform Se...
Certificate Propagation

Client License Service (ClipSVC)
COM+ System Application

State
Stopped
Stopped
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Running
Running
Running
Running
Stopped
Stopped
Stopped
Stopped
Running
Stopped
Stopped
Stopped

Path Name

C:\Windows\system32\svchost....

C:Windows\System32\alg.exe

C:\Windows\system32\svchost....
C:\Windows\system32\svchost....

C:Windows\system32\svchost.

CaWindows\system32\svchost....
C:Windows\System32\svchost...
C:Windows\system32\AppVClie...
CiWindows\system32\svchost....
C:Windows\Microsoft.NET\Fra...
C:Windows\System32\svchost....

C:Windows\System32\svchost...

C:\Windows\system32\svchost....

C:\Windows\system32\svchost.

C:Windows\system32\svchost....
C:Windows\System32\svchost....

C:Windows\system32\svchost...

C:\Windows\System32\svchost....

C:\Windows\system32\svchost.

C:Windows\system32\svchost....
CiWindows\system32\svchost....

C:Windows\system32\svchost.

CiWindows\system32\svchost....
CiWindows\system32\svchost....
C:Windows\System32\svchost....
CiWindows\system32\dilhost...

P AWinAnwelevetamaeunhnet

Process Id

7788
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Caption

Alldoyn Router Service
Application Layer Gateway Serv..
Application Host Helper Service
Application Identity

Application Information
Application Management

App Readiness

Microsoft App-V Client

APPX Deployment Service (App..
ASP.NET State Service

Windows Audio Endpoint Builder
Windows Audio

ActiveX Installer (AxinstSV)
AzurenttestService

Base Filtering Engine
Background Intelligent Transfer .
Background Tasks Infrastructur.
Computer Browser

Bluetooth Audio Gateway Service
AVCTP service

Bluetooth Support Service
Capability Access Manager Ser.
Connected Devices Platform Se...
Certificate Propagation

Client License Service (ClipSVC)
COM+ System Application

Description

Routes AllJoyn messages for th...

Provides support for 3rd party p.

Provides administrative service...

Determines and verifies the ide...

Faciltates the running of intera.
Processes installation, removal,

Gets apps ready for use the firs.

Manages App-V users and virtu...

Provides infrastructure support ...

Proy
Manages audio devices for the ..

Manages audio for Windows-ba.

Provides User Account Control ...

The Base Filtering Engine (BFE) ...

Transfers files in the backgroun...

Windows infrastructure service

Maintains an updated list of co...

Service supporting the audio ga...
This is Audio Video Control Tran...

‘The Bluetooth service supports ...

Provides facilities for managing

This service is used for Connect..
Copies user certificates and r0o..
Provides infrastructure support ...

Manages the configuration and ..

Mananac ~amminination hatwa
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es support for out-of-pro...

Service Type
Share Process
Own Process

Share Process
Share Process

Share Process

. Share Process

Share Process
Own Process

Share Process
Own Process

Share Process
Own Process

Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Share Process
Own Process

hara Drarace

Windows Services

Started
false
false
true
false
false
false
false
false
false
false
false
false
false
true
true
true
true
true
false
false
false
false
true
false
false
false



18.4.5 Start/Stop WMI Services

You can Start/Stop Services by clicking the buttons in the upper right right of the window, or by
rightclicking the service.

192.168.0.20 - WIN-DU28PVAKLOS.Home Windows Services
Refresh Interval: 308 v <" Add Monitor(s) | > Start Service | &
Name Display Name State Path Name Process Id Caption Description Service Type Started
AJRouter AllJoyn Router Service Stopped C:\Windows\system32\svchost... 0 AllJoyn Router Service Routes AllJoyn messages for th... Share Process false
ALG Application Layer Gateway Serv... Stopped C:\Windows\System32\alg.exe o Application Layer Gateway Serv... Provides support for 3rd party p... Own Process false
AppHostSve Application Host Helper Service  Running C:\Windows\system32\svchost... 2568 Application Host Helper Service  Provides administrative service... Share Process true
AppIDSve Application Identity Stopped C:\Windows\system32\svchost... 0 Application Identity Determines and verifies the ide... Share Process false
Appinfo Application Information Stopped C:\Windows\system32\svchost... 0 Application Information Facilitates the running of intera... Share Process false
AppMgmt Application Management Stopped C:\Windows\system32\svchost... 0 Application Management Processes installation, removal, ... Share Process false
AppReadiness App Readiness Stopped C:\Windows\System32\svchost.... 0 App Readiness Gets apps ready for use the fir: Share Process false
AppVClient Microsoft App-V Client Stopped C:\Windows\system32\AppVClie... 0 Microsoft App-V Client Manages App-V users and virtu.. Own Process false
AppXSve AppX Deployment Service (App... Stopped _ CWindows\system32\svchost.... 0 AppX Deployment Service (App... Provides infrastructure support ... Share Process false
aspnet_state ASP.NET State Service Stopped & Add Momi‘ol(s) Windows\Microsoft.NET\Fra. o ASP.NET State Service Provides support for out-of-pro... Own Process false
AudioEndpointBuilder Windows Audio Endpoint Builder  Stopped : start service Windows\System32\svchost... 0 ‘Windows Audio Endpoint Builder Manages audio devices for the ... Share Process false
Audiosrv. Windows Audio Stopped C:\Windows\System32\svchost... 0 ‘Windows Audio Manages audio for Windows-ba... Own Process false
AXInstsV/ ActiveX Installer (AxInstSV) Stopped C:\Windows\system32\svchost... 0 ActiveX Installer (AxInstSV) Provides User Account Control ... Share Process false
Running C:\Windows\system32\svchost.... 2552 AzureAttestService Share Process true
BFE Base Filtering Engine Running C:\Windows\system32\svchost... 8 Base Filtering Engine The Base Filtering Engine (BFE) ... Share Process true
BITS Background Intelligent Transfer ... Running C:\Windows\System32\svchost.... 6148 Background Intelligent Transfer ... Transfers files in the backgroun... Share Process true
Brokerinfrastructure Background Tasks Infrastructur... Running C:\Windows\system32\svchost... 808 Background Tasks Infrastructur... Windows infrastructure service ... Share Process true
Browser Computer Browser Running C:\Windows\System32\svchost.... 4716 Computer Browser Maintains an updated list of co...  Share Process true
192.168.0.20 - WIN-DU28PVAKLOS.Home Windows Services
Refresh Interval: 308 v < Add Monitor(s) | » ® Stop Service
Name Display Name State Path Name Process Id Caption Description Service Type Started
‘AJRouter AllJoyn Router Service Stopped \Windows\system32\svchost... 0 AllJoyn Router Service Routes AllJoyn messages for th... Share Process false
ALG Application Layer Gateway Serv... Stopped C:\Windows\System32\alg.exe o Application Layer Gateway Serv... Provides support for 3rd party p... Own Process false
‘AppHostSvc. Application Host Helper Service  Running C:\Windows\system32\svchost.... 2544 Application Host Helper Service  Provides administrative service.. Share Process true
AppIDSve Application Identity Stopped C:\Windows\system32\svchost... 0 Application Identity Determines and verifies the ide... Share Process false
Appinfo Application Information Stopped C:\Windows\system32\svchost... 0 Application Information Facilitates the running of intera... Share Process false
‘AppMgmt Application Management Stopped C:\Windows\system32\svchost... 0 Application Management Processes installation, removal, ... Share Process false
AppReadiness App Readiness Stopped C:\Windows\System32\svchost... 0 App Readiness Gets apps ready for use the firs... Share Process false
AppVClient Microsoft App-V Client Stopped C:\Windows\system32\AppVClie... 0 Microsoft App-V Client Manages App-V users and virtu... Own Process false
AppXSvc AppX Deployment Service (App... Stopped C:\Windows\system32\svchost... 0 AppX Deployment Service (App... Provides infrastructure support ... Share Process false
aspnet_state ASP.NET State Service Stopped C:\Windows\Microsoft.NET\Fra... 0 ASP.NET State Service Provides support for out-of-pro... Own Process false
‘AudioEndpointBuilder Windows Audio Endpoint Builder ~ Stopped C:\Windows\System32\svchost... 0 Windows Audio Endpoint Builder Manages audio devices for the ... Share Process false
Audiosrv ‘Windows Audio Stopped findows\System32\svchost... 0 ‘Windows Audio Manages audio for Windows-ba... Own Process false
AxInstsV ActiveX Installer (AxInstSV) Stopped C:\Windows\system32\svchost. o ActiveX Installer (AxInstSV) Provides User Account Control Share Process false
i Running < Add Monitor(s) indows\system32\svchost. 2536 AzureAttestService Share Process true
BFE Base Filtering Engine Running C:\Windows\system32\svchost.... 1576 Base Filtering Engine The Base Filtering Engine (BFE) ... Share Process true
BITS Background Intelligent Transfer ... Stopped : Stop Service C:\Windows\System32\svchost... 0 Background Intelligent Transfer ... Transfers files in the backgroun... Share Process. false
Brokerinfrastructure Background Tasks Infrastructur... Running C:\Windows\system32\svchost... 828 Background Tasks Infrastructur... Windows infrastructure service ... Share Process true
Browser ‘Computer Browser Running C:\Windows\System32\svchost... 5080 ‘Computer Browser Maintains an updated list of co... Share Process true
BTAGService Bluetooth Audio Gateway Service Stopped C:\Windows\system32\svchost... 0 Bluetooth Audio Gateway Service Service supporting the audio ga... Share Process. false
BthAvctpSve AVCTP service Stopped “\Windows\system32\svchost... 0 AVCTP service This is Audio Video Control Tran... Share Process false
bthserv Bluetooth Support Service Stopped C:\Windows\system32\svchost... 0 Bluetooth Support Service The Bluetooth service supports ... Share Process false
camsvc Capability Access Manager Ser... Stopped indows\system32\svchost... 0 Capability Access Manager Ser... Provides facilities for managing ... Share Process false
CDPSve Connected Devices Platform Se... Running C:\Windows\system32\svchost... 2972 Connected Devices Platform Se... This service is used for Connect... Share Process true
CertPropSve Certificate Propagation Stopped C:\Windows\system32\svchost... 0 Certificate Propagation Copies user certificates and roo... Share Process false
ClipsveC Client License Service (ClipSVC) Stopped C:\Windows\System32\svchost... 0 Client License Service (ClipSVC) Provides infrastructure support ... Share Process false
COMSysApp ‘COM+ System Application Stopped C:\Windows\system32\dllhost.e.. 0 ‘COM+ System Application Manages the configuration and ... Own Process false

The [Start Service] and [Stop Service] buttons are enabled depending on the current status of the

service.
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18.4.6 Add WMI Monitor
WMI Service monitors can be directly added to a device in a similar way to other monitors.

1. Click [Start Live Monitor] to open a Live Monitor page.

192.168.0.20 - WIN-DU28PVAKLOS.Home Windows Processes

Refresh Interval: | 308 v &
Process ID Name Processor Time Percentage Working Set ivate Bytes Page Faultsfs
0 idle 8192 57344
364 Logonut 51494912 16183296
3308 MsMpEng 242528256 244097024
4904 NetFlowService 62558208 49647616
2636 PRTG Probe 96 101695488 60682240
3128 PRTG Server 96 157040640 155922432
104 Registry 73527296 798720
2728 SMSveHost 23203840 27713536
2644 SolarWinds TFTP Server 24625152 17076224
2652 SolarWinds. Administration 107466752 121249792
2912 SolarWinds.Alerting Service 38240256 30072832
2952 SolarWinds.BusinessLayerHost 36462592 20795392
2676 SolarWinds CertificateManagement.Service 67919872 24371200
4928 SolarWinds.Collector. Service 96 91893760 72224768
2700 SolarWinds.HighAvailability.Service 53100544 24699648
2936 SolarWinds.InformationService. ServiceV3 50 49704960 43335680
2712 SolarWinds.Orion.LogMgmt.PollingService 73232384 54636544
2824 SolarWinds.Orion.LogMgmt.SyslogService 70238208 53309440
2900 SolarWinds.Orion.LogMgmt. TrapService 71000064 54222848
2776 SolarWinds.Recommendations. Service 47546368 43536384
4968 SolarWinds. SEUM.Agent.Service 26 38461440 25350144
3120 SolarWinds.SEUM.AgentProxy.Service 34410496 24158208
2660 SolarWinds.ServiceHost Process 139481088 11173632

2. Click the [Add Monitor(s)] button to add a monitor to the device for the selected Service(s).

192.168.0.20 - WIN-DU28PVAKLOS.Home Windows Services

Refresh Interval: = 308 4F Add Monitor(s) | > Start Service | &
Name Display Name State Path Name Process Id Caption Description Service Type started
AJRouter AllJoyn Router Service Stopped C:Windows\system32\svchost.... 0 AllJoyn Router Service Routes AllJoyn messages for th... Share Process false
ALG Application Layer Gateway Serv... Stopped CiWindows\System32\alg.exe 0 Application Layer Gateway Serv... Provides support for 3rd party p... Own Process false
AppHostsve Application Host Helper Service  Running CAWindows\systema2\svchost... 2568 Application Host Helper Service  Provides administrative service... Share Process true
AppIDSVe Application Identity Stopped C:Windows\system32\svchost.... 0 Application Identity Determines and verifies the ide... Share Process false
Appinfo Application Information Stopped CaWindows\system32\svchost... 0 Application Information Facilitates the running of intera... Share Process false
AppMgmt Application Management Stopped C:Windows\system32\svchost.... 0 Application Management Processes installation, removal, ... Share Process false
AppReadiness App Readiness Stopped C:Windows\System32\svchost.... 0 App Readiness Gets apps ready for use the firs... Share Process false
AppVClient Microsoft App-V Client Stopped CAWindows\system32\AppVClie... 0 Microsoft App-V Client Manages App-V users and virtu... Own Process false
AppXSve AppX Deployment Service (App... Stopped ~aWindows\system32\svchost.... 0 ApPX Deployment Service (App... Provides infrastructure support ... Share Process false
aspnet_state ASP.NET State Service Stopped G AIMONTE) e icrosoftNETIFra.. 0 ASP.NET State Service Provides support for out-of-pro... Own Process false
AudioEndpointBuilder Windows Audio Endpoint Builder ~ Stopped i StortService Windows\System32\svchost... 0 Windows Audio Endpoint Builder  Manages audio devices for the ... Share Process false
Audiosrv Windows Audio Stopped C:Windows\System32\svchost.... 0 Windows Audio Manages audio for Windows-ba... Own Process false
Axinstsv ActiveX Installer (AxinstsV) Stopped CiWindows\system32\svchost... 0 ActiveX Installer (AXInstsV) Provides User Account Control ... Share Process false
i Running CAWindows\system32\svchost.... 2552 AzureAttestService Share Process true
BFE Base Filtering Engine Running CiWindows\system32\svchost.... & Base Filteting Engine The Base Filtering Engine (BFE) ... Share Process true
BITS Background Intelligent Transfer ... Running CAWindows\System32\svchost.... 6148 Background Intelligent Transfer ... Transfers files in the backgroun... Share Process true
BrokerInfrastructure Background Tasks Infrastructur... Running CAWindows\system32\svchost... 808 Background Tasks Infrastructur... Windows infrastructure service ... Share Process true
Browser Computer Browser Running CAWindows\System32\svchost.... 4716 Computer Browser Maintains an updated list of co...  Share Process true
Find Plugin

Name

Windows Disk Collects metrics about disk usage.

Windows Memory Collects metrics about memory usage.

Windows Process Collects metrics about processes.

€ 4 1-30f3 ) Windows Processor  Collects metrics about processor usage. Results per page: 254 v

WIN-DU28PVAKLOS. Ho...

WIN-DU28PVAKLOS.Home - 192.168.0.20

= Detail

actions.

Windows Service

WmiServiceMonitor-AzureAttestService

Period: 1m

WmiServiceMonitor-telegraf

Period: 1m

Linked Device:
None Selected

Encryption Method:

Path Name:

https://WIN-DU2BPVAKLOS
Authentication Method:

AD Realm: @

AD Domain:

Negotiate (Kerberos) v

Please select a plugin by clicking the "Plugin Library..." button

Plugin Library...

Collects metrics about services.
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Monitors.

oK | cancel|

Violations

SNMP Traps.

Attachment

Interfaces

Memo

Close
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WinRM authentication should be configured as usual.

WIN-DU28PVAKLOS. Ho...

WIN-DU28PVAKLOS.Home - 192.168.0.20  actions. ficmp Y snmp ) W

= Detail

WmiServiceMonitor-telegraf History: O—— 3 months
WmiServiceMonitor-AzureAttestService
Period: Tm port: soss 2]
WmiServiceMonitor-telegraf m Encryption Method: none v
Perlod: 1m Path Name: fwsman
‘http://WIN-DU28PVAKLOS.Home:5985/wsman
Authentication Method: HTTP Basic v
Collects metrics about services.
Service Name
telegraf
Name Type
Name string
DisplayName string
State string
V]
Uinked Device = @ pathName string
None Selected v R @B @ processia string

The monitor will be added to the device, and monitoring will begin.

= e
WIN-DU28PVAKLOS. Ho...

WIN-DU28PVAKLOS.Home - 192.168.0.20  actions... @ E&D €D [wmi)
= Detail WmiServi itor-Azur vice
WmiServiceMonitor-AzureAttestService @D  DisplayName: AzureAttestService
P State: Running
PathName:  C:AWi -«
WmiServiceMonitor-telegraf @D  processid: 2536
Period: 1m Caption: AzureAttestService

ServiceType: ~ Share Process
Started: true

‘WmiServiceMonitor-telegraf

DisplayName: Telegraf Data Collector Service

State: Running

PathName:  "C:\Program Files\Telegrafitelegraf.exe" --config "C:\Program Files\Telegrafitelegraf.conf" --service-name telegraf
Processid: 2884

Caption: Telegraf Data Collector Service

Description:  Collects, processes and publishes data using a series of plugins.

ServiceType:  Own Process
Started: true

Linked Device:
None Selected

[x|e|s]

W ——
WIN-DU28PVAKLOS.Ho...

WIN-DU28PVAKLOS.Home - 192.168.0.20 actions...

@ @ED ED D

= Detail ICMP Ping
ICMP Ping (Default) Round-trip Time: 0.47ms
Period: 30s ICMP echo  Packet Loss: 0%

R @D WmiProcessMonitor-Registry
Period: Tm
index - Name PercentProcessorTime

104 Registry

442

>
Monitors | Violations ~ SNMP Traps  Attachment Interfaces = Memo

Close

Monitors  Violations ~ SNMP Traps  Attachment Interfaces  Memo

Last Captured: 2025/08/06 23:14

Last Captured: 2025/08/06 23:14

Monitors Violations H

WorkingSet PrivateBytes

5}

70205440
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A monitor can only monitor one service at a time. To monitor multiple services, multiple moni-

tors can be added to the same device.

Ifthe selected process has multiple instances, the added monitor will monitor all instances of the process.
The instances will be indicated by <process name>, <process name>#1, <process name>#2, etc.

In the example below, the process monitor WmiPrvSE has different instances of the same process with

the names WmiPrvSE , WmiPrvSE#1, and WmiPrvSE#2 .

WmiPr Monitor-Wmi iPrvSE

index ~ Name PercentProcessorTime WorkingSet PrivateBytes PageFaultsPerSec
3868 WmiPrvSE#3 o 43036672 35733504

3984 WmiPrvSE#4 o 11923456 5910528

4796 WmiPrvSE#2 o 14860288 6246400

6324 WmiPrvSE o 45105152 34254848

6784 WmiPrvSE#1 37 13627392 8351744

Last Captured: 2025/03/23 11:14

As with other monitors, WMI Process monitors can be manually added directly to the device.

Find Plugin

Name - Description

Windows Disk Collects metrics about disk usage.

Windows Memory Collects metrics about memory usage.

Windows Process Collects metrics about processes.

Windows Processor Collects metrics about processor usage.
Monit
‘Monitor Nz
on Method:
ne:
y-DU28PVAKLOS. OK | cCancel
cation Method: Http Basic v

;elect a plugin by clicking the "Plugin Library..." button

Library...
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The process name to be monitored must be set manually. If the selected process has multiple instances,
all instances will be monitored. You can edit the process name of monitors added via the Live Monitor

page.

»

Period: LI min History: (O—— 3 months Close

| Enter Monitor Name

Port: 5986 ﬂ
Encryption Method: https v
Path Name: ‘ Jwsman

https://{host}:5986/wsman
Authentication Method: Negotiate (Kerberos) v

AD Realm &) ‘ ‘

AD Domain ‘ ‘

Please select a plugin by clicking the “Plugin Library..." button

Plugin Library...
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SECTION 19

WIRELESS LAN CONTROLLER
MONITORING

WLC monitors may now be added to Wireless Lan Controllers running the Cisco IOS XE Operating
System. Monitored devices will be polled periodically via https for a set of connected clients as well
as some associated information, such as which Access Point each client is connected to. This allows
for the querying of clients based on data points such as MAC, IP Address, or when the client was last
seen. It also allows for the display of clients on Maps under their associated Access Point.

19.1 WLC Monitor Configuration

1. Add your Wireless Lan Controller, and its associated Access Points to the inventory.
2. Ensure that their hostnames are correct, and that their Device Adapters are set to Cisco 10S.

Access Points reported from the Wireless Lan Controller will automatically be given an AP tag. This
identification is based on both the Managed Network and Hostname of the device in inventory. So
please make sure that the APs are in the same Managed Network as the controller and that the hostnames
in inventory match the hostnames configured in the Controller.

3. Make sure your Wireless Lan Controller has credentials configured for it in the Credential Man-
ager.

VTY Username and VTY Password are used for authentication.
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4. Add a WLC (Cisco IOS XE) Monitor to the Wireless Lan Controller.

C9800-WLC - 192.168.1....
C9800-WLC - 192.168.1.( - From Template...  1S...

= Detail From Monitor Set...
New
() Agent-D
] catch All Trap
7 DHCP
&%) DNS
HTTP
1) IcMP
™, MysaL
() NTP
@ PostgreSQL
" SNMP
B SNMP Trap
7 TCP Port
(e
@

2 WLC (Cisco 10S XE)

WMl

]

Nane Selected %] 7 3
Configure the monitor settings.
5. Set the monitor name, interval, data storage period, and optional triggers.

6. Click [Save].

When data collection is complete, a table displaying collected Access Point Names & the number of

currently connected devices will be displayed:

Wi-Fi
Access Point 4. Number of Clients

(=]

CS120AXE-Q

Co120AXI-Q 10
Last Captured: 2025/05/01 11:56
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The [Wi-Fi Clients] tab provides details on the clients acquired by the WLC monitor.

LI
s f

~ % Last Checked: -y

ansakgpayl @

EXENIXEX]]

IXESINENINI NN

IXIxIx)

EXIxEN)

Y

oy Changes | Jobs Terminal Proxy

Incdents  Map  MiBs  Playbook  WLFi Clents Netvore <All>
<% adacitedia | @ ©

Name
aov1sm

Item Description

Status The following two types of icons are displayed:
v Indicates that the client is currently connected to.
@ Indicates that the client has been recognized as a client at least once
in the past but is not currently connected.

Icon A customizable image used as the icon for the node representing the
client on the map. Any image can be uploaded and set.

SSID The SSID name to which the client is currently connected.

Access Point

Displays the name of the access point to which the client is connected.

Name A customizable name may be associated with a client to make it easier
to identify in this table and in maps.

IP Address The IP address used by the client is displayed.

IPv6 Address The IPv6 address used by the client is displayed.

MAC The MAC address of the client is displayed.

Last Checked Displays the date and time when ThirdEye last checked client
information in the WLC.

Last Seen The date and time the client was last connected is displayed.

The name and icon can be customized by clicking the [Edit] button in the upper right corner. Since this
customization is associated with the client’s MAC address, the customization will be applied even if
the client has a new IP address.

The SSID, access point, IP address, [Pv6 address, MAC information is the same as the information
available in the [Monitoring] > [Wireless] > [Client] window of the WLC’s Web Management Console.
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19.2 Displaying Clients on a Map
1. Add the access point to the same management network as the wireless LAN controller.

* Make sure the hostname of the access point is set correctly.

* Verify that the access point has been given an “ap” trait.

Hostname Adapter 0S Version Serial# SW Vendor Last Backup Traits
€9800-WLC Ciseo 105 16.12.4a FCL245100KU Cisco 2025/04/21 18:56 COEDED D

When the “WLC (Cisco IOS XE)” monitor on the wireless LAN controller completes data collection,
the access point will automatically be assigned an “ap” trait.

2. Insert the access point with the “ap” trait into the map.

When an access point is selected while editing the map, a new option “Show Wi-Fi Clients” becomes
available. When this option is enabled, all clients connected to the access point will be displayed in a
vertical column under it. It is not possible to change the display direction of the clients or move the
placement of the displayed clients.

3. Select the access point and activate the “Show Wi-Fi Clients” option.

| “WiFi network [ save | @ Discard 4 View

ggggggg

(C9800-WLC192.168.1.61

e
it
4 tnsert Device % insert map.

2

Bacigrouns color

Background
PR s —
109120102192, 163. 1.2 -
. b
s v
Be:46:9¢:f - s '

=
7:1e:db
s

7:

84:1b:7;

4. Save the map.

The name set in the [Wi-Fi Clients] tab will be used to label the clients that appear on the map. If no
name is set, the client’s MAC address will be displayed. The name and icon can be edited in the [Wi-Fi
Clients] tab or by right-clicking on the client icon on the map. The client icon on the map will also be

automatically updated when the client is disconnected or moved to another access point.
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19.3 WLC Error Messages

The following errors are possible when monitoring Cisco Wi-Fi devices with a WLC monitor:
* No Response (Could not establish a connection to the API)

Connection cannot be established:

Wireless Monitor

No Response [Could not establish a connection to the API)
Last Captured: 2025/08/06 09:25

* No Response (The API could not find the resource. This may be due to RESTCONFIG being

Connection can be established, but RESTCONF is disabled. Enable RESTCONF to locate the re-

Sources.

Wireless Monitor

No Response (The API could not find the resource. This may be due to 'RESTCONF " being disabled on the WLC)
Last Captured: 2025/08/06 09:27

* No Response (UNAUTHORIZED)

Incorrect credentials used for access attempt:

Wireless Monitor

No Response (UNAUTHORIZED)
Last Captured: 2025/08/06 09:30

* UNKNOWN

Other issue.

Wireless Monitor

No Response (UNKNOWN]

Last Captured: 2025/08/06 09:29
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SECTION 20

VRF (VIRTUAL ROUTING AND
FORWARDING)

VRFs use multiple virtual routing tables instead of using a single global routing table. Each VRF in-
stance operates as a separate virtual router, maintaining its own routing table and forwarding decisions,
isolated from other VRFs. This allows multiple instances of a routing table to coexist within the same
router simultaneously. They are commonly used for MPLS (Multiprotocol Label Switching) deploy-
ments.

VRFs enables network segmentation and supports features such as:

* Network Isolation: VRFs create separate virtual networks within a single physical router, en-
suring traffic from different customers, departments, or networks remains isolated.

* Multi-Tenancy: Commonly used in service provider environments to manage multiple cus-
tomers’ traffic on shared infrastructure without interference.

* Overlapping IP Addresses: VRFs allow the same IP address space to be reused across different
VRF instances, as each instance is independent.

* VPN Support: VRF is a key component in MPLS VPNs, enabling secure, isolated communica-

tion over shared networks.
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20.1 VRF Cisco Support

ThirdEye can collect VRF data from a Cisco device.

A single interface on a Cisco device cannot be a member of multiple VRFs (Virtual Routing and

Forwarding instances) simultaneously. Each interface, physical or logical (such as a subinterface)
can be associated with only one VRF at a time.

20.2 Viewing VRF Data

You can view a device’s VRF data in the [Inventory] main tab, and sort devices using their “VRF

Name”.
1. Click the [Inventory] main tab.
2. Doubleclick a device to open its Editor at the bottom of the window.

The device’s VRF data will be visible in the Editor’s [Interfaces] and [ARP/MAC/VLAN] tabs:

Ivi - 10.0.0.155 =
Ivi - 10.0.0.155 actions. COcoed [ snmp X ssh I teinet ] General  Monitors  Violations  SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN  Memo
P> Live Update
Admin  Name Alias Type P Speed MTU MAC Comment VRF Name
@ GigabitEthernet1 PC ethernet 10.0.0.155/24 1Gbps 1500 005056ACAS84 TestVrfB
4@ cigabitEthernet2 Phone ethernet 175.0.0./24 1Gbps 1500 005056AC3E8E TestVriA
ﬁ GigabitEthernet2.10 ethernet 10.10.10.1/24 16Gbps. 1500 005056AC388E TestvrfA
4 GigabitEthemet3 UPLINK - DUN-ASW-ADM1-01 ethernet 172.16.1/24 1Gbps 1500 005056ACE78E TestvriA
Q GigabitEthernet3.20 ethernet 20.20.20.9/24 16Gbps 1500 005056ACE78E Testvrfa

These columns will be empty if there is no VRF information associated with the device.

Ivi - 10.0.0.155 2]
Ivi - 10.0.0.155 actions.. [ http I https X icmp [ snmp Y ssh [ teinet } General  Monitors  Violations ~ SNMP Traps  Compliance ~ Attachment  Hardware Interfaces =~ ARP/MAC/VLAN | Memo

ARP Table MAC Table VLAN Member Ports

IP Address ~ MAC Address Interface VRF Name # Name Port VRF Name

10.0.095 00-50-56-AC-DB-4C  GigabitEthernetl Testvrfa

10.0.0155 00-50-56-AC-A9-84  GigabitEthernetl Testvrfs

10.0.0254 00-10-73-69-B2-A5  GigabitEtharnetl Testvrfa

10.1010.1 00-50-56-AC-38-8E  GigabitEthernet210  TestVrfA

20.20.201 00-50-56-AC-67-8E  GigabitEthernet3.20  TestVrfA

1721611 00-50-56-AC-67-8E  GigabitEtharnetd Testvrta,

175001 00-50-56-AC-38-8F  GigabitEthernet2 Testvrfa, No results found.

Run a neighbor collection job to check for new data.

4 1-707 b Results per page: | 100 v
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You can also view a device’s VRF data in the [Search] main tab:
1. Click the [Search] main tab.
2. Click the [Interfaces] subtab.

The device’s “VRF Name” will be displayed in a column on the righthand side of the window.

Dashboards  Inventory = Changes = Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents ~Map  MIBs  Playbook  Wi-Fi Clients admin Logout Settings Help

Interfaces ~ Switch Port Search  ARP Search

5] ~ Admin 1P: -Any- - Hostname: -Any- - Name: -Any- - Alias: -Any- v IP Address: -Any- - Comment: -Any- - Vrf Name: -Any- - Add Criteria v | )| ©

Admin  AdminlP  ~ Hostname Name Alias Type 1] Speed MAC VRF Name Comment
4 102553 ignotus-server enp0s5 ethernet 10.211.55.3/24, db2:2¢26:14ed:0:21c:421 ... 1Mbps 001CA42CAIBET
@ 1000155 i GigabitEthernetl PC ethernet 10.0.0.155/24 1Gbps 005056ACA984  TestvrfB
4 1000155 Wi GigabitEthernet2 Phone ethernet 175.0.0.1/24 1Gbps 005056AC3BBE  TestVrfA
4 1000155 i GigabitEthernet2.10 ethernet 10.10.10.1/24 1Gbps 005056AC3BBE  TestvrfA
& 1000155 Wi GigabitEthernet3 UPLINK - DUN-ASW-ADM1-01 ethernet 172.16.1.9/24 1Gbps 005056ACE78E  TestVrfA
4 1000155 Wi GigabitEthernet3.20 ethernet 20.20.20./24 1Gbps 005056ACG78E  TestVrfA
4 19216820102  C€3650 GigabitEthernetofo ethernetCsmacd 1Gbps 002A10B78280  Mgmt-vrf
4 19216820102 3650 Nullo other 0
& 19216820102 3650 unrouted VLAN 1 propvirtual
& 19216820102 C3650 unrouted VLAN 1002 propVirtual 0
& 19216820102 3650 unrouted VLAN 1004 propVirtual 0
& 19216820102 3650 unrouted VLAN 1005 propVirtual 0
& 19216820102 C€3650 unrouted VLAN 1003 propVirtual 0
4+ 19276820102  C€3650 GigabitEthernet2/0f1 ethernetCsmacd 1Gbps 002A10878281
4 19216820102 C3650 GigabitEthernet2/0/2 ethernetCsmacd 1Gbps 002410878282
4 19216820102 C3650 GigabitEthernet2/0/3 ethernetCsmacd 1Gbps 002A10B78283

In the [Interfaces] subtab, you can also filter VRF devices by clicking the dropdown menu next to “VRF
Name” in the [Interfaces] subtab’s top menu bar:

Dashboards  Inventory = Changes = Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs  Playbook  Wi-Fi Clients admin Logout Settings Help

Interfaces ~ Switch Port Search  ARP Search

LE;.I > Admin IP: -Any- - Hostname: -Any- - Name: -Any- - Alias: -Any- v IP Address: -Any- - Comment: -Any- - Vrf Name: Testvria ¥ Add Criteria v | &J| ©
Admin  AdminlP =~ Hostname Name Alias Type 1] L -any- Speed MAC VRF Name Comment
4 1000155 i GigabitEthernet2 Phone ethernet 175.0.0.1/24 0 mgmt-wrt 1Gbps 005056AC3BBE  TestVrfA
Testvria
@ 10.0.0.155 i GigabitEthernet2.10 ethernet 10.10.10.1/24 D TestVriB 1Gbps 005056AC388E  TestVrfA
estl
ﬁ 10.0.0.155 i GigabitEthernet3 UPLINK - DUN-ASW-ADM1-01 ethernet 172.16.1.9/24 1Gbps 00505BACE78E  TestVrfA
@ 1000185 Wi GigabitEthernet3.20 ethernet 20.20.20./24 1Gbps 005056ACE7SE  TestVrfA
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Click the [Switch Port Search] subtab to search for a device by address, and view its “ARP/NDP” and

“Switch Port” information:

| Dashboards Inventory = Changes = Jobs  Terminal Proxy  Search  Compliance

Interfaces  Switch Port Search ~ ARP Search

FQDN, IP or MAC Address: | 192.168.20.102 Go

Target Host

1P: 192.168.20.102
Hostname:  C3850

MAC: 00-24-10-B7-82-C7

) Results will show the closest switch that is under management.

Menitors

ARP/NDP
Device:
Hostname:
Interface:

VRF Name:

Incidents  Map

192.168.20.102
€3650
Viant

MiBs

Playbook

admin Logout Settings Help

8
Switch Port
Device: 192.168.20.102
Hostname:  C3850
Port: Viant

VRF Name:

Click the [ARP] subtab to search for a device, and view its “VRF Name” in the rightmost column.

You can sort devices using their “VRF Name”.

| Dashboards Inventory = Changes = Jobs  Terminal Proxy  Search  Compliance

Interfaces  Switch Port Search  ARP Search

IPJCIDR: | 10.0.0.155 Go

Device IP Address
10.0.0.155 10.0.0.155 vi
10.0.0.250 10.0.0.155

Menitors

- Hostname

1921CiscoRouter

Incidents  Map

MiBs

MAC Address
00-50-56-AC-A9-84
00-50-56-AC-A9-84

453

Playbook

admin Logout Settings Help

Results are based on ARP entries

Interface VRF Name
GigabitEthernet! Testvria
GigabitEthernet0/o.1
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SECTION 21

MAINTENANCE MODE

Stopping monitoring is called “Non-Monitoring.” When a monitored device is placed in a Non-
Monitored state, even if a monitored event occurs on that device, failure events will not be detected.

This function is useful when you want to temporarily stop monitoring during maintenance, etc.

When a device is in Maintenance Mode, the map icon changes as follows:

Monitoring mode Maintenance mode
4 ™ V o
Labo-076 Labo-076
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21.1 Manual Maintenance Mode

1. Click the [Inventory] main tab.

2. Select and rightclick the device for which you want to set maintenance mode.
Multiple selections can be made by holding down the [Ctrl] key while selecting.

2. Click [Configure Maintenance Windows...].

e Dashboards Inventory Changes Jobs Terminal Proxy Search Cc

— LE_,'_] w Vendor/Model/OS: Cisco ¥ = Add Criteria"| @‘ (3|
g == IP Address 4. Hostname Network Adapter HW Ve
M =4 10.00.101 R2 Default Cisco 10S Cisco
ﬁ =4 10.0.0.112 uetsu Default Cisco 10S Cisco
@ @ 100.0.121 e - Cisco 10S Cisco
E_. @ % Backup
« 10.0.0.124 , Ci 105 Ci
- ﬁ Open Terminal co sco
10.0.0.126 ﬁ Open Native Terminal Cisco 105 Cisco
W 1000128 B Show Terminal Proxy Logs Cisco 10S Cisco
@ 10.0.0.149 ‘éﬂ Compare Comfigurations CiSCO 10S CiSCO
=4 10.0.0.153 g Display Job History Cisco 10S Cisco
W 1000223 1) Ping Cisco 10S Cisco
© 10.0.0.227 _;L Configure Maintenance Windows... Cisco Nexus Cisco
@ 1000249 ©FTT | | Cisco 10S Cisco
@ 1000250 68 Add to map.. Cisco 10S Cisco
& Add to map with hierarchy... : .
© 1002201 5% P y Cisco ASA Cisco
. Edit Launchers... , ,
@ 10.0.3.249 VWo_ovou cTio 1 Lot Cisco 105 Cisco
=y 10.0.6.12 noSuchObject Default Cisco
@ 10.06.253 (3560 Default Cisco 105 Cisco
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4. Check [Enable manual maintenance mode]

5. Click [OK].

Schedules

Start End/Duration Devices

[ Enable manual maintenance mode

The operation is now complete.

Maintenance Windows - 10.0.0.121 - CR3-A

Description

OK Cancel

When you doubleclick a device to display the device view, the [Monitors] tab displays the Maintenance

Windows Active You can confirm that it is displayed.

@ Dsbbowrds | inventory | Changes | Jobs | TerminalProxy | Search | Compliance | Monitors | Incidents | Map | Migs
g [2] ¥ Vendor/Model/0s: Cisco ~ Add criteria ~ | @) © |
= I IPAddress 4 Hostname Network Adapter HW Vendor Model Device Type 0 Version Serialit
|9|-'| <4 1000101 R2 Default Cisco 105 cisco CSR1000V Router 15.4(1)54 9AUDOIIHDK)
ﬁ <) 1000112 uetsu Default Cisco 10§ Cisco CSR1000V Router 15.4(1)54 90XPSHSSIGT
® @ 1000121 CR3-A Defauit Cisco 105, Cisco CRS-4/S Router 431 SMAT1125020L
@ =) 1000124 bbbbb. Defauit Cisco 10S Cisco CSR1000V. Router 15.4(1)54 IVOINVIMGOX
C 4 1-sacfea b
CR3-A - 10.0.0.121
CR3-A-10.0.0.121  actions
Maintenance Window Active
= Detail ICMP Ping
ICMP Ping (Default) Round-trip Time: 0.42ms
Period: 305 IcMp echo | Packet Loss 0%

To cancel maintenance mode:

Backup Durat...

535

General

End Of Sale End Of Life
2014/08/15 2021/08/31
Monitors  Violations  SNMP Traps.

1. Uncheck “Enable manual maintenance mode” in Step 4.

2. Click [OK].

456

Network:  Default v scorreale Logout Settings Help

<5 Device & Inventory @ Tools % Change & Smart Change Ml Reports
Software End ...

2024/06/30

Traits

Software End ... Violation

2019/06/17

Results per page: 254

Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN

edit

Last Captured: 2024/03/12 03:53
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21.2 Scheduled Maintenance Mode

1. Click the [Inventory] main tab.

2. Click [Inventory] in the menu bar.

3. Click [Global Maintenance Windows].

@) Distboards | Inventory | Changes

;_I || ¥ vendor/Model/os: Cisco ~

4. Click the L#. button.

=" = IPAddress  ~ Hostname
Qo
M =) 1000101 R2
ﬁ =) 1000112 uetsu
2 @ 1000121 CR3-A
& =3 1000124 bbbbb
C 4 1-saofss b
CR3-A - 10.0.0.121
CR3-A - 10.0.0.121 actions...
= Detail
schedules
Start

2022/09/01 21:02

Jobs

Terminal Proxy

Add criteria ~| @] © |

Network
Default
Default
Default
Default

icmp

Adapter
Cisco 05
Cisco 05
Cisco 05
Cisco 05

Compliance

HW Vendor
Cisco
Cisco
Cisco

Cisco

snmp L ssh [ telnet

ICMP Ping

End/Duration

Monitors

Model
CSR1000V
CSR1000V
CRS-4/S
CSR1000V

2022/09/08 22:02 (10140m)

Incidents  Map

Device Type
Router
Router
Router

Router

MiBs Network:  Default V scorreale Logout Settings He
< Device & Inventory @ Tools “4 Change & Smart Change Ml Repo
05 Version Serialit Backup Durat...  End Of Sale End Of Life Software En( - Credentials jon
% protocols
15.4(1)54 '9AUDO99HDK) S53s 2019/06/17 =+
Global Maintenance Windows
15.4(1)54 90XPSHSSIG7 50s = est is in vi.
), Maintenance Window History
431 SMA1125020L 1s 2014/08/15 2021/08/31 Add
15.4(1)54 9VOINVIMGOX 51
0 ° ¥ Add new device —
53 Discover new devices el
|2 | ——
Import/Export
General  Monitors | Violations  SNMPTraps | Compliance =5 Exportinventory as Excel file P/MAC/VLA

Maintenance Windows

Devices

0 Devices

457

B | Export inventory with configurations as ZIP file.
& Save inventory import Excel template.

Description
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5. Set the schedule and devices.

Maintenance Windows

Schedules ﬂﬂ
Start End/Duration Devices Description

2022/09/01 21:02 2022/09/08 22:02 (10140m) 0 Devices

2024/03/12 03:57 2024/03/12 04:57 (60m) All Devices

Schedule Timezone: (GMT-06:00) Central Time ~ Description

Start: @once Onpaily Oweekly O monthly O Cron

‘ 3 ﬁ ‘ 57 ﬁ 2024/03/12

Duration: 1 @ End:‘4 ﬂ;‘w ﬂ 2024/03/12 ]

Devices

@ All Devices (O search (O Static list Networks: <All>

[Maintenance Windows Menu Items]
Menu Item Submenu Item Explanation
Schedule Start Select the schedule to start

non-monitoring from the following

five types of execution schedules:

Once: Execute only once at the
date and time set

Daily: Execute every n days
(starting point is the 1st of current
month)

Weekly: Execute on a specific day
of the week

Monthly: Execute every specified
month

Cron: Run at specified date/time in

cron format

Duration Specify the non-monitoring period.
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Menu Item Submenu Item Explanation

The period unit can be changed
from “min”, “hr”, and “day”.

*The end date/time can only be
specified when the execution
schedule is “Once”.

Description Enter a description for the

non-monitoring schedule.

Device Specify the device for
non-monitoring schedule:

All devices: Target all devices

Search: Target only devices
matching specified search

Static list: Target only specified

devices

6. Click [OK].

With the above operations, the device will be placed in a non-monitoring state according to the time set
in the schedule.
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21.3 Find Non-Monitored Devices

You can search devices that maintenance using the search criteria on the [Inventory] main tab.
1. Click the [Inventory] main tab.

2. Click [Add criteria] > [Maintenance Window].

e Dashboards Inventory Changes Jobs Terminal Proxy

; E"a] w* Search IP/Hostname: -&ny- *  Add Criteria ""'| x| ¢
- o IP Address « Hostname  MNetwork nterface 7
= i Admin IP
M & 10.00.249 Default
- Hostname
o = 10.0.0.250 1921CI=coR.  Default 2z
b = Status
[ 1] Fl i-R- {
=4 ke 10.03.12 Si-R-G200 Default Last Changed Ll
o & 10.03.13 5i-RZ2200W3.. Default End OF Sale
@ 10.03.14 Si-RB0brNV... Default End OF Lite
& 10.03.15 5i-R-G100-LvI  Default Software End Of Sale X
10.0.3.13 PureFlow Default Software End Of Life
@ 10.03.20 shibatatest  Default Custom 1 3
@ 10.03.198 Default Custom 2
10.03.200  LOGICVEINt.. Default Custom 3
' _ Custom 4
& 10.03.249 W5 C3650-.. Default st
_ Custom 5
& 10.03.253 SR-5224TC2... Default 3]
Tags
= 254 A
= 10.0.3.25 83333333 Default vendor/Model/0s z
& 10.096.18 MNYC-Ciscg-.. Defaul Device Type L
&) 192.168.20.2... Gateway-|D-.. Default Serial#
192.168.40.99 ISR43217 Default P AL A
& 192.168425 HPE Default Config Text
Severity
Map
Maonitor

MFaintenance Window

Cevice Traits
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2. Select [Maintenance window inactive].

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors

; Lm.J w Vendor/Model/OS: Cisco ~ Maintenance Window: inactive « Add Criteria ~ ‘ @‘ (3 ‘
'_1. = IP Address = Hostname O Maintenance window active HW Vendor Model
(® Maintenance window inactive i

[T =4 10.0.0.101 R2 ) Cisco CSR1000V
< — () Don't filter
o = 10.0.0.112 uetsu o Cmeo e Cisco CSR1000V
g’ '-w 10.0.0.121 CR3-A Default Cisco 10S Cisco CRS-4/5
o =4 10.0.0.124 bbbbb Default Cisco 10S Cisco CSR1000V

10.0.0.126 test Default Cisco 108 Cisco CSR1000V

A
S amom A amm n - " - el —_ A A

With the above operations, a list of unmonitored devices will be displayed.
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SECTION 22

POLICY ACTIONS

There are several ways to take action when a failure is detected:

* Incident registration/sending emails
* Program execution
* SNMP trap

Configure these actions on the [Monitors] > [Alert Policy] tabs.

If you change the alert policy after detecting a failure, the changed alert policy will be applied

once you clear the violation caused by the failure.

To create a new alert policy:

1. Click [Monitors] > [Alert Policy] tabs, then click the [Add] button.

e Dashboards  Inventory  Changes Jobs  Terminal Proxy  Search  Compliance  Monitors | Incidents  Map MIBs Hetwork: | <All> ~ admin logout Settings Help
_| Sets Templates Alert Policies Violations SNMP Traps Syslog

= _

5 $add| 7 ®
=¥

[Tl Alert Policy Name Actions

<

€D  Simple Incident Policy m

w

=

=

@

2. Enter the alert policy name, click [New Action], and select an action.
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Alert Policy 4 New Action |

'3 Violation Emai

[ 0 ] Execute

[lg. Imcident

€ SNMP Trap

a Run Job
Mattermost (webhook)
Slack {webhook)
Teams (webhook)

D\ DM5 Re-resolve
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Multiple actions can be added. These actions are explained in the table below:

Action details

Action Explanation

Execution Executes a command on a remote host when a failure is detected.
Incident Registers an incident and sends an email when a failure is detected.
SNMP Trap Sends an SNMP trap when a failure is detected.

Run job Execute the registered job.

Violation mail
Mattermost
Slack

Teams

Line
PagerDuty
DNS Re-resolve

Sends an email when a failure is detected.
Notify Mattermost when a failure is detected.
Notify Slack when a failure is detected.
Notify Teams when a failure is detected.
Notify Line when a failure is detected.

Notify PagerDuty when a failure is detected.

When monitoring based on host name, if ICMP monitoring fails, a reverse

lookup will be performed on the DNS server again.

3. Click [Save], then click [Close].

The alert policy settings are now complete. The following sections explain each action in detail.
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22.1 Violation Email

Violation Email sends an email when an error occurs. To send e-mail, you must set up an e-mail server

in advance.

B Violation Email

E-mail rec]pien’[s:‘ neld@logicvein.com

E-mail Cc: reu:'lpients:‘ Enter e-mail addresses separated by spaces or commas

Frequency: Immediately v

View email customizations

Perform the action when...

a violation first occurs for each device

additional viclations have occurred

a violation has started clearing

a violation has been cleared

Violation Email Setting

Explanation

Email destination
Email destination Cc

limit

View email customizations

a violation first occurs for each

device

additional violations have

occurred

a violation has started clearing

a violation has been cleared

Set the incident email destination.

Set the CC email destination.

Specify when to notify by email.

(Initial value: Do not notify more than once per minute)

You can customize the subject, preamble, and concluding
sentence.

Sends an email on first violation on a device-by-device basis.

Sends an email when the number of violations increases.

Sends an email when the status automatically transitions to

“Clearing”.

Sends an email when the status automatically transitions to
“Cleared”.
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22.2 Execute

You can run programs from remote hosts. Logs in to the specified remote host via SSH and executes

the specified command from the remote host.

{ 2 } Execute

Remote S5H Host:| 192.168.0.1 Port: | 22 ﬁ Username:| user

Password:| R

bash | command EEsEN ip X severity

Examples (parameters are quoted and escaped automatically):

Command:

Windows: (ot aIRILEY /Scripts/action.psT (L
Linux: python ~/action.py —-node:m -—-meassage :
~/action.sh (I

Perform the action when...

a violation first occurs for each device
additional viclations have occurred
a violation has started clearing

a violation has been cleared

Execute Setting

Explanation

Remote SSH Host

Port
Username

Password

Command

a violation first occurs for each device

additional violations have occurred

a violation has started clearing

a violation has been cleared

Specifies the remote host (external server)

on which to execute the command.
Port number used for SSH connections.
User used to log in to the remote host.

The user’s password used to log in to the
remote host.

Command to run on remote host.

Execute the command on the first violation
on a device-by-device basis.

Executes a command when the number of

violations increases.

Execute the command when the status
automatically transitions to “Clearing”.

Execute the command when the status

automatically transitions to “Cleared”.
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22.3 Incident

This action creates an incident when a failure occurs. You can also send an email by entering the email
address in the email recipient/Cc field. To send e-mail, you must set up an e-mail server in advance.

m Incident

Priarity Medium ~

Default Assignee: ‘ Enter assignee user name

E-mail 'ec'p'&rt5:| Enter

E-mail Cc: 'ec'n'e"t5:|5 ter e-mail addresses separated by spaces or commas

Frequency: At most once per minute L
Wiew email customizations
Send an Incident email when..,
System Actions
a vielation first occurs for each device
additional violations have occurred
a viclation has started clearing
a violation has been cleared
User Actions
a user clears a violation
a user modifies an incident

fcr user actions, ignore frequency and send email immediately

Incident Setting Explanation
Priority Specify the priority when registering an incident.
Default Assignee Specify the person responsible for the incident.

If the user account that registered the email address is
designated as the person in charge, when an incident is
updated, the update will be notified to the email address
of that user account.

E-mail recipients Set the incident email destination.
If not entered, the email will not be sent.
E-mail Cc recipients Set the CC email destination.
If not entered, the email will not be sent.
Frequency Specify when to notify by email.
Initial value: Do not notify more than once per minute.

View email customizations You can customize the subject, preamble, and concluding

sentence.

a violation first occurs for each device  Sends an email on first violation on a device-by-device

basis.
additional violations have occurred Sends an email when the number of violations increases.
a violation has started clearing Sends an email when the status automatically transitions

to “Clearing”.
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Incident Setting

Explanation

a violation has been cleared

a user clears a violation
a user modifies an incident

for user actions, ignore frequency and
send email immediately

Sends an email when the status automatically transitions
to “Cleared”.

Send an email when a violation is manually updated.
Send an email when an incident is manually updated.

Regardless of the violation/incident, if it is manually
updated, email will be sent immediately regardless of the

“Frequency” setting above.
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22.4 Send SNMP Trap To Devices

When a failure occurs, a trap can be sent to other NMSs, alarm devices, etc.

@ SNMP Trap

Target Address: ‘ 10.0.0.93

Community String: ‘

Perform the action when...

a violation first occurs for each device
additional violations have occurred
a violation has started clearing

a violation has been cleared

Setting Explanation

Target Address Specify the destination of the SNMP trap sent when a failure occurs.

Community Specify the community string for SNMP traps to be sent.
String
a violation first Sends an SNMP trap on a device-by-device basis at the first violation.

occurs for each

device

additional Sends an SNMP trap when the number of violations increases.
violations have

occurred

a violation has Sends an SNMP trap when the status automatically transitions to “Clearing”.

started clearing

a violation has Sends an SNMP trap when the status automatically transitions to “Cleared”.
been cleared

The traps sent by ThirdEye are as follows:
trap name: triggerViolation

trap OID: 1.3.6.1.4.1.45654.2.1.1

Trap Variables Variable Name Explanation
thirdEyeDeviceUuid UUID of the failed device (used
internally by ThirdEye)

469 Copyright © 2025 LogicVein, Inc.



Trap Variables Variable Name Explanation

thirdEyeDevicelpAddress IP address of the device where the
failure occurred

thirdEyeManagedNetwork Management network to which the
failed device belongs (used by
ThirdEye)

thirdEyeDeviceHostname Host name of the device where the

failure occurred

thirdEyeMessage Incident message
thirdEyeMeasurement Monitor content

thirdEyeSeverity Incident severity
thirdEyeDeviceCustom1 Custom 1 contents of the device where

the failure occurred

thirdEyeDeviceCustom?2 Custom 2 contents of the failed device
thirdEyeDeviceCustom3 Custom 3 contents of the failed device
thirdEyeDeviceCustom4 Custom 4 contents of the device where

the failure occurred

thirdEyeDeviceCustom5 Custom 5 contents of the failed device

thirdEyeClearStatus Violation status (not
cleared/clearing/cleared)

thirdEyeOccurrenceCount violation count

thirdEyeFirstViolation First violation (True/False)

thirdEyeSeverityEnum Incident severity number
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22.5 Webhooks

Webhooks can be used to notify via Mattermost, Slack, Teams, Line, and PagerDuty when an abnor-
mality occurs. To use this feature, you need to set up webhooks and add apps on each tool in advance.

Mattermost:

Webhook

Webhook URL: ‘ https://logicvein.webhook.office.com/webhookb2/3cf6ceae-6ae2-44ea-8d23-7b751b77eae1@e3928400-0a7 e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/22f171e4cc 10490124 170a697b268ddc/8af0c

Template ‘ Mattermost v
Name Value
| o7 ]%
Headers: Name Value
Content-Type application/json
Preview:
al. { a
2 "attachments": [
3
4 "title": "{messagel}",
5 "title link": "{link}",
6 "color": "{severity color}",
7 "fields"™: [
8 {
‘Webhook Content: 9 "short": true,
10 "title": "{node label}",
11 "value": "{node}"
12 Yo
13 {
14 "short": true,
15 "title": "{severity label}",
16 "value": "{severity}"
17 Y,
18 {
19 "short": true, v
Frequency: Immediately v

Perform the action when...
a violation first occurs for each device
additional violations have occurred
a violation has started clearing
a violation has been cleared [ use configured Web Proxy

Slack:

471 Copyright © 2025 Logic Vein, Inc.



Webhook

Webhook URL: ‘ https://logicvein.webhook.office.com/webhookb2/3cf6ceae-6ae2-44ea-8d23-7b751b77eae1@e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/22f17 1e4cc 104901a4170a697b268ddc/Baflc

Template ‘ Slack v

Name Value

| ®| 7| %
Headers: Name Value

Content-Type

application/json

Preview:
1 a
2 "text": "{messagel}l",
3 "blocks": [
4 {
5 "type": "header",
6 "text": {
7 "type": "plain_ text",
8 "text": "{message}"
Webhook Content: 9 }
10 I
11 {
12 "type": "context",
13 "elements": [
14 {
15 "type": "mrkdwn",
16 "text": "<{link}|Open>"
17 1,
18 {
19 "type": "mrkdwn", v
Frequency: Immediately v

Perform the action when...

a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared

([0 Use configured Web Proxy
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Teams:

Webhook

Webhook URL: | https://logicvein.webhook.office.com/webhookb2/3cf6ceae-6ae2-44ea-8d23-7b751b77eae 1 @e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/22f17 1e4cc104901a4170a697b268ddc/8af0c
Template Teams v

Name Value

‘ N V/N

Headers: Name Value

Content-Type application/json

Preview:

1
2 "type": "message",
3 "attachments": [
4 {
5 "contentType": "application/vnd.microsoft.card.adaptive",
6 "content": {
7 "Sschema": "http://adaptivecards.io/schema/adaptive-card.json",
8 "version 1.0",
Webhook Content: 9 "msteams”: {
10 "width": "Full"

"Adaptivecard",

15 "type": "TextBlock",
16 "text": "[{message}] ({1ink})",
17 "size":

Frequency: Immediately v

Perform the action when...
a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared Ouse configured Web Proxy
3 .
Line:

Webhook

Webhook URL: ‘ https://logicveinwebhook.office.com/webhookb2/3cfeceae-6ae2-44ea-8d23-7b751b77eae 1 @e3928400-0a7e-4a86-a3f4-5c6dB84885ae8/IncomingWebhook/22f171e4cc10490124170a697b268dd c/Bafl

Template LINE WORKS v
Name Value
| ‘ e|z]%
Headers: Name Value
Content-Type application/json
Preview:
1k
2 "title": "{message}",
3 "body": {
4 "text": "{node label}: {node}\n{severity label}: {severity}\n{occurrences label}: {occurrences}\n{violation status_labe
5 e
6 "button": {
7 "label": "Open",
8 "url": "{link}"
Webhook Content: g ¥
10 ¥
<4 4
Frequency: Immediately v
Perform the action when...
a violation first occurs for each device
additional violations have occurred
a violation has started clearing
a violation has been cleared [JJ Use configured Web Proxy
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PagerDuty

Webhook

Webhook URL: ‘ https://logicvein.webhook.office.com/webhookb2/3cfeceae-6ae2-44ea-8d23-7b751b77eae1@e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/22171e4cc104901a4170a697b268ddc/8aflc

Template PagerDuty (Create Incident) -

Name

Value
v | 7 K
Headers: Name Value
Content-Type application/json
Preview:
1K
2 "payload": {
3 "summary": "{message}",
4 "severity": "critical",
5 "source": "{node_label}"
6 br
7 "routing key": <ROUTING KEY>,
8 "event_action": "trigger”,
Webhook Content: 9 "dedup_key": "{message}"”,
"links": [

11 {
12 "href": "{link}",
13 "text": "ThirdEye"
14 }
15 1
16 }

Frequency: Immediately v

Perform the action when...

a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared

Webhook

() Use configured Web Proxy

Webhook URL: ‘ https://logicveinwebhook.office.com/webhookb2/3cfeceae-6ae2-44ea-8d23-7b751b77eae1@e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/22171e4cc10490124170a697b268dd c/8af«

Template PagerDuty (Resolve Incident) v

Name

Value
| O
Headers: Name Value
Content-Type application/json
Preview:
1K
2 "payload": {
3 "summary": "{message}",
4 "severity": "critical",
5 "source": "{node_label}"
6 I
7 "routing key": <ROUTING KEY>,
8 "event_action": ,
Webhook Content: 9 "dedup_key": "{messagel",
"links": [

11 {
12 "href": "{link}",
13 "text": "ThirdEye"
14 }
15 1
16 [}

Frequency: Immediately v

Perform the action when...

a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared
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Webhook Setting

Explanation

webhook url
Channel
A user

a violation first occurs for

each device

additional violations have

occurred

a violation has started
clearing

a violation has been
cleared

Use configured Web
Proxy

Enter the URL generated on Mattermost/Slack/Teams/Line/PagerDuty.
Enter the channel to post the notification to. (Mattermost only)
Enter the user who will post the notification. (Mattermost only)

Notifications will be sent on a device-by-device basis at the first
violation.

We will notify you if the number of violations increases.

Notifies you when the status automatically transitions to “Clearing”.

Notifies you when the status automatically transitions to “Cleared”.

Select whether to use a Web Proxy.

PagerDuty requires the user to enter a routing key when setting up a Webhook.

Without a routing key, “No Template” will be shown in the Template option field.

Template No Template

Name

‘Webhook URL: ‘ https://events.pagerduty.com/v2/enqueue

v

Value

Content-Type

Value

application/json
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22.6 Run Jobs

You can run programs from remote hosts. Log in to the specified remote host via SSH and execute the

specified command from the remote host.

EL—‘; Run Job

Run Job:

Job To Run: | NetFlow
lob Type:  Smart Change
Perfarm the action when...
a violation first cccurs for each device
additional viclations have occcurred
a violation has started clearing

a violation has been clearaed

Run Job Setting Explanation

Job To Run Enter the job name of the job you want to run.

a violation first occurs for Execute the command on the first violation on a device-by-device

each device basis.

additional violations have Executes a command when the number of violations increases.
occurred

a violation has started Execute the command when the status automatically transitions to
clearing “Clearing”.

a violation has been cleared Execute the command when the status automatically transitions to

“Cleared”.
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7. Select the monitor set you want to apply and click [OK].

Associate Monitor Sets

Search: | Monitor Set

Name
agentd-linux
agentd-windows
aruba

Cisco

cisco-1
Default
Juniper

Linux
pagemiddle
stephen
stephenvi
system default

WatchGuard v
Cancel
With the above operations, the application of the monitor set is completed.

The [Details] column in the left panel displays a list of monitors being monitored. You can doubleclick
the device to expand it and see if the monitor is reflected in the [Details] column.

CSR1000V - 10.0.0.223 actions. General  Monitors  Violations ~ SNMP Traps  Compli A d Interfaces  ARP/MAC/VLAN
= Detail Cisco CPU
Cisco CPU (Cisco) Index ~ cpmCPUTotal 1min
Period: 1m CISCO-PROCESS-MIB/cpmCPUTotalTable 2 21
ICMP Ping (Cisco) icmp
Period: 30s ICMP echo
Interface Stats (Cisco)
Period: 1m IF-MIB/ifTable
Link-down Trap
Period: n/a |F-MIB/linkDown Last Captured: 2023/10/25 17:06
Link-up Trap (Cisco) ICMP Ping
Period: n/a IF-MIB/linkup ~ Round-trip Time: 27.51ms
Packet Loss: 0%
Last Captured: 2023/10/25 17:07
Interface Stats
ﬂﬁgﬂgﬂ Index a ifinOctets-derivative ifOutOctets-derivative e
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22.7 Anomaly Alerts

Anomaly alerts are automated monitoring systems that detect deviations from established normal pat-
terns in network operations. They employ statistical analysis to create baseline thresholds through
a 14-day learning period, analyzing metric distributions (min/max values, standard deviation) across

different time intervals. They then determine the parameters for an alert.

These alerts enable you to identify potential issues in network infrastructure before they escalate.
Anomaly alerts are particularly useful for detecting zero-day anomalies and subtle performance

degradation.
After the learning phase, violations trigger when metrics exceed statistically calculated ranges.
Key characteristics:

* Automatic Thresholding: Eliminates manual configuration by learning normal patterns

+ Pattern Recognition: Analyzes daily/weekly cycles and seasonal variations

* Proactive Detection: Flags unusual activity like traffic spikes, resource anomalies, or perfor-
mance deviations

* Multi-Metric Analysis: Processes 50+ device metrics simultaneously

22.8 Enabling a device
1. Select the device in the [Inventory] tab.
2. Inthe [Monitors] tab, double click to select the incident to which the anomaly alert will be applied.

3. Click the [Triggers] button.
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4. Click [Anomaly Alert].

e Dashboards | Inventory  Changes  Jobs  TerminalProxy  Search  Compliance = Monitors Incidents ~Map  MIBs | Playbook  Wi-FiClients ~Network  <All> v terrance logout Settings Help
—] Sets  Templates  AlertPol Violations ~ SNMP Traps  Syslog
=
=" Search: ‘ Monitor Set . L=} Vs =0 &) *_
Q
Tl Name Networks Type Period  Detail Apply to new devices
‘Fn [-] autotest Default, Osaka DC2, Tokyo DC1, Uta.. a
E 1)) autotest device down icMP 1m ICMP echo .
& [ cisco Default, Osaka DC2, Tokyo DC1, Uta..
[+] Cisco CUCM Default, Osaka DC2, Tokyo DC1, Uta..
[+] Default Default, Osaka DC2, Tokyo DC1, Uta..
[+] Dell Default, Osaka DC2, Tokyo DC1, Uta.. v
4 1-140f14 P Results per page: 100 v
autotest device down +7  Period ’— [ min ] History: 0= 3 months Close | Devices associated with selected Monitar
Number of ICMP packets: @) Two ICMP packets (roundtrip time measurement will be the lesser of two packets) bl [ #
© One ICMP packet (roundtrip time measurement will be less accurate) IPAddress  a Hostname Network
Irlf‘v; e (’o“, Automatic retries 100010 Default ry
@, Anomaly Alert O No retries 100034 Defoult
< Triggers 1000.126 tech126222 Default
1000128 tech12888 Default
Qno Response Threshold 10.00.153 testintralvicojp  Default
Time window: [ min} Count: 1000222 tech-15.intralvic... Default
Alert Policy: |Autctest Policy , Severity: Warning Message: | No response from node 1000225 AlOvThunder | Default
100.0.249 Devicel Default
1002243 spresia2142 Default
1002244 Default
1003.1 Default
100312 public Default
10040121 simulatorintralv... Default
10.096.1 Default
ELL T NVE Fimmm ATDY Mimbmibe v
4 1-s8ofs8 P Results per page: 500 v
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5. Add in your message

6. Click [Save], then [Close].

This will cause the anomaly alert to run for 14 days, during which time it will learn the parameters to

Dashboards Inventory Changes Jobs Terminal Proxy Search ‘Compliance Zero-Touch Monitors Incidents Map MIBs Playbook N
5! : |2l ¥ search IP/Hostname: -Any- v Add Criteria ¥ | | © -
g Groups = IP Address Hostname Network Adapter Model Device Type HW Vendor 05 Version Serial# E
m @ Cisco (80) & 1098.0.2 HND-Switch-0 Default Cisco Meraki MS120-8 Switch Cisco MS 16.8 Q2AX-HDSD-W36N 2
= & 10.0.0227 Training20240910  Default Cisco Nexus Nexus5548 Switch Cisco TAANT(1) SS1143708V7 2
(1] firewall (7)
(=ﬁ T 101220171 LnhN21F0r2 10 cwa Nafanlt Cicrn Small Rucin QG20N_10PD Swmitch Cicrn 140828 PC712201ENR 2
F ﬂﬂ&ﬂ C 4 1-23023 b
v |4 |
tech - 10.0.0.124 ciscoasa - 10.128.0.124 ‘ asa-gw - 10.128.0.123 ¢ Training20240910 - 10.0.0....
Training20240910 - 10.0.0.227 actions... icmp , ncm [snmp fssh ] telnet General  Monitors  Violations  SNMP Traps  Compliance
g p: p
N el Cisco WLC - MemoryUsage 7 period:| 1 @ History: O——3 months
Catch All Trap (Default)
Period: n/a
Cisco WLC - MemoryUsage l
Period: Tm clsSysCurrentMemoryUsage
TCVIPPINg (Defautty
Period: 30s ICMP echo -
G4 Add | oo 4 E Derived Metric | &/ Triggers
S
Index: ‘ none Display String: | none
Filter: ‘ 1
77 Time Window Trigger
Cond\l\onal:‘ clsSysCurrentMemoryUsage °90
Alert Pohcy:‘ Simple Incident Policy Severity: Warning "
Time window:| 3 Count: 3
Message:‘ Node is in violation of trigger condition, times within
nomaly Alert
Anomaly Metric: clsSysCurrentMemoryUsage v
Alert Pohcy:‘ Simple Incident Policy Severity: Warning A
Message:‘ usage
| Learning Progress: s in learning from 05/10/2024 till 19/10/2024. (1 of 14 days)
Linked Device:
* 20 R e

None Selected
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SECTION 23

DRAFT CONFIGURATIONS

A draft configuration is a configuration that is saved independently from the backup history. Its nature
is almost the same as a normal backed up configuration history, but with some additional elements. For
example, each can be given a name, saved externally in plain text, and imported. This feature is useful

if you want to reuse the same device configuration several times.

23.1 Create Draft Configuration
Draft configurations can be created by copying from an existing configuration history.
1. Doubleclick the target device to open the configuration history.

2. Select the one you want to base your draft configuration on and click the 2 button.

L~ W=
>

General  Monitors  Violations ~ SNMP Traps  Compli d Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) HL s e 2w
Snapshot Config Timestamp Size User &
= 2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
9VOINVIMGOX o montis et e o — i
2 Router W Draft Configurations j %
Draft Last Edit Size User &

3. Enter a name for your draft configuration and click [OK].

Draft Configuration

Draft name:

sample-config
15

i (0] 4 ‘ Cancel‘

4. Doubleclick the created draft configuration.
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LY & |

>

General  Monitors  Violations ~ SNMP Traps  Compli d Interfaces =~ ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) ﬂgﬂﬂj y
Snapshot Config Timestamp Size User 4
2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074
160X It ki AnaaAr A Anaa an7a h
W Draft Configurations ka3
Draft Last Edit size User &
sample-config 2024/06/10 09:06 2097 scorreale
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5. Edit the configuration and click the = button to save.

tech - 10.0.0.124 sample-config@10.0.0.124

sample-config

1 wversion 15.4

service timestamps debug datetime msec

service timestamps log datetime msec

no platform punt-keepalive disable-kernel-core
platform console virtual

|

hostname tester
]

O =] gy 0 = Lo [

boot-start-marker

10 boot-end-marker

11 !

12 !

13 enable secret 5 $15CJ4wsJgpgf3dnt/9cCEgRZMEAE]L
14 enable password 1vi

o

15 !
le no aaa new-model
17 !
1a I
tech - 10.0.0.124 sample-config@10.0.0.124
sample-config
1 wversion 15.4
2 service timestamps debug datetime msec
3 service timestamps log datetime msec
4 no platform punt-keepalive disable-kernel-core
5 platform console virtual
6 !
7 hostname homesite]
g !
% boot-start-marker
10 boot-end-marker
11 !
12 !
13 enable secret 5 $15CJ4wsJIgpgf3JInt/9oC8gR2MEaE]L
14 enable password 1lvi
15 !
lé no aaa new-model
17 !
T& I

tech - 10.0.0.124
sample-confi

sample-config@10.0.0.124

Find 2] 3w
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23.2 Import Draft Configuration from Plain Text

You can create a draft configuration by importing a configuration edited with a text editor, etc. First,
doubleclick the target device in the device view to display the configuration history.

1. In the backup status panel, click the 2l button.

C~ I =7
>

General  Monitors  Violations  SNMP Traps  Compli Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) = YAk
Snapshot Config Timestamp Size User g
2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 /a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
Serial#:  9VOINVIMGOX — S o e E
Device Type: Router W Draft Configurations EX=ER
Draft Last Edit size User 4

2. Select the file you want to import and click [Open].

I Organize = New folder

> @ OneDrive - Persc Name Date modified Type Size
‘ ~ Today
sample-confi 6/10/2024 9:10 AM File 3 KB
& Desicop [ samp g /10, v 3

~ Earlier this month
4 Downloads

The contents of the text file are imported, and a draft configuration is created.

General Compliance Attachment Hardware Interfaces ARP/MAC/VLAN Memo

Last Backup: 2024/05/31 16:34 (Duration: 1més) s 2] 2] B2 =
Snapshot Config Timestamp Size User &
2024/05/31 16:34 frunning-config 2024/05/3116:34 9768 n/a o
Jstartup-config 2024/05/31 16&:34 12356 nfa .
2024/05/10 11:38 Jrunning-config 2024/05/1011:38 12358 n/a
Jstartup-config 2024/05/10 1138 12358 nfa
2024/04/25 12:48 Jrunning-config 2024/04/25 12:48 12358 na
[startup-config 2024/04/25 1245 12358 n'a hd
W Draft Configurations j Py s
Draft Last Edit Size User &7
sample-config 2024/06/21 13:21 12358 shibata
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23.3 Apply Draft Configuration

Applying drafts can be done using the same procedure as applying (restoring) backup configurations.
However, you must select the draft configuration to upload, then click the [ % button.

tobachiin confin AR A AR A A AnTa

i
W Draft Configurations j ﬂ E ﬂ ﬂ y
Draft Last Edit Size User &

sample-config 2024/06/10 09:12 2093 scorreale

Next, select which draft configuration you would like to upload to.

This is different from history upload. When uploading history,running-config and startup-config

will also be uploaded.

Push Draft

Target Configuration:  /running-config v

I
| (8] 4 | Cancel|

Click [OK] to start uploading.

L~ | o |

General  Monitors  Violations ~ SNMP Traps  Compli h Interfaces | ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) &ﬂﬂﬂﬁ E
Snapshot Config Timestamp Size User &
2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
160x It i Annaar A A an7a i - hd
W Draft Configurations j ﬂ & ﬂ ﬂ E
Draft Last Edit Size User &
sample-config 2024/06/10 09:12 2093 scorreale
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23.4 Compare Draft Configurations

. . ~B
To compare draft configurations, click the B button.

You can use the same comparison functions in draft configurations as in regular configurations.

>

General  Monitors  Violations ~ SNMP Traps  Compli d Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) = PEEYEAE
Snapshot Config Timestamp Size User &
= 2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
_ SvonGox v orate Contgurations x|z s)w)
Draft Last Edit Size User &
sample-config 2024/06/10 09:12 2093 scorreale

23.5 Export Draft Configuration

To export a draft configuration, click the &l button.

23.6 Delete Draft Configuration

To delete a draft configuration, click the the % button.
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SECTION 24

CONFIGURATION BACKUP

ThirdEye allows you to use the functionality of the Net LineDancer config management tool.

In ThirdEye, obtaining the device configuration is called a “Configuration Backup”. For configuration
backup, ThirdEye connects to the device via SSH or Telnet and retrieves the configuration using show
commands, TFTP commands, etc.

Before performing a configuration backup, ensure the following requirements are met:

* A login username and password for logging into the device have been set.

Refer to the Credentials section to make sure the credentials are set.

* The model supports configuration backup by ThirdEye.

For a list of supported devices, visit https.//logicvein.com/supported-devices.

* The NCM (Network Configuration Management) function is enabled. The target of configuration
backup is the device with ncm displayed in the trait column.

Cscolos  Ciso

ns aA3payL @

241 NCM (Network Configuration Management)

The Network Configuration Management (NCM) in ThirdEye functions as a monitoring-centric tool
that automatically tracks device configuration states as part of its network surveillance system. Imple-
mented as an optional module, it focuses on preserving configuration integrity for already-deployed

devices within monitored networks.
In ThirdEye, the NCM performs the following functions:

* Provides historical versioning of configurations
* Detects unauthorized changes through SNMP-triggered alerts
 Supports compliance checks against predefined baselines

To enable NCM functionality, click the target device in the [Inventory] main tab, and click [Enable

NCM functionality] in the menu bar’s [Device] menu.
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24.2 Perform a Backup

1. Click the [Inventory] main tab.
2. Click the target device.

3. Click the [Device] menu.

4. Click [Backup].

If no device is selected, execute for devices with NCM function is enabled.

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v scorreale Logout Settings
;_i (] v search IP/Hostname: 10.00.125 + | Add Criteria ¥| @] © nventory @ Tools % Change & Smart Change LR
g = 1P Address Network Adapter HW Vendor Model Device Type Serial# EndOfSale  EndOflife  SoftwareEndOfS Violat...
I © oo Demo Cisco 05 Cisco CsR1000v Router QUPETISEN EDETD €D T

® @ 100128 Defoult Cisco 105 Cisco CsRi000V Router 9MPTISEIN | Yonmp LsshY ceid

13

&,

T

When you run the backup, the execution results will be displayed at the bottom of the screen.

(© Dishbowds | Inventory | Changes  Jobs  TerminalProsy  Search  Compliance | Monitors _Incidents | Map  MiBs Network:  Default V' scorreale Logout Settings Help
;_I {2l ¥ search IP/Hostname: 1000128 ~  Add Criteria v &) © <5 Device = Inventory @ Tools “4 Change & Smart Change Wil Reports
i = 1P Address Hostname Network Adapter HW Vendor Model DeviceType S Version Serialit Backup Durat.. EndOfSale  End Of Life Software End ..  Software End ... Traits Violation
M @ 1000128 A Default Cisco 105 Cisco CsR1000V Router 1540154 oupETISEN 45 Phttps Y icmp Y 1}
<
(1]
17
E
g
C 4 1-10f1 b Results per page: 254 v

Backup Devices

Backup Devices (2024/03/12 02:58)

Status Summary = IP Address Hostname Network
© 1000128 A Default

The status summary list for backup execution is as follows:

Icon Explanation

(+ Backup successful, changes made. Displayed when a difference is
detected between the last backup and the configuration on the device. It
will also be displayed during the first backup.

€

Backup successful, no changes. Displayed when the configuration data
on the device is the same as the last backup.

Backup failed due to credentials mismatch. The registered credentials
are incorrect. Click on the result shown on the right to see the credentials
used for the backup. Please check the [Inventory] > [Credential Settings]
tab.

- Backup failed. Configuration could not be obtained. Doubleclick the
icon to view details.
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24.3 Backup Status

After the backup, the status icon displayed on the left side of the device view will change. The icons
used for backup status are as follows.

Icon Status Condition Description

v Backup complete Configuration acquisition has completed successfully.

™ Configuration There are differences between the device’s running-config
mismatch and startup-config. Doubleclick the icon to see the

comparison results.

Credential You cannot log in with the registered credentials and the
mismatch backup is failing. Please check your credential settings.
9 Backup failure Backup has failed for some reason.
© Backup not No backups have been performed.
executed
v Warning This device violates a compliance policy with severity set to
Warning.
v Error This device violates a compliance policy with failure level
set to Error.
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The icon displayed in the status column is the icon with the highest priority among the severity and
backup status set in the trigger in the monitor settings.

Compliance Status
Priority  Status Severity Status Icon Backup Status Icon Icon

High Emergency (V) - -
Alert @ - -

Backup - - -
failure

Critical (X - -

Credential - -

mismatch

Config - ™ -
mismatch

Priority = Compliance - - '#

error
Error - -

Compliance - - L'
warning

Warning - .

Notify ] _

Backup not - 4 -
executed

Information A\ - -

Low Debug - -
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24.4 Acquired Configuration

You can check the acquired configuration from the device details screen.

@ Dtboards Inventory | Changes  Jobs | TemminalProxy  Search  Compliance | Monitors  Incidents | Map
s_l (2] v Search IP/Hostname: 1000250 ~  Add Criteria ~| @] ©|
i = 1P Address Hostname Network Adapter HW Vendor Model Device Type
M @ 1000250 Test 20231214 Default Cisco 105, cisco CISCO1921/k3 Router
<
3
13
=
@
C 4 1-10f1 b
Test 20231214 - 10.0.0.250
Test 20231214 - 10.0.0.250 actions, icmp _ ncm Zsnmp ] telnet

Snapshot

cisco

2024/02/22 23:03

Make:  Cisco Serial#:  FGL15082638

Model:  CISCO1921/K9 Device Type: Router

05 Version: 154(3)MS 2023/12/19 2305
2023/12/17 23:10

2024/03/11 23:06

MiBs

0 Version Serial#

1543)M5

v

Last Backup: 2024/03/11 23:06 (Duration: 35s)

/running-config
/startup-config
/running-config
Istartup-config
/running-config
/startup-config
/running-config

/startup-config

FGL15082638 355

Network:  Default v scorreale Logout Settings Help

<5 Device = Inventory @ Tools “4 Change & Smart Change Ml Reports

Backup Durat.. EndOfSale a End OfLife Software End ...  Software End ... Traits Violation
2018/09/29 2023/09/30 [ ncm Lsnf
Results per page: | 254 v
General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN
Config Timestamp size User &
2024/02/22 2303 12330 wa
2024/03/11 23:06 12330 na
2024/02/22 2303 12330 wa
2023/12/06 2310 12062 wa
2023/12/19 2305 12308 na
2023/12/06 2310 12062 na
2023/12/17 2310 12168 wa
2023/12/06 23:10 12062 wa

You can check the contents by double-clicking on the [Config] button.

cisco19211abo.intra.

2019/12/12 23:14

... ¥ cisco1921labo.intra.vi.co,...

1 wersicn 15

2 3ervice timestamps debug datetime msec
3 sgervice timestamps log datetime msec
4 no service

5 !

€ Thostnams Ciscol32l

7

8 Dboot-start-marker

9 boot-end-marker

o0 !

11 !

1z 5 §lgxiThsbinrsFp ®WVCOhFFSRN/
13

14

15 !

1l !

7

18 !

19 !

20 !

21 !

22

23 !

249 !

25 !

26 |
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24.5 Compare Configurations

You can compare the configurations by selecting two configurations and clicking the [Compare] button.

Multiple selections can be made by holding down the [Ctrl] key while selecting.

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MiBs Network:  Default v scorreale Logout Settings Help
;_I || w Search IP/Hostname: 10.0.0250 ~  Add Criteria v| (| © < Device = Inventory @ Tools 4 Change & Smart Change Ml Reports
g-' = 1P Address Hostname Network Adapter HW Vendor Model Device Type 05 version Serial# Backup Durat... EndOfSale 4 End Of Life Software End ...  Software End ... Traits Violation £l
m @ 1000250 Test_ 20231214  Default Cisco 10S Cisco CISCO1921/K9  Router 154(3)M5 FGL15082638 355 2018/09/29 2023/09/30 EHED
<
o®
173
E
£
[V | 1-1of1 b Results per page: 254 v
- =
Test 20231214 - 10.0.0.250 2
Test 20231214 - 10.0.0.250  actions.. icmp ! ncm LsnmpY telnet General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN
Last Backup: 2024/03/11 23:06 (Duration: 355) )
Snapshot Config Timestamp size User 9
2024/03/11 23:06 Jrunning-config 2024/02/22 23:03 12330 a
Jstartup-config 2024/03/11 23:06 12330 wa
2024/02/22 23:03 Jrunning-config 2024/02/22 23:03 12330 /a
Make:  Cisco Serial#:  FGL15082638
Model:  CISCO1921/K9 Device Type: Router /startup-config 2023/12/06 23:10 12062 wa
O Version: 15.43)M5 2023/12/19 23:05 /running-config 2023/12/19 23:05 12308 wa
/startup-config 2023/12/06 23:10 12062 na
2023/12/17 23:10 Jrunning-config 2023/12/17 23:10 12168 a
/startup-config 2023/12/06 23:10 12062 /a
2023/12/13 2313 /running-config 2023/12/13 2313 12063 na
Jstartup-config 2023/12/06 23:10 12062 n/a

When you compare configurations, configuration differences are highlighted in color. Each type of
difference is displayed in a different color, with red representing deleted parts, yellow representing
changed parts, and green representing added parts.

i1

cisco1921labo.intra.lvi.co.jp - /startup-config (2019/06/14 18:00) cisco1921labo.intra.lvi.co.jp - /startup-config (2019/07/24 18:00)

3 aanpler
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24.6 Disable Configuration Backup

Even if the model supports configuration backup, if you do not want to acquire the configuration, you
can exclude it from the backup target by disabling the NCM function.

To disable NCM functionality.

1. Click the target device in the [Inventory] main tab.
2. Click [Disable NCM functionality] in the Menu Bar’s [Device] menu.

Network:  Default v  scorreal

w! Device = Inventory @ Tools ¥ Change

_J'l
fe % Backup Traits

‘& Rediscover
icmp ‘

@ Collect neighbor data

saa Display neighbors

éﬂ Compare Configurations

=& Display Job History
Monitors

Y\ Associate Monitor Sets...

ps G '}:') Ping re Int

_V_. Configure Maintenance Windows...

f‘_--‘l

-
J

Edit

3:03 . . :

# Edit device properties n;
3:06 |J=_.:I Populate device end of sale v
3:03 B Associate tags ny
3110 ¥ Dissociate tags n
3:05 &5 Add to map... n
3:10 5% Add to map with hierarchy.. n
3110 + ny
3:10 ’t Disable NCM features n
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Disabling the NCM feature will remove the “ncm” trait from the device’s properties, and “ncm” will
no longer appear in the device’s traits.

Traits Traits

Licmp L ncm Lsnmp [telnet Cicmp L snmp J telnet ]

24.7 Enable Configuration Backup
To enable the NCM function:

1. Select the target device.

2. Click [Enable NCM function] in the [Device] submenu.

Enabling the NCM feature will add the “ncm” trait to the device’s properties, and “ncm” will appear in
the device’s traits.
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24.8 Change Data Retention Period

Click [Data Retention] to set the data retention period and automatic deletion timing.

Data Retention

System Backup

Server Settings

Delete expired data weekly at this time:

v Al -
Mail Server Sunday ‘ 1 Ad ‘ 0 Ad
SNMP Traps
Duration to keep job execution history:
Users
Roles 3 Months v
Exizm) s Duration to keep configuration history:
Custom Device Fields
Forever v
Memo Templates
Launchers Duration to keep terminal proxy history:
Smart Bridges 3 Months v
Networks
Duration to keep SNMP Traps:
Network Servers
Software Update Duration to keep violations:
Web Proxy
2Weeks v
Change Approvals
Cisco API
Device Label
SNMPv3 User -
OK ‘ Cancel ‘
Item Explanation
Delete expired data weekly at this time Data that has passed a certain period
of time is automatically deleted every
week on a specified day and time.
(Initial value: Monday, 6:00)
Specify the data retention period in
the following items. (*However, if
you specify “No expiration date”, the
data will not be deleted)
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Item

Explanation

Duration to keep job execution history

Duration to keep configuration history

Duration to keep terminal proxy history

Duration to keep SNMP trap

Duration to keep violations

Specify the retention period for data
on the [Job] > [Job History] tab from
one of the following options. (Initial
value: 3 months)

Forever, 3 Months, 6 Months,

9 Months, 1 Year

Specity the configuration retention
period for each monitored device
from the following: (Initial value:
Forever)

Forever, 6 Months, 1 Year,

2 Years, 3 Years, 4 Years,

5 Years, 6 Years, 7 Years
Specify the retention period for data
on the [Terminal Proxy] tab from one
of the following options. (Initial
value: 3 months)

Forever, 3 Months, 6 Months,
9 Months, 1 Year, 3 Years
Specify the retention period for data
on the [Monitors] > [SNMP Trap] tab
from one of the following options.
(Initial value: Forever)

Forever, 2 weeks, 3 Months,

6 Months, 1 Year

Specify the retention period for data
on the [Monitors] > [Violations] tab
from one of the following options.
(Initial value: Forever)

Forever, 2 weeks, 3 Months,

6 Months, 1 Year
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SECTION 25

RULES

Rules define specific configuration requirements that network devices must meet, such as security

settings or operational parameters.

Rules are organized into Rulesets which group related checks (e.g., all authentication-related rules),
and provide logical organization.

Multiple Rulesets are then combined into Compliance Policies which determine enforcement parame-
ters that include target devices, violation severity levels.

This hierarchy allows policies to activate standardized rule groupings across network infrastructure.
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25.1 Create a Rule

In this section we will explain how to create a new rule with screenshots. The examples below will
generate a violation when the SNMP community setting is “public” in the Cisco IOS device configura-

tion.

1. Click the [Compliance] main tab.

2. Click the [Rule Sets] subtab.

3. Click the [Create] button.

g Compliance Policy Rule Sets

E-. Category: <All> ~

g

m Rule Set Adapter

“< 108 Interface Auto-Duplex/Speed Cisco 10S

g 10S Secure Enable Passwords Cisco 105

%"' 105 Telnet Restricted Access Cisco 105
105 55H-only Restricted Access Cisco 10S
105 Disabled Unneeded Services Cisco 105
105 Session Idle Timeout Cisco 105
105 Aute-Duplex/Speed Cisco I10S
105 Rule Cisco 105

Dashboards Inventory Changes Jobs Terminal Proxy

Search Compli Monitors

Config

Jfrunning-config
Jrunning-config
Jrunning-config
Jfrunning-config
Jfrunning-config
Jfrunning-config
Jfrunning-config

Jfrunning-config

498

Map MIBs

57 Create | " Rename | ,7 Copy ‘ X Delete ‘ Category

Category
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4. Enter the name of the rule, and configure the target Adapter (model classification), Configuration,

and Category.
5. Click [OK].
Rule Set

MName:

SNMP - Publid

Adapter:

Cisco |03 v
Configuration:

Irunning-config v
Category

<Not set> ~

OK ‘ Cancel|

499 Copyright © 2025 LogicVein, Inc.



6. In the [Violation Message] field, enter the message that will be displayed when a violation is
detected

7. Click the L=l button.

In the example below, the message is “SNMP community set to”’public’:

&

General | Rules

nnnnn

ggggggggggg

Remediation jotiNone . | @

8. In the [Match Expression] column, enter the text that is a violation.

9. In the [Action] column select [ Violate on match].

nnnnnnnnnnnnnnn

x]

........

ppppp

If you want to test the rule you created:

10. Click [Select a configuration] in the upper right to test and selec

t a configuration from your
inventory.

uuuuuuu - SNMP - Public

Rule Set - SNMP - Public
Viol

aaaaaaaaaaaaaaaa

%] x|
Variable don
moce
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The configuration selection window displays a list of devices that apply to the adapter you selected

when creating the rule. This column only displays devices that match the IOS adapter you originally

selected.

Select Configuration

Showing Cisco 105 devices with /running-config.

IP Address 4. Hostname Network

10.0.0.128 tech Default

10.128.04 MNER3-A Default

10.128.0.7 CR12-B Default

4 1-30f3 v Results per page: 254 ~

Cancel

Violations will be searched for against this text rule. If violations are found, they will be displayed in

red.

10.0.0.128
200
201
202
203
204
205
206
207
208
205
210
211
212
213
214
215
216
217
218
215
220
221
222
223
224
225
226
227
228

select a test config
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
E

snmp-ssrver
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

community

community te
community a
community ro

enable
enable
enable
enable
enable
enable
enable
enable
enable

ﬂ General Rules
Failures:
ip host 10.0.0.%2 any -
ip host 10.0.0.%3 any
ip host 10.0.0.94 any
ip host 10.0.0.%5 any
ip host 10.0.0.96 any
ip host 10.0.0.97 any
ip host 10.0.0.98 any
ip host 10.0.0.99 any
ip host 10.0.0.100 any
ip host 10.0.0.101 any
ip host 10.0.0.102 any
ip host 10.0.0.103 any
ip host 10.0.0.104 any
ip host 10.0.0.105 any
public RO
st RO
RO
RO
traps snmp authentication linkdown linkup coldstart warmstart -
traps vrrp
traps pfr
traps flowmon
traps call-home message—send-fail server-fail
traps tty
traps casa
traps ospf state—change
traps

ospf errors -
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25.2 Compliance Policies

By setting a compliance policy, you can automatically ensure device configuration settings. For this
automatic detection, you need to create a device compliance rule. A device compliance rule is con-

structed using the following four matching conditions.

» If matched, it is excluded.
« If it does not match, it is not applicable.
* If matched, it is a violation.

 If it does not match, it is a violation.

Each condition has a single search string, and checks if the given configuration matches that string. A
collection of compliance rules is called a Rule Set. Rule Sets can customized.

In addition, policies can be used to manage compliance on a larger scale. A policy is created by com-
bining multiple Rule Sets. It also contains information such as the list of devices to which it applies,

the severity of violations (errors, warnings, or notifications), and the violation history.

25.3 Create Compliance Policy

This section will create a policy for a Cisco IOS device configuration using the Rule Set created in the

previous section.
1. Click the [Compliance] main tab.
2. Click the [Compliance Policy] subtab.

3. Click the [Create] button.

Dashboards  Inventory ~ Changes Jobs TerminalProxy Search  Compliance  Monitors Incidents Map  MIBs
Compliance Policy  Rule Sets
4P Create [

Compliance Policy ~ Network Devices Covered Devices Violating Violating In Compliance

s aAapayL @
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4. Enter the policy “Name”, “Adapter” target , and “Configuration” type, then click [OK].
Compliance Policy

MName:

SNMP public

Adapter:

Cisco 10S v

Configuration:

Irunning-config v

oK | Cancel.
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In this example, “Search” is selected in the Editor window’s [Devices] tab.

Complance Plicy - SN .. =
Compliance Policy - SNMP public Devices | RuleSets  Status
O All Devices ® ch O Static list

= 1P Address o Hostname HW Vendor Model Device Type Serialt
1000128 tech csR1000v Router. 9U4PETISEIN

© 1000212 snibata
1000213 S3100

© 1000232 Fortigate-VME4 FortiGate-VM64 Firewall FGUMEVMYGAQSHAA
100230 Summitadi Summitdgi Switch 0145M.01540

© 100250 010203 byte AX24305-24T Switch 856015

© 012804 NeRs-A crs-16/s Router

“nFESAB02Suitch
5310026751 Switch 210235A15DC108000028

© 1012807 cRi2 e Cisco cRS-85 Router TBA9500081

The setting behavior for “Search” and ““Static list” in the [Compliance] main tab > [Compliance
Policy] subtab Editor window and the [Jobs] maintab > [Job Management] subtab Editor window
is identical.

Devices will be searched every time a violation check is activated when using search rules, and
violation checks will be performed on these devices.

The search result is not saved when creating policy.

5. In the Editor window, click the [Rule Set] subtab.

6. Click the L=l button.

Compliance Policy - SNMP ...

Compliance Policy - SNMP public
Adapter: Cisco 105

Configuration:/running-config

Rule Set Severity

57 | o
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7. Select a Rule Set and click [Add].
In this example, “IOS Secure Enable Password” Rule Set is selected.

Add Rule Sets

Category <All> o

|05 Interface Auto-Duplex/Speed
|05 Secure Enable Passwords
|05 Telnet Restricted Access

I0S S5H-only Restricted Access
|05 Disabled Unneeded Services
|05 Session Idle Timeout

I0S Auto-Duplex/Speed

|05 Rule

test11

TestRule

always violate

cisco test

SNMP - Public

Cancel
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8. Select an Action for the rule. Different Actions can be set for each Rule Set.

In this example, the Action is set to “Violation on match”.

If no Actions are displayed, please review the policy or the adapter type of the Rule Set.

*Compliance Policy - SNM...
Rule Set - SNMP - Public

Violation Message:

*Rule Set - SNMP - Public

SNMP community set to public

Match Expression

snmp-server community public ~mode~

Variable Type
mode text

9. Save the policy.

“Compliance Policy - SNM...
Rule Set - SNMP - Public

Violation Message:

*Rule Set - SNMP - Public

SNMP community et to public
Mateh Expression Action
samp-server community public ~mode~

Violation if not matched

Action

Violation if not matched v
Stop if not matched

Stop on match
Violation if not matched
Violation on match

| %]

Restriction

=]

General | Rul

Activate the policy after saving. Simply creating a policy does not check for violations.
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25.4 Applying a Compliance Policy
After you create a policy, you need to enable it.

1. Click [Compliance] > [Compliance Policy].

2. Click the [Enable] button with the policy selected.

A pie chart is displayed that it allows you to check the violation status.

Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs  Playbook  Wi-Fi Clients Network:  <All> Vv terrance Logout Settings Help

—] Compliance Policy | Rule Sets
g o Create = Device Violation Summary
% Devices Co...  Devices Violating Violating In Compliance
= e 3 o7 [ | -» 34
@
o 0 o
£
F W eob Default 1 o
W NP test Default 34 29 ey 15%
@ SNMP Comm... Default 1 1 1005 [

All Policies

If a device violates the policy, the policy icon changes. Depending on the severity of the problem, an

orange warning or red error icon will be displayed.

For more information about severity icons, refer to the Perform a Backup and Backup Status sections.

Doubleclick the changed icon to open the Editor, and view more details about the violation.

SNV

~snwp..
licy - SNMP public Devices  RuloSets  Status

The violation icon also appears in the device view. Doubleclick the icon to learn more about the viola-

tion.
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25.5 Automatic Remediation Function

By combining the compliance function and the Smart Change function, it is possible to automatically
execute a pre-specified Smart Change job when a compliance violation is detected. This allows you to

immediately resolve compliance violations.
Setting Process

1. Create Smart Change job (Create a Smart Change job to be executed when a compliance vio-
lation occurs.)

2. Create rules for compliance violations (Create a violation rule and link the rule to the Smart
Change job.)

3. Creating a compliance policy (Associate compliance rules with devices and configure detection
settings.)

The following explains how to set it up using a setting example.

25.5.1 Case 1: When the use of Read-Write authority is prohibited in the SNMP community settings
1. Click the [Jobs] main tab > [Job Management] subtab.

2. Click [New Job] > [Smart Change].

Networke  <All>  scomesle Logout Settings Help

ansaAzpyL @
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3. Enter the job name and comment (optional).

Create Smart Change Job

Job Name:

‘ snmp public

MNetwork:

‘ Default laptoppc.servers -

Comment:

Use remediation job.

Adapter:  Cisco 108 v

@ Use the same replacement values for all devices in the job.

O Use unique replacement values for each device in the job.

0K | Cancel|
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4. Check “Use remediation job”, select the device adapter, and click [OK].

This is used for linking with Rule Sets.

5. Enter the command you want the template to run.

“snmp public

5 Template ' Replacement Values = Devices S Schedule () Job Approvals Log -] Email Notification

Command

End

) Dot Bt

Job Name:

Create Smart Change Job

‘ snmp public

MNetwork:

‘ Default,laptoppc.servers

Comment:

Use remediation job.

Adapter: Cisco 108

@ Use the same replacement values for all devices in the job.

Y - - . -
) Use unique replacement values for each device in the job.

510

Commands

oK | Cancel|

B @

Replacements
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6. Select the part you want to convert into a variable and click the the L+ button.

Skip this step if you want to execute the command as is without converting it to a variable.

In this case, the community name will be obtained from the config, so we will convert the community
name part into a variable.

Notification

BH & &
Commands Replacements
1 conf t
2  snmp-server community public| RO
3 exit
4 wr

7. Enter the variable “Name” and click [OK].

Add Replacement

Selection:  public

Name communitystrind

Type Text

Use selection as default value

8. Save the settings.

“snmp public

5 Template ' ReplacementValues =] Devices (5 Schedule () Job Approvals Log (-] Email Notification

1 cent:
2 snmp-server communit:

v{ commuhitystring} RO
5 exic
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9. Click the [Compliance] main tab > [Rule Sets] subtab, and click [Create].

9 Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs
- Compliance Policy Rule Sets
g Category: <All> v 57 Create | < Category Desc
% Rule Set Adapter Config Category
105 Interface Auto-Duplex/Speed Cisco 105 /running-config
g 105 Secure Enable Passwords Cisco 105 /running-config
% 10S Telnet Restricted Access Cisco 105 /running-config

105 55H-only Restricted Access Cisco 105 /running-config

105 Disabled Unneeded Services Cisco 105 /running-config

105 Session Idle Timeout Cisco 105 /running-config

105 Aute-Duplex/Speed Cisco 105 /running-config

10. Enter the rule name, select the adapter, and click [OK].

Please select the adapter you selected when creating the Smart Change.

Rule Set

Mame:

community public
Adapter:

Cisco I0S v

Configuration:

{running-config v

Category

<Not set> ~

oK | Cancel,
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11. Click the L* button to add “Match Expression”.

Rule Set - community public

Rule Set - community public

Violation Message: | community public

Match Expression

12.
Change Variable.

13.

name.

“Rule Set - community pu...

Rule Set - community public

sel

Action

In the “Variable” section in the bottom half of the page, specify the community name as the Smart

In the “Match Expression” section in the top half of the page, add ~ before and after the variable

Violation Message: | invalid communty string

Match Expression

Snmp-server community ~commuritystring~ RW

Varisble

commuritysting
O ignore

Case

*Rule Set - community pu...

Rule Set - community public

Violation Message:

Match Expression

& e
g
&%
14. Set the Action to “Violation on match.”
invalid community string selecta
Action
snmp-server community ~communitystring~ RW ‘ Violation if not matched v ‘

Variable Type

513

Stop if not matched

Stop on match
Violation if not matched
Violation on match

Restriction
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15. In the bottom right of the panel, click the [...] button next to “Remediation job” to specify the
Smart Change job to be executed in the event of a violation. Only one job can be specified.

105 Rule Cisco 105 /running-config
[ASA] No consale logging Cisco ASA Jrunning-config
test11 Cisco 105 Jrunning-config
Remediation job
TestRule Cisco 10S /running-config
Juniper Test Juniper ScreenOS fsaved Name Memo
set-active-config Juniper JUNOS /set-active-config snmp public
always violate Cisco 108 Jrunning-config
Test A10 ACOS Jrunning-config
cisco test Cisco 10S Jrunning-config
palaalot Palo Alto Networks /set-running-config.txt
*Rule Set - community pu...
Rule Set - community public
Violation Message: | invalid community string
Match Expression Action
snmp-server community ~communitystring~ RW Violation if not matched
Cancel
ar | A
Variable Type Restriction
communitystring text
[ ignore Case Remediation job:None - | @

16. Save your settings.

& ==y

select a test config

%] x|
Varisble Type Restriction
communitysting o
() tgnore Case Remediaton ob:  snmp public @
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17. Click the [Compliance] main tab > [Compliance Policy] subtab, and click [Create].

Monitors Incidents  Map  MIBs

Dashboards Inventory ~ Changes Jobs  TerminalProxy Search  Compliance
Compliance Policy  Rule Sets
P Create De
~ Devices Covered Devices Violating Violating In Compliance

Compliance Policy

WS aAIPAYL @

18. After entering the “Name”, select the adapter and target configuration file, and click [OK].
Compliance Policy

MName:

Cisco 105 community

Adapter:
Cisco I0S v
Configuration:
w

Irunning-config

oK | Cancel.

19. Click the [ # | button.

nnnnnnnnnnnnnn
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20. Select [Rule Sets] and click [Add].

Add Rule Sets

Category = <All> ~v

|05 Secure Enable Passwords -
105 Interface Auto-Duplex/Speed
IP Logging

3560 Template

SNMP Server Community String
snmp-server-rule

Server Host

IP Permit

IP Permit 2

test regex

ntp test

new test regex

user_password

Hostname rule

interface rule

community public

Cancel

21. Click [Save].

“Compliance Policy - Cisco ..
Compliance Policy - Cisco 10S community

22. Select the compliance policy you created and click [Enable].

Devices  RuleSets  Status

E

(@ Deshbourds | Inventory | Changes | Jobs | TemminalProsy | Search | Compliance | Moritors lncidents | Map | MiBs
—{ Compliance Policy | Rule Sets

=

=

% Compliance Policy ~ Devices Covered Devices Violating Violating
ﬁ @ Cisco 10S community [ 0

173

=

3

Network:

4P Create | Rename | Enable | 3¢ Delete | Device Vi

In Compliance
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25.5.2 Case 2: No access list added to the interface

1. Click [Jobs] main tab > [Job Management] subtab > [New Job] > [Smart Change].

Dashboards  Inventory  Changes  Jobs  TerminalProy  Search  Compliance  Monitors Incidents  Map  MiBs Networc  Windows. ¥ scomeale Logout Settings Help

JobHistory  Job Management

[ v ApprowiiSttus vy v % JobNames-Any v % JobTyper-Any v % @) & 10 Audittog | % ® e % Newdob | [ Fiters
% sacup

Name Type Approval Requester Approval Status. Memo

ansafzpayL @

2. Enter the job name and comment (optional).

Create Smart Change Job

Job Name:

‘ access list

MNetwork:

‘ Default -

Comment:

(] Use remediation job.

@ Use the same replacement values for all devices in the job.

(O Use unique replacement values for each device in the job.

0K | Cancel|
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3. Check “Use remediation jobs”, select the device adapter, and click [OK].

This is used for linking with Rule Sets.

Create Smart Change Job

Job Name:

‘ access list

MNetwork:

‘ Default

Comment:

Use remediation job.

Adapter:  Cisco 108

@ Use the same replacement values for all devices in the job.

O Use unique replacement values for each device in the job.

4. Enter the command you want the template to run.

“accesslist
5 Template ' ReplacementValues = Devices (5 Schedule () Job Approvals Log (] Email Notification

Commands

0K | Cancel|

FIEN)

Roplacements

Prompt:
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5. Select the part you want to convert into a variable and click the -+ button.

Skip this step if you want to execute the command as is without converting it to a variable.

Commands Replacements

i

conf t

>N

interface interfacenumber
3 ip access-group 1 in
4 exit

Prcmpl:‘ 3] EIEARS
6. Enter the variable name and click [OK].

Add Replacement

Selection: interfacenumber

Mame interfacenumber

Type Text ~

Use selection as default value

ok | cancar | {0}

7. Click [Save].

acces st
B8 Tompiste | & Replacement Values | &5 Devicss | @ Schedule | (©) Job Approvals Log | (7] Email Notification B @&
Commands Raplacamants

End

O Don't it
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8. Click the [Compliance] main tab > [Rule Sets] subtab, and click [Create].

Map MIBs

9 Dashboards Inventory Changes Johs Terminal Proxy Search C

| Compliance Policy Rule Sets
g Category: <All> ~ 5P Create | Category
% Rule Set Adapter ‘Config Category
< e il i s -Jj»w e :v ey R
¢ | 105 Interface Auto-Duplex/Speed Cisco 105 /running-cenfig
E IP Legging Cisco 105 Jrunning-config
o (3560 Template Cisco 105 Jrunning-config Cisco
SNMP Server Community String Cisco 10S Jrunning-config
snmp-server-rule Cisco 105 Jrunning-config
Server Host Cisco 10S Jrunning-config

9. After entering the rule name, select the adapter and click [OK].
Select the adapter you selected when creating the Smart Change.

Rule Set

Mame:

ACL interface

Adapter:

Cisco I0S v

Configuration:

Irunning-config v

Category

<Not set> v

oK | cancel|

10. In the Editor at the bottom of the page, click the [General] tab, and select “Apply to Blocks”.

=
“Rule Set - ACLinterface

Rule Set - ACL interface ]
Description: Cstegory: <Not set> v

General  Rules

0 Restric the visibilty of this rule set to the fllowing networks
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11. Specify the block to which the rule applies using “Start” and “End”.

12. In the “Variable” section in the bottom half of the Editor, specify the interface number as the
Smart Change Variable.

In the “Start” field at the top of the page, add ~ before and after the variable name.

“Rule Set - ACL interface

nnnnn

£

521 Copyright © 2025 Logic Vein, Inc.



13. Doubleclick the added variable and add a text filter.

In this example, the GigabitEthernet interface is targeted, so “Gigabit Ethernet” is specified.

=] General | Rules

Rule Variable

OK | Cancel

Remediation jobiNone.

& s e

Ex|¢]
= P—

15. In the bottom right of the panel, click the “Remediation job” [...] button, and specify the Smart
Change job to be executed in the event of a violation. Only one job can be specified.

“Rule Set - ACL interface
Rule Set - ACL interface
vi sage: o

= General  Rule:

Lo | cance|
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16. Save your settings.

“Rule Set - ACL interface
General | Rules

Rule Set - ACL interface

e

select a test config

Violation i not matched

| x| 0]
Restricton
Gabittthermate

& .

17. Go to [Compliance] > [Compliance Policy] and click [Create].

Ne

Dashboards Inventory ~ Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs

Compliance Policy  Rule Sets
4 Create X D

Compliance Policy ~ Devices Covered Devices Violating Violating In Compliance

ansakzpaiyL @
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18. After entering the “Name”, select the “Adapter” and “Configuration” target file, and click [OK].

MName:

Compliance Policy

Cisco 105 ACL

Adapter:

Cisco I0OS
Configuration:

Irunning-config

19. Click the [ # | button.

0K | Cancel|
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20. Add a Rule Set.

Add Rule Sets
Category <All> v
105 Interface Auto-Duplex/Speed -
IP Logging
C3560 Template

SNMP Server Community String
snmp-server-rule
Server Host

IP Permit

IP Permit 2

test regex

ntp test

new test regex
user_password
Hostname rule
interface rule
community public

ACL interface

Add | Cancel|

21. Click [Save].

~Compliance Polcy - Giso .. B
i =] Devices | Rulesets | status

22. Select the compliance policy you created and click [Enable].

Dashboards  Inventory ~ Changes Jobs TerminalProxy Search  Compliance ~ Monitors Incidents Map  MIBs Nety

—| Compliance Policy | Rule Sets

g P Create Rﬂuma‘ (nable‘ xDelau‘ De
r?-n Compliance Policy ~ Devices Covered Devices Violating Violating In Compliance

< @ CiscolosACL o 0

[

73

=

£
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SECTION 26

CHANGE ADVISOR

Change Advisor analyzes current/specified configurations and outputs any changes in configuration. It
generates necessary CLI commands for configuration changes, allows command review/editing before

execution, and logs execution results in job history.
Change Advisor is not available on some devices.
To start Change Advisor:
1. Doubleclick the device in the device view.
2. Select a configuration from configuration history or draft.

3. Click the ® button.

‘ 2l
General  Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN = Memo

Last Backup: 2024/06/06 23:04 (Duration: 10s) gdﬂﬂﬁ E

Snapshot Config Timestamp size User &
2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
Serial#:  9VOINVIMGOX Jstartup-config 2024/05/26 23:03 2074 n/a
Device Type: Router 2024/05/23 23:03 /running-config 2024/05/23 23:03 2071 n/a
Jstartup-config 2024/05/23 23:03 2081 n/a
2024/05/16 23:04 /running-config 2024/05/16 23:04 2174 n/a

4. Change Advisor starts and presents commands in the lower panel.
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Current: /running-config (2024/06/03 23:04) /running-config (2024/06/01 23:03)

1|version 15.4 1 version 15.4

2 service timestamps debug datetime msec 2 service timestamps debug datetime msec
3 service timestamps log datetime msec 3 service timestamps log datetime msec

4 no platform punt-keepalive disable-kernel-core 4 no platform punt-keepalive disable-kernel-core
5 platform console virtual 5 platform console virtual

61 6!

7 hostname tech 7 hostname shibata

81 8!

9 boot-start-marker 9 boot-start-marker

10 boot-end-marker 10 boot-end-marker

111 111

121 121

13 enable secret 5 $1$CJ4w$JIqpqf3dnt/9oC8gR2MEAEL 13 enable secret 5 $1$CJ4w$Iqpqf3dnt/9oC8gR2MEEL
14 enable password 1vi 14 enable password lvi

15 1 151

16 no aaa new-model 16 no aaa new-model

17 1 17 1

18 1 181

19 1 191

201 201

211 21

221 221

231 231

24 24

25 25

261 261

271 v 271

Recommended commands:

configure terminal
no hostname tech
hostname shibata
exit
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26.1 Execute Commands Using Change Advisor

Commands output by Change Advisor can be executed on the device. Double check the command you
want to run before executing the suggested command. If an incorrect command is antered, you can
directly edit the output command.

Recommended commands:

configure terminal
no hostname tech
hostname shibata
exit

To proceed, click [Run], then [Yes].

G ] ]

Confirm Tool Execution
ii This tool will change a device. Do you want to continue?
() Don't show this dialog again

You can check the result after executing the command. Change Advisor execution results and history
are also displayed in the job history.

tech - 10.0.0.124 Change Advisor
Change Advisor (2024/06/10 09:20)

Hostname 1P Address Network Duration (seconds)
v tech 1000124 Default 1

TFTP is the primary communication protocol for Configuration Restore and Draft Configuration
upload. Therefore, restore and upload functionality is not available on devices that do not im-
plement TFTP. However, the Change Advisor function can be used by most models as long as
CLI login (telnet/SSH) is supported. Therefore, you can use the Change Advisor function as a
substitute even in environments where uploading is not possible.
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SECTION 27

JOBS

Jobs are automated workflows that execute network operations and complex workflows across the

ThirdEye platform while maintaining audit histories.
Jobs put the following into operation:

* Rules (individual compliance checks)
* Rulesets (grouped policies)
» Playbooks (visual automation sequences)

27.1 Create A Job

The general flow of creating a job remains the same regardless of the type of job:

1. Click the [Jobs] main tab.
2. Click the [Job Management] subtab.
3. Click the %newsob| button.

4. Enter a job name and select the functions you want to use.

5. Enter the required parameters.
6. Select the target device.
7. Enter the job trigger.

Example

Below, we will create a job as an example, and explain the steps screen by screen.

1. In the [Jobs] main tab, click [New Job] > [Tool].

Dashboards  Inventory  Changes  Jobs Terminal Proxy  Search ~ Compliance ~ Monitors Incidents Map  MIBs
Job History  Job Management

[] v Approval Status: -Any- ~ *  Job Name: -Any- * % JobType: -Any-* % @ &

Name Type Approval Requester
» 3E toios push Tool
9 add SNMP string2 Smart Change

ansafzpaylL @

@ auto dis Discovery

529

0. AuditLog | %

Approval Status

Network:  Default v scorreale Logout Settings Help

(]

$ smart Change

Copyright © 2025 LogicVein, Inc.



2. In the [Create Tool Job] window, enter a job name and/or function:
3. Select a Network.

4. Add comments section that will be easy for others to understand later.
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5. Select a Tool.

6. For this example, click [Change Enable Password].
Create Tool Job

Job Name:

enable password

Network:

Default -

Comment:

Tool:

Change Enable Password v

oK ‘ Cancel ‘I

7. Inthe [*enable password] window, click the [Input Parameters] tab.

8. Enter the password string to be changed in the password field.

“enable password
Input Parameters  Devices  Schedule  Job ApprovalsLog  Email Notification =]

User Data

New Password

Verify credentials after change is executed

9. In the [*enable password] window, click the [Devices] tab.
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10. Check one of the following to select the device on which you want to run the job:

* “All devices”
* “Search”

o “Static list”
All Devices

This applies to all registered devices.

*enable password

Input Parameters Devices Schedule Job Approvals Log

@ All Devices O Search () Static list

Search

Devices that match the search criteria will be targeted.

Email Notification

The search is performed when the job is executed. it does not only target devices that are dis-

played in the search results. If a device matching the search conditions is added after job creation,

that device will also be targeted.

“enable password

Input Parameters  Devices  Schedule Email Notification

@ search O Static list

Job Approvals Log

O All Devices

Vendor/Model/0S: Cisco % Add Criteria ~

= IPAddress Hostname Network Adapter HW Vendor Model Device Type S Version Seriali

<) 10.00.101 R2 Default Cisco 108 cisco CSR1000V Router 15.4(1)34 9AUDOIIHDK)

2 1000112 uetsu Default Cisco10S cisco CSR1000V Router 15.4(1)54 9OXPSHSSIGT

@ 1000121 CR3-A Default Cisco 10S Cisco CRS-4/S Router 43.1 SMAT125020L

=) 1000124 bbbbb Default Cisco 108 cisco CSR1000V Router 15.4(1)54 VOINVIMGOX
1000126 test Default Cisco 105 cisco CSR1000V. Router 154(1)54 9EOUQZIVKIE

@ 1000128 A Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9J4PBTISEIN

532

Backup Durat...
535
505
is
515
145
s

End Of Sale

2014/08/15

Cy

Networks: Default

End Of Life Software End ...

2019/06/17

Software End ...  Traits Violation

2024/06/30

PECE Node test is i

2021/08/31

https  icmp
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Static li

In the static list, you can add the devices selected in the Editor’s [Devices] tab, and the added devices

will be targeted.

=) Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network:  Default
5! E 0s: Cisco ~ Window: inactive ~ Add Criteria ~ | &) 6| < Device =3 Inventory @ Tools
S’ = IPAddress  ~ Hostname Network Adapter HW Vendor Model Device Type 0S Version Serial#f Backup Durat... End Of Sale End Of Life Software End ...  Software End ...
% <) 1000.101 R2 Defauit Cisco 10S Cisco CSR1000V Router 15.4(1)54 9AUDO9IHDK) 535 2019/06/17 2024/06/30
S =i 0012 uetsu Default Cisco 10S Cisco CSR1000V. Router 15.4(1)54 90XPSHSSIGT 505
g“ w 10.0.0.121 CR3-A Default Cisco 10S Cisco CRS-4/S Router 431 SMA1125020L 1s 2014/08/15 2021/08/31
3 = 10.0.0.124 bbbbb Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4 9VOINVIMGOX 51s
1000.126 test Default Cisco 10S Cisco CSR1000V. Router 15.4(1)54 9EOUQZIVKIE  14s
‘v 10.0.0.128 A Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)54 9J4P873SEIN 4s
© 1000.149 csr1000v_inspect... Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4 9YP7N6UVP3M 9s 2019/06/17 2024/06/30
=4 10.0.0.153 test0322 Default Cisco 10S Cisco CSR1000V Router 15.4(1)S4 9AOHFGQYZF6 9s
“" 10.0.0.223 CSR1000V Default Cisco 10S Cisco CSR1000V/ Router 17.35 9MTTHUSFGVS 4s
Nexus5548 Default Cisco Nexus Cisco Nexus5548 Switch T14)N1(1) SS1143708V7 15s 2015/09/26 2020/09/30
10.0.0.249 Ivicisoc2960s Default Cisco 10S Cisco WS-C2960S-24T... Switch 15.2(2)E FOC1721W1SR s 2015/11/06 2020/11/30
@ 1000250 Test 20231214 Default Cisco 10S Cisco CISCO1921/K9  Router 1543)MS FGLIS082638 2 2018/09/29 2023/09/30
lrmoeces o S E— P, o rer . Demo R e

C 4 1-84ofzs b
= =1
“enable password

Input Parameters  Devices  Schedule  Job ApprovalsLog  Email Notification

O All Devices O Search @ Static list Networks: Default
1P Address -~ Hostname Network
1000112 uetsu Default
10.0.0.121 CR3-A Default
10.0.0.124 bbbbb Default
10.00.126 test Default

Finally, add the trigger:
11. In the [*enable password] window, click the [Schedule] tab.

12. Add new triggers using the [+ button.

*enable password

Input Parameters Devices Schedule Job Approvals Log Email Notification

Trigger Next Fire Time(GMT-5)
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13. Set the date and repeat frequency.

14. When you have finished entering all information, click the [Save] button.

Trigger

Name: ‘ schedule

@® Once O Daily O Weekly O Monthly (O Cron

| | =
‘4 ﬂ‘ 19 ~ 2024/03/12 o

Timezone: (GMT-06:00) Central Time v

Filter:

<No Filter> v

Save | Cancel |

Item Explanation
name Trigger name
time Time and date to run the job
Schedule Select from the following 5 types of execution schedules:
- Once: Execute only once at the date and time set in the time.
- Daily: Execute every n days (starting from the Ist of the month)
- Weekly: Execute on a specific day of the week
- Monthly: Execute every specified month
- Cron: Run at the specified date and time in cron format
time zone Time zone
filter Select the registered schedule filter in “Filter Settings”. Timings that

match this filter will be removed from the trigger.
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15. Finally, at the top right of the status panel, remember to press the [E button to save your job
settings. Unsaved changes will still exist.
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27.2 Approval Function

The approval function is a function that allows a job created or edited by an applicant to be executed
when an approver such as a superior approves the job. Jobs that do not have approval will not be able to
run. By using this function, you can achieve secure operations such as preventing erroneous operations
and strengthening compliance.

This approval function is only valid for jobs that change the settings of network devices.

Approval process
1. The applicant creates/edits a job and makes an approval request.
2. The person in charge of approval checks the relevant job request in the [Job Approval Log].

3. The person in charge of approvals selects [Approval], [Reject], or [Comment] from the confir-
mation screen, and contacts the applicant.

4. After clicking [Approval], the applicant can execute the corresponding job.
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27.3 Approval Function Permissions
You can register approvers with configured permissions to approve jobs.
1. Click [Settings].
2. Click [Permissions]
3. Specify the desired permissions and permission details.
4. Click [OK].

The authority related to the approval function consists of the following two authority contents:

Permission Explanation
Permission to approve a tool job Authority to approve jobs that have been requested for
execution. approval (approval request).

When setting the approver’s authority, ensure that “Permission to approve a tool job execution” is
checked.

Server Settings

Data Retention Administrator Add a role:

System Backup operator &

Mail Server approver

SNMP Traps
Users
Roles
External Authentication

X
Custom Device Fields

Memo Templates Permission to run a tool.

Launchers 2 Permission to create/t pdate/delete a tool job

Smart Bridges Permission to approve a tool job execution.

Networks Permission to run a tool job without approval.

Network Servers Permission to run a Smart Change job.

Syslog Permission to create/update/delete a Smart Change job.
Software Update Permission to run a tool which changes a device configuration.
Web Proxy (1) permission to run a report.

Change Approvals
Cisco API Select All ‘ Select None

Device Label

SNMPv3 User -

OK Cancel
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Permission Explanation
Permission to run a tool job without Authority to execute a job without requesting approval.
approval.

When setting the applicant’s authority, ensure that “Permission to run a tool” is unchecked.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add a role:

operator .
approver

requester

%

() Permission to run a device discovery job.

() Permission to run a Populate End Of Sale job.

() Permission to run a tool.

Select All Select None

Nk Canra
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27.4 Job Approval Requests

1. Click [Jobs] > [Job History] > [Job Approval Logs].

2. Enter a message in the “Comments” field.

3. Click [Request Approval].

4. When the application is completed, “Requested” is displayed in the [Approval Status] column.

e Dashboards Inventory Changes  Jobs Terminal Proxy Search Compliance Monitors | Incidents MIBs Networke  Default ¥ admin Logout Settings Help
- Job History Job Management
g‘- [&] + add criteria ~ g E 1, Audit Log ‘ﬁ,Opeann| ® Delele| P ‘Rename| H‘jcﬂw‘ (& Run Nﬂw| %% New Job | [T Fiters
% Name Type Approval Requester Approval Status Memo
g fk. Smart change job Smart Change admin
g
&
Job Approval Status Explanation
Not Requested Job approval request is not set.
Requested Job execution approval is requested.
Approved Job execution is approved.
Rejected Job approval request has been rejected.
Closed Job is closed. This status is set when:
1. Job is executed
2. Closed by administrator/job
requester
If you want to execute a closed job, you
will need to request approval again.
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27.5 Approving Requests
1. Click [Jobs] > [Job Management].
2. Open the job that has been requested for approval.

You can use the [Job Execution Approval Status] button to filter the jobs.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

— Job History  Job Management

g L::‘J ¥ Approval Status: Approved ¥ Job Name: -Any- ™ Job Type: -Any- ™ & © 0, Audit Log | %4 Ope
% Nar g -Any- Type Approval Requester Approval Status

‘é 3) Net Requesied Smart Change admin Approved

7 Approved

E- D Rejected

> D Closed

D Not Requested

d 1101 b

*enable password NetFlow
25 Template :‘ Replacement Values 5 Devices 'fE Schedule Job Approvals Log 7] Email Notification

Latest Log

admin approved request at 2022/08/29 21:31

approved once again

admin requested approval at 2022/08/29 21:31

need approval

3. Check the job details and open the [Job Approval Log] tab.

4. Enter your message in the message field and click [Approve], [Reject], or [Comment].

27.6 Check Pre-Approval Record

1. Click [Jobs] > [Job History].

2. Select the target job, and click [Job Approval Log] to check the record (messages) up to approval.

The [Job Approval Log] button is enabled only for jobs executed after approval.

27.7 Approval Notifications

When a job is applied for, executed, or completed, notifications can be sent via SNMP trap or email to

the relevant job user.
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27.8 SNMP Trap Notifications
In the Global Menu, click [Server Settings] > [SNMP Traps].

A trap is sent when a job is requested/executed/approved/rejected/closed.

Server Settings
Data Retention Send traps when...
device configuration changes are detected

System Backup
devices are added and deleted

Mail Server a backup fails

SNMP Traps () a job completes with errors

Users (] the compliance status of a device changes
Roles ((] the status of bridge changes

(1) an audit event occurs
a change approval action occurs
Custom Device Fields (] an email failure

External Authentication

Lt BT IR glEE Trap forwarding:

Launchers (0 Forward all received traps

Smart Bridges

Networks Trap receivers:
Network Servers Community Host Port Version
Syslog public 10.0.0.93 162 2c

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User S w | 2 K
(0] 4 Cancel
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27.9 Email Notifications

In the Global Menu, click[Server Settings] > [Mail Server].

An email will be sent when a job is requested/submitted/approved/rejected/closed.

In order to send email, you need to configure the email server in advance.

Data Retention

System Backup

Server Settings

SMTP Host:

‘ _protection.outlook.com

Mail Server From Email Address:
SNMP Traps ‘ support3eye@Ivi.co.jp
Users

From Name:
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

‘ support3eye

(J server requires authentication
() Use secure smtp
Automatically upgrade STARTTLS negotiation

Mail server username:

Mail server password:

Default email language B

Default email time zone =~ (GMT+09:00) Tokyo

v Test

OK ‘ Cancel‘

Additionally, if there is a job approval request, a banner like the one below will be displayed at the top

of the screen.

There are job execution approval requests

Dashboards Inventor, Changes Jobs Terminal Pro; Search Compliance Monitors Incidents Ma MIBs
y 9 1 P P

— Job History Job Management

[

5 |5] ¥ Name: -Any- ¥ ¥ User: -Any- ¥ ¥  Session Date: -Any- ¥ *  IP Address: -Any- ¥ *  Job Type: -Any- ~ ¥  Add Criteria ~ & ©

% Name Network Type Start Time EndT

E © Ping Default Tool 2024/03/12 03:29 2024/

g-‘ © Ping Default Tool 2024/03/12 03:28 2024/
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27.10 Change Required Approvals Number

You can specify the number of approvals required before a job created or edited by an applicant can be
executed.

In the Global Menu, click [Settings] > [Change Approvals]. The configurable range is 1 to 3.

Server Settings g
2(
System Backup “ Minimum required approval count: ’175 5
Mail Server
SNMP Traps i E
Users b,
Roles b
External Authentication b
Custom Device Fields ’ ;
Memo Templates T
Launchers .
Smart Bridges 0
Networks 0¢
Network Servers 0
Syslog 9;
Software Update 9;
Web Proxy 9
Change Approvals 9(
| Cisco API 8:
Device Label s:
SNMPv3 User 3 (
Agent-D 3 (

i :
0K ‘ Cancel‘ |
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27.11 Check Past Job History

Click the [Jobs] > [Job History] tabs to view the jobs that have been executed. Doubleclick on a
published report to view the job type:

* Report

* Discover

* Neighbor

* Backup

* Agent-D

* Tool

 Information such as “when”, “who”, and “what was done”

[Column list]

Item Explanation

Name Displays the name of the job.

Network Displays the name of the network.

Type Displays the job type.

Start Time Displays the start date and time when the job was
executed.

End Time Displays the completion date and time when the

job was completed.

User Displays the name of the user who executed the
job.

544 Copyright © 2025 Logic Vein, Inc.



27.12 Delete Job

1. Click the [Jobs] > [Job Management] tabs.

Job HistoryJob Management
(] v Approval Status: Requested ~ % Add Criteria ~| @ © |

Name e  Approval Requester Approval Status

nable password Tool scorreale Requested

2. Select the job you want to delete, and click [Delete].

3. Click [Yes] on the confirmation screen.

Delete?

£, Audit Log | % OpenJob | 3 Delete | " Rename | ) Copy | ) Run Now | % New Job | [ 7! itters

Memo

Are you sure you want to delete the selected job?

0K ‘ Cancel|

The selected job will be deleted from the job management list.
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SECTION 28

REPORTS

ThirdEye provides a variety of customizable reports that can be run on-demand as well as with sched-

ules.

Reports support export in multiple formats (PDF, HTML, Excel, CSV), and can be scheduled for auto-
mated email delivery.

10.0.0.10

10.0.021 DESKTOP-68T1lIE.info.lvi.cojp
10.0.0.34 Report Format Selection
10.0.0.40

10.00.66 TestAlOLicense select format: | HyperText Markup Language {.html) ~
100067 HyperText Markup Language (.html)
10.00.75

10.0.0.76 Adobe Portable Document Format (.pdf) ﬂ
10.0.077 Comma Separated Values (.csv)
10.0.0.79 gnei6627lb

Microsoft Excel (_xIsx)
10.0.0.81

10.0.082
10.0.083

28.1 Monitor Health Report

Supported Output Formats: Excel and CSV (comma separated values)

The monitor health report allows you to easily confirm that the ThirdEye monitoring systems are func-
tioning properly. The report will take a device selection and show a single status row for each monitor
associated with each device. Only “polling” monitors will be included.

A B G D E F G H 1
2 OK [10.0.0.206 intra.lvi.co.jp Default ICMP Ping Default 30 2025-10-27 13:36:49.003
3 OK 10.0.0.222 PA-VM Default ICMP Ping Default 30 2025-10-27 13:36:56.020
4 OK 10.0.0.225 A10vThunder |Default ICMP Ping Default 30 2025-10-27 13:36:37.066
5 OK 10.0.0.227 aaaa Default ICMP Ping Default 30 2025-10-27 13:36:40.057
6 OK 10.0.0.229 Ivi.infoblox.local |Default ICMP Ping Default 30 2025-10-27 13:36:39.025
7 OK 192.168.0.254 |lvi-gw-I3 Default Interface Stats (HighSpeed) [<None> 60 2025-10-27 13:36:58.081
8

This report works by checking if there is any data saved within the last polling period for the device.
For example, an ICMP monitor with a polling period of 30 seconds is expected to have at least some
data persisted every 30 seconds. For the purposes of this report, a “No Response” data point is still
considered sufficient to be considered healthy. The purpose of this report is not to determine the health
of the devices themselves, but rather that the ThirdEye monitoring sub-systems are running properly.

546 Copyright © 2025 LogicVein, Inc.



Data for push monitors like SNMP Trap and Agent-D syslog are not included. These monitors do not
run on any regular schedule so the logic used by this report to determine health of the monitor is not
applicable.

If there are no devices found based on the search criteria or if there are no applicable monitors in any

of the selected devices, the report will be empty. In the case of an empty report, no email will be sent.

28.1.1 Columns
The following columns are included in the output of the Monitor Health Report:

Status
The health of the Monitor

Paused

The Monitor associated with the device is in the manual Paused state.
Maintenance Window

A Maintenance Window is active for this device, so no data is being collected.
Never

No data has ever been captured for this monitor.
Delayed

There appears to be a delay or the monitoring is not running normally.
OK Monitoring is running normally.

IP Address
The IP Address of the monitored device.

Managed Network
The Managed Network that the monitored device is in.

Monitor
The name of the Monitor

Monitor Set
The name of the Monitor Set that this Monitor is a member of (or <None> if it is not in a
Monitor Set)

Period

The time in seconds that this Monitor is configured to collect data.

Delay
In the case that the Monitor is not OK , this column will show the amount of seconds since the
last collection attempt.

Last Captured
The last time that Monitor executed. This includes both successful and unsuccessful collection
attempts.
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SECTION 29

SMART CHANGE

Smart Change is LogicVein’s template-based automation solution for network device management that

eliminates repetitive manual configuration.
With Smart Change you can:

* Creates reusable command templates with variables

 Perform batch execution with different values per device in single job
* Integrate Excel for bulk value imports/exports

» Customize execution parameters through template interface

For example, if you want to change the password of a device, but you want to set a different password

for each device, you will need to run a job for each device in the command runner.

However, by using Smart Change, you can change passwords into variables and assign different values
to each device, allowing you to set different passwords in one job.

29.1 Create a Smart Change Job

1. Click the [Jobs] main tab > [Job Management] subtab > [New Job] > [Smart Change].

Dashbosrds Inventory | Changes  Jobs | TerminalProsy  Search | Complance  Monitors Incdents  Map | MiBs Nework  <All> v scomesle Logout Settings Help

JobType: Any- vk @] 6 % AuditLog | A a
Type Approval Requester Approval Satus Memo

Report
Report

bretw Rejected
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2. Enter the job name and comment, select the function, and click [OK].

pag—

Create Smart Change Job

Jlob Name:

| Cisco enable

Metwork:

| Default,Osaka DC2, Tokye DC1,Utah DC

Comment:

C] Use remediation job.

(O Use the same replacement values for all devices in the job.

{® Use unique replacement values for each device in the job.

oK | Cancel.

Item Explanation

Job name Enter the name of the Smart
Change job.

Comment Enter a comment (description)

Use remediation job

Use the same replacement values for all devices in the job / Use
unique replacement values for each device in the job

for the Smart Change job.

Select whether to use Smart
Change jobs as repair jobs.

If selected, additionally select

an adapter.

Choose one. When executing a
command, you can choose
whether to execute it with the
same value in the variable or

with a different value.
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3. In the template, enter the base command.

“Cisco ensble
5 Template " ReplacementValues & Devices (4 Schedule Job Approvals Log [~ Email Notification @

Commands Replacements

o]

4. Select the part you want to change as an alternative value, click the L button.

ail Notification (-1 ]
Commands Replacements

1 config t

2  enable password password
3 exit

4 write mem

Prompt: E ﬂ L4
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5. Enter a name for the alternative value and select a type.

Selection:

Name

Type

Add Replacement

password

newpassword

Text

Use selection as default value

ok |

n
Cancel

Item Explanation

Text Any text

IP address IP address. If a value other than the correct IPv4 or IPv6 format
is entered, an error will be reported.

Hostname Hostname

IP address or hostname

Choice

Condition selection

IP address or host name

When entering an alternative value,

you will be able to select it

from a drop-down list. It is safe because only the preset values

will be entered.

Provide a checkbox to enable or disable it. For devices marked

as disabled, the alternative value is an empty string.

Variable parts are displayed in yellow.

2 enable password {newpassword}
exit
4 write menl

Commands
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Add the device you want to run in the [Inventory] main tab Editor at the bottom of the window.

Doty trvectory |CieroeslitorplTorpionl oo e

=
= = IPAddress Hostname
% 1000250 1921CiscoRouter
‘g <1 1000250 1921CiscoRouter
@ @ 1000223 1234
% @ oo aaa
@ 192168161 €9800-WLC
© 1000249 Ciscol-Alntralvicojp
© 1000155 cisco155
© 1000156 cisco156
© 1000157 ciscol57
© 1000158 cisco158
© 1000161 ciscol61
© 1000162 ciscol62
© 1000163 cisco163
© 1000164 ciscol6d
© 1000165 cisco165
© 1000193 CiscolSEVM
© 1000241 CSR1000v241
C 4 1-:of2 P

o enable

5 Template ' Replacement Values 5 Devices
1P Address

1000.128

192.168.1.61

Add selected from device view search

arch  Compliance

=l L] ¥ Vendor/Model/OS: Cisco - Add Criteria ¥ g ﬂ

~ Network

Tokyo DC1

Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default

B, Schedule

Monitors

Adapter
Cisco 105
Cisco 105
Cisco 10S
Cisco 10S
Cisco 105
Cisco 105
Cisco 105
Cisco 10S
Cisco 10S
Cisco 10S
Ciseo 10S
Cisco 10S
Cisco 105
Cisco 105
Cisco 105
Cisco ISE
Cisco 105

Incidents  Map = MIBs

HW Vendor

Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

Job Approvals Log  [*/] Email Notification

~ Hostname
aaa

C9800-WLC

O Use the same replacement values for all devices in the job. ® Use unique replacement values for each device in the iob.

6. Click the Editor’s [Replacement Values] tab and enter the values.

*Cisco enable

52 Template " Replacement Values

IP Address 4 Hostname
10.0.0.128 aaa
192.168.1.61 CS800-WLC

Model
CISCO1921/K9
CISCO1921/K9
CSR1000V
CSR1000V
€9800-L-C-K9
catz9niStack
ciscoCSR1000v
CSR1000V
CSR1000V
CSR1000V
CSR1000V
CSR1000V
CSR1000V
CSR1000V
CSR1000V
ciscolseVmK3

CSR1000V

Job Approvals Log

Device Type 0S Version
Router 15.43)M5
Router 15.43)M5
Router 1735
Router 15.4(1)54
Wireless Controller 16.124a
Switch 152
Router 15.4(1)54
Router 15.4(1)54
Router 15.4(1)54
Router 15.4(1)54
Router 15.4(1)54
Router 15.4(1)54
Router 15.4(1)54
Router 15.4(1)54
Router 1735

[~~] Email Notification

Serialt
FGL15082638
FGL15082638
IMTTHUSFGVS.
9J4PBT3SEIN
FCL245100KU
FOC1721W1SR

9WISFRHUOS9
9CTMSLOVDAS
9HBTHSOTYEX
9W3FWU98YQD
9PBMWOQGSSD
902BEAIWQHS
9EAVHI554UT
95NXXGSYIKM

9RZGBSSUNKA

Network
Default
Default

=1 Devices ".EJ Schedule
Network newpassword | password(1
Default
Default

Alternative data can be can be imported/exported via Excel file using the = (export) or [/ (import)

buttons.
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7. On the Editor’s [Schedule] tab, click the -+ button in the lower lefthand corner of the window to
add Triggers.

*Cisco enable

5 Template L Replacement Values =1 Devices @) Schedule O Job Approvals Log [*7] Emaiil Notification

Trigger Next Fire Time(GMT-5)

Trigger

Name: | schedule
@once Obpaily Oweekly O Monthly O Cron

9 ﬁ 55 ﬁ 2024/06/10 =

Timezone: (GMT-06:00) Central Time v

Filter: <No Filter> v

save | Cance
£y

8. Click the lEl button to save the job.

~Gisco enabie =
85 Template 3 Replacement Values | 53 Devices | () Schedule | () Job Approvals Log | (<) Emal Notifiat

Commands Replacements
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SECTION 30

PLAYBOOKS

Playbooks are visual automation workflows that orchestrate complex network operations through con-
ditional logic and multi-step processes. They combine device commands, data analysis, and decision

nodes to create intelligent automation sequences. With Playbooks you can:

» Execute corrective configurations based on real-time device outputs
* Trigger alerts/notifications when specific conditions are detected

* Initialize backup processes before making critical changes

Playbooks are composed of interconnected Nodes. Each Node performs a specific network operation

task, with connections defining the execution flow path.

30.1 Add New Playbook

1. Click on the [Playbook] main tab.

2. Click on the ™ button.
e Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors  Incidents  Map MIBs Network: ~ <AlI> Vs

5 Import / x History

EH ~

0L
2
&

3
&

2] ¥ Type: -Any- - Name: -Any- - Author: -Any- - Lalik>)
Status: -Any-

Name: -Any-

Add Criteria ¥ | &

aunsakgpaiy

3. In the [Add New Playbook] popup window, enter the “Name” of the job, and a corresponding

“Description”.

4. Click [OK].
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Add New Playbook

Name:

Job - Show Version
Network:
Default

Description:

show version for devicesl ‘

Category:
--None - v

555 Copyright © 2025 LogicVein, Inc.



The new Playbook will be visible in the Playbook Field.
Playbooks O & |Import | 48 Add | 7 = History
\_‘;BI‘J ¥ Type: -Any- ¥ ¥ Name: -Any- ¥ *  Author: -Any- v x gﬂ ‘_IB\J -

Status: -Any- v %
Job - Show Version

. . Name: namae v x
show version for devices
Default,_Osaka DC2, Tokyo DC1,... Add Criteria v | ) ©

Sort By: Started ~
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30.2 Create Playbook

To create a Playbook:
1. Click on the [Playbook] main tab.
2. Doubleclick your new Playbook.
The [Node] panel will appear on the right side of the screen.

3. Click and hold a Node from the [Node] panel on the right side of the window, and drag it to the
Playbook Field.

30.3 Nodes

Nodes are individual components that perform specific tasks, such as device communication, data pro-
cessing, or conditional logic. They can be visually connected to create complex operational sequences
called Playbooks.

Once a Node is in the Playbook Field, click the = button in the top right corner of the node to change
the descriptive Alias of the Node.

Unsaved Job - Show Version

@ Device Search Humble_Glacier

device ®

Device Selection

\ J’

Enter new alias

This alias will be used in the notifications

Select Devices
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30.3.1 Node List

The [Node] panel is on the right side of the screen. These are the different options to configure a job to

run.

Node Option Explanation

And Only proceed after both inputs have received a signal
Backup Device Run a device backup

Chat App (Webhook) Webhook to send messages to either

Compliance Remediation

Merge by Device
Device Search
Email

Incident

Load Configuration
Memo
Raise Compliance Violation

Regex Match

Rule Set
Run Code
Run Code with Automatic Retry

Schedule
Set Variables

Sleep

SSH Exec
To CSV
To Json

Upload File

Teams/Slack/Mattermost/Webex/Line/PagerDuty

Get information from a Compliance Rule Set
configured to run this playbook

Combine to a single output per device
Search for devices in the inventory to be acted upon
Send an email with tabular data

Get information from an alert policy configured to run
this Playbook

Set Adapter and Configuration
Save a note
Set severity of Violations, and add error message

Execute a regular expression against the output of a
node

Run a Rule Set against the output of a node
Run a block of code on your devices

Run a block of code on your devices a number of times

or until it is successful
Set or update variables before forwarding input
Schedule this playbook to run automatically

Delay for a number of milliseconds before forwarding
input

Execute a command on remote SSH host
Serialize data to CSV string
Serialize data to JSON string

Send a file to your devices
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30.3.2 Node Types by Position

Nodes are classified into “Start”, “Middle”, and “Terminal” based on their input/output terminals:

Start Nodes (Initiate processes)

Device Search: Selects devices from inventory
Compliance Remediation: Triggers on policy violations
Incident: Starts with alert policy triggers

Schedule: Time-based activation

Middle Nodes (Process data/decisions)

And Gate: Requires multiple input conditions

Regex Match: Filters text outputs

Run Code: Executes Python/JS scripts

Run Code With Automatic Retry: Run a block of code on your device a number of times or
until it is successful

Ruleset: Run a ruleset against the output of a node

Set variables: Set or update variables before forwarding input

Merge by Device: Combines device data streams

Sleep: Adds timed delays (1s-24h)

SSH Exec: Runs CLI commands

Load Configuration: Device configuration deployment mechanism. It is often followed by
verification nodes

Backup Device: Run a device backup Set Variables

To CSV: Serialize data to CSV string

To Json: Serialize data to JSON string

Upload File: Send a file to your devices

Terminal Nodes (Final outputs)

Email Notification: Sends SMTP alerts
Chat Webhook: Posts to Teams/Slack

Raise Compliance Violation: Sends Compliance Violation notifications
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Note

There have been recent changes to the Nodes side panel:

* The icon for the [Regex Match], Node has been updated:

Regex Match
Execute a regular expression against the
output of a node.

* A new node, [Merge by Device], has been added:

- Merge by Device
Combine to a single output per device.

* A new node, [Load Configuration], has been added:

Load Configuration
Load a configuration file for the device
from a previous backup.
* A new node, [Raise Compliance Violation], has been added:
Raise Compliance Violation
Create a compliance violation on an input

device.
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Nodes

®

And
Only proceed after both inputs have
received a signal.

Backup Device
Run a device backup.

&

Chat App (Webhook)
Send basic results to a chat app via
webhook.

Compliance Remediation
Get information from a Compliance RuleSet
configured to run this Playbook.

——1 Merge by Device
Combine to a single output per device.

Device Search
Search for a number devices in the
inventory to be acted upon.

Email
Send an email with tabular data to
someone.

" Incident

Get information from an alert policy
configured to run this Playbook.

Raise Compliance Violation
Create a compliance violation on an input

device.

Load Configuration
Load a configuration file for the device
from a previous backup.

Memo
Save a note.

Of*

N\
\.\
v

8 B @

& €

BB E

561

This is the full list of current nodes. More will be added in future releases.

Regex Match
Execute a regular expression against the
output of a node.

Ruleset
Run a ruleset against the output of a
node.

Run Code
Run a block of code on your devices.

Run Code With Automatic Retry
Run a block of code on your devices a
number of times or until it's successful.

Schedule
Schedule this Playbook to run
automatically.

Set Variables
Set or update variables before
forwarding input.

Sleep
Delay for a number of milliseconds
before forwarding input.

SSH Exec
Execute a command on remote SSH host.

To Csv
Serialize data to CSV string.

To Json
Serialize data to JSON string.

Upload File
Send a file to your devices.
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30.3.3 Node Search

You can search for Nodes that you want to add by name, or filter the Nodes that are visible in the Nodes

list by using the Nodes Search function at the top of the right sidepanel.

Nodes

| Search nodes...

CEEE

] [ [ E

NUNONCNE

And
Only proceed after both inputs have
received a signal.

Backup Device
Run a device backup.

Chat App (Webhook)
Send basic results to a chat app via
webhook.

Compliance Remediation
Get information from a Compliance
RuleSet configured to run this Playbook.

Merge by Device
Combine to a single output per device.

Device Search
Search for a number devices in the
inventory to be acted upon.

Email
Send an email with tabular data to
someone.

Incident
Get information from an alert policy
configured to run this Playbook.

Load Configuration
Load a configuration file for the device
from a previous backup.

Memo
Save a note.

Raise Compliance Violation

Create a compliance violation on an input

device.

Reaex Match

»

Nodes

compliance

9
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Compliance Remediation
Get information from a Compliance RuleSet
configured to run this Playbook.

Raise Compliance Violation
Create a compliance violation on an input
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30.3.4 Add Node
To add a Node:
1. Click the [Playbook] main tab.
2. Doubleclick the Playbook to which the Node will be added.

3. Click and drag a Node from the Node list in the righthand panel, to the Playbook Field.

30.3.5 Select Device
To select a device:
1. Click the [Playbook] main tab.
2. Create or open a Playbook.
3. Add a“Device Search” Node to you workflow from the Node list on the right side of the window.

4. On the “Device Search” Node, click [Device Selection].

Job - Show Version Nodes

@ Device Search Zealous_Planet . . . pecaur vl
un a device backup.

device ® - BN Merge by Device
Combine to a single output per device.

Device Selection | . . @ Device Search

Search for a number devices in the inventory
to be acted upon
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There are three options in the [Device Selection] window:

Device Selection

(O All Devices (@ Search () Static list

Search IP/Hostname: -Any-

¥  Add Criteria

Networks: Default

Search = IPAd.~ Host.. Netw.. a nterfacelP el Devic.. OSV.. Serial# Back.. Traits  Viola...
© 1111 Default Admin 1P Chitp | hti
- Hostname
@ 10001  sales-d.. Default Li siat NX  Server 2321 LiveActi.. s
atus
@ 10002 Default Lost Changed [http [ ht{
10.0.0.6 Default End Of Sale m No resp...
10.0.0.8 Default End OF Life No resp...
10.0.0.9 Default Software End Of Sale No resp...
10.0.0.10 Default Software End Of Life CEDCE No resp...
10.0.0.20 Default Tags No resp...
10.0.0.21 Default Vendor/Model/OS [P Node 1...
10.0.0.29 Default Device Type QO o resp..
100030 Default Serial# CCE No resp...
10.0.0.31 Default LRE No resp...
100032 Default Config Text Noresp.. -
Severity o o ) ) ) o
P 1254 0f 299 > N Map specified. This job will execute against all devices within the
= Monitor
Maintenance Window Close
Device Traits
Option Explanation
All Devices Select all devices in the [Inventory] tab
Search Select the [Add Criteria] and select options to
select devices
Static List Select devices from the [Inventory] tab and add

to the selection

564

Copyright © 2025 LogicVein, Inc.



Selecting “Search” allows you to narrow your search using multiple criteria.

O All Devices

tndor/Model/OS: Cisco

== IP Ad..~ Host...

FPR410...
SIMO000...

Cust1
asa-gw
ciscoasa

ciscoasa

VASTDC...

Netw...

Default
Default
Default
Default
Default
Default
Default
Default

@ Search () Static list

Device Selection

v X |Device Type: Firewall | > X
Adap... HW.. Model Devic...
Cisco A... Cisco FPR-41... Firewall
Cisco A... Cisco ASA5585 Firewall
Cisco A... Cisco WS-SVC... Firewall
Cisco A... Cisco PIX-520  Firewall
Cisco A... Cisco ASA5510  Firewall
Cisco A... Cisco ASAS5510  Firewall
Cisco A... Cisco PIX-520  Firewall
Cisco A... Cisco ASA5550  Firewall

565

oS V...
2.3(1.88)
9.1(6)6
41(5)

9.1(6)
9.1(6)

8.0(4)

Networks: Default

Add Criteria ~

Serial#

IMX232...
JAD125...
SADO70...

IMX132...
IMX132...

IMX141...

Back...
Tm17s
6s
1s
9s
9s
1s
1s
1s

Traits Violation

No respon...
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30.3.6 Run Code

To run code on a device:
1. Add a “Run Code” Node to you workflow from the Node list on the right side of the window.
2. Click the [Code Editor] button.

3. Entera cli command for the devices you have selected.

¢}J Run Code run cli command
® device output @
error ®
Code Editor
 — —

Code Editor

Commands

1 sh wversion

. Prompt: (O pon't Exit

=
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30.3.7 Raise Compliance Violation

The [Raise Compliance Violation] Node sends Compliance Violation notifications to users via four
methods:

* Email

Webhook to Teams/Slack/Webex/Line/PagerDuty

* Both email and Webhook

* Notifications in ThirdEye’s [Inventory] main tab > Editor [Compliance] tab.

Chat App (Webhook) send to teams

® content®

Webhook URL
Run Code run cli command . o0
@ Device Search Select Devices url for haok
® device output @ !
device ./

o Chat Application
error

Device Selection Microsoft Teams v

sh version
Limit content to

Code Editor Errors Only v

| want to see

Counts and Summary Data ~

[ use configured Web Proxy

(=) email Optimistic_Cliff

content®

To:

someone@yourcompany.com

Ce:

Limit content to

Errors Only v
| want to see
Counts and Summary Data v
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To view the details of the Violation in ThirdEye‘s [Compliance] tab:
1. Click the [Inventory] main tab.

2. Doubleclick the device to open the its Editor window at the bottom of the screen.

3. Click the Editor’s [Compliance] tab.

<5 Device 55 Inventory G Tools . Change & Smart Change &l Reports

[ = Search ip/Hostname: -Any- - Addcrieda | @) ©
= 1P Address ~ Hastname W Vendor Modet Device Type Serints Traies
1000152 iz CSRI000V Router HSVERIFEPO D @D T
© 1010448 D I D €I T
@ 10104200 caroov-200 Cisco. CskI000 Routee INZMBIDT20 EDED D D
@ 101041200 ssr100-201 Ciseo csr1000v Houtee so1vanL DD D D
C 4 reneta b lesuits perpoge. 254~
Interactive Discovery Backup Devices £51100v-200 - 10.10,44.200 =2
csr100v-200 - 10.10.44.200 actions ) General Monitors Viclations SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN Memo
P Fre= (heck the playbook for desais
W Piaptook PhaaytxskNoarncs) coerg ste cxaneeion setlingp. Playlxo

W riaybook Fiaybookniame) come: ot configured. Flaybookame) compli.

The source of the Violation severity icon, Compliance Violation, Compliance Policy Name, and Viola-

tion message are displayed in the left sidepanel of the Editor.

Interactive Discovery Backup Devices €5r100v-200 - 10.10.42.200 =l
<sr100v-200 - 10.10.44.200 acicas., D @ oD D General  Monitors  Violations  SNMP Traps  Compliance  Attachment  Hardware  Interfaces  ARP/MAC/VLAN  Memo

Source Name Message Chack the piaybosk for detsils

W Flaytook Playtcok Moo
W riaybook PayBoskniar
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For more information about the Violation, you can click the [Playbook] main tab to check the Violation

History.

The History is located in the right sidepanel.

01 Check Remotesetings

@ Device Search

Joyful Quest
m Load Configuration

device 4—___
device

Ipadaress e e
Tor0mzon - et
oo ontvao  peimit
won0152 e [ -
Cisco::10S
Configuration:
Jrunning-config
.
L]
v
Gri00v200 101044200 s CID @D €I €
— — Mesae
Crook i o1
E—
(&) pevice search Joyful Quest

m Load Configuration

device e—___
device

ipAddress hostname networlc
101044201 00201 Default
101044200 csri00v-200 Default
1000152 iz Defauit Adapter:
Cisco::10S
Configuration:
Irunning-config
+
1000200 10.10.44200
5r100v-200 - 10.1044.200  actions.. GED @D €D ©D €D
source Nome Mesage
W Paponk o o

Humble_Valley [ Regex Match
next ®———— ¢ textToValidate
fileNotFound ®

differentAdapter ®

Understanding_Aurora

nonMatches  ®

matches

eachMatch  ®

RegEx:

e ‘ transport input telnet ssh
Compare Against:

- [ cesuy

Check theplayhook fo detais.

Humble_Valley

[ Regex Matcn
next e——— o teytTovalidate

fileNotFound ®

differentAdapter ®

Understanding_Aurora

nonMatches  ®

matches

€ xecucson: 11:10:56-11110:55

Gevice: 10.10.44.200800£301%

+ /running-contig (2025-08-21 02:09:56.0)

RegEx:
— [ transport input telnet ssh
Compare Against:

‘ {resulty

Check the playbook o dtals.
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Raise Compliance

" riseVolaion
.

Violation Quirky Horiz...
Severity
Error o
Message:

{PlaybookName} ({node}) by {runBy}

General  Monitors  Violatons  SNMP Traps  Complance

Raise Compliance

Violation Quirky_Horiz.

_——* raiseVoltion

ty
br v
ige:

[ trreybookName} ((nodel) by (runBy}

Genersl | Moritors  Vioktions | SNMPTraps  Complisnce

History
St Ay v

addciteia | @ &
Sortoy. Start Time v

01.Check RemoteSetings

St Time 2025/08/21 111056
end Time: 2025108721 111036

T
[~} —
i i s
T
s
e
e o,
) o
e
e i
e —
e
« vy

Atachment  Hardware  Interfaces  ARP/MAC/VLAN
History
Sots: A v

Addciteta < @ ©
Soney Start Time v
01_Check RemoteSetings

Executed By:admin
S Time 2025/08/21 111056

end Time: 2025108721 111056

Memo.

) ot

St Time 2025/08/21 110855
End Time: 2025108721 110855

—
1 [y
e T

- =
Exccuted

By:admin
St Time 2025/08/21 110037
End Time: 202578721 110046

] o

CRRET I

Atachment  Hardware  Interfaces  ARPIMACIVLAN
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30.3.8 Connect Nodes

You can connect Nodes to create Playbook.

4L Run Code run cli command

@ Device Search Select Devices / ® device

device

. . h
Device Selection =8 veseren

Code Editor

570

Chat App (Webhook) send to teams

® content®

Webhook URL

| url for hook

Chat Application

Microsoft Teams v

Limit content to

Errors Only v
| want to see
Counts and Summary Data v

[J use configured Web Proxy

@ Email send to email

® content®

To:

‘ someone@yourcompany.com

Cc

Limit content to

Errors Only N
1 want to see
Counts and Summary Data v
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To connect nodes, click and drag from an output port (right side) of one Node, to an input port (left
side) of another node.

Press [Backspace] on your keyboard to remove unwanted connections.

Chat App (Webhook) send to teams

® content(®

Webhook URL
Run Code run cli command
url for hook
i 3 ® device output ®
@ Device Search Select Devices / P! Chat Application
. L4 T
device error Microsoft Teams "

Device Selection i Limit content to
Code Editor Errors Only v

| want to see

Counts and Summary Data v

(") Use configured Web Proxy

@ Email send to email

® content(®

To:

‘ someone@yourcompany.com

Cc

Limit content to

Errors Only v
1 want to see

Counts and Summary Data v

30.3.9 Remove Nodes or Connection

To remove a node, or a connection, select the desired item, and click on [Backspace] on your keyboard.
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30.4 Import Playbook

To import a Playbook:
1. Click the [Playbook] main tab.
2. Click the = ImPort ,,t0n in the menu bar at the top of the window.
3. Doubleclick the Playbook .json file you want to import.

4. The Playbook file will appear in the [Playbook] interface.

30.5 Export Playbook
To export a Playbook:
1. Click the [Playbook] main tab.
2. Doubleclick the [Playbook] you want to export.
3. Click the click the [Export] - button in the menu bar at the top of the window.
4. Download the Playbook as a .json file.

5. Click the [Close Playbook] “*' button in the menu bar at the top of the window.
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30.6 Playbook Categories
The Playbook Category Feature introduces organizational improvements for Playbook management.
With Playbook Categories you can:

* Create and edit custom categories
* label using colored tags in Playbook lists
* Create multiple categories within one playbook

30.7 Create Playbook Category

To create a Playbook Category:

1. Click the [Playbook] main tab.

2. Click the < button next to the “Playbook™ main tab title to open the [Categories] window.

Dashboards  Inventory = Changes  Jobs  Terminal Proxy  Search  C i i i Map  MIBs  Playbook  Wi-Fi Clients admin Logout Settings Help

FlayhuuksE [ Import | =0 Add | 7 b4 History

LnJ v Type: -Any- A Name: -Any- A Author: -Any- h & o Lmj A d
Status: -Any- -

01_dev_ssh_regex backup 0528 NL-_.. 02_dev_json_ssh_0528 NL-11657 03_compliance_ssh_backup_0528 NL-...
Name: ruleset A
0 E E Default O E E Default 0 E E Default Add Criteria ~ | &J| &

SortBy: Started S
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Categories

Name

test

#ls]x
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3. Click the [+ button to open the [Add Category] window.
Add Category

Category Name:

[
43

Background Color:

Image:

"1 Default Image
Cancel

4. Click the "Defaultimage 1y ,10n to select a .svg image for the Category.

Select a file

M- &S ES X

Name Size MD5 Hash

Cancel

5. Enter a name for the Category.

6. Click [OK] > [Close].
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30.8 Edit Playbook Category

1. Click the < button next to the “Playbook™ main tab title to open the [Categories] window.

2. Click the category name in the [Categories] window.

3. Click the ‘button to open the [Edit Category] window.

4. Click [OK] after editing.

Edit Category

Category Name:

test
Background Color:
Image:

1 map/linux.svg

Cancel
576
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30.9 Delete Playbook Category

1. Click the < button next to the “Playbook™ main tab title to open the [Categories] window.

2. Click the category name in the [Categories] window.

3. Click the L% button to open the [Remove Category] window.

Categories

Name

test

Remove Category

& Are you sure you want to remove this category?

Cancel

#l71x]

4. Click [Yes].
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30.10 Compliance and Incident Issues
You can select a Playbook job to run remediation for both Incidents and Compliance issues.
Compliance Issues

1. Click the [Compliance] > [Rule Sets] tabs.

2. Doubleclick a [Rule Set] to open the “Rule Set - ntp test” window in the Editor at the bottom of
the page.

3. Click the “Remediation job or playbook™ - button in the lower right of the page.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MiBs Playbook
- Compliance Policy
E: Category: <All> v o Create | " Rename ‘ | ] Copy ‘ K Delete Category | Description:
-
Fﬁ Rule Set Adapter Config Category
< | 10S Session Idle Timeout Cisco 10S /running-config
@
¢» | 10S Disabled Unneeded Services Cisco 10S /running-config
=
gf 10S SSH-only Restricted Access Cisco 10S /running-config

10S Telnet Restricted Access Cisco 10S /running-config

10S Secure Enable Passwords Cisco 10S /running-config

I0S Interface Auto-Duplex/Speed Cisco 10S /running-config

IP L i Ci: 10S ing-confi

©099ing sco /running-config Remediation job or playbook

C3560 Template Cisco 10S /running-config

SNMP Server Community String Cisco 10S /running-config g oy diation Playt

snmp-server-rule Cisco 10S /running-config Name Memo

Server Host Cisco 105 /running-config Job - Show Version show version for devices

IP Permit Cisco 10S /running-config

IP Permit 2 Cisco 10S /frunnina-confia

Rule Set - ntp test

Violation Message: ‘ ntp test

Match Expression Action

ntp server ~ip~ Violation if not matched

OK | Cancel

Variable Type Restriction

ip regex A(10.0.0.254)$

O gnore Case Remediation job or playbook:  ntp fix - | @ |
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Compliance example:

e Dashboards Inventory Changes Jobs
| Compliance Policy
E: Category: <All> v
S
m Rule Set Adapter
< | 10S Session Idle Timeout Cisco 10S
g 10S Disabled Unneeded Services Cisco 10S
% 10S SSH-only Restricted Access Cisco 10S
10s Telnet Restricted Access Cisco 10S
10S Secure Enable Passwords Cisco 10S
10S Interface Auto-Duplex/Speed Cisco 10S
IP Logging Cisco 10S
C3560 Template Cisco 10S
SNMP Server Community String Cisco 10S
snmp-server-rule Cisco 10S
Server Host Cisco 10S
IP Permit Cisco 10S
IP Permit 2 Cisco 10S

Rule Set - ntp test

Terminal Proxy

Search C i

5 Create |

Map

MiBs

Playbook

Config

/running-config
/running-config
/running-config
/running-config
/running-config
/running-config
/running-config
/running-config
/running-config
/running-config
/running-config
/running-config

/frunnina-confia

“ Rename ‘ [y copy ‘ K Delete ‘ Category | Description:
Category
Remediation job or playbook
diation job diati laybook
Name Memo

Job - Show Version

Violation Message: ‘ ntp test

Match Expression

ntp server ~ip~

Variable

ip

@] Ignore Case

Type

regex

Action

Violation if not matched

579

Restriction

A(10.0.0.254)%

show version for devices

[Remed\ationjob or playbook:

ntp fix
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Incident Issues
1. Click the [Monitors] > [Alert Policies] tabs.
2. Add a “Alert Policy Name”, or select an existing Alert Policy.
3. Click [New Action].

You have the option to click [Send to Playbook].

9 Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Incidents Map MIBs Playbook
- Sets Templates Violations SNMP Traps Syslog

=

-

o

[Tl Alert Policy Name Actions
E PadLight only trap

g’ Simple Incident Policy
3 stephen m

4 1-30f3 b

Simple Incident Policy 7 New Action run-playbook
. "7 Violation Email
B Incident
{ ) } Execute
Priority: Medium v
€ snmP Trap
Default Assignee: ‘ Enter assignee user name ) B Run Job
Mattermost (webhook)
E-mail recipients:| Enter e-mail addresses separated by spaces ¢ Slack (webhook)

E-mail Cc: recipient5:| Enter e-mail addresses separated by spaces ¢ feamsiwebhook)

., DNS Re-resolve
Frequency: At most once per minute ¥ 2 Send To Playbook

View email customizations
Send an Incident email when...
System Actions
a violation first occurs for each device

additional violations have occurred
a violation has started clearing
a violation has been cleared

User Actions

a user clears a violation

a user modifies an incident
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Once added, select “Playbook to Run”, Frequency” and “Perform the action when...”.

Simple Incident Policy

Send an Incident email when...
System Actions
a violation first occurs for each device
additional violations have occurred
a violation has started clearing
a violation has been cleared
User Actions
a user clears a violation

a user modifies an incident

for user actions, ignore frequency and send email immediately

<3 Send To Playbook

Playbook to Run: | ntp fix

Frequency: Immediately
Perform the action when...

a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared

581

New Action run-playbook
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Compliance example:

"{%J| Run Code run correction code 7
~® device output o—

error .7 .

Compliance
© Remediation Observant J...

violation . X
config t

ntp server 10.0.0.254
exit

wr mem

exit

o .Z@Email

send email

—® content
To:
’ someone@yourcompany
Incident example:
e S 4k Run Code run correction code 7
<) Incident Incident issue T o
/0 device output 07

incident — - /"
. error .7

config t
....... B . S ntp server 10.0.0.254

exit

wr mem
....... B . S it

EEEEEEEEE
@Email send email

¢

® content

To:

someone@yourcompany
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SECTION 31

SYSTEM BACKUP/RESTORE

A system backup is a backup of the entire ThirdEye. You can backup/restore various settings and
monitor data (polling, SNMP traps, etc.).

To perform a system backup, click [Settings] > [System Backup] .

31.1 Automatic System Backup

Automatic system backups are enabled by default.

To disable or change the time for automatic system backups:
1. Click [Settings] in the Global Menu.

2. Click [System Backup] in the left sidemenu to open the [Server Settings] window.
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3. Uncheck “Enable daily system backup”, or change the settings the scheduled time or number of
backups.

Server Seﬂ:ings

Data Retention 1 Enable daily system backup

ZFEIIEET A Perform the system backup daily at this time: 16 ~| ;|0

Mail Server
SNMP Traps Number of backups to keep: 1 W

Users
Roles

External Authentication Perform System Backup Now
Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
MNetworks
Metwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco API

Device Label

SNMPwv3 User

Agent-D -

Item Explanation

Enable daily system backups Enable daily system backups.

If this setting is enabled, a system
backup will be performed at the
specified time. (Initial value: Enabled)

Perform the system backup daily at this time Specify the execution time for daily

system backups.

(Initial value: 7:00)
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31.2 Manual System Backup
To perform a manual system backup:
1. Click [Settings] in the Global Menu to open the [Server Settings] window.
2. Click [Perform System Backup].
Server Settings

Data Retention Enable daily system backup

system Backup Perform the system backup daily at this time: 16 ﬂ ;|0 ﬂ

Mail Server

SNMP Traps Number of backups to keep: 1 W

Users

Roles

External Authentication Perform System Backup Now

Custom Device Fields Last sucaessiul svetem harkun nednrmed: 2024/01/08 16502 (Download)

Memo Templates
Launchers
Networks
MNetwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco AFI

Device Label

SNMPwv3 User

Agent-D -

OK Cancel
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The button is grayed out while a backup is in progress. Once the button becomes clickable, the latest
system backup date and time is updated, and the process is complete.
Server Settings

Data Retention Enable daily system backup

izl (BT Perfarm the system backup daily at this time: 16 ~ 1|0 ﬁ

Mail Server

SNMP Traps Mumber of backups to keep: 1w

Users

Roles

External Authentication Perform System Backup Now

Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
MNetworks
Metwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco API

Device Label

SNMPwv3 User

Agent-D -
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31.3 Change Number of System Backups

You can select the number of system backups. The default value is 7.

Any data that exceeds the selected number of backups is deleted.

Depending on the environment and length of operation period, the number of system backups can
accumulate, and consume up disk space. Disk space usage can be reduced by reducing the number of
system backups.

Server Settings

Data Retention Enable daily system backup

izl (BT Perfarm the system backup daily at this time: | 16 ﬁ 1|0 ﬁ

Mail Server

SNMP Traps Mumber of backups to keep:

Users

Roles

External Authentication 30 ;m System Backup Now

Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
MNetworks
Metwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco API

Device Label

SNMPwv3 User

Agent-D -
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31.4 Save to External Storage

By default, system backup files are stored inside the virtual appliance. However, you can configure
external storage to store them automatically outside the virtual appliance. Supported protocols are
NFS/SMB.

To set up external storage:

1. Click the [5] key on your keyboard, and select [Admin Tools].

LogicVein - Core Seruver

https:s-192.166.40.122
Networking:

IP Address: 192.168.40.122 Metmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 55H Server: Running
Time: 2021-03-23 07:54 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: febb:baf9
MAC Addr: 00:0C:29:B6:BA:FI

Revision : Z20210316.0604
05 Version: 2019.24.0-202103160604
0VA Build : 1615874999

Settings menu:

Static IP Address
=[2]1 DHCP
[31 33H Seruver
[4]1 Import Data
[5]1 Admin Tools
[6]1 Reboot
[?] Power Off
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2. Click the [4] key on your keyboard, and select [Configure a remote filesystem for backups].

Networking:

IP Address:
Gateway:
Hostname:
NTF Seruver:
Time:

IPub Addr:
MAC Addr:

Revision

05 Version:
0VA Build :

192.168.40.122 Netmask: 255.255.255.0
192.168.40.254 DNS: 192.168.0.3 192.168.0.3
netld Interface: etho

pool.ntp.org 33H Server: Rumming

2021-03-23 0§:00 UTC Backup: Local
fd14:5839:664d :40:20c : 291 f : febb :bafd

00:0C:29:B6:BA:FI

T 20210316 . 0604

£019.24.0-202103160604
16158749399

Admin Tools menu:

Run Config Diff Cleanup

Vacuum Database

Reset Admin Password

Configure a remote filesystem for backups
Reset Admin Dashboard API Token

Configure Built-in Agent-D

589
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3. Select the server type.

Networking:

IP Address: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.1638.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 33H Server: Rumming
Time: Z2021-03-23 08:00 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff:febb:baf9
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
05 Version: 2019.24.0-202103160604
0vA Build : 1615874999

Configure an NFS-SMB backup share folder:

[1] Configure an NFS server
[2]1 Configure an SMB seruver
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4. Enter the required information and press [Enter].

Networking:

IP Address: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.1638.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 33H Server: Rumming
Time: Z2021-03-23 08:00 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff:febb:baf9
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
05 Version: Z2019.24.0-202103160604
OVA Build : 1615874999
Configure an NFS-SMB backup share folder:

[1] Configure an NFS server
[2]1 Configure an SMB seruver

Remote NFS path: _

Item Explanation

Remote NFS/SMB path Network path/IP address

Username Username set on the server. (For SMB only)
Password Password set on the server. (For SMB only)
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5. Select [1] or [2].

Networking:

IP Address: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.1638.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 33H Server: Rumming
Time: Z2021-03-24 02:40 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff:febb:baf9
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
03 Version: 2019.24.0-202103160604
OVA Build : 1615874999
Configure an NFS-SMB backup share folder:
[1] Configure an NFS server
[2]1 Configure an SMB seruver

Remote MFS path: 10.0.111.1:-datastore

alidating configuration...

[faving configurations. ..

onfigurations verified successfully. Do you want to?

[1]1 Copy existing backups to the NFS/SMB and delete
[2] Delete existing backups

Selection Explanation

[1] Copy existing backups to the NFS/SMB and delete Copy existing backups to
NFS/SMB and then delete
them

[2] Delete existing backups Delete existing backups
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The console screen settings are now complete.

ThirdEye will restart automatically, and you can check the settings on the console screen.

LogicVein -

Networking:

IP Address:
Gateway:
Hostname:
NTP Seruver:
Time:

IPub Addr:
MAC Addr:

Revision
05 Version:
OVA Build :

Core 3erver

https:--192.166.40.122

192.168.40.122 Metmask:
192.168.40.254 DNS:
netld Interface:
pool .ntp.org 33H Server:
2021-03-24 02:46 UTC Backup:

£55.255.255.0
192.168.0.3 192.168.0.3
etho

Running

10.0.111.1: »datastore

fd14:5839:664d :40:20c : 29ff : feb6:baf9

00:0C:29:B6:BA:FI

T Z0£210316 . 0604

2019.24.0-202103160604
1615874999

Settings menu:

Static IP Address

=[Z1 DHCP

[31 33H Seruver
[4]1 Import Data
[5]1 Admin Tools

[6]1 Reboot

[7]1 Pouwer Off
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31.5 Create System Backup Zip File

To create a backup zip file on external storage:
1. Open the backup folder. The folder name will be in the format (backup_YYYY\\MM\\DD) .
2. Save the following three items to a zip file:

* pgsql (folder)
* version.txt (file)

* complete (file)

31.6 Restore System Backup from Zip File

To restore system backup from a zip file, select the backup source and restore destination. It must be

the same version (revision).

For information on how to check the version:
1. Log in as a user with administrator privileges.
2. Click [Settings] on the Global Menu.

i Smart Change LY Reports

=]
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3. Click [System Backup] > [Restore System Backup].

Server Settings

Data Retention Enable daily system backup

System Backup

Mail Server

Number of backups to keep: 1 W

SHNMP Traps
Users
Roles

External Authentication

Perform the system backup daily at this time:

16

Perform System Backup Now

Custom Device Fields
Memo Templates
Launchers

Networks

MNetwork Servers
Syslog

Software Update

Last successful system backup performed: 2024/01/08 16:02 (Download)

Web Proxy

Restore System Backup

Change Approvals
Cisco AFI

Device Label
SNMPv3 User
Agent-D

4. Select the file you want to restore, and click [Open].

@ Open
& ~ N » Downloads > backup
Organize ~ New folder
A Home I MName Date mod'f\e/d
Ej Gallery - foday

w1 backup_2024-01-08 1/9/2024 10:36 AM

> @ OneDrive - Persc

@l Deskiop »

< Downloads #

Type

Compressed (zipp..

OK Cancel

Search backup

111
4

o e

392,152 KB

File name:

~ | Compressed (zipped) Folder ~

595

Open Cancel

Copyright © 2025 LogicVein, Inc.



5. Click [Yes] on the warning screen.

Server Settings

Data Betention Enable daily system backup

SEEI A Perform the system backup daily at this time: 16 ﬂ ;|0 ﬂ
Mail Server
SNMP Traps Number of backups to keep: 1 W
Users
Roles
External Authentication Restore Backup Warning
Custom Device Fields
i i ion!
IR AT T You are t_r)rlng to perform a destructive action! _
Server will restart after you upload a backup file for restoring.
Launchers Are you sure you want to proceed?

Metworks
File Name: backup_2024-01-08.zip

Metwork Servers

Syslo
— Yes | Cancel

Software Update

Web Proxy Restore System Backup ‘
Change Approvals

Cisco API

Device Label

SNMPwv3 User

Agent-D -

OK Cancel
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6. The file will be uploaded, and the restoration will begin.

Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Mema Templates
Launchers
MNetworks
Metwork Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label
SNMPw3 User
Agent-D

Server Settings

Enable daily system backup

Perform the system backup daily at this time: 16 ~ ;|0

MNumber of backups to keep: 1

Perform System Backup Now
Last successful system backup performed: 2024/01/08 16:02 (Download)

Uploading File

Uploading file...

Restore System Backup

oK Cancel

System backup/restore is now complete.

After uploading, the service will automatically restart and return to the login screen.
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SECTION 32

SMART BRIDGES (OPTIONAL)

SmartBridges are secure communication gateways designed to connect distributed network infrastruc-

ture to centralized management systems. They primarily serve to:

« Establish encrypted tunnels through corporate firewalls without requiring inbound port openings

» Support Bridge-to-Server (outbound HTTPS connections) and Server-to-Bridge (for specific use
cases)

* Enable secure management of devices across multiple network boundaries

* Function as lightweight virtual appliances

 Use unique authentication tokens for secure pairing
ThirdEye supports two modes for the connection of Smart Bridges to the core server:

* Bridge-to-Server
* Server-to-Bridge

All connections are via HTTPS, so wire traffic is encrypted end-to-end.
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32.1 Bridge-to-Server

This is the new default connection mode. In this mode, the SmartBridge will initiate contact with
the core server; the core server will never initiate connections to the SmartBridge. The SmartBridge
is commonly running in a remote network, sometimes over public infrastructure, and often behind a
firewall. Corporate security groups are hesitant to open holes in the corporate firewall for in-bound
connections, and rightfully so.

The Bridge-to-Server connection mode removes the necessity for the creation of a hole in the firewall
in the SmartBridge network, as long as the firewall allows egress (out-bound) HTTPS traffic. No

involvement by firewall administrators is required.

The following diagram shows various scenarios in which firewalls are present in one network, in both
networks, or absent.

I HTTPS egress ~ HTTPS ingress I

o

SmartBridge NetLD Core

HTTPS ingress I

SmartBridge MNetLD Core

I HTTPS egress

SmartBridge

SmartBridge NetLD Core
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32.2 Server-to-Bridge

This connection mode is primarily useful for internal networks (LAN/WAN) in which there are no
intervening firewalls between the core server and the SmartBridge. In this mode, the core server will
initiate contact with the SmartBridge; the SmartBridge will never initiate connections to the core server.

If there is a firewall between the SmartBridge and the core server, then a hole must be punched in the
firewall to allow ingress (in-bound) HTTPS connection initiation from the core server.

The following diagram shows various scenarios in which firewalls are present in one network, in both

networks, or absent.

IH'ITF-‘S ingress  HTTPS egress I

SmartBridge MNetLD Core

HTTPS egress I

SmartBridge MNetlLD Core
II-ITI'F‘S ingress

SmartBridge

SmartBridge MNetLD Core
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32.3 Connection Token

LogicVein introduces the concept of a Connection Token. This is a unique token is generated for a
SmartBridge at the time that the SmartBridge is first configured on the core server.

If a SmartBridge is configured to use Bridge-to-Server mode, then the core server will not accept an
in-bound connection from a SmartBridge unless it first presents its unique token. This prevents random

or malicious connections to the core server.

If SmartBridge is configured to use Server-to-Bridge mode, users can choose not to use Tokens. How-

ever, we recomend using Connection Tokens for security reasons.

32.4 SmartBridge Installation

The installation of SmartBridge is almost identical to the installation of the Core Server, the only dif-

ference being the files used for the installation.

Example:

Core server file name: 1lvi-core-2024.03.0-202406180814-appliance.ova
Smart bridge file name: lvi-bridge-2024.03.0-202406180814-appliance.ova

After installation, refer to the Configuring Network Settings for instructions on configuring the net-

work.

32.5 Add SmartBridge to Core Server

Register SmartBridge on the core server. After registering SmartBridge, a token will be automatically

generated.

1. Login to the core server as an Administrator and click [Settings] in the Global Menu.

admin Logout Settings Help

< Device = Inventory & Tools Ml Reports

n Serial# « End Of Sale End Of Life Traits =

210235A15DC10B... Cicmp I nem L snmh®
422cadb1-b343-5... [ https I icmp ] ner
131 422CE9BDY28FE27... [ http I https [ icm|
AACI04AE34C L http I ncm Lsnmyj
GOXPSHS5IGT Chitps L icmp 1 ncr
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2. Select the [Smart Bridges] category in the left sidebar of the [Server Settings] window, and click
the L£ 1 button to add a new Smart Bridge.

Server Settings

Data Retention Mame Connection Bridge Host (Port)
System Backup

hail Server

SMMP Traps

Users

Raoles

External Authentication
Custom Device Fields
Mermo Templates
Launchers

Smart Bridges
Metworks

Metwark Servers
Syslog

Software Update

Web Proxy

Device Label

SMNMPYI User

Agent-D

Token: [4 ﬂ |

3. Enter the name for the Smart Bridge

Bridge Host
MName: SmariBridge
Conrectior:  Bridge— Server b

0K | Cam:EI|
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4. Click [Connection].

When you select [Server to Bridge], you have to enter a “Host or IP”” address and “Port” for the bridge.

Bridge Host
Mame; SmartBridge
Conrectior: ~ Server—DBridge v

Haost ar IF: 192.165.0.1

Port: 443 ﬁ

OK | Cam:el|

5. Click [OK].
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6. Copy token.

The new Smart Bridge will appear in the table, and below the table you will find the Connection Token.

Server Settings

Data Retention Mame Connection Bridge Host (Port)
System Backup ¥d SmartBridge Bridge—5erver -
Mail Server

SMNMP Traps

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Smart Bridges

Metwarks

Metwaork Servers

Syslog

Software Update

Webr Proxy

Device Label

SMMPv3 User

Agent-D

Tokern: | 58b845dccd004fTE52 292d50b0e0a021 E | 7 K
OK l_'.am:el|

7. Click [OK].

Now that SmartBridge is registered with the core server, you need to provide the core server information
and token to SmartBridge.
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32.6 SmartBridge Settings

Set the core server information and token in SmartBridge. SmartBridge does not have a web console,
so you will need to use the OVA console.

1. Press [4] on the keyboard to select [SmartBridge Direction].

LogicVein - SmartBridge

Networking:

IP Address: 192.168.30.20 Netmask: 255.255.255.0
Gateway: 192.168.30.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld-SB Interface: etho
NIP Server: 10.0.0.254 5SH Server: Not Running
Time: 2019-08-08 05:37 UTC Backup: Local
IPv6 Addr: fdi14:5839:664d:30:215:5d4ff: fe39:205
MAC Addr: 09:15:5D:99:02:05

Revision :@ Z20190802.1813
03 Version: 2019.05.0-201908021813
0VA Build : 1564740844

Settings menu:

Static IP Address
[21 DHCP
[31 S3H Server
[4]1 SmartBridge Direction
[51 Reboot
[61 Pouer Off
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2. Enter the values for the following items using the keyboard and press the [Enter] key to proceed.

Networking :

IP Address: 192.168.30.20 Netmask: 255.255.255.0
Gateway: 192.168.30.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld-SB Interface: ethd
NTP Server: 10.0.0.254 3SH Server: Not Running
Time: 2019-08-08 14:47 UTC Backup: Local
IPub Addr: fd14:5839:664d:30:215:5dff:fe99:205
HAC Addr: 00:15:5D:99:02:05

Revizion : 20190802.1813
05 Version: 2019.05.0-201908021813
0Un Build : 1564740844

SnmartBridge Direc

Configure the direction of the SmartBridge commection initiation. Choose from
the following options:

(B) Bridge initiated [bridge->serverl]l. Reguires authentication token.
(8) Server initiated [server->bridgel. Reguires authentication token.
(A) Server initiated [server—>bridgel. First comnection assigns token.

Bridge initiated or server initiated (B/S-/A) [default: B1: B

[Remote LogicVein Server hostname or IP address: 192.168.30.19

[Remote LogicVein Server port [default: 4431: 443

[imartBridge authentication token (32 characters): 93af38583e0fbbfel08f9698e833ct _

Project Explanation Keyboard Selction

Connection Initiation Connection direction

Connect from Bridge to Server (with token) [B]
Connect from Server to Bridge (with token) [S]
Connect from Server to Bridge (without token) [A]
Hostname or IP Core server (ThirdEye) IP address 192.168.30.19
address
Port Core server (ThirdEye) HTTPS port 443
Token Token generated during SmartBridge registration

After the settings are made, the service will be automatically restarted, and you will be returned to the
initial screen.
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32.7 Managing Devices via SmartBridge

When you want to manage devices with SmartBridge, you will use the Network feature, any devices

added to that network will be monitored/managed via SmartBridge.

1. click [Settings].

admin Logout Settings Help

o Device = Inventory <& Tools Wl Reports

n Serial# « End Of Sale End Of Life Traits _]
210235415DC10B... Cicmp ] ncm L snmis
422cadbl-b343-5... Chttps J icmp ] ncrl

131 422CE9BDY28FE27... [ http I https [ icm|
AACID4AB34CE Chttp I ncm L snmyj
GOKPSHESIGT Lhttps I icmp I ncr
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2. Select the Networks category on the settings dialog and click the L+ button to add a new network.

Server Settings

Data Retention Mame Eridge
System Backup & Default [Mone)
hail Server

SMMP Traps

Users

Roles

Extermal Authentication

Custom Device Fields

Mermo Templates

Laumchers

Smart Bridges

Metworks

Metwork Servers

Syslog

Software Update

Webr Proxy

Device Label

SMMPI User

Agent-D

®| 7 A
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3. Enter a name for your network and select [Smart Bridge] in the “Bridge Host” field.

Managed Network

Name: SmartSridge Netwiork
Sridge Host: SmartBridge A
|:| Use 3 jumphost for this network,

P Address:

Username:

Password:

22 =

Adapter: Cisco 0S5 v

Max Connections: | O :

|:| Use return address for FTR/TFTF

AT Address:

OK | Cancel |

4. Click [OK]
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The network has now been added, click [OK] to save the settings.

Server Settings
Data Retention Mame Eridge
Systern Backup & Default {Mone)
M ail Server & | SmartBridge Metwork SmartSridge
SMMP Traps
Users
Roles

External Authentication
Custom Device Fields
Mermo Templates
Launchers

Smart Bridges
Metwarks

Metwaork Servers
Syslog

Software Update
Webr Proxy

Device Label
SMMPv3 User
Agent-D

®| 7 K
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Once the settings are saved, the network will be added to the top left. Select the added network from

the pull-down menu to display a blank table. The devices registered here will be monitored/managed

via the selected SmartBridge.
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;_| [&] = search IP/Hostname: -Any- ~ | Add Criteria ¥ @ ﬂ
S’ = IP Address Hostname Network Memo
% =4 1000213 53100 Default
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SECTION 33

HA (ACTIVE/STANDBY)

ThirdEye has supported the High Availability (HA) Active/Standby feature since r20241218.0941.

HA provides system redundancy through paired primary (active) and standby servers. The primary
server handles all monitoring and configuration operations, while the standby maintains real-time syn-
chronization. Attached files are synchronized per 120 seconds with standby server.

HA uses active and standby as a roles.
For active server, ThirdEye manages devices or monitor devices.

For standby server, it receives transaction log (WAL) from active server and performs synchronization

by recovering it.

33.1 Prerequisites

The HA feature uses ethl to synchronize data because SSH is used, if there is a firewall between the
active and standby servers, SSH communication from the standby server to the active server must be
allowed. Also, the number of CPU cores, memory capacity, and disk size on both servers must be
identical.

33.2 Restrictions

HA features have the following limitations. Please note that these features are not supported.

* Simultaneous use with Smart Bridge

» Using such as AWS and Azure in cloud environments

» Taking over Syslog data received on the active server

+ Taking over system backup files obtained on the active server
« Taking over the settings to be configured in the OVA console
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33.3 Settings

HA configuration is configured by using the OVA setting. To implement this configuration, user must
have permission to operate VMware and Windows Hyper-V.

33.4 Procedure

Before configuring, set IP addresses on the ethl interfaces of the primary and standby server so that
communication is possible between ethl.

1. Connect to the OVA console on the primary server.

2. Enable SSH for ethl by pressing [3] (SSH Server) > [1] (Enable SSH Server) > [2] (Bind to
interface ethl) on the keyboard.

Networking:

IP Address: 10.10.40.124 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org S3H Server: Not Running
Time: 20Z24-12-18 0Z2:33 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fefe:1fal
MAC Addr: 00:0C:23:7VE:1F:A2

Revision : 20241217 .2347

0S5 Version: 2024.12.0-202412172347

0vA Build : 1734482633

Serial# . EB16B-B0O00B-23CA9-D7246-2BB97
NTP Mode : noauth

S5H Settings menu:

[1]1 Enable SSH 3erver
[Z2]1 Disabhle S3H Seruver

S5H Interface Binding menu:

[1] Bind to all interfaces
[Z2]1 Bind to interface ethl

You must change password to enable SSH

hanging password for tcadmin
01d password:

ew password:

Retype password: _
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3. Confirm that the SSH Server is Running.

LogicVein - Core Server
https:r-10.10.40,124
Networking:

IP Address: 10.10.40.124 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org S3H Server: Rwmming (ethl)
Time: 20Z24-12-18 0Z2:33 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fefe:1fal
MAC Addr: 00:0C:23:7VE:1F:A2

Revision : 20241217 .2347

0S5 Version: 2024.12.0-202412172347

0vA Build : 1734482633

Serial# . EB16B-B0O00B-23CA9-D7246-2BB97
NTP Mode : noauth

Settings menu:

Static IP Address
=[21 DHCP
[3]1 S3H Seruver
[4]1 Import Data
[5]1 Admin Tools
[6]1 Reboot
[7]1 Pouwer Off
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4. Connect to the OVA console of the standby server.

5. Press [5] (Admin Tools) > [7] (Setup replication) > [1] (Setup SSH host authentication) on the
keyboard to configure SSH host authentication settings for the primary server.

Networking:

IP Address: 10.10.40.125 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org 33H Server: Hot Runmning
Time: 2024-12-18 02:38 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff: fe% :6ebB
MAC Addr: 00:0C:29:9A:6E:B6

Revision : Z20241217.2347

05 Version: 2024.12.0-202412172347

0vA Build : 1734482633

Serial#t : EB16B-BO00B-23CA9-D7246-2BB97
NTF Mode : noauth

fidmin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticationm
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standalone)l

Replication Settings menu:

[1] Setup 33H host authentication
[2]1 Toggle standby mode
[3]1 Monitor replication status
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6. Enter the ethl IP address of the primary server.

Networking:

IP Address: 10.10.40.125 Netmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 55H Server: Not Rumning
Time: Z2024-12-18 02:37 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff: fe9a :bebb
MAC Addr: 00:0C:29:9n:6E:B8

Revision : 20241217 .2347

05 Version: 2024.12.0-202412172347

0VA Build : 1734482633

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTP Mode : wnoauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standalonel

Replication Settings menu:

[1]1 Setup S3H host authentication

[2] Toggle standby mode

[3]1 Momitor replication status

Remote IP or hostname: 192.168.65.124

616 Copyright © 2025 LogicVein, Inc.



7. Enter the password for SSH to the primary server.

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups

Reset fidmin Dashboard API Token

Configure Agent-D Authenticationm

Configure Built-in Agent-D

Configure Firewall (beta)

Setup replication (current: standalone)

Replication Settings menu:

[1]1 Setup 33H host authentication
[Z2]1 Toggle standby mode
[3]1 Momitor replication status
Remote IF or hostname: 192.168.65.124
Generating public-/private rsa key pair.
Your identification has been saved in ~data-sreplication-repl_key
Your public key has been saved in ~data-replication repl_key.pub
The key fingerprint is:
[SHAZ56 : jf0BGoe8Ex+BHU1dBOYho iBg531aTJ/ES?SXSJJ UM 10.10.40.125
The key's randomart image is:
+———[R3A 4096]1-———+
0=+ 0%+t
..+.+o0 EI
.o=Bo... |
+0 "0 +0

Enter the password for the tcadmin user on the remote host...

arning: Permanently added '192.168.65.124° (EDZ5519) to the list of known hosts.

cadnin®192.168.65.124" s password:
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8. Press any key, such as the [Enter] key.

[SHAZ56 : jf0BGoeBEx+BHV1dBOYho iBg531aTJLES?SXSJJ-UN 10,10 .40.125
The key's randomart image is:
+———[R5A 4096]1-————+
0=+ ,0%++]|
..+.+woo0 EI
.o=Bo... |
+0 "0 +0

Enter the password for the tcadmin user on the remote host...
arning: Permanently added '192.168.65.124° (EDZ5519) to the list of knoun hosts.
cadnin@192.168.65.124' s password:
arning: Permanently added ’192.168.65.124" (EDZ5519) to the list of knoun hosts.
Generating public-/private rsa key pair.
Your identification has been saved in ~data-sreplication-repl_key
Your public key has been saved in ~data-replication repl_key.pub
The key fingerprint is:
SHAZ56 : 3EueIWM IUgzFUx TB0uhwbnB3wGRa 1GUJbBKA9144EF] 192.168.65.124
The key's randomart image is:
+———[R5A 4096]1-————+
.0=Eo==+p00+|
+ o0..0=0 |
. o +,0B

arning: Permanently added '192.168.65.124" (EDZ5519) to the list of knoun hosts.
Press any key to continue. ..
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9. Press [5] (Admin Tools) > [7] (Setup replication) > [2] (Toggle standby mode) on the keyboard
to change the standby server from active to standby server role.

Networking:

IP Address:
Gateway:
Hostname:
NTP Server:
Time:

IPub Addr:
MAC Addr:

Revision

05 Version:
0VA Build :
: EB16B-BOOOB-23CA9-D7246—-2BB97
: noauth

Serial#t
NTF Mode

10.10.40.125 Metmask: 255.255.255.0
10.10.40.254 DN3: 192.168.0.3 192.168.0.3
netld Interface: etho

pool .ntp.org 53H Server: Not Running

2024-12-18 0Z2:38 UTC Backup: Local
fd14:5839:664d:40:20c : 29ff : fe9a : 6ebB

00:0C:29:9A:6E:B8

T 20241217 .2347

2024 .12 .0-202412172347
1734482633

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset fidmin Dashboard API Token
Configure Agent-D Authenticationm
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standalone)l

Replication Settings menu:

[Z]1 Toggle standby mode
[3]1 Momitor replication status
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10. Press[Y].

Networking:

IP Address:
Gateway:
Hostname:
NTF Seruver:
Time:

IPub Addr:
MAC Addr:

Revision

05 Version:
0VA Build :
: EB16B-BOOOB-23CA9-D7246—-2BB97
: noauth

Serial#t
NTP Mode

10.10.40.125 Netmask: 255.255.255.0
10.10.40.254 DNS: 192.168.0.3 192.168.0.3
netld Interface: etho

pool.ntp.org 55H Server: Not Rumning

2024-12-18 02:56 UTC Backup: Local
fd14:5839:664d :40:20c : 291 f : feJa :6ebd

00:0C:29:9n:6E:B8

T 20241217 .2347

2024 .12 .0-202412172347
1734482633

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standalonel

Replication Settings menu:

[1]1 Setup S3H host authentication

[2] Toggle standby mode

[3]1 Momitor replication status

fire you sure you want to toggle standby mode? (ysH) [default: H]

11. Press [Y] to automatically restart the standby server.
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33.5 Confirm Status

The status of HA feature can be checked from the OVA console screen.
1. Connect to the OVA console of the primary server.

2. Press [5] (Admin Tools) > [7] (Setup replication) > [3] (Monitor replication status) on the key-
board to check the status.

Networking:

IP Address: 10.10.40.124 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org S53H Server: Rumming (ethl)
Time: Z0Z24-1Z2-19 00:52 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fefe:1fa’l
MAC Addr: 00:0C:29:7E:1F:A2

Revision : 20241217.2347

05 Version: Z2024.12.0-202412172347

OVA Build : 1734482633

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTPF Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups

Reset fidmin Dashboard API Token

Configure Agent-D Authenticationm

Configure Built-in Agent-D

Configure Firewall (betal?

Setup replication (current: standalone)

Replication Settings menu:

[1]1 Setup 33H host authentication
[Z]1 Toggle standby mode
[3]1 Momitor replication status

The status will be updated automatically when it is displayed. To close the status screen, press [Ctrl+C].
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Once the HA configuration is set up, the backup phase is initiated first. During the backup phase, the
initial data is copied from the primary server to the standby server.

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: @

phase: waiting for checkpoint to finish
total:
streamed: @

phase: streaming database files
total: 106565120
streamed: §9051136

Replication state: streaming
Replication status: reseruved
AL buffer =size: 0 bytes
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Once the backup phase is complete, data streaming will begin. Once started, a screen similar to the one

below will appear. After setting, confirm that “Replication state: streaming” is displayed.

Replication state:
leplication status:
AL buffer size: bytes

phase: waiting for checkpoint to finish
total:
streamed: O

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: O

Replication state: streaming
Replication status: reserved
AL buffer size: 0 bytes

Replication state: streaming
Replication status: reserved
AL buffer size: 0 bytes

Replication state: streaming
Replication status: reseruved
AL buffer size: 0 bytes
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33.6 Cases for Reconfiguration
In the following cases, the HA function must be configured again:

* When restoring a system backup on the primary server

 To restore the original state after failover.

33.7 Failover

Failover refers to the process of automatically switching to a redundant or standby system when the

primary system fails, ensuring minimal downtime and continuous operation.

33.7.1 Manual Failover

To monitor on an active server, change the role from standby to active. The change procedure is as

follows.
1. Connect to the OVA console of the standby server.

2. Press [5] (Admin Tools) > [7] (Setup replication) > [2] (Toggle standby mode) on the keyboard
to change the standby server from standby to primary server role.
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Networking:

IP Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org 83H Server: Hot Rumning
Time: 2024-12-18 07:05 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff:fe2?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : Z20241210.0635

05 Version: 2024.12.0-202412100635

0VA Build : 1733824919

Serial#t : EB16B-B0OOOB-23CA9-D7246-2BB97
NTP Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup S3H host authentication

[2]1 Toggle standby mode

[3]1 Monmitor replication status

[4] Toggle auto failover (current: disabled)
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3. Press [Y].

IP Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org 33H Server: Hot Rumning
Time: 2024-12-18 07:20 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : Z20241210.0635

05 Version: 2024.12.0-202412100635

0VA Build : 1733824919

Serial#t : EB16B-B0OOOB-23CA9-D7246-2BB97
NTP Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups

Reset Admin Dashboard API Token
Configure Agent-D Authenticationm
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup 33H host authentication

[Z2]1 Toggle standby mode

[3]1 Monitor replication status

[4] Toggle auto failover (current: disabled)

fire you sure you want to toggle standby mode? (y-sN) [default: Nl y

Suwitching to standalone mode...rebooting.Stopping PostgreSQL: OK

?4-12-18 07:20:34,x3N Delete replication
24-12-18 07:20:34,»3N Removing the replication slot on master
24-12-18 07:20:34,>3N Delete replication done

Press [Y] to automatically restart the standby server. After restarting, please log in from a web browser.
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33.7.2 Auto Failover

When auto failover is enabled, the standby server will automatically change its role from standby to
primary and take over monitoring if there is an unintended communication breakdown between the
primary and standby servers for more than 60 seconds. If the user restarts/shuts down the primary

server or successfully reconnects within 60 seconds, the switchover does not take place.

By default, auto failover is disabled. To have the standby server automatically take over monitoring if
the primary server fails, follow these steps to enable auto failover.

1. Connect to the OVA console of the standby server.

2. Press [5] (Admin Tools) > [7] (Setup replication) > [4] (Toggle auto failover) on the keyboard to
enable auto failover.

Networking:

IP Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 33H Server: Not Running
Time: 2024-12-18 07:05 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : 20241210.0635

0S5 Version: 2024.12.0-202412100635

0vA Build : 1733824919

Serial#t : EB16B-B0O00B-23CA9-D7246-2BB97
NTP Mode : noauth

Admin Tools menu:

Reset Admin Password - Two-Factor configuration
Configure a remote filesystem for backups
Reset fidmin Dashboard API Token
[4] Configure fAgent-D Authentication
[5] Configure Built—in Agent-D
[6]1 Configure Firewall (beta)
[?]1 Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup 33H host authentication

[Z2]1 Toggle standby mode

[3]1 Momitor replication status

[4] Toggle auto failover (current: disabled)
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3. After pressing [4], the screen will automatically return to the first screen. Again, go to [5] (Admin

Tools) > [7] (Setup replication) and confirm that the Toggle auto failover current is “enabled”.

Networking:

IP Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 53H Server: Not Running
Time: Z0Z24-1Z2-18 07:04 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : 20241210.0635

05 Version: Z2024.12.0-202412100635

0VA Build : 1733824919

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTP Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset fidmin Dashboard API Token
Configure Agent-D Authenticationm
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[Z2]1 Toggle standby mode
[3]1 Momitor replication status
[4]1 Toggle auto failover (current: enabled)
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SECTION 34

DEVICE EOS/EOL
MANAGEMENT

To manage EOS/EOL, “End of Sales (EOS)”/“End of Life (EOL)” columns have been added to the
inventory. EOS/EOL information can be configured manually or by importing from an Excel file, or

automatically configured for Cisco devices using the Cisco Support API.

@) eshbosrds

s_l || w Vendor/Model/0s: Cisco ~

1P Address

10.1280.1
10.1280.8
10.1280.7

ansakgpJ

1012809

10.1280.11
10.1280.12
10.1280.13
10.1280.14
10.1280.16
10.1280.18
10.1280.20
10.1280.22
10.1280.25
10.1280.24
10.1280.26
10.1280.27
10.1280.28
10.1280.15

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

34.1

1. Click the [Inventory] tab.

10.1280.17

Inventory

Hostname
NER3-LVI
CR11-A
CR12-B
CR4-B
NER4-B
NERS-A
CRT-A
CR8-B
NER6-B
NERT-A
NER2-B
CR1-A
NERT-A
NER3-A
NERS-A
epc-sw2-a0
SP-RT2
NERS-A
CRS-A

Changes

Jobs  Terminal Proxy

Add Criteria ~

Network
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default

L]Ih>)

Adapter
Cisco 105
Cisco 108
Cisco 108
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 108
Cisco 105
Cisco 108
Cisco 105
Cisco 10S
Cisco 105
Cisco 105
Cisco 108
Cisco 108
Cisco 105
Cisco 105
Cisco 105

Search  Compliance

~ HW Vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

Monitors

Model
CRS-16/S
CRS-8/S
CRS-8/S
CRS-4/S
CRS-16/S
CRS-4/S
CRS-4/S
CRS-4/S
CRS-4/S
CRS-16/5-B
CRS-8/S-B.
CRS-16/S
CRS-16/5-B
CRS-16/S
CRS-4/S
ASR-9922-DC
ASR-9006-AC
CRS-4/S
CRS-16/S

Incidents  Map

Device Type
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

Manual Configuration

2. Select the device for which to set EOS/EOL.

[Ejanshiosds

= 1P Address
@ 1012801
@ 1012808
@ 1012807
@ 1012809
@ 101280.11
@ 10128012
@ 10128013
@ 10128014
@ 10128016
@ 10128018
@ 10128020
@ 10128022
@ 10128025
@ 10128024

auns aAgpaiy L

Inventory

[=] w Vendor/Model/0s: Cisco =

Hostname
NER3-LVI
CR11-A
CR12:B
CRa-B
NER4-B
NERS-A
CRT-A

Changes

Jobs e

al Proxy

Add Criteria ~ g ﬂ

Network
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default

Adapter
Cisco 108
Cisco 108
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105

Search

~ HW Vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

Compliance

Monitors

Model
CRS-16/S
CRS-8/S.
CRS-8/5
CRS-4/5
CRS-16/S
CRS-4/S.
CRS-4/S.
CRS-4/S.
CRS-4/5.
CRS-16/5-B.
CRS-8/5-B
CRS-16/S
CRS-16/5-B.
CRS-16/5

Incidents  Map

Device Type
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

Router

MiBs.
05 Version Serial#
421 TBA10340015
431 TBA09500075
431 TBA09500081
431 SMAT125020H
421 TBA10380117
431 SMAT24506vQ
431 SMA1236098P
431 SMA12360980
431 SMA1246077Z
431 FOX1630Q08Y
431 TBM16378939
431 TBA09520157
431 FOX1630Q08Y
421 TBA10340015
431 SMAT24506YQ
434 FOX1716GP7Q
430 FOX1534GEV9
431 SMAT24506YQ
431 TBM14481618
MiBs
0S Version Serial#t
421 TBA10340015
431 TBA09500075
43.1 TBA09500081
431 SMA1125020H
421 TBA10380117
431 SMAT24506YQ
431 SMA1236098P
431 SMA12360980
431 SMA12460772
431 FOX1630Q08Y
431 TBM16378939
43.1 TBA09520157
431 FOX1630Q08Y
421 TBA10340015

3. Click [Device] in the [Inventory] menu bar.

4. Click [Edit device properties].
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Backup Durat...

1m19s

End Of Sale
2013/07/31
2013/07/31
2013/07/31
2014/08/15
2013/07/31
2014/08/15
2014/08/15
2014/08/15
2014/08/15
2021/08/06
2021/08/06
2013/07/31
2021/08/06
2013/07/31
2014/08/15

2014/08/15
2013/07/31

End Of Sale
2013/07/31
2013/07/31
2013/07/31
2014/08/15
2013/07/31
2014/08/15
2014/08/15
2014/08/15
2014/08/15
2021/08/06
2021/08/06
2013/07/31
2021/08/06
2013/07/31

Network: ~ <All> v scorreale Logout Settings Help

5 Device = Inventory @ Tools " Change & Smart Change Ml Reports
End Of Life Software End ..  Software End ... Traits Violation
2020/07/31
2020/07/31
2020/07/31
2021/08/31
2020/07/31
2021/08/31
2021/08/31
2021/08/31
2021/08/31
2026/08/31
2026/08/31
2020/07/31
2026/08/31
2020/07/31
2021/08/31

2021/08/31
2020/07/31

Network: ~ <All> v scorreale Logout Settings Help

5 Device = Inventory @ Tools “% Change & Smart Change Ml Reports
End Of Life Software End... Software End ... Traits Violation ]
2020/07/31
2020/07/31
2020/07/31
2021/08/31
2020/07/31
2021/08/31
2021/08/31
2021/08/31
2021/08/31
2026/08/31
2026/08/31
2020/07/31
2026/08/31 Licmp I ncm Tsnl
2020/07/31 [ ncm Lsnf
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aunsaAgpIIYL @

Netork:  <All> v scomeale Logout Settings Helj

Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs

(] v Vendor/Model/os: Cisco = Add criteria ~| @) © | < Device = Inventory @ Tools “ Change & Smart Change Wi Report
= 1P Address Hostname Network Adapter ~ HW Vendor Model Device Type 05 Version Serialit Backup Durat...  End Of Sale End Of Life % Backup Traits Violation
@ 1012801 NER3-LVI Default Cisco 10S Cisco CRS-16/S Router 421 TBA10340015 1m19s 2013/07/31 2020/07/31 SSjRecEeovey Licmp I nem Lsnl
@ 1012808 CRI1-A Default Cisco 105 Cisco CRS-8/S Router 431 TBAGSS0007S 55 2013/07/31 2020/07/31 S Collectnefghbor data
@ 1012807 CR12:8 Default Cisco 105 cisco CRS-8/S Router 431 TBA9S00081 5 2013/07/31 2020/07/31 :
@ 1012809 CRAB Default Cisco 108 Cisco CRS-4/S Router 431 SMAT125020H 65 2014/08/15 2021/08/31 A
@ 10128011 NER4-B Default Cisco 105 cisco CRS-16/5 Router 421 TBAT0380117  14s 2013/07/31 2020/07/31
@ 10128012 NERS-A Default Cisco 108 Cisco CRS-4/S Router 431 SMAT24506vQ  10s 2014/08/15 2021/08/31 pr—
@ 10128013 CRT-A Default Cisco 105 Cisco CRS-4/5 Router 431 SMAT236098P 45 2014/08/15 2021/08/31 ¥+ Associate Monitor Sets.
@ 10128014 RSB Default Cisco 108 cisco CRS4/S Router 431 SMAT2360980 s 2014/08/15 2021/08/31

@ 10128016 NER6-B Default Cisco 10S Cisco CRS-4/S Router 43 SMA1246077Z 165 2014/08/15 2021/08/31 (. Configure Maintenance Windows...

@ 10128018 NER1-A Default Cisco 105 Cisco CRS-16/5-B Router 431 FOX1630Q08Y 13 2021/08/06 2026/08/31 1)

@ 10128020 NER2-8 Default Cisco 10S Cisco CRS-8/5-B Router 431 TBM16378939 145 2021/08/06 2026/08/31 Edit

@ 10128022 CRI-A Default Cisco 10S Cisco CRS-16/S Router 431 TBA09520157 6s 2013/07/31 2020/07/31 ;: [Editdevice/properties D E
@ 10128025 NERT-A Default Cisco 10S Cisco CRS-16/5-8 Router 431 FOX1630Q08Y 85 2021/08/06 2026/08/31 ] Populate device end of sale ficmp Y ncm Lsnf
@ 10128024 NER3-A Default Cisco 105 cisco CRS-16/5 Router 421 TBAT0340015  7s 2013/07/31 2020/07/31 L Llicmp X ncm Yesnl
@ 10128026 NERS-A Default Cisco 10S Cisco CRS-4/S Router 431 SMA124506YQ 65 2014/08/15 2021/08/31 g Dissodate tags [icmp I ncm Tsnf
@ 10128027 epc-sw2-a0 Default Cisco 105 cisco ASR-9922-DC  Router 434 FOXITI6GPTQ S5 2 ::: t: :: it erarchy..

@ 10128028 SP-RT2 Default Cisco 108 Cisco ASR-9006-AC  Router 430 FOXIS34GEV9 25 §

@ 10128015 NERS-A Default Cisco 105 Cisco CRS-4/5 Router 431 SMA124506¥Q S5 2014/08/15 2021/08/31 B4 Disable NCM features

e n1R017 RS- Nafault Ciern 10G Cicen CRSAAK Reutter 431 TRM14481418 e 201307731 2000/07/31
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3. Select the product EOS/EOL dates and click the [Save] button.

Adapter:

Network:

Cisco 10S

Default

Edit Device

End Of Sale:

2023/08/31

End Of Life:

2024/05/21

Software End Of Sale:

2023/10/04

Software End Of Life:

2024/05/21

Custom Fields

Custom 1:

click to edit

Custom 2:

click to edit

Custom 3:

click to edit

Custom 4:

click to edit

Custom 5:

click to edit

The date set in the column will be displayed.

Dashboards

= 1P Address
@ 1012801
@ 1012808
@ 1012807
@ 1012809
@ 10128011
@ 10128012
@ 10128013
@ 10128014
@ 10128016
@ 10128018

s aA3payL @

Inventory  Changes  Jobs  Terminal Proxy ~ Search  Compliance

[] ¥ Vendor/Model/0s: Cisco ¥ *  Add Criteria ~ @ ﬂ

Hostname Network Adapter ~ HW Vendor
NER3-LVI Default Cisco 10S Cisco
CR11-A Default Cisco 10S Cisco
CR12-8 Default Cisco 10S Cisco
CR4-B Default Cisco 105 Cisco
NER4-B Default Cisco 105 Cisco
NERS-A Default Cisco 10S Cisco
CRT-A Default Cisco 10S Cisco
CRE-B Default Cisco 10S Cisco
NER6-B Default Cisco 10S Cisco
NERT-A Default Cisco 10S Cisco

Monitors  Incidents  Map

Model Device Type
CRS-16/5 Router
CRS-8/5 Router
CRS-8/S Router
CRS-4/5 Router
CRS-16/5 Router
CRS-4/5 Router
CRS-4/S Router
CRS-4/S Router
CRS-4/5 Router
CRS-16/5-B. Router

MiBs.
05 Version Serialif
421 TBA10340015
431 TBA09500075
431 TBA09500081
431 SMAT125020H
421 TBA10380117
431 SMAT124506¥Q
431 SMA1236098P
431 SMA12360980
431 SMA1246077Z
431 FOX1630Q08Y
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Backup Durat...
m19s

End Of Sale
2023/08/31
2023/08/31
2023/08/31
2023/08/31
2023/08/31
2023/08/31
2014/08/15
2014/08/15
2014/08/15
2021/08/06

End Of Life
2024/05/21
2024/05/21
2024/05/21
2024/05/21
2024/05/21
2024/05/21
2021/08/31
2021/08/31
2021/08/31
2026/08/31

0000 :

&

Save | Cancel ‘

Network: ~ <All>

= Device & Inventory @ Tools

Software End ...
2023/10/04
2023/10/04
2023/10/04
2023/10/04
2023/10/04
2023/10/04

Software End ...
2024/05/21
2024/05/21
2024/05/21
2024/05/21
2024/05/21
2024/05/21

Traits

Violation

v scorreale Logout Settings Help

\» Change & smart Change Ml Reports

B
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34.2 Automatic Configuration

Automatic Configuration enables the automated retrieval of critical device lifecycle information
through integration with Cisco’s Smart Net Total Care (SNTC) service. This feature supports both

online and offline workflows. Automatic Configuration allows you to:

+ Automatically populate End-of-Sale/End-of-Life (EOS/EOL) data
* Maintain updated device lifecycle records through API integration
* Handle offline scenarios with .csv-based data exchange

ThirdEye requires the following for Automatic Configuration:

* Valid Cisco Smart Net Total Care (SNTC) is required.
* You must log in with your Cisco account and obtain an API key and secret code before accessing
Cisco Smart Net Total Care.

For information on obtaining API, wvisit https://developer.cisco.com/docs/support-apis/#!user-
onboarding-process.

ThirdEye must be able to connect to the Internet to retrieve the End-of-Sale (EOS) date from the
Cisco server.

34.2.1 Offline Environment

If ThirdEye cannot connect to the Internet, it will not be able to retrieve the EOS date from the Cisco
server. However, you can export your inventory as a .csv file and use it for import into Cisco services.

You can also export a .csv file from your Cisco service, and import it into ThirdEye to update the EOS
date.

Cisco services do not include the end-of-sale date in the export file.
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34.2.2 Export Device Inventory
To export a .csv file that can be used for import into Cisco services:
1. Click the [Inventory] main tab.

2. Click [Inventory] in the menu bar.

=) Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance ~ Monitors Incidents Map  MIBs. Network:  <All> v scorreale Logout Settings Hel
;_| =] ¥ Vendor/Model/0s: Cisco ~ Add Criteria ~ | &J| © 2 Device & Inventory @ Tools “4 Change & Smart Change Ml Repor
g: = 1P Address Hostname Network Adapter ~ HW Vendor Model Device Type 0 Version Serial# Backup Durat... End Of Sale End Of Life Software £ || Credentials ation
-
m @ 1012801 NER-LVI Default Cisco 105 Cisco CRS-16/5 Router 421 TBA10340015  1m19s 2023/08/31 2024/05/21 2023/10/0¢ = Frotocols
< X .. Global Maintenance Windows
© ¥ 1012808 CRI1-A Default Cisco 105 cisco CRS-8/S Router 431 TBAO9500075 55 2023/08/31 2024/05/21 2023/10/0¢
Maintenance Window History

@ @ 1012807 CRI2-B Default Cisco 105, Cisco CRS-8/S Router 431 TBA09500081 55 2023/08/31 2024/05/21 2023/10/04 P
& @ 012809 CRa-B Default Cisco 105 cisco CRS-4/5 Router 431 SMAT125020H 65 2023/08/31 2024/05/21 023/10/04 L device

@ 10128011 NER4-B Default Cisco 105, Cisco CRS-16/5 Router 421 TBAT0380117 145 2023/08/31 2024/05/21 20231000 5 b1 cover new devices

@ 10128012 NERS-A Default Cisco 105, Cisco CRS-4/S Router 431 SMA124506YQ 10 2023/08/31 2024/05/21 2023/10/04 R

@ 10128013 CRT-A Default Cisco 105, cisco CRS-4/5 Router 431 SMA1236098P 45 2014/08/15 2021/08/31 ) Export inventory as Excel file...

@ 10128014 RSB Default Cisco 105, cisco CRS-4/5 Router 431 SMA12360980 s 2014/08/15 2021/08/31 & Export inventory with configurations as ZIP file...

@ 10128016 NER6-B Default Cisco 105, Cisco CRS-4/5 Router 431 SMAI246077Z 165 2014/08/15 2021/08/31 B save inventory import Excel template

@ 10128018 NERT-A Default Cisco 105, cisco CRS-16/5-B Router 431 FOX1630Q08Y 135 2021/08/06 2026/08/31 . Import/update inventory from Excel file.

@ 10128020 NER2-8 Default Cisco 105, Cisco CRS-8/S-B. Router 431 TBM16378939 145 2021/08/06 2026/08/31 - (€ <te0 SN (el

@ 10128022 CRI-A Default Cisco 10S. Cisco CRS-16/S Router 433 TBA09520157 65 2013/07/31 2020/07/31 @ Export inventory as Cisco csv file...

@ 10128025 NERT-A Default Cisco 05 Cisco CRS-16/5-8 Router 431 FOX1630Q08Y 8 2021/08/06 2026/08/31 883 import/update end of e from Cisco cs fe.

@ 10128024 NER3-A Default Cisco 105 Cisco CRS-16/5 Router 421 TBA10340015  7s 2013/07/31 2020/07/31 ® Manage

Device Tags
@ 10128026 NERS-A Default Cisco 105 cisco CRS-4/5 Router 431 SMAT24506¥Q 65 2014/08/15 2021/08/31 o
K Delete device
@ 10128027 epc-sw2-a0 Default Cisco 105, Cisco ASR-9922-DC Router 434 FOXI716GP7Q S5 Y
@ 10158078 SP-RT? Defanlt Cisea 108 Cisen ASR-90NA-AC Reuter 430 FOX1534GFVQ. 2 Cen Y oo Tank

3. Click [Export Inventory as Cisco .csv file..].

= Inventory @ Tools "% Change ® Smart Change |

“i| Credentials

® Pprotocols -

, Global Maintenance Windows

_ Maintenance Window History
Add

= Add new device

&= Discover new devices

Import/Export

121

Export inventory as Excel file...

1]

Export inventory with configurations as ZIP file...

121

Save inventory import Excel template...

1]

Impaort/update inventory from Excel file...
Cisco SNTC Portal

@ Export inventory as Cisco csv file...

@ Import/update end of life from Cisco csv file...

Manage

D Device Tags

Lad

34.2.3 Import Cisco CSV File
1. Repeat steps 1 and 2 above.

2. Click [Import/update end of life from Cisco csv file...].
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34.2.4 Obtain Device EOS/EOL

1. Click [Settings] in the Global Menu.

i smart Change ii Reports

=

2. Click [Cisco API] in the left sidebar.

3. Enter your API key and secret code and click [OK].

(Clicking [Test Authentication] checks the validity of the ID and Secret code.)

Data Retention

Cisco Client Id:

System Backup

Mail Server Cisco Client Secret:

SNMP Traps

Users

Server Settings

‘ 383sebshnne3bwqqgbzkw,

Test Authentication ‘

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -
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4. Select the device to obtain EOS/EOL.

amnsakgpaiyl @

Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Map  MiBs Network:  <All> ¥ scorreale Logout Settings Help
[2l ¥ Vendor/Model/os: Cisco ~ Add criteria ~ | )| © | - Device & Inventory @ Tools “ Change % Smart Change M Reports
= 1P Address Hostname Network Adapter  HW Vendor Model Device Type 05 Version Serial# Backup Durat...  End Of Sale End Of Life Software End ... SoftwareEnd ... Tr Violation =
@ 1012801 NER3-LVI Default Cisco 0§ cisco CRS-16/S Router 421 TBA10340015  1m19s 2023/08/31 2024/05/21 2023/10/04 2024/05/21 [icmp X ncm Leal
@ 1012808 CRI11-A Default Cisco 05 cisco CRS-8/5 Router 431 TBAO9S00075 55 2023/08/31 2024/05/21 2023/10/04 2024/05/21
@ 1012807 CR12:8 Default Cisco 05 Cisco CRS-8/5 Router 431 TBAO9S00081 55 2023/08/31 2024/05/21 2023/10/04 2024/05/21
@ 1012809 CR4-B Default Cisco 0§ cisco CRS-4/5 Router 431 SMAT125020H 65 2023/08/31 2024/05/21 2023/10/04 2024/05/21
@ 10128011 NER4-B Default Cisco 0§ cisco CRS-16/S Router 421 TBA0380117 145 2023/08/31 2024/05/21 2023/10/04 2024/05/21
@ 10128012 NERS-A Default Cisco 05 Cisco CRS-4/S Router 431 SMA124506YQ 105 2023/08/31 2024/05/21 2023/10/04 2024/05/21
@ 10128013 CRT-A Default Cisco 05 Cisco CRS4/S Router 431 SMA1236098P 45 2014/08/15 2021/08/31
@ 10128014 CRB-B Default Cisco 05 Cisco CRS4/S Router 431 SMA12360980 45 2014/08/15 2021/08/31
@ 10128016 NER6-B Default Cisco 105 Cisco CRS-4/S Router 431 SMA1246077Z 165 2014/08/15 2021/08/31
@ 10128018 NER1-A Default Cisco 05 Cisco CRS-16/5-B Router 431 FOX1630Q08Y 135 2021/08/06 2026/08/31
@ 10128020 NER2-B Default Cisco 05 Cisco CRS-8/5-B Router 431 TEM16378939 145 2021/08/06 2026/08/31
@ 1012802 CRI-A Default Cisco 05 Cisco CRS-16/5 Router 431 TBA9S20157 65 2013/07/31 2020/07/31
@ 10128025 NER1-A Default Cisco 0§ Cisco CRS-16/5-8 Router 431 FOX1630Q08Y 85 2021/08/06 2026/08/31
@ 10128024 NER3-A Default Cisco 105 Cisco CRS-16/S Router 421 TBA10340015 7s 2013/07/31 2020/07/31
@ 10128026 NERS-A Default Cisco 105 Cisco CRS-4/S Router 431 SMA124506¥Q 65 2014/08/15 2021/08/31
@ 10128027 epe-sw2-a0 Default Cisco 105 Cisco ASR-9922-DC Router 434 FOX1716GP7Q 55
@ 10128028 SP-RT2 Default Cisco 10S Cisco ASR-9006-AC Router 430 FOX1534GEV9 2 [icmp X ncm Lsnf

3
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5. Click [Populate device end of sale] in the [Device] submenu.

Network: <All> v scorreale Logout Settings Help

w Device k= Inventory @ Tools "% Change % Smart Change h Reports

Sale End Of Life % Backup Traits
/31 2024/05/21 % Rediscover Cicmp { ncm Lsnl
/31 024/05/21 & Collect neighbor data Picmp Y ncm Ysnl
/31 2024/05/21 i Cicmp I ncm Lsnl
/31 2024/05/21 Licmp J ncm T'snl
/31 2024/05/21 iy Cicmp I ncm I'shl
/31 2024/05/21 Monitors Licmp I ncm L'snl
W15 2021/08/31 “V Associate Monitor Sets... Licmp I ncm Lsn|
/15 2021/08/31 Cicmp I ncm I'snl
W15 2021/08/31 _b Configure Maintenance Windows... @
/06 2026/08/31 @) Licmp I ncm L'shi
/06 2026/08/31 Edit Licmp I ncm Tsn
31 2020/07/31 :l Edit device properties m
/06 2026/08/31 | Populate device end of sale Ficmp § ncm 18N
731 5020/07/31 '-|-: Aissocijdtetags @
15 2021/08/31 H_ Dissociate tags @

55 Add to map...

\5%:, Add to map with hierarchy... @

s ED ED €
15 2021/08/31 ’x Disable NCM features ED @D €1
/31 2020/07/31 Licmp I ncm L'shl
/06 2026/08/31 Cicmp I ncm L'shl
/15 2021/08/31 CD D €
/31 2020/07/31 Cicmp I ncm L'snl
/29 2023/09/30 2017/03/01 2022/02/28 licop I pemy sl
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6. On the “Populate End of Sales” screen, click [Yes].

Populate End of Sales?

Are you sure you want to populate end of sales data for the selected devices?

EOS/EOL information will be automatically acquired and registered in the column.

=) Dashboards  Inventory  Changes  Jobs  TerminalProxy Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> ¥ scorreale Logout Settings Help
;_| (]~ Vendor/Model/os: Cisco = % Add Criteria ~| G| © | < Device &3 Inventory @ Tools 4 Change & smart Change Wi, Reports
S’ = 1P Address Hostname Network Adapter ~ HW Vendor Model Device Type Serial# Backup Durat... End Of Sale End Of Life Software End ... Software End ... Violation
% @ 1012801 NER3-LVI Default Cisco 10S Cisco CRS-16/S Router 421 TBA10340015 m19s 2023/08/31 2024/05/21 2023/10/04 2024/05/21
ﬁ w 1012808 CR11-A Default Cisco 10S Cisco CRS-8/S Router 431 TBA09500075 55 2023/08/31 2024/05/21 2023/10/04 2024/05/21
‘=Il ‘w 10.128.0.7 CR12-B Default Cisco 10S Cisco CRS-8/S Router 431 TBA09500081 Ss. 2023/08/31 2024/05/21 2023/10/04 2024/05/21
3 W 1012809 CR4-B Default Cisco 10S Cisco CRS-4/S Router 431 SMA1125020H 65 2023/08/31 2024/05/21 2023/10/04 2024/05/21
w 10.128.0.11 NER4-B Default Cisco 10S Cisco CRS-16/S Router 421 TBA10380117 14s 2023/08/31 2024/05/21 2023/10/04 2024/05/21
w 10.128.0.12 NERS-A Default Cisco 10S Cisco CRS-4/S Router 431 SMA124506YQ 10s 2023/08/31 2024/05/21 2023/10/04 2024/05/21
w 10.128.0.13 CR7-A Default Cisco 10S Cisco CRS-4/S Router 431 SMA1236098P 4s 2014/08/15 2021/08/31
W 10.1280.14 CR8-B Default Cisco 10S Cisco CRS-4/S Router 431 SMA12360980 4s 2014/08/15 2021/08/31
\v 10.128.0.16 NER6-B Default Cisco 105 Cisco CRS-4/S Router 431 SMA1246077Z 16s 2014/08/15 2021/08/31
w 10.128.0.18 NERT-A Default Cisco 10S Cisco CRS-16/S-B Router 431 FOX1630Q08Y 13s 2021/08/06 2026/08/31
‘v 10.128.0.20 NER2-B Default Cisco 10S Cisco CRS-8/S-B Router 431 TBM16378939 14s 2021/08/06 2026/08/31
@ 10128022 CR1-A Default Cisco 10S. Cisco CRS-16/S Router 431 TBA09520157 6s 2013/07/31 2020/07/31
M ananonnc nEDT A Pnfacte Fineaine Finen Fnc 1cic o Pastar R cAvIZanAnow on 2021 mo me anncmont |

C 4 1-970f97 b Results per page: 254 v

Populate End Of Sale k
Populate End Of Sale (2024/05/21 09:55)

1P Address Network End Of Sale End Of Life Software End Of Sale Software End Of Life Hardwares updated Messages

10.128.0.13 Default 2014/08/14 2021/08/30 77

10.128.0.14 Default 2014/08/14 2021/08/30 75

10128016 Default 2014/08/14 2021/08/30 59

10.128.0.18 Default 2021/08/05 2026/08/30 55

10.128.020 Default 2021/08/05 2026/08/30 38

10128022 Default 2013/07/30 2020/07/30 430

10128025 Default 2021/08/05 2026/08/30 55
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SECTION 35

REBOOT/SHUTDOWN

Reboot and shutdown operations are performed using the keyboard on the virtual machine console.

LogicVein -

Networking:

IP Address:
Gateway:
Hostname :
NTP Server:
Time:

IPub Addr:
MAC Addr:

Revision
08 Version:
0VA Build :

Core Seruver

http=s:r-192.168.40.122

192.168.40.122 Netmask:
192.168.40.254 DNS:
netld Interface:
pool .ntp.oryg 33H Seruer:
2021-03-23 07:54 UTC Backup:

255.255.255.0
192.168.0.3 192.168.0.3
etho

Running

Local

fd14:5839:664d:40:20c : 2911 : febb :baf9

00:0C:29:B6:BA:FI

! 20210316 . 0604

2019.24.0-202103160604
1615874999

Settings menu:

Static IP Address

=[2]1 DHCP

[3]1 33H Server
[4] Import Data
[5] Admin Tools

[61 Reboot

[?]1 Power Off
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35.1 Restart Procedure:
1. Click the [6] key on your keyboard.
2. Choose [Reboot].

3. Press the [Y] key on your keyboard to execute.

LogicVein - Core Server
https:--192.166.40.122
Networking:

IP Address: 192.168.40.122 Metmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org S3H Server: Runaming
Time: 20Z1-03-23 07:54 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: febb:baf9d
MAC Addr: 00:0C:Z29:B6:BA:FI

Revision : 20210316.0604
03 Version: 2019.24.0-202103160604
OVa Build : 1615874999

Settings menu:

Static IP Address
=[Z]1 DHCP
[31 35SH Server
[4]1 Import Data
[5] Admin Tools
[6]1 Reboot
[?]1 Power Off
re you sure you want to REBOOT 7 (ysN) [default:
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35.2 Shutdown Procedure:

1. Click the [7] key on your keyboard.
2. Choose [Power Off].

3. Press the [Y] key on your keyboard to execute.

LogicVein - Core Server
https:--192.166.40.122
Networking:

IP Address: 192.168.40.122 Metmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org S3H Server: Runaming
Time: 20Z1-03-23 07:55 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: febb:baf9d
MAC Addr: 00:0C:Z29:B6:BA:FI

Revision : 20210316.0604
03 Version: 2019.24.0-202103160604
OVa Build : 1615874999

Settings menu:

Static IP Address
=[Z]1 DHCP
[31 35SH Server
[4]1 Import Data
[5] Admin Tools
[6]1 Reboot
[?]1 Power Off
re you sure you want to POWER OFF 7 (ysN) [default:
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SECTION 36

UNINSTALL

36.1 Uninstall
1. Shut down ThirdEye.

2. After the shutdown is complete, delete the ThirdEye virtual machine from the virtual host OS.

Example of deletion screen in VMware ESXi:
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&1 sc-10.0.0.184-test-LD b ® $ © ACTIONS v

ﬁ'_'l Actions - 5¢-10.0.0.184-test-LD
Summary Monitor Configure Permissions Datastores
— Power »
Guest OS: Other (64-bit)
Compatibility: ESXi 6.0 and later (VM version 1 Guest OS g
Powered Off VMware Tools: Not ru_nnmg. version; 214748364 Snapshots >
More info
DNS Name: netld @ Open Remote Console
IP Addresses: )
Host: simplivity-Ol.intra.lvi.co.jp (5 Migrate..
Launch Remote Console @ Clone >
Fault Tolerance L4
VM Hardware VM Policies .
Template >
Related Objects
Compatibility >
Cluster E] Cluster-01
Export System Logs...
Host [@ simplivity-Ol.intra.l
Sl (5 Edit Settings...
Networks 52 Labo Network Move to folder...
Storage eng-support Rename...
Edit Notes...
Tags Tags & Custom Attributes »
Assigned Tag Category Add Permission...
Alarms »
Remove from Inventory
= | s v | Detalls Delete from Disk
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Example of deletion screen in Windows Hyper-V:

| Hyper-V Manager
File Action View Help

Recycle Bin R SIS el e

per-V Manager Actions
B 3y | Virtual Machines
£ HOST2
Name State CPU Usage Assigned Memory Uptime
New

B wl-accT Off Crtical

I FS Off-Critical If:', Import Virtual Machin...

Hyper-V Settings...

Virtual Switch Manage...
s Virtual SAN Manager...

Edit Disk...

Inspect Disk...

. Stop Service

The selected virtual machine has no checkpoints Remove Server

Refresh

View

Help
s
Help

Created: 17170001 12:00:00 AM Clustered:
Configuration Version:

Generation: 2

Notes: None

Summary Memory Networking Replication

) 5 : . . 11:03 AM
P Type here to search =] ! - y F F e 0/6r202 =

This completes the uninstallation of ThirdEye.
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SECTION 37

INQUIRIES

If you have any problems or questions while using ThirdEye, please contact our support team:
LogicVein Support Desk Contact information: Email: support@logicvein.com
Before have the following information ready:

1. Product name

2. Product version information (including revisions)

3. Product serial number (ThirdEye license information)

4. Specific issue(s) and questions.

5. A screenshot of the issue (if possible).

644 Copyright © 2025 Logic Vein, Inc.



	Introduction
	About ThirdEye
	About ThirdEye Editions
	Main Feature Comparison Table by Edition
	Environmental Settings
	List of Ports Used

	Installation
	Configuring Network Settings
	Apply the License
	Initial Settings

	Login/Logout
	Log In
	Log Out

	Deployment
	VMware ESXi
	Windows Hyper-V
	Linux KVM
	Nutanix AHV+
	Microsoft Azure
	AWS
	Podman
	Adapter Login
	Podman Deployment
	Ubuntu Linux


	Global Menu
	Settings
	About
	Update License
	Update Online
	Update Offline
	Proxy Server Updates

	Tabs
	Dashboards Tab
	Dashboard Screen Components
	Dashboard Edit Menu

	Inventory Tab
	Inventory Tab Menu Bar
	Device Menu
	Inventory Menu
	Tools Menu
	Change Menu 
	Smart Change Menu 
	Reports Menu

	Changes Tab
	Jobs Tab
	Job History Subtab
	Job Management Subtab

	Terminal Proxy Tab
	Search Tab
	Interfaces Subtab
	Switch Port Search Subtab
	ARP Search Subtab

	Compliance Tab
	Compliance Policy Subtab
	Rule Sets Subtab

	Zero-Touch Tab (optional) 
	Monitors Tab
	Incidents Tab
	Map Tab
	MIBs Tab
	Playbooks Tab
	Wi-Fi Clients Tab

	User Management
	Create User Account
	Add Permissions
	Add User
	Change User Information
	Change Password
	Setup Two-Factor Authentication (2FA)
	Enable Two-Factor Authentication
	Remove Two-Factor Authentication

	Configuring External Authentication
	RADIUS
	Active Directory
	SAML
	Local Authentication After SAML Configuration
	Testing External Authentication
	Microsoft Entra ID Integration
	Okta Integration
	Keycloak Integration

	Set Session Timeout For Users
	Remove Permissions
	Delete User

	Dashboard Management
	Add a Dashboard
	Switch Dashboards
	Widgets
	Types of Widgets
	Add a Widget
	Widget Edit Menu

	Delete Dashboard

	Zero-Touch
	Zero-Touch Requirements
	Managing New Devices
	DHCP Server
	Use an External DHCP Server
	Create a Template
	Device Registration
	Import External Template Values
	Zero-Touch Self-Recovery
	Zero-Touch Device Restore

	Device Management
	Add Device
	Add New Device
	Discover Network Devices
	Import Device Excel Template
	Network Restriction
	Device Groups
	Configure Device Groups

	Custom Device Fields
	Add Specific URL to Right-Click menu
	Delete Device

	Cloud Devices
	Meraki
	Cloud Credential Settings
	Device Discovery
	Multiple Cloud Account Discovery
	Rediscovery
	Support

	Aruba EdgeConnect
	Credential Handling
	Discovery
	Telemetry (Neighbor Collection)

	Aruba Access Points (via Aruba Central)
	Credentials
	Discovery
	Telemetry (Neighbor Collection)
	Monitoring


	Maps
	Create A Map
	Insert Device
	Create Topology Map
	Create Custom Field Map
	Object Icons
	Link Lines
	Attach Interface to Link Line
	Changing Display Formats
	Changing Default Device Labels
	Changing Map Background Image
	Map Tree
	Failed Devices
	Checking Issue Details
	Marking Incident as “Resolved”

	Remove Device
	Delete Map

	Credentials
	Set Common Credentials
	Set Credentials for Each Device

	Syslogs
	Syslog File Retention Period/Size
	Add Syslog Rule
	Check Received Syslog
	Save Syslogs to External Storage
	Edit Memo Template
	Add URL to Right-Click Menu

	Monitoring
	Set Up Mail Server
	Use SysName for Hostname
	Make an SSH/Telnet Connection to the Device
	Terminal Proxy Setup
	Start the Terminal Proxy
	Web Browser Setup
	Use Tera Term

	Configure Monitor Thresholds
	Configure SNMP Trap Handling
	Send traps on events
	Enable/disable trap-triggered discovery
	Receive traps by SNMP v1/v2c
	Receive traps by SNMPv3

	Check the Up/Down Status of the Device Interface
	Check Operation Log
	Check SNMP Traps From Registered Devices
	Check Collected SNMP Data
	Add SNMP Graph Widget
	Export SNMP Data to CSV File
	Publish PDF Dashboard Report
	Schedule Email Dashboard Reports

	Collect SNMP Information
	Monitor SNMP Traps
	Set up credentials
	Monitor by OID
	Monitor any OID

	Monitor Multiple Devices (Monitor Sets)
	Monitor Website
	Monitor TCP Ports
	Monitor Using Calculation Formulas
	Automatically Clear Trap Incidents
	Change Actions Based on the Trap Values
	Compile the MIB
	Delete Monitor

	Ping Monitoring
	Configure Ping Monitoring
	Real-Time Ping
	ICMP Polling
	Operation image 1
	Operation image 2


	Agent-D Monitoring
	Install on Linux
	Install on Windows
	Windows service monitoring
	Windows Service Status

	Windows Event Log Monitoring
	Distribute and install Agent-D using Group Policy on domain controllers
	Install on Linux
	Distribute and Install Agent-D from ThirdEye

	CPU Monitoring
	Get the Overall CPU Usage
	Memory Monitoring
	HDD Monitoring
	Process Monitoring
	Monitor the Number of Processes
	Text Log Monitoring
	Syslog Monitoring
	Trigger Message Alert
	Trigger Description Alert
	Log Level Alert
	Grok Patterns
	Grok Custom Patterns

	WMI (Windows Management Instrumentation) Monitoring
	WinRM (Windows Remote Management)
	Default Configuration
	Non-Secure HTTP Connections
	Basic Authentication Settings

	WMI Credential Settings
	Add WMI Monitor
	WMI Live Service Monitor
	Windows Server Credentials
	WinRM Configuration
	Access WMI Live Service Monitor
	Configure WMI Live Service Monitor
	Start/Stop WMI Services
	Add WMI Monitor


	Wireless LAN Controller Monitoring
	WLC Monitor Configuration
	Displaying Clients on a Map
	WLC Error Messages

	VRF (Virtual Routing and Forwarding)
	VRF Cisco Support
	Viewing VRF Data

	Maintenance Mode
	Manual Maintenance Mode
	Scheduled Maintenance Mode
	Find Non-Monitored Devices

	Policy Actions
	Violation Email
	Execute
	Incident
	Send SNMP Trap To Devices
	Webhooks
	Run Jobs 
	Anomaly Alerts
	Enabling a device

	Draft Configurations [height=4mm]images/pill-suite.pdf
	Create Draft Configuration
	Import Draft Configuration from Plain Text
	Apply Draft Configuration
	Compare Draft Configurations
	Export Draft Configuration
	Delete Draft Configuration

	Configuration Backup
	NCM (Network Configuration Management)
	Perform a Backup
	Backup Status
	Acquired Configuration
	Compare Configurations
	Disable Configuration Backup
	Enable Configuration Backup
	Change Data Retention Period

	Rules
	Create a Rule
	Compliance Policies
	Create Compliance Policy
	Applying a Compliance Policy
	Automatic Remediation Function
	Case 1: When the use of Read-Write authority is prohibited in the SNMP community settings
	Case 2: No access list added to the interface


	Change Advisor [height=4mm]images/pill-suite.pdf
	Execute Commands Using Change Advisor

	Jobs
	Create A Job
	Approval Function 
	Approval Function Permissions
	Job Approval Requests
	Approving Requests
	Check Pre-Approval Record
	Approval Notifications
	SNMP Trap Notifications
	Email Notifications
	Change Required Approvals Number
	Check Past Job History
	Delete Job

	Reports
	Monitor Health Report
	Columns


	Smart Change [height=4mm]images/pill-suite.pdf
	Create a Smart Change Job

	Playbooks [height=4mm]images/pill-suite.pdf
	Add New Playbook
	Create Playbook
	Nodes
	Node List
	Node Types by Position
	Node Search
	Add Node
	Select Device
	Run Code
	Raise Compliance Violation
	Connect Nodes
	Remove Nodes or Connection

	Import Playbook
	Export Playbook
	Playbook Categories
	Create Playbook Category
	Edit Playbook Category
	Delete Playbook Category
	Compliance and Incident Issues

	System Backup/Restore
	Automatic System Backup
	Manual System Backup
	Change Number of System Backups
	Save to External Storage
	Create System Backup Zip File
	Restore System Backup from Zip File

	Smart Bridges (Optional)
	Bridge-to-Server
	Server-to-Bridge
	Connection Token
	SmartBridge Installation
	Add SmartBridge to Core Server
	SmartBridge Settings
	Managing Devices via SmartBridge

	HA (Active/Standby)
	Prerequisites
	Restrictions
	Settings
	Procedure
	Confirm Status
	Cases for Reconfiguration
	Failover
	Manual Failover
	Auto Failover


	Device EOS/EOL Management
	Manual Configuration
	Automatic Configuration 
	Offline Environment
	Export Device Inventory
	Import Cisco CSV File
	Obtain Device EOS/EOL


	Reboot/Shutdown
	Restart Procedure:
	Shutdown Procedure:

	Uninstall
	Uninstall

	Inquiries

