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1 Introduction

This document is a manual for the network fault monitoring software “ThirdEye.” This section explains
various settings and operation methods for ThirdEye.

1.1 About ThirdEye

ThirdEye is a network fault monitoring tool that can be used in a wide range of environments, from
small to large network environments. With ThirdEye, you can:

* Polling monitoring (ICMP Ping, SNMP polling)

* SNMP trap monitoring

* Threshold monitoring

* Incident management (severity, status, priority, assignee, event aggregation)

» Dashboard management (graph display of statistical information, customization of widgets)

* Inventory management (customize display, sort, search)

» Map management (hierarchical structure settings, map tree display, incident notification, auto-
matic drawing of L2 map)

* Monitoring item set/template registration

* Export statistics

* Setting the non-monitoring period

* Trail management with terminal proxy

* Email notifications on incident updates

* Compiling private MIBs

» Configuration backup and generation management

+ Change settings of network devices (router/switch/firewall, etc.)

* Syslog monitoring

1.2 About ThirdEye editions

ThirdEye is available in two editions: “Suite” and “Enterprise”. Available features vary depending on
the edition. For functional differences between editions, please refer to the Main function comparison
table by edition below. All functions in this document are explained based on the highest edition. Some
“Suite” functions may not be available in “Enterprise”. Features that are only available in “Suite” are
indicated with the following icon:

* No icon: Available in all editions.
- @EIED: Available only in “Suite”.
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1.2.1 Main feature comparison table by edition

Function

=
2.
=
ol
eyl
<
o

ThirdEye Suite

Discovery
Monitoring

ICMP

SNMP

SNMP Trap
HTTP/HTTPS
TCP Port
vCenter
VMware Guest
VMware Host
Xen Server
Agent-D

Syslog Monitoring
Maintenance Windows

Manual

Scheduled
Monitor Alert Actions

Incident

Email

Command Execution
Trap Sending

Job Execution
Configuration Management

Configuration Backup
Configuration History
Compare

Export
Configuration Change

Smart Change
Restoration
Change Tools

Draft Configuration
Terminal Proxy

Telnet/SSH Connection

Saving Operation History
Dashboard

Q0 0000 QA0 OV OO0 AAAAAAAARRY ©

QO AV A0 VAV A VAV ©
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Function ThirdEye ThirdEye Suite
Addition v v
Share < V]
Widget < V)
Report 0 O
Incident O O
Job v v
Compliance ° V)
Report O O
MIB Compilation v <
Zero-Touch (Optional) ° v/
Playbooks ° V)

3 Copyright © 2025 LogicVein, Inc.



1.3 Environmental Settings

ThirdEye is available as a virtual appliance and supports the following platforms:

* VMware ESXi (version 7.0 or higher)

* Windows Hyper-V (Windows Server 2016 or later)
* Amazon Web Services*

* Nutanix AHV

* Linux KVM

* Microsoft Azure

The following environment is required for ThirdEye:

Item Recommendation Default Minimum
Hard disk HDDI1: 2.5 GB HDDI1: 2.5 GB HDD1: 2.5 GB
HDD2: 50 GB or more HDD2: 50 GB HDD2: 50 GB
HDD provisioning Thin or Thick Thin or Thick Thin or Thick
Memory 8 GB or more 16 GB 8 GB
CPU 8 cores or more 16 cores 4 virtual CPUs
(cores)

*Both thin and thick HDD provisioning types are supported.
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1.4 List of ports used

The ports that ThirdEye uses for communication are shown below. If you need to access your device
through a firewall, change your firewall’s communication settings to ensure the required ports are open.

Feature Port Protocol UDP/TCP Communication Direction
Zero-Touch 67 DHCP UDP  ThirdEye «— Destination
68 DHCP UDP  ThirdEye — Destination
80 HTTP TCP  ThirdEye «— Destination
69 TFTP UDP  ThirdEye « Destination
- ICMP - ThirdEye «— Destination
Auto-Discovery 22,23 SSH, Telnet TCP ThirdEye — Destination
161 SNMP UDP  ThirdEye — Destination
- ICMP - ThirdEye — Destination
Restore Configuration 22,23 SSH, Telnet TCP ThirdEye — Destination
69 TFTP UDP  ThirdEye « Destination
20, 21 FTP TCP ThirdEye < Destination
Modify Configuration via 22,23 SSH, Telnet TCP ThirdEye — Destination
Tools
Send Trap 162 SNMP Trap  UDP  ThirdEye — Destination
SNMP Monitoring 161 SNMP UDP  ThirdEye — Destination
Receive Trap 162 SNMP Trap  UDP  ThirdEye «— Destination
WMI/WinRM Monitoring 5985 HTTP TCP  ThirdEye — Destination
5986 HTTPS
Real-Time Change Detection 514 Syslog UDP  ThirdEye « Destination
Backup* 22,23 SSH, Telnet TCP ThirdEye — Destination
161 SNMP UDP  ThirdEye — Destination
69 TFTP UDP  ThirdEye «— Destination
20,21 FTP TCP  ThirdEye «— Destination
Terminal Proxy 2222, 443 SSH or TCP ThirdEye «— Client PC
HTTPS
22,23 SSH, Telnet TCP ThirdEye — Destination
Web Terminal 443 HTTPS TCP  ThirdEye <« Client (GUI)
22,23 SSH, Telnet TCP ThirdEye — Destination
Client Access 443 HTTPS TCP ThirdEye «— Client (GUI)
External Authentication 389 LDAP TCP ThirdEye — Authentication
server
1812 RADIUS UDP  ThirdEye — Authentication
server

*The appropriate settings for the protocol you use will depend on the type of device you are using. For
example, for IOS devices, “CLI (Telnet, SSH) only or both CLI and TFTP”.
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2 Installation

2.1 Deployment to VMware ESXi

This section describes the deployment procedure to VMware ESXi. Here we will explain using ESXi
6.5 as an example.

1. Log in to the Web UI and click [Create/Register Virtual Machine] from the virtual machine.

“E' Navigator =] | (51 LVISupport.test - Virtual Machines

+ [g Host
Manage 5 Create / Register VM | Console Poweron [ Power off suspend | (@ Refresh
Monitor ([ | Vvirtual machine ~ | Stalus ~

[ & netid-core-2016.02.0201709222101-appliance @ Normal
2. Select “Deploy a virtual machine from an OVF or OVA file” and click [Next].

5 New virtual machine

+(CISECIIITI  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements i it
Create a new virtual machine This option guides you through the process of creating &
5 Deployment options virtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file
7 Ready to complete

Register an existing virtual machine

Back || Next || Finsn || cancel |

~
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3. After entering the desired virtual machine name, drag and drop the OVA file “lvi-core-****-
appliance.ova” and click [Next].

) New virtual machine - NetLD-Virtual Appliance

+ 1 Select creation type Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

Enter a name for the virtual machine.

[ NetLD-Virtual Appliance

TRy P IED Virtual machine names can contain up to 80 characters and they must be unigue within each ESXI instance.

x netld-core-2016.02.0201712061116-appliance ova

Back |[ Nea || Finsh || cancel |

P

4. Select your storage and click [Next].

%1 New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

¥ 1 Select creation type Select storage
' 2 Select OVF and VMDK files Select the datastore in which to store the configuration and disk files.
¥ 3 select storage

OMUEEESCIEECED The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the

5 Deployment options virtual machine configuration files and all of the virtual disks.

6 Additional settings .

e — Name v  Capacty ~ Free ~ | Type ~  Thinpro..~  Access v
Datastore(192.168.30.105) 105.07 GB 9352GB NFS Supported Single
datastorel 32568 315568 | VMFS5 Supported | Single

2items
Back Next Finish Cancel
[Cows | [vea ] =)
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5. Select the network and disk provisioning you want to deploy and click [Next].

¥ New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type Deployment options

+ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

v
5 Ready to complete

Disk provisioning ® Thin O Thick
[ Back |[ Net ]| Finsh |[ cancal |

1 New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

Network mappings NAT | VM Network v

6. Click [Finish].

+ 1 Select creation type Ready to complete

& 2 I LS Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

V Product Unknown
VM Name NetLD-Virtual Appliance
Disks disk1.vmk disk2.vmdk
Datastore Datastore(192.168.30.105)
Provisioning type Thin
Network mappings NAT: VM Network
Guest 0S Name Other Linux 64-Bit

.
f' i Do not refresh your browser while this VM is being deployed
.

| Baoc || et |[ Finsn || cancel “

After deployment is completed, please start the new virtual machine.
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2.2 Deployment to Windows Hyper-V

This section describes the deployment procedure to Windows Hyper-V. Here we will explain using

Windows Server 2016 as an example.

Prerequisites

* Hyper-V must be installed in Roles and Features.
* At least one virtual switch is required.

1. Start Hyper-V Manager and click [New] > [Virtual Machine].

3 Hyper-v Manager

File Action View Help

o= Quick Create..
B New Virtual Machine.. P
I | Machine... Hard Disk...
51 mport Virtual Machine. i wsD. ] — e = —
joppy Disk.. sage signed Memory pti
Hyper-V Settings... iz B Quick Create...
Virtual Switch Manager.. No vitual machines were found on this server. i
Virtual SAN Manager.. % Import Virtual Machine..
Edit Disk... Hyper-V Settings..
Inspect Disk... Joints H3 Virtual Switch Manager...
Stop Service @ Virtual SAN Manager...
No virtual machine selected
Remove Server «a Edit Disk.-
Refresh & Inspect Disk..
Help =) Stop Service
X Remove Server
Details.
© Refresh
No tem selected View
H rep
< >

Displays the New Virtual Machine Wizard.

2. Enter a name for your virtual machine and click [Next].

E New Virtual Machine Wizard

Before You Begin

Specify Generation

Assign Memary

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

&= Specify Name and Location

Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Name: netiD 18

You can create a folder or use an existing folder to store the virtual machine. If you don't selecta
folder, the virtual machine is stored in the default folder configured for this server,

Store the virtual machine in a different location
Location: | :\Virtual Machines)|

A If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

Browse...

< Previous Finish Cancel
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3. Select “Generation 1” and click [Next].

EH New virtual Machine Wizard X

[ Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location @ Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
% virtual hardware which has been available in all previous versions of Hyper-V,
Assign Memory
Configure Networking () Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.

e T A\, Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Finish Cancel

4. Set the startup memory and click [Next].

58 New Virtual Machine Wizard X

== Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount

Specify Name and Location recommended for the operating system. '

Spedfy Generation Startup memory: 8192 MB

] use Dynamic Memory for this virtual machine.
Configure Networking

Connect Virtual Hard Disk o When you dedide how much memory to assign to a virtual machine, consider how you intend to

use the virtual machine and the operating system that it will run.
Installation Options

Summary

< Previous Finish Cancel
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5. Select the virtual switch you want to connect to and click [Next].

8 New Virtual Machine Wizard X

L Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
fy Nome sl £ sty virtual switch, or it can remain disconnected.

Specify Generation Connection: netlD e

Assign Memory

Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

s e | [ cance

6. Select “Attach a virtual hard disk later” and click [Next].

[E0 New Virtual Machine Wizard X

2= Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedify the
e storage now or configure it later by modifying the virtual machine's properties.

Speafy Generation (O Create a virtual hard disk

e My Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking .neU.D 18.vhdx

e L Location:  C:\Virtual Machines\netiD 18\Virtual Hard Disks\ B

Summary

127 GB (Maximum: 64 TB)

(O) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users\WPalmer\Documents\Virtual Machines),

(@ Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later,

< Previous Finish Cancel
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7. Click [Finish].

58 New Virtual Machine Wizard

Before You Begin

Specify Name and Location
Spedfy Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Summary

The virtual machine will now be created.

Next, assign the two VHDX files to the created virtual machine.

8. Right-click the virtual machine you created and click Settings.

{34 Hyper-V Manager

File Action View Help

s 2m BE

BB Hyper-V Manager
EE wrpri0

X
@ Completing the New Virtual Machine Wizard
You have successfully completed the New Virtual Machine Wizard. You are about to geate the
following virtual machine.
Description:
Name: netlD 18
Generation: Generation 1
Memory: 8192 MB
Network: netlD
Hard Disk:  None
To create the virtual machine and dose the wizard, dick Finish.
< Previous e Cancel
= u] X
Virtual Machines Actone
WRP10 - "
Name State CPUUsage  Assigned Memory  Upti
] == Bl Quick Create..
Connect.. New »
Settings.. [ import Virtual Machine..
£ ot [] Hyper-V Settings...
Checkpoi H8 Virtual Switch Manager...
a Checkpoint
e kd vitual machine has no checkpoints. M VitualSAN Manager..
- & Edit Disk-
Export..
i &= Inspect Disk...
Rename.. =
Deitia W) Stop Service
netlD 18 Help X Remove Server
O Refresh
Created: 9/26/2018 7:47:56 PM Clustered: No p— e
Configuration Version: 8.3
Generation: 1 @ rep
Notes: None netlD 18 a
-DE Connect..
B4 settings..
Summary Memory Networking O start
> | By Checkpoint v

<

Displays the virtual machine settings user interface.

12
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9. Select “Processor” and change [Number of virtual processors].

[ Settings for netLD 18 on WRP10

X
netlD 18 - 4> |0
% Hardware ~ [ 1 processor
B* Add Hardware
B sos You can modify the number of virtual processors based on the number of processors on
= the physical computer. You can also modify other resource control settings.
Boot from CD
@ security Number of virtual processors: 4=
Key Storage Drive disabled
W Memory Resource control
8192M8 You can use resource controls to balance resources among virtual machines.
[ processor
roces: H 0
4Virtualp e Virtual machine reserve (percentage)
= [ IDE Controller 0 Percent of total system resources: 0
B o Hard Drive
<file> Virtual machine limit (percentage): 100
= W 1DE Controler 1 Percent of total system resources: 50
() DVD Drive
i Relative weight: 100

& scsI Controller
Network Adapter
¢ nettD - A\ Hyper-Vis not configured to enable processor resource controls.
oM £arn more about Hyper-V figurat ns,
None
@ com2
None
[ Diskette Drive
None
A Management
Name
netiD 18
Integration Services
Some services offered
. Checkpoints
Standard
8 Smart Paging Fie Location
€:\Virtual Machines\netiD 18

10. Select “IDE Controller 0" and click [Add].

£ Settings for netLD 18 on WRP10

. X
netlD 18 4 p |0
2 Hardware ) ) DE Controlier i
B* AddHardware
= BI0S You can add hard drives and CD/DVD drives to your IDE controller.
Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
@ seariy
Key Storage Drive disabled DVD Drive
Wl Memory
8192MB
u Processor
1 Virtual processor
= I IDE Controller 1
DVD Drive You can configure a hard drive to use a virtual hard disk or a physical hard disk after
R i you attach the drive to the controller.

& sCsl Controller
U Network Adapter
netlD

g Diskette Drive
None

E3

\ﬂ Name
netlD 18
B Integration Services
Some services offered
(%, Chedkpoints
Standard
4 Smart Paging File Location
C:\virtual Machines\netLD 18
Y Automatic Start Action
Restart if previously running

e R
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11. Click [Browse].

[ Settings for netlD 18 on WRP10

= X
netlD 18 - 4> |0
& Hardware ~ = Hard Drive
r Add Hardware
M 5105 You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from D operating system is installed on this disk, changing the attachment might prevent the
. OOt from i virtual machine from starting.
Security 4 Bon:
Key Storage Drive disabled Controller: Location:
W Memory IDE Controller 0 ~ 1(in use) ~
8192 ME Media
[ Processor You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
4 Virtual processors by editing the assodated file. Specify the full path to the file.

= [ 1DE Controller 0 @ Virtual hard disk:
[ o Hard Drive

<file> ‘
¥ o Hard Drive 3

<Ple> ‘ New Edit Inspect
= [ IDE Controller 1
() DVD Drive

None

&4 scst Controller @ 1f the physical hard disk you want to use is not listed, make sure that the
[+ lﬂl Network Adapter disk is offline. Use Disk Management on the physical computer to manage
netlD physical hard disks.

@ com1

None To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
ﬁ o delete the associated file.

None

[ Diskette Drive
None

& Management

Name
netlD 18

|j Integration Services
Some services offered

% Checkpoints

Standard

| Remove

12. Add “disk1” and click [OK].

This PC * Windows8 OS(C) * Virtual Machines * netlD 18 * v O Search netlD 18

New folder T
e Name Date modified Type Size
H
Virtual Machines 9/26/2018 7:47 PM File folder
fanage - disk1.vhdx 9/27/2018 942 AM Hard Disk Image File 1810432 KB
wm disk2vhdx 9/27/2018 942 AM Hard Disk Image File 8,192 KB
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13. Repeat steps 8 to 12 to add “disk2.vhdx”.

14. Click [OK].

[ Settings for netLD 18 on WRP10

netlD 18

o

£ Hard

r Add Hardware
[ pros
Boot from CD
@ Ssecurity
Key Storage Drive disabled
Wl Memory
8192 MB
I Processor
4 Virtual processors
= B IDE Controller 0
[# o Hard Drive
disk2.vhdx
# o Hard Drive
disk1.vhdx
= [ IDE Controller 1
) DVD Drive
None
& scsI Controller
= @ Network Adapter
netlD
Hardware Acceleration
Advanced Features
@ com1
None
f com2
None
[ Diskette Drive
None

2 Management

[£] Name
netlD 18
|j Integration Services

Some services offered

Advanced Features

MAC address
() Dynamic
@ static

o0 [ 00 [F 00

<[00 -Joa |-|00

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.
[] Enable MAC address spoofing

DHCP guard

DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers,

[] Enable DHCP guard

Router guard

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[] Enable router advertisement guard

Protected network

Move this virtual machine to another duster node if a network disconnection is
detected.

[ Protected network

Port mirraring
Port mirroring allows the network traffic of a virtual machine to be monitored by

copying incoming and outgoing packets and forwarding the copies to another
virtual machine configured for monitoring.

Mirroring mode: None -

[ =R

This completes the Windows Hyper-V deployment.
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N
w

Deploying to Linux KVM

Save the qcow?2 file in a directory of your choice.

Launch “Virtual Machine manager”.

From the file menu, click [New Virtual Machine].

Select “Import an existing disk image” and click [Next].

Specity the uploaded file in “Specify the path of the existing storage”.

In “select the operating system you want to install”, select “Generic or unknown OS”.
Enter the resources you want to assign and click [Next].

Enter a name for the virtual machine and check “Customize settings before installation”.
Open [Network Selection], select the device that matches your network environment and click
[Finish].

10. Click on [IDE Disk1] and change the Disk Bus to “SCSI”.

11. Click on [Add Hardware] and add at least S0GB of storage.

12. Click [Begin Installation].

A e A i i e

This completes the KVM deployment
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2.4 Deploying to Nutanix AHV+

Login to Nutanix Prism and go to Settings from the pull-down menu at the top of the screen.
Click [image settings] from the menu on the left.
Click [upload image].
Enter a name and storage container
Specity the qcow?2 file in “Upload a file” and click [Save].
Once the upload is complete, go to “Virtual Machines” from the drop-down menu at the top of
the screen.
7. Click [Create Virtual Machine].
8. Enter the VM name and resource you want to allocate.
9. Click [Add new Disk].
10. Select [Clone from Image Service] from the Operation dropdown menu.
11. Select the image you created from the Image dropdown and add it.
12. Click [Add new Disk” again].
13. Set the size to at least 50GB and add it.
14. Add a NIC by clicking [Add New NIC].
15. Click [Save].

Sk W=

This completes the Nutanix deployment.
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2.5 Deploy to Microsoft Azure
1. Log into Azure and go to the “Storage Accounts” service.
2. Click an existing storage account or click [Create] to create a storage account.
3. In the storage account menu, click [Data Storage] > [containers].
4. Click on an existing container or create a container from [containers].
5. Click [upload].
6. Select the VHD file you downloaded.
7. Open [Advanced settings] and change the Blob type to “Page blob”.
8. Click [Upload].

9. Once the upload is complete, go to the “disk” service.
10. Click [Create].
11. Select your subscription resource group and region.
12. Enter the disk name.
13. Change the source type to “Storage Blob” and select the file where you uploaded the source blob.
14. Change the OS type to “linux”
15. In the size section, click [change size].
16. Select the “storage type” that suits your environment (SSD is recommended).
17. Select the top 4GB and click [OK].
18. Click [Review and create].
19. Check the details and click [Create].
20. Once creation is complete, click [Go to Resource].
21. Click [Create VM].
22. Enter the virtual machine name.
23. Select the resources you want to allocate to the virtual machine by size.
24. Go to the disks tab.
25. in the Data Disk section, click [Create and connect a new disk].
26. In the Size section, click [change size].
27. Select the “storage type” that suits your environment (SSD is recommended).
28. 64GB or larger and add a data disk.
29. Verify that the host cache is “read/write”.
30. Go to the [Network] tab and configure the network settings to suit your Azure environment.
31. Click [Review].
32. Check the details and click [Create].

This completes the deployment on Azure.
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2.6

S

Deploying to AWS

Login to AWS EC2 and click [launch Instance].

Give it a name and optionally set tags.

Click [Browse more AMI at Application and OS images] .

Select “Community AMIs”, enter 1vi-core in the search field, and perform a search

Quickstart AMIs (0) My AMIs (20) AWS Marketplace AMIs (839) Community AMIs (1)
Commonly used AMis Created by me AWS & trusted third-party AMis Published by anyone
Refine results lvi-core (1 filtered, 1 unfiltered) 1

Clear all filters

¥ Operating system

@ Community AMIs
Community AMIs contain all AMIs that are public, therefore anyone can publish an AMI and it will show in this catalog. This catalog can also contain paid products. When using community AMIs it is best

practice to ensure you know and trust the publisher before launching an AM|.

¥ Linux/Unix
lvi-core-2024.03.0-202406180814
[ All Linux/Unix

] Amazon Linux aws ami-Oad9b6eaddecdafsf —
[ Centos lvi-core-2024.03.0-202406180814

[ Debian OumerAliasi—  Platform: Other Linux  Architecture: x86_64  Owner: 511691617191  Publish date: 2024-06-19  Rootdevicetype:ebs  Virtualization:hvm  ENA enabled: Ves

[ Fedora

Select an instance type based on the sizing guidelines.

. After creating a key pair in Key Pair (login), click [download key pair].

In the network settings, assign a group. You can choose an existing security group or create one.
You can add a new security group.

[Under Configure Storage], click [add new volume] and set the size to at least SOGB.

Once configured, click [launch instance].
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2.7 Configuring Network Settings

In the network settings, configure the host name and IP address to be given to ThirdEye. By default,
the IP address etc. will be obtained from DHCP. In an environment without a DHCP server, perform
various settings using the following steps.

Network settings are operated using the keyboard on the virtual machine console.

1. Press the [1] key on your keyboard to choose Static IP Address.

LogicVein - Core Server

https:ss

Netuworking :
IP Address: Netmask:
Gateway: DNS:
Hostname: netld Interface: ethod
NTP Seruer: pool.ntp.org SSH Server: Not Running
NTPD Not Runming
Time: 2019-01-15 09:20 UTC

Revision @ Z0181006.0406
05 Version: 2017.02.0201810060406
0UA Build : 1538767061

Settings menu:

[1] Static IP Address
*[21 DHCP

[3]1 SSH Server

[4]1 Import Data

[5]1 Set up Master

[61 Set up Slave

[?1 Reboot

[8]1 Power Off

2. Press the [1] key on your keyboard to choose ethO (Primary).

G s

Networking:
IP Address: Netmask:
Gateway: DNS:
Hostwname: netld Interface: etho
NTP Server: pool.ntp.org SSH Seruver: Not Running
NTPD Mot Runming
Time: 2019-01-15 09:27 UTC

Revision : Z0181006.0406
05 Version: 2017.02.0201810060406
0VA Build : 1538767061

Interface Settings menu:
[11 eth® (Primary)
[2]1 ethl (Optional)
[3]1 Configure Static Route (Optional)
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3. The following network setting items will be displayed in order.

Enter the value using the keyboard and press the [Enter] key to proceed.

Item Explanation Requirements
Hostname Hostname used by the virtual appliance required
NTP Server Address of the NTP server used by the virtual appliance required
(IP address or hostname)

IP Address IP address used by virtual appliance required
Netmask Subnet mask of the above IP address required
Gateway Gateway IP address required
DNS 1/2 DNS server IP address —

4. A confirmation message will be displayed. Press the [Y] key on your keyboard to save the
settings.

Netuworking :
IP Address: Netmask:
Gateway: DHS:
Hostnane: netld Interface: ethd
NTP Server: pool.ntp.org SSH Server: Not Running
NTPD Not Runming
Time: 2019-01-15 09:25 UTC

Revision : 20181006.0406
0S Version: 2017.02.0201810060406
0VA Build : 1538767061

Interface Settings menu:
[11 eth® (Primary)
[2]1 ethl (Optional)
[31 Configure Static Route (Optional)

Enter STATIC network settings:
Hostname: thirdeye
NTP Server: 192.168.0.3
IP pddress: 192.168.30.41
Netmask: 255.255.255.0
Gateway: 192.168.30.254
DNS 1:
NS 2:

Do you want to SAVE and APPLY these settings? (ysN) [default: N1 _

Settings configuration is now complete, and the service will restart automatically.
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2.8 Apply the license
Apply your license and activate your product.

1. Access ThirdEye by entering its address in your web browser:
https://<Address>/
For <Address>, Specify the IP address or FQDN (Fully Qualified Domain Name).
The license authentication screen will be displayed.

2. Copy and paste Serial number or Activation key.

If you can connect to the internet, use the Serial number (Number consisting of 25 alphanumeric
characters).

If you can’t connect to the internet, use the Activation key.

Ne license found.

In order to proceed, enter the server's activation key below. If you have net yet received

"\. 2n activation key, please contact support.

Activation Key:

[C1 agree to the Eng User License Agreement

3. Check “T agree to the End User License Agreement”, and click [Activate].

No license found.

In order to proceed, enter the server's activation key below. If you have not yet received
\. an activation key, please contact support.

Activation Key:

1nW28EHywiuZLUnSx7CUL3ga JeMClgSPYMA

| agree to the End User License Agreement Activate

The service will restart automatically, and license application will be completed.
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2.9 Initial settings (detailed settings)

After applying the license, the “Advanced Settings” screen will be displayed the first time you access
it. On this screen, you can set the admin user’s password and mail server.

Welcome
Admin User
™ Passwol
Server Default Locale
The language used to send emails, load out of the box monitors and rulesets Language: . English ~
The timezone used when sending emails. Timezone (GMT+09:00) Tokyo v
Server
The name used when the Drowser tab should be shown with specific name. Server Name:
Mail Server
Advanced Settings = Test Email Configurations
Setting Explanation Requirements
Admin User Admin user email address —
Settings
Admin user login password required

Language when sending email

Locale Settings
Time zone when sending email —
Browser tab display name —
Host name or IP address used for link addresses in —
emails

SMTP server host name or IP address —
Email address when sending email —
Sender name when sending email —

To set a password, the following conditions must be met:

Server Settings

Email Settings

* Must be at least 8 characters

* Must not be a character string that is easy to guess (person’s name, proper noun, dictionary
word, commonly used password)

* Character strings that do not repeat the same characters or are arranged in an easy-to-
understand manner

After setting, click [Save] and proceed to the login screen.
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3 Login/Logout

To log in/log out, please follow the steps below.

3.1 Login

1. Access ThirdEye by entering its address in your web browser:

https://Address/

For Address, specify the IP address or FQDN (Fully Qualified Domain Name).

2. On the login screen, enter your username and password to log in.

©ThirdEye
Suite

Username: |

Password: |

Login

.}

For a new installation, refer to the section Installation > Initial settings (detailed settings) to set the

password for the admin user.

After logging in, the ThirdEye top screen will be displayed.

3.2 Logout
1. Click [Logout] at the top right of the screen.

05 Version

auns aA3payL @
9

After logging out, the ThirdEye login screen will be displayed.

24
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4 HA (Active/Standby)

{{ProductName}} has supported HA feature (Active/Standby) since r20241218.0941. In this feature,
we use active and standby as a role. For active server, ThirEye manages devices or monitor devices.
For standby server, it receives transaction log (WAL) from active server and perform synchronization
by recovering it. For HA configuration, we say primary server as active server. In case of attached file,
it will be synchronized per 120 seconds with standby server.

4.1 Prerequisites

The HA feature uses ethl to synchronize data because SSH is used, if there is a firewall between the
active and standby servers, SSH communication from the standby server to the active server must be
allowed. Also, the number of CPU cores, memory capacity, and disk size on both servers must be
identical.

4.2 Restrictions
HA features have the following limitations. Please note that these features are not supported.
 Simultaneous use with Smart Bridge
 Using such as AWS and Azure in cloud environments
 Taking over Syslog data received on the active server
 Taking over system backup files obtained on the active server

+ Taking over the settings to be configured in the OVA console
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4.3 Settings

HA configuration is configured by using the OVA setting. To implement this configuration, user must
have permission to operate VMware and Windows Hyper-V.

4.4 Procedure

Before configuring, set IP addresses on the ethl interfaces of the primary and standby server so that
communication is possible between ethl.

1. Connect to the OVA console on the primary server.

2. Enable SSH for ethl by pressing [3] (SSH Server) > [1] (Enable SSH Server) > [2] (Bind to
interface ethl) on the keyboard.

Networking:

IP Address: 10.10.40.124 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 55H Server: Not Rumning
Time: 2024-12-18 02:33 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff feve:1faZ
MAC Addr: 00:0C:29:7E:1F:A2

Revision : 20241217 .2347

05 Version: 2024.12.0-202412172347

0VA Build : 1734482633

Serial#t : EB16B-B0O00B-23CA9-D7246—2BB97
NTP Mode : noauth

35H Settings menu:

[11 Enabhle S5H Seruver
[2]1 Disable SSH 3erver

35H Interface Binding menu:

[11 Bind to all interfaces
[2]1 Bind to interface ethl

You must change password to enable 5SH

hanging password for tcadmin
01d password:

ew password:

Retype password: _
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3. Confirm that the SSH Server is Running.

LogicVein -

Networking:

IP Address:
Gateway:
Hostname :
NTP Server:
Time:

IPub Addr:
MAC nAddr:

Revision
05 Version:
0VA Build :
Serial#

NTPF Mode

Core Seruver

https: -10.10.40.124

10.10.40.124
10.10.40.254

netld

pool . nip.oryg
2024-12-18 0£:33 UTC

Netmask:
DNS:
Interface:
55H Server:
Backup:

255.255.255.0
192.168.0.3 192.168.0.3
etho

Rumming C(ethl)

Local

fd14:5839:6064d:40:20c : 2911 : feve: 1fad

00:0C:293:7E:1F A2

T 20241217 .2347

2024 .12 .0-202412172347
1734482633

. EB16B-B0O00B-23CA9-D7246-2BB97
: noauth

Settings menu:

Static IP Address

=[2]
[31
[41
[51]
[6]
[?1

DHCP

Reboot

58H Server
Import Data
Admin Tools

Pouwer Off
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4. Connect to the OVA console of the standby server.

5. Press [5] (Admin Tools) > [7] (Setup replication) > [1] (Setup SSH host authentication) on the
keyboard to configure SSH host authentication settings for the primary server.

Networking:

IP Address:
Gateway:
Hostname:
NTP Server:
Time:

IPub Addr:
MAC nAddr:

Revision

05 Version:
OVA Build :
. EB16B-B0O00B-23CA9-D7246-2BB97
: noauth

Serial#
NTPF Mode

10.10.40.125 Metmask: 255.255.255.0
10.10.40.254 DNS: 192.168.0.3 192.168.0.3
netld Interface: etho

pool . nip.oryg S35H Server: Not Running

2024-12-18 02:38 UTC Backup: Local
fd14:5839:664d:40:20c : 29ff : fe9a : 6ebB

00:0C:29:9n:6E:BS

1 20241217 .2347

2024 .12 .0-202412172347
1734482633

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticationm
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standalone)l

Replication Settings menu:

[1]1 Setup S3H host authentication
[2]1 Toggle standby mode
[3]1 Monitor replication status
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6. Enter the ethl IP address of the primary server.

Networking:

IP Address: 10.10.40.125 Netmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 55H Server: Hot Rumning
Time: Z2024-12-18 02:37 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff:fe9a :bebb
MAC Addr: 00:0C:29:9n:6E:BS

Revision : 20241217 .2347

05 Version: 2024.12.0-202412172347

0VA Build : 1734482633

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTP Mode : wnoauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?1 Setup replication (current: standalonel

Replication Settings menu:

[1]1 Setup S3H host authentication

[2] Toggle standby mode

[3]1 Momitor replication status

Remote IP or hostname: 192.168.65.124
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7. Enter the password for SSH to the primary server.

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups

Reset fidmin Dashboard API Token

Configure Agent-D Authenticationm

Configure Built-in Agent-D

Configure Firewall (beta)

Setup replication (current: standalone)

Replication Settings menu:

[1]1 Setup 33H host authentication
[Z2]1 Toggle standby mode
[3]1 Momitor replication status
Remote IF or hostname: 192.168.65.124
Generating public-/private rsa key pair.
Your identification has been saved in ~datarreplication-repl_key
Your public key has been saved in ~data-replication repl_key.pub
The key fingerprint is:
[SHAZ56 : jf0BGoe8Ex+BHU1dBOYho iBg531aTJ/ES?SXSJJ UM 10.10.40.125
The key's randomart image is:
+———[R3A 4096]1-———+
0=+ 0%+t
..+.+oo0 EI
.o*Bo... |
+0 "0 +0

Enter the password for the tcadmin user on the remote host...

arning: Permanently added '192.168.65.124° (EDZ5519) to the list of known hosts.

cadnin®192.168.65.124" s password:

30

Copyright © 2025 LogicVein, Inc.



8. Press any key, such as the [Enter] key.

[SHAZ56 © jf0BGoeBEx+BHV1dBOYho iBg531aTJ7LES?SXSJJ-UN 10,10 .40.125
The key's randomart image is:
+———[R5A 4096]1-————+
0=+ ,0%++]|
..+.+woo0 EI
.o=Bo... |
+0 "0 +0

Enter the password for the tcadmin user on the remote host...
arning: Permanently added '192.168.65.124° (EDZ5519) to the list of knoun hosts.
cadnin@192.168.65.124" s password:
arning: Permanently added '192.168.65.124" (EDZ5519) to the list of knoun hosts.
Generating public-/private rsa key pair.
Your identification has been saved in ~datarreplication-repl_key
Your public key has been saved in ~data-replication repl_key.pub
The key fingerprint is:
SHAZ56 : 3EueIWM IUgzFUx TB0uhwbnB3wGRa 1GUJbBKA9144EF] 192.168.65.124
The key's randomart image is:
+———[R5A 4096]1-————+
.0=Eo==+p00+|
+ 00..0=0 |
. o +.0B

arning: Permanently added '192.168.65.124" (EDZ5519) to the list of knoun hosts.
Press any key to continue. ..
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9. Press [5] (Admin Tools) > [7] (Setup replication) > [2] (Toggle standby mode) on the keyboard
to change the standby server from active to standby server role.

Networking:

IP Address: 10.10.40.125 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld Interface: ethd
NTF Server: pool.ntp.org 53H Server: Not Running
Time: Z0Z24-1Z-18 0Z:38 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: feJa:bebd
MAC Addr: 00:0C:29:9A:6E:B8

Revision : 20241217.2347

05 Version: Z2024.12.0-202412172347

0OVA Build : 1734482633

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTPF Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset fidmin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standalone)l

Replication Settings menu:

[1]1 Setup S3H host authentication
[£]1 Toggle standby mode
[3]1 Monmitor replication status
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10. Press[Y].

Networking:

IP Address: 10.10.40.125 Netmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 55H Server: Hot Rumning
Time: Z2024-12-18 02:56 UTC Backup: Local
IPub fiddr: fd14:5839:664d:40:20c:29ff:fe9a :bebb
MAC Addr: 00:0C:29:9n:6E:BS

Revision : 20241217 .2347

05 Version: 2024.12.0-202412172347

0VA Build : 1734482633

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTP Mode : wnoauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?1 Setup replication (current: standalonel

Replication Settings menu:

[1]1 Setup S3H host authentication

[2] Toggle standby mode

[3]1 Momitor replication status

fire you sure you want to toggle standby mode? (ysH) [default: H]

11. Press [Y] to automatically restart the standby server.
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4.5 Confirm status
The status of HA feature can be checked from the OVA console screen.
1. Connect to the OVA console of the primary server.

2. Press [5] (Admin Tools) > [7] (Setup replication) > [3] (Monitor replication status) on the key-
board to check the status.

Networking:

IP Address: 10.10.40.124 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org 33H Server: Running (ethl)
Time: 2024-12-19 00:52 UTC Backup: Local
IPub fAiddr: fd14:5839:664d:40:20c:29ff:fe?e:1fa2
MAC Addr: 00:0C:29:7E:1F:A2

Revision : Z20241217.2347

05 Version: 2024.12.0-202412172347

0vA Build : 1734482633

Serial#t : EB16B-B0OOOB-23CA9-D7246-2BB97
NTF Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticationm
Configure Built-in Agent-D
Configure Firewall (betal?
[?]1 Setup replication (current: standalonel

Replication Settings menu:

[1] Setup 33H host authentication
[2]1 Toggle standby mode
[3]1 Monitor replication status

The status will be updated automatically when it is displayed. To close the status screen, press [Ctrl+C].

34 Copyright © 2025 LogicVein, Inc.



Once the HA configuration is set up, the backup phase is initiated first. During the backup phase, the
initial data is copied from the primary server to the standby server.

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: streaming database files
total: 106565120
streamed: §9051136

Replication state: streaming
Replication status: reseruved
AL buffer size: 0 bytes
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Once the backup phase is complete, data streaming will begin. Once started, a screen similar to the one
below will appear. After setting, confirm that “Replication state: streaming” is displayed.

Replication state:
leplication status:
AL buffer size: bytes

phase: waiting for checkpoint to finish
total:
streamed: O

phase: waiting for checkpoint to finish
total:
streamed: 0

phase: waiting for checkpoint to finish
total:
streamed: O

Replication state: streaming
Replication status: reserved
AL buffer size: 0 bytes

Replication state: streaming
Replication status: reserved
AL buffer =ize: 0 bytes

Replication state: streaming
Replication status: reserved
AL buffer size: 0 bytes
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4.6 Cases for Reconfiguration
In the following cases, the HA function must be configured again:
* When restoring a system backup on the primary server

 To restore the original state after failover.

4.7 Failover

Failover refers to the process of automatically switching to a redundant or standby system when the
primary system fails, ensuring minimal downtime and continuous operation.

4.7.1 Manual failover

To monitor on an active server, change the role from standby to active. The change procedure is as
follows.

1. Connect to the OVA console of the standby server.

2. Press [5] (Admin Tools) > [7] (Setup replication) > [2] (Toggle standby mode) on the keyboard
to change the standby server from standby to primary server role.

Networking:

IP Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 55H Server: Not Rumning
Time: 2024-12-18 07:05 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : Z20241210.0635

05 Version: 2024.12.0-202412100635

0VA Build : 1733824919

Serial# : EB16B-B0O00B-23CA9-D7246—2BB97
NTP Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration

Configure a remote filesystem for backups

Reset Admin Dashboard API Token

Configure Agent-D Authenticationm

Configure Built-in Agent-D

Configure Firewall (beta)

Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup 33H host authentication

[Z2]1 Toggle standby mode

[3]1 Monitor replication status

[4] Toggle auto failover (current: disabled)
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3. Press [Y].

IP Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org 33H Server: Hot Rumning
Time: 2024-12-18 07:20 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff: fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : Z20241210.0635

05 Version: 2024.12.0-202412100635

0VA Build : 1733824919

Serial#t : EB16B-B0OOOB-23CA9-D7246-2BB97
NTP Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset Admin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup S3H host authentication

[2]1 Toggle standby mode

[3]1 Monmitor replication status

[4] Toggle auto failover (current: disabled)

fire you sure you want to toggle standby mode? (y-sN) [default: Nl y

Suwitching to standalone mode...rebooting.Stopping PostgreSQL: OK

?4-12-18 07:20:34,x3N Delete replication
24-12-18 07:20:34,»3N Removing the replication slot on master
24-12-18 07:20:34,>3N Delete replication done

Press [Y] to automatically restart the standby server. After restarting, please log in from a web browser.
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4.7.2 Auto failover

When auto failover is enabled, the standby server will automatically change its role from standby to
primary and take over monitoring if there is an unintended communication breakdown between the
primary and standby servers for more than 60 seconds. If the user restarts/shuts down the primary
server or successfully reconnects within 60 seconds, the switchover does not take place.

By default, auto failover is disabled. To have the standby server automatically take over monitoring if
the primary server fails, follow these steps to enable auto failover.

1. Connect to the OVA console of the standby server.

2. Press [5] (Admin Tools) > [7] (Setup replication) > [4] (Toggle auto failover) on the keyboard to
enable auto failover.

Networking:

IPF Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 53H Server: Not Running
Time: Z0Z24-1Z-18 07:05 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : 20241210.0635

05 Version: Z2024.12.0-202412100635

0VA Build : 1733824919

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTPF Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration

Configure a remote filesystem for backups

Reset fidmin Dashboard API Token

Configure Agent-D Authenticationm

Configure Built-in Agent-D

Configure Firewall (beta)

Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup 33H host authentication

[Z]1 Toggle standby mode

[3]1 Momitor replication status

[4]1 Toggle auto failover (current: disabled)
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3. After pressing [4], the screen will automatically return to the first screen. Again, go to [5] (Admin
Tools) > [7] (Setup replication) and confirm that the Toggle auto failover current is “enabled”.

Networking:

IPF Address: 10.10.40.120 Metmask: 255.255.255.0
Gateway: 10.10.40.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTF Server: pool.ntp.org 53H Server: Not Running
Time: Z0Z24-1Z-18 07:04 UTC Backup: Local
IPub Addr: £d14:5839:664d:40:20c:29ff:fel?:afld
MAC Addr: 00:0C:29:27:AF:1D

Revision : 20241210.0635

05 Version: Z2024.12.0-202412100635

OVA Build : 1733824919

Serial#t : EB16B-BOOOB-23CA9-D7246—-2BB97
NTPF Mode : noauth

Admin Tools menu:

Reset Admin Password ~ Two-Factor configuration
Configure a remote filesystem for backups
Reset fidmin Dashboard API Token
Configure Agent-D Authenticatiom
Configure Built-in Agent-D
Configure Firewall (beta)
[?]1 Setup replication (current: standby, primary host: 192.168.65.121)

Replication Settings menu:

[1]1 Setup 33H host authentication

[Z]1 Toggle standby mode

[3]1 Momitor replication status

[4] Toggle auto failover (current: enabled)
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5 Smart Bridges (Optional)

{{ProductName} } supports two modes for the connection of Smart Bridges to the core server:
* Bridge-to-Server
* Server-to-Bridge

All connections are via HTTPS, so wire traffic is encrypted end-to-end.

5.1 Bridge-to-Server

This is the new default connection mode. In this mode, the SmartBridge will initiate contact with
the core server; the core server will never initiate connections to the SmartBridge. The SmartBridge
is commonly running in a remote network, sometimes over public infrastructure, and often behind a
firewall. Corporate security groups are hesitant to open holes in the corporate firewall for in-bound
connections, and rightfully so.

The Bridge-to-Server connection mode removes the necessity for the creation of a hole in the firewall
in the SmartBridge network, as long as the firewall allows egress (out-bound) HTTPS traffic. No
involvement by firewall administrators is required.

The following diagram shows various scenarios in which firewalls are present in one network, in both
networks, or absent.

I HTTPS egress  HTTPS ingress I

SmartBridge MetLD Core

- Rurst

HTTPS ingress I

MNetLD Core

I HTTPS egress

MetLD Core

SmartBridge MetLD Core
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5.2 Server-to-Bridge

This connection mode is primarily useful for internal networks (LAN/WAN) in which there are no
intervening firewalls between the core server and the SmartBridge. In this mode, the core server will
initiate contact with the SmartBridge; the SmartBridge will never initiate connections to the core server.

If the there is a firewall between the SmartBridge and the core server, then a hole must be punched in
the firewall to allow ingress (in-bound) HTTPS connection initiation from the core server.

The following diagram shows various scenarios in which firewalls are present in one network, in both
networks, or absent.

IH'ITF‘S ingress  HTTPS egress I

SmartBridge MetLD Core

HTTPS egress I

SmartBridge

IH'I'I'F‘S ingress

SmartBridge

SmartBridge MetlLD Core
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5.3 Connection Token

LogicVein introduces the concept of a Connection Token. A unique token is generated for a Smart-
Bridge at the time that the SmartBridge is first configured on the core server.

If a SmartBridge is configured to use Bridge-to-Server mode, then the core server will not accept an
in-bound connection from a SmartBridge unless it first presents its unique token. This prevents random
or malicious connections to the core server.

If SmartBridge is configured to use Server-to-Bridge mode, users can choose not to use Tokens. How-
ever, we recomend using Connection Tokens for security reasons.

5.4 SmartBridge Installation

The installation of SmartBridge is almost identical to the installation of the Core Server, the only dif-
ference being the files used for the installation.

Example:
Core server file name: 1vi-core-2024.03.0-202406180814-appliance.ova
Smart bridge file name: 1vi-bridge-2024.03.0-202406180814-appliance.ova

After installation, you can configure the network by referring to the Installation > Configuring Net-
work Settings section.

5.5 Add SmartBridge to core server

Register SmartBridge on the core server. After registering SmartBridge, a token will be automatically
generated.

1. Login to the core server as an Administrator and click [Settings] in the Global Menu.

admin Logout Settings Help

~ Device = Irvertary @ Tools M) Reports

n Serial# « End Of Sale End Of Life Traits =

210235415DC10B... Cicmp ] ncm L snmis
422cadb1-b343-5... [ https I icmp ] ner
131 422CE9BDY28FE27... [ http I https [ icm|
AACID4AB34CS Chttp I ncm L snmj
GOXPSHS5IGT Chitps L icmp 1 ncr
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2. Select the [Smart Bridges] category in the left sidebar of the [Server Settings] window, and click
the L button to add a new Smart Bridge.

Data Retention
System Backup

hail Server

SMMP Traps

lsers

Raoles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Metworks

Metwaork Servers
Syslog

Software Update
Web Proxy

Device Label
SMNMPYI User
Agent-D

Server Settings

3. Enter the name for the Smart Bridge

MName Connection Bridge Host (Port)
Token: [4 ﬂ ar."
OK Cancel
Bridge Host
MName; SmartBridge
Conrectior:  Bridge— Server v
0K | Cam:EI|
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4. Click [Connection].

When you select [Server to Bridge], you have to enter a “Host or IP”” address and “Port” for the bridge.

Bridge Host
Mame; SmartBridge
Conrectior: ~ Server—DBridge v

Haost ar IF: 192.165.0.1

Port: 443 ﬁ

OK | Cam:el|

5. Click [OK].
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6. Copy token.

The new Smart Bridge will appear in the table, and below the table you will find the Connection Token.

Server Settings

Data Retention Mame Connection Bridge Host (Port)
System Backup i SmartBridge Bridge—5erver -
Mail Server

SMNMP Traps

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Smart Bridges

Metwarks

Metwaork Servers

Syslog

Software Update

Webr Proxy

Device Label

SMMP3 User

Agent-D

Tokern: | 58b845dccd004fTE52 292d50b0e0a021 E | 7 K
OK l_'.am:el|

7. Click [OK].

Now that SmartBridge is registered with the core server, you need to provide the core server information
and token to SmartBridge.
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5.6 SmartBridge Settings

Set the core server information and token in SmartBridge. SmartBridge does not have a web console,
so you will need to use the OVA console.

1. Press [4] on the keyboard to select [SmartBridge Direction].

LogicVein - SmartBridge

Networking :

IP fAddress: 192.168.30.20 Netmask: 255.255.255.0
Gateway: 192.168.30.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld-SB Interface: ethd
NIP Server: 10.0.0.254 3SH Server: Not Rumning
Time: 2019-08-08 05:37 UTC Backup: Local
IPub Addr: £d14:5839:664d4:30:215:54ff:fe99:205
MAC Addr: ©0:15:5D:99:02:05

Revizion : Z20190802.1813
03 Version: 2019.05.0-201908021813
0vA Build : 1564740844

Settings menu:

Static IP Address
[21 DHCP
[31 S8H Seruver
[4] SmartBridge Direction
[51 Reboot
[6]1 Power Off
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2. Enter the values for the following items using the keyboard and press the [Enter] key to proceed.

Networking :

IP Address: 192.168.30.20 Netmask: 255.255.255.0
Gateway: 192.168.30.254 DN3: 192.168.0.3 192.168.0.3
Hostname: netld-SB Interface: ethd
NTP Server: 10.0.0.254 33H Server: Not Running
Time: 2019-08-08 14:47 UTC Backup: Local
IPub Addr: fd14:5839:664d:30:215:5dff:fe99:205
HAC Addr: 00:15:5D:99:02:05

Revizion : Z20190802.1813
05 Version: 2019.05.0-201908021813
0Un Build : 1564740844

SmartBridge Direction:

Configure the direction of the SmartBridge commection initiation. Choose from
the following options:

(B) Bridge initiated [bridge—>server]l. BReguires authentication token.
(8) Server initiated [server->bridgel. Reguires authentication token.
(A) Server initiated [server->bridgel. First connection assigns token.

Bridge initiated or server initiated (B/S-/A) [default: B1: B

[Remote LogicVein Server hostname or IP address: 192.168.30.19

[Remote LogicVein Server port [default: 4431: 443

[imartBridge authentication token (32 characters): 93af38583e0fbbfel08f9698e833ct _

Project Explanation Keyboard Selction
Connection Initiation =~ Connection direction
Connect from Bridge to Server (with token) [B]
Connect from Server to Bridge (with token) [S]
Connect from Server to Bridge (without token) [A]
Hostname or IP Core server (ThirdEye) IP address 192.168.30.19
address
Port Core server (ThirdEye) HTTPS port 443
Token Token generated during SmartBridge registration

After the settings are made, the service will be automatically restarted, and you will be returned to the
initial screen.
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5.7 Managing Devices via SmartBridge

When you want to manage devices with SmartBridge, you will use the Network feature, any devices
added to that network will be monitored/managed via SmartBridge.

1. Click Settings.

admin Logout Settings Help

o Device = Inventory 8 Too's W) Reports

n Serial# « End Of Sale End Of Life Traits _]
210235A15DC10B... Cicmp 1 nem L snohs
422cadb1-b343-5... [ https I icmp ] ner

131 422CE9BDY2EFE27... Chttp I https [ icm)|
4ACIDAAE34CA Lhttp 1 ncm Lsnm|
GOXPSHSSIGT Lhttps T icmp I ncr
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2. Select the Networks category on the settings dialog and click the L+ button to add a new network.

Data Retention
System Backup

Mail Server

SMMP Traps

Uszers

Roles

External Authentication
Custom Device Fields
Mermo Templates
Launchers

Srart Bridges
Metwarks

Metwaork Servers
Syslog

Software Update
Webr Proxy

Device Label
SMMPv3 User
Agent-D

Mame

&4 Default

Server Settings

50

Eridge

[Mone)

w7 A
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3. Enter a name for your network and select [Smart Bridge] in the “Bridge Host” field.

Managed Network

Name: SmartSridge Netwiork
Sridge Host: SmartBridge A
|:| Use 3 jumphost for this network,

P Address:

Username:

Password:

22 =

Adapter: Cisco 0S5 v

Max Connections: | O :

|:| Use return address for FTR/TFTF

AT Address:

OK | Cancel |

4. Click [OK]
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The network has now been added, click [OK] to save the settings.

Server Settings
Data Retention Mame Eridge
Systern Backup &  Default [Mone)
MWail Server & | 5SmartBridge Metwork SmartGridge
SMMP Traps
Users
Roles

External Authentication
Custom Device Fields
Mermo Templates
Launchers

Srart Bridges
Metwarks

Metwaork Servers
Syslog

Software Update
Webr Proxy

Device Label
SMMPv3 User
Agent-D

|7 A
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Once the settings are saved, the network will be added to the top left. Select the added network from
the pull-down menu to display a blank table. The devices registered here will be monitored/managed

via the selected SmartBridge.

2 ®m M |6 fimuamassas X @ ThirdEye
< C 0w Q tFIUTAREGL | heps//10.0.095
Fa & @ Gitwithacupoftea € DancerNetworks JIRA
e Dashboards = Inventory =~ Changes  Jobs = Terminal Proxy  Search
;_| [2] = search IP/Hostname: -Any- ~ | Add Criteria ~ @ ﬂ
S’ = IP Address Hostname Network Memo
% =4 1000213 53100 Default
Lt‘b @ 1000206 bigiot Default
© 1000229 lviinfobloxlocal  Default
@ 1003120 MikroTik Routerso... Default —
=4 1000412 uetsu Default
192.168.30.175 New-SMD_30.175 Default
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10.00.121 simulator.intra.lvi.c.. Default
& 1000195 EXOS-VMZ1_1_2 14 Default
@ 1000227 123 Default
© 1000221 QuantumEdge Default
C 4 1-2301283 b
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B On-Prem Meta

HW Vendor
H3C
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Cisco
Cisco
Cisco
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Fortinet
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Netsnmp
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Router
Router
Router
Router
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6 Global Menu

The Global Menu is the fixed menu that is always visible to the right of the main tabs:

Network:  <All> v terrance Logout Settings Help
Global Menu Item Explanation
Network The currently selected Managed Network.

(This option is not visible when the logged in user
only has access to a single Managed Network, or if
no Managed Networks are configured.)

User name The current login user name is displayed.
Logout Log out of ThirdEye.

Setting The Server Settings screen will be displayed.
Help The [Help] menu contins the following links:

FAQ - a link to frequently asked questions on the
LogicVein website at https://logicvein.com/faqs
Manual - a link to downloadable ThirdEye (and
NetLD) PDF manuals at
https://logicvein.com/manual

About - Information about about ThirdEye
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6.0.0.1 Update license If you update support, or increase the number of license nodes, you will
need to update the applied license. You can update the license from [Help] > [About].

This task can only be performed by a user with administrator privileges.
1. Click [Help] > [Version Information] on the Global Menu.

Metwork:  Default * admin Logout Settings Help

: FAQ
= Device == Inventory ‘@ Tools “% Change & Smart Change Manus
vlal al

Network Memo Software En... Software .0 ¢
Default “~
Default
Default
2. Click Update License.
About
©ThirdEye
Suite

Revision: 20240701.0825
Copyright © 2009 - 2024

End User License Agreement (EULAY

Licensee: LogicVein
License Expiration:  Perpetual

Support Expiration: 2029/07/07

Nodes: 9000 (28 used)

Serial#: 31DE5-89743-D1872-E49BD-75913
Update Licensa

Adapter Logging Send Leg

In the online environment, the license will be updated automatically. If you are in an offline environ-
ment, a screen to enter the activation key will be displayed. Please prepare the activation key in advance
and update.
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6.0.0.2 Update online The ThirdEye software version can be updated online via [Software update].
Software update settings only work when you are connected to the Internet.

Server Settings

Data Retention
Current Revision: 20231030.0038

System Back
ystem Backup There is an update available: Revision: 20231220.0414

Mail Server

SNMP Traps

Roles Enable online update checking
External Authentication (0 Enable anonymous usage reporting
Custom Device Fields

Memo Templates

Launchers

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User

Setting Explanation

Check for updates Click Check for Updates to check
online for updates.

Enable online update checking If [Enable online update check] is

checked, the machine will
periodically check to see if updates
are available. (Initial value: Enabled)

Enable anonymous usage reporting If Enable Anonymous Usage
Reporting is checked, usage data will
be sent anonymously.
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6.0.0.3 Check revisions To check the revision you are currently using, select [About] from the
[Help] menu.

About

©ThirdEye
Suite

Revision: 20240701.0825
Copyright @ 2009 - 2024

End User License Agreement [EULA)

Licensee: LogicVein
License Expiration:  Perpetual
Support Expiration:  2029/07/07
Nodes: 9000 (28 used)

Serial#: 31DE5-89743-D1872-E49BD-75913

You can also check from the virtual machine console.

LogicVein - Core Server
https: -192.168.40. 122
Networking:

192.168.40.12Z Netmask: 255.255.255.0
192.168.40.254 DNS: 192.168.0.3 192.168.9.3
net 1d Interface: ethd
¢ pool.ntp.or S5H Server: RBumming
2021-03-23 07:54 UTC Backup: Local
fd14:5839:664d:40:20c :29ff : febb :bafI
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
03 Version: Z019.24.0-202103160604
0UA Build : 1615874999

Settings menu:

Static IP Address
=[21 DHCP
[31 SS8H Seruver
[4]1 Import Data
[5] Admin Tools
[6]1 Reboot
[?1 Pouwer Off
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6.0.0.4 Use a proxy server If you want to use software updates and license updates online via a
proxy server, set the proxy server information.

1. Click Settings on the Global Menu.

i Smart Change .h Reports

& |

2. Click [Web Proxy] and enter the proxy server information.

Server Settings

Data Retention Proxy type:  Web Proxy hd
System Backup
Mail Server
SNMP Traps Host: | 192.168.40.200 Port: | 8080
Users
Roles
External Authentication Resim:
Custom Device Fields e ogicvein
Memo Templates Usemame: thirdeye
Launchers Password: thirdeye
Networks
Network Servers
Syslog
Software Update
Web Proxy
Change Approvals
Cisco API
Device Label
SNMPv3 User
Agent-D
OK Cancel
Item Explanation
Proxy type Select the proxy server type from the following:
(Initial value: None) “None”, “Web Proxy”,
“SOCKS4 Proxy”, “Secure Web Proxy”
Host Specify the IP address or host name of the server to
use as a proxy.
Port Specify the port number on the proxy server. (Initial
value: 8080)
Realm Specifies the authentication realm for the proxy. If
you do not need a realm, do not specify a value.
Username Specify the username to send to the proxy server.
password Specify the password to send to the proxy server.
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6.0.0.5 Edit a memo template [Memo template] allows you to set a template that will be automat-
ically inserted when creating a new Device Memo in the [Memo] column of the Inventory.

1. Click Settings on the Global Menu.

+ Smart Change "u Reporis

2
2. Click [Memo Template] in the left sidepanel.
Server Settings

Data Retention Edit Memo Template: | Devices v

System Backup

Mail Server L' E‘L|i‘ i‘ £‘£| Remaining: 991

SNMP Traps test host

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Smart Bridges

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User -

OK Cancel
Item Explanation
Font size Change font size.
Bold Change the specified text to bold.
Italic Change to italic.
Underline Underline.
Text color Change the font color.
Left alignment Set the string alignment to left alignment.
Centered Set text alignment to center.
Number of input characters Number of characters remaining that can be
entered.

All characters are counted as one character,
regardless of whether they are full-width or
half-width.

3. click [OK].
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6.0.0.6 Add specific URL to right-click menu URL Launcher is a shortcut feature that allows you
to easily access specific pages. By registering the URL, you will be able to access the page from the

right-click menu.

1. Click Settings on the Global Menu.

1 Smart Change l‘i Reports

E

2. Click [Launcher] in the left sidepanel.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

URL Variables

Create a New Launcher J Hostname

N ‘ J IP Address

ame:

J Make

URL: ‘http:// J Model
J Serial#
J OS Version

Name URL
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3. Enter a name and specify the URL.
The name will be displayed as the menu name in the right-click menu.
URL variable explanation:
Items: Manufacturer
Explanation: Quoting the manufacturer name obtained during configuration backup.

Example: http://{device.hardwareVendor}

Items: Model
Explanation: Quoting the model name obtained from the configuration backup.

Example: http://{device.model}

Items: Serial number
Explanation: Quoting the serial number obtained during configuration backup.

Example: http://{device.assetIdentity}

Items: OS version
Explanation: Quoting the software version obtained by config backup.

Example: http://{device.osVersion}

4. click [OK].
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6.0.1 Set up mail server

Enter the SMTP server information for Email Server notifications from {{ProductName} }.

If you want to send an email or a dashboard report in the event of a failure, you need to make
settings in advance.

1. Click Settings on the Global Menu.

Logout Help

1 Smart Change ij Reports

E
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2. Click [Mail Server], and enter the SMTP server information.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

SMTP Host:

‘ Ivi-co-jp.mail.protection.outlook.com

From Email Address:

‘ support3eye@Ivi.cojp

From Name:

‘ support3eye

() server requires authentication
(0 use secure smtp
Automatically upgrade STARTTLS negotiation

Mail server username:

Mail server password:

Default email language ES

Default email time zone ~ (GMT+09:00) Tokyo v

- Test
oK Cancel

Field

Explanation

SMTP Host

From Email Address

From Name

Server requires
authentication

Use secure smtp
Automatically

upgrade STARTTLS

negotiation

Specify the host name or IP address of the mail server.

(Initial value: mail)

Specity the email address that will be displayed as the sender (sender) of
the email. (Initial value: netLD)

Specify the name that will be displayed as the email sender’s name
(sender).

(Initial value: netLD)

Configure mail server authentication. If SMTP authentication is required,
check the box and configure the following items.

(Initial value: disabled)

Mail server username... Authentication ID

Mail server password... Authentication password

Enable TLS.

Automatically upgrade to secure connections using TLS or SSL.
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Field

Explanation

Default email
language

Default email time
zone

Root Certificate

Set the email display language.
Set the email time zone.

Set the trusted CA certificate.

3. Click [OK].
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6.0.2 Use sysName for hosthame

{{ProductName}} retrieves the hostname from your DNS server and displays it in the [Devices] tab.
To use the host name (sysName) 7on the device, use the following settings.

1. Click Settings on the Global Menu.

Logout Help

i Smart Change ii Reports

(=

2. Click [Network Server] in the left side panel, and uncheck “Enable DNS Lookup”.

Server Settings

Data Retention Server Name: ‘ support3eye )18/
System Backup
. Hostname/IP Address:‘ 10.0.0.183
Mail Server
FY

I SNMP Traps User login idle timeout (minutes): | 30 ﬂ

Users

Enable the Terminal Server Proxy (SSH)

Roles

External Authentication Terminal Server Proxy SSH port: 2222

Custom Device Fields Enable HTTP for web client

Memo Templates Enable HTTP to HTTPS redirection

Launchers Enable DNS Lookup

Smart Bridges o ]
Enable Agent-D for monitoring this server

Networks
Network Servers Enable SNMP for monitoring this server =~ Configure SNMP Host
Syslog CORS Origin whitelist (Access-Control-Allow-Origin):

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label
SNMPV3 User o w | 7 =

3. Click [OK].
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6.0.3 Add columns/change column names for custom device fields

The custom device field allows you to set the name of a custom column to be used in device tabs and

searches.

1. Click Settings on the Global Menu.
2. Click [Custom Device Field].

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Custom fields can be used to set additional values on each device. You can specify names for

these custom fields here.

Custom 1:| Custom 1

Custom 2:| Custom 2

Custom 3:| Custom 3

Custom 4:| Custom 4

Custom 5:| Custom 5

~ 57 Add

OK Cancel

3. Set the desired display name in the input field to change the column name(s).
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4. To add a column, click the [# | button to add a column.

N
Server Settings
Data Retention Custom fields can be used to set additional values on each device. You can specify names for
these custom fields here.
System Backup
. :| Custor

Mail Server Custom 1:| Custom 1
31 SNMP Traps Custom 2:| Custom 2

Users Custom 3:‘ Custom 3

Roles

Custom 4: | Custom 4
External Authentication

. . Custom 5: | Custom 5
Custom Device Fields

Memo Templates Custom 6:| Custom 6

Launchers Custom 7:| Custom 7
Smart Bridges

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User ~ 57 Add
oK Cancel

Once a custom device field is added, it cannot be deleted.
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6.0.4 Draft configuration

A draft configuration is a configuration that is saved independently from the backup history. Its nature
is almost the same as a normal backed up configuration history, but with some additional elements. For
example, each can be given a name, saved externally in plain text, and imported. This feature is useful
if you want to reuse the same device configuration several times.

6.0.4.1 Creating a draft configuration Draft configurations can be created by copying from an
existing configuration history.
1. Doubleclick the target device to open the configuration history.

2. Select the one you want to base your draft configuration on and click the following button.

>

General  Monitors  Violations ~ SNMPTraps = Compliance = Attachment  Hardware Interfaces ~ ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) [EIPEEYE AR R Y
Snapshot Config Timestamp Size User 4
— 2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
SVOINVIMGOX AT B PR Y R LW an7a —rn M
2 Router W Draft Configurations
Draft Last Edit size User 4

3. Enter a name for your draft configuration and click [OK].

Draft Configuration

Draft name:

sample-config

s
| 0K Cancel
DD General | Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) =P ENE A sk
Snapshot Config Timestamp size User 4
2024/06/03 2304 2024/06/03 23:04 2004 wa
2024/06/03 23:04 2004 wa
2024/06/01 2303 2024/06/01 23:03 2007 wa
2024/06/01 23:03 2097 wa
2024/05/26 23:03 2024/05/26 23:03 2074 wa
o Amssine e anan - .
W Draft Configurations £

Draft Last Edit size
sample-config 2024/06/10 0:06 2097
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5. Edit the configuration and click button.

tech - 10.0.0.124 sample-config@10.0.0.124

sample-confi
P! g

1 wversion 15.4

2 service timestamps debug datetime msec

3 service timestamps log datetime msec

4 no platform punt-keepalive disable-kernel-core
5 platform console virtual
6 !
7
8

hostname tester
|

9 Dboot-start-marker
10 boot-end-marker
1 !
12 !
13 enable secret 5 $1$CJ4w$Jgpgf3Jnt/90C8gR2MEAEL
14 enable password lvi
|

15 !
16 no aaa new-model
17 !
1R
tech - 10.0.0.124 sample-config@10.0.0.124

sample-config

1 wversion 15.4
2 service timestamps debug datetime msec
3 service timestamps log datetime msec
4 no platform punt-keepalive disable-kernel-core
5 platform console virtual
6 !
=
9

hostname hcmesitel
'
boot-start-marker
10 Dboot-end-marker
1 !
12 !
13 enable secret 5 $15CJ4w$Jgpgf3Jnt/%0C8gR2MEAEL
14 enable password lvi
'

15 !
16 no aaa new-model
17 !
12
tech - 100.0.124 sample-config@10.0.0.124
sample-config find < < Ew

1 ve

1atform punt-keepalive disable-!
platform console virtual

hostname homesite]

boot-start-marker
boot-end-marker
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6.0.4.2 Import draft configuration from plain text You can create a draft configuration by im-
porting a configuration edited with a text editor, etc. First, doubleclick the target device in the device
view to display the configuration history.

1. In the status panel, click the %/ button.

General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces ~ ARP/MAC/VLAN  Memo

Last Backup: 2024/06/06 23:04 (Duration: 10s) =PEREY A
Snapshot Config Timestamp size User 7
2024/06/03 2304 Jrun 2024/06/03 23:04 2004 wa
2024/06/03 23:04 2004 wa
2024/06/01 2503 2024/06/01 2303 2097 wa
2024/06/01 25:03 2097 wa
2024/05/26 2303 2024/05/26 25:03 2074 wa
W Draft Configurations 8]
Draft Last Edit size ser 2
Organize ~ New folder
> @ OneDrive - Pers Name Date modified Type Size
| ~ Today
sample-confi 6/10/2024 9:10 AM File 3KB
@l Desktop [ samo 9 -
* Earlier this month
' Downloads
- S
ph [ telnet General =~ Monitors  Violations ~ SNMP Traps  Compliance  Attachment = Hardware Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) EHe $ £ 7-3 l
Snapshot Config Timestamp Size User g
2024/06/03 23:04 /running-config 2024/06/03 23:04 2004 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
160X Iebmcbiin i Apaainr e A2 - =
W Draft Configurations BEHXEY S
Draft Last Edit size User 4
sample-config 2024/06/10 09:12 2093 scorreale

6.0.4.3 Export the draft To export, click the & button.

6.0.4.4 Delete draft To delete, click the L% button.
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6.0.4.5 Comparison of drafts To compare configurations, click the &7 button. You can use the
same comparison functions in draft configurations as in regular configurations.

>

[ snmp [ ssh General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) =l @ ‘ 2 £ g!‘
Snapshot Config Timestamp size User 4
— 2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 /a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2007 n/a
/startup-config 2024/06/01 23:03 2007 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
E i:glt’:rv oot W Draft Configurations J H x| 8 £ y
Draft Last Edit Size User 4
sample-config 2024/06/10 09:12 2093 scorreale

6.0.4.6 Apply draft configuration to devices Similar to comparing drafts, applying drafts can be
done using the same procedure as applying (restoring) backup configurations. However, there is one

difference. Select the draft configuration to upload, click the 1% button.

W Draft Configurations EEEIE R Y
Draft Last Edit Size User 4
sample-config 2024/06/10 09:12 2093 scorreale

Please select which one you would like to upload to. This is the only difference from history upload.
(When uploading history,running-config ,startup-config will be uploaded respectively.)

Push Draft

Target Configuration: = /running-config v

I

0K Cancel
/

Press [OK] to start uploading.
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6.0.5 Configure SNMP trap sending

You can configure SNMP Trap Settings configures settings for sending SNMP traps from {{Product-
Name}}. Set the conditions for sending traps and the trap destination.

1. Click Settings on the Global Menu.
2. Click SNMP Trap Settings and select the events to be sent.

Server Settings

Data Retention Send traps when...
device configuration changes are detected

System Backup
devices are added and deleted

Mail Server a backup fails

SNMP Traps () a job completes with errors

Users (] the compliance status of a device changes
Roles () the status of bridge changes

() an audit event occurs

EiE o] A T Oa change approval action occurs

Custom Device Fields (1) an email failure

Memo Templates Trap forwarding:

Launchers () Forward all received traps

Smart Bridges

Networks Trap receivers:
Network Servers Community Host Port Version
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User < || &
oK Cancel

Event Trigger SNMP Trap Action

Sends an SNMP trap when it detects
that the device configuration has
changed since the last backup.

Sends SNMP traps when devices are

Device configuration changes are detected

Devices are added and deleted

added/removed.

A backup failure Sends an SNMP trap if configuration
backup fails.

A job completes with errors Sends an SNMP trap if job execution
fails.

The compliance status of a device changes Sends SNMP traps when compliance

status changes.
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Event Trigger SNMP Trap Action

The status of bridge changes Sends an SNMP trap when the

connection status between the smart
bridge and core server changes.
(*Displayed only when the optional
license is valid)

An audit event occurs Sends an SNMP trap when a user logs
in/logs out.
A change approval action occurs Sends an SNMP trap when a job

approval event occurs.

An email failure If email sending fails, an SNMP trap

will be sent.

3. Click the L* ] button.

4. Enter the trap destination information and click [OK].

SNMP Trap Host

Host: 192.168.3.3
Port: 162 ﬁ
Version: 3 v

SNMPv3 Authentication Username: | logicvein

SNMPv3 Authentication Password: | ssssesssssses

SNMPv3 Privacy Password:

SNMPv3 Authentication Protocol: SHA v

SNMPv3 Private Protocol: PrivDES v
SNMPv3 EnginelD: 0x%:80:00:13:70:01:c0:28:01:07:33:4%:5e:fb
oK | Cancel ‘
Items Explanation
Host Enter the IP address or host name of the trap destination.
Port Specify the trap destination port. (Initial value: 162)
Version Specify the trap version from the following: 2c, 3
SNMP Enter the trap community name. (When selecting 1 or 2¢ at Version)
Community
String
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Items Explanation
(SNMPv3) Enter the username used for user authentication.
Authentication
Username
(SNMPv3) Privacy  Enter your encryption password.
Password
(SNMPv3) Specity the authentication protocol from the following:
Authentication
Protocol
SHA, SHA224, SHA256, SHA384, SHA512
(SNMPv3) Private ~ Specify the encryption protocol from the following:
Protocol
PrivDES, PrivAES128, PrivAES192, PrivAES256, Priv3DES,
PrivAES256-3DES, PrivAES192-3DES
(SNMPv3) Enter if you want to change the engine ID.
EnginelD

(It will be filled in automatically)

74

Copyright © 2025 LogicVein, Inc.



7 Manage Users

7.1 Create User Account
Create a user to log in to {{ProductName} }.

By assigning privileges to users, you can restrict the operations that users can perform. {{Product-
Name} } allows you to specify detailed permissions by combining multiple permissions.

User and permission settings can be configured from Settings in the Global Menu.

i Smart Change ii Reports

E|

7.2 Add permissions

A user registered as “Administrator” has all execution privileges. Administrator privileges cannot be
removed.

1. Click [Roles] in the left sidebar.
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Data Retention Administrator

System Backup operator
Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update

Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

Server Settings

Add arole: ]

OK Cancel

2. Enter the permission name in the [Add a Role] field and click the [+ button.
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Data Retention Administrator

System Backup operator
Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update

Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

Server Settings

77

Add a role:

labperson

oK Cancel
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3. The permission name is added to the list and becomes selected. Check the required items from
the authority items at the bottom right of the screen.

Server Settings

Data Retention Administrator Add a role:
System Backup operator

Mail Server labperson

SNMP Traps

Users

Roles

External Authentication E
Custom Device Fields

Memo Templates (] Permission to create/update/delete monitors.
Launchers () Permission to administer incidents.

Smart Bridges (] Permission to view maps.

Networks

Network Servers () Permission to administer SNMP MIBs.

Syslog (] Permission to view syslogs.

Software Update (1) Permission to view compliance rule sets and policies.
Web Proxy

Change Approvals

Cisco API Select All | Select None
Device Label
SNMPv3 User -
Permission Item Edition Explanation
Permission to You can create/update/delete
create/update/delete monitors.
monitors
Permission to administer You can update incidents.
incidents
Permission to view maps You can view the map.
Permission to You can create/update/delete
create/update/delete maps maps.
(Permission associated with
“Allow map viewing.”)
Permission to administer You can add/delete MIBs.
SNMP MIBs
Permission to view syslogs You can view Syslogs sent from

devices.
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Permission Item Edition

Explanation

Permission to view Suite

compliance Rule Sets and
policies

Permission to Suite

create/update/delete a
compliance policy

Permission to Suite

create/update/delete a
compliance Rule Set

Permission to view device Suite

configurations

Permission to administer
credentials and protocols
Permission to view secure
credentials

Permission to
create/update/delete device
information in the inventory
Permission to assign names
to custom fields

Permission to tag/untag
devices in the inventory
Permission to view
configuration drafts
Permission to
create/update/delete
configuration drafts

Permission to administer
scheduler filters
Permission to run a backup
job

Permission to
create/update/delete a
backup job

Permission to run a device
discovery job

79

You can view the Compliance tab.

You can create/update/delete
compliance policies. (Permission
associated with “Permission to
view compliance Rule Sets and
policies.”)

You can create/update/delete
compliance rules. (Permission
associated with “Permission to
view compliance Rule Sets and
policies.”)

You can view the configuration
retrieved from the device.

You can configure credentials and
protocols.

You can view the secure
credential.

You can create/update/delete
device information in inventory.

You can rename custom device
fields.

You can apply and remove tags to
devices in your inventory.

You can view draft
configurations.

You can create/update/delete
configuration draft jobs.
(Permission associated with
“Permission to view configuration
drafts.”)

You can set schedule filter.

You can run backup job.

You can create/update/delete
backup jobs.

(Permission associated with
“Permission to run a backup
jobs.”)

You can run discovery.
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Permission Item

Edition

Explanation

Permission to
create/update/delete a device
discovery job

Permission to run a Populate
End Of Sale job

Permission to run a tool
Permission to
create/update/delete a tool
job

Permission to approve a tool
job execution

Permission to run a tool job
without approval

Permission to run a Smart
Change job

(Permission associated with
“Permission to run a tool.”)

Permission to
create/update/delete a Smart
Change job

Permission to run a tool
which changes a device
configuration

Permission to run a report
Permission to
create/update/delete a report
job

Permission to run a restore
job

Permission to run Agent-D
installer

Permission to run a neighbor
collection job

Permission to
create/update/delete a
neighbor collection job

Suite

Suite
Suite

Suite

Suite

Suite

Suite

Suite

You can create/update/delete
discovery jobs. (Permission
associated with “Permission to
run a device discovery job.”)

You can run Populate End Of Sale
job.

You can run the tool.

You can create/update/delete
tools. (Permission associated with
“Permission to run a tool.”)

You can approve jobs that require
approval. (Permission associated
with “Permission to run a tool.”)
You can create and run jobs that
do not require approval.
(Permission associated with
“Permission to run a tool.”)

You can run smart change jobs.

You can create/update/delete
smart change jobs. (Permission
associated with “Permission to
run a Smart Change job.”)

You can run the change tool.
(Permission associated with
“Permission to run a tool.”)

You can run the report.

You can create/update/delete
reports. (Permission associated
with “Permission to run a
report.”)

You can run configuration restore
jobs.

You can run the Agent-D installer.

You can run neighbor information
collection jobs.

You can create/update/delete
neighbor information collection
jobs. (Permission associated with
“Permission to run a neighbor
collection job.”)
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Permission Item Edition

Explanation

Permission to
create/update/delete URL
launchers

Permission to
create/update/delete memos
Permission to
create/update/delete
managed networks
Permission to administer
security settings

Permission to
create/update/delete
inventory tags

Permission to login using the
terminal server proxy
Permission to automatically
log in to devices from the
terminal server proxy

Permission to automatically
log in directly into enable
mode

Permission to view other
users’ terminal proxy logs
Permission to delete terminal
proxy logs

You can create/update/delete
URL launchers.

You can create/update/delete
notes.

You can create/update/delete
management networks.

You can set security.

You can create/update/delete
inventory tags.

You can log in via a terminal
Server proxy.

You can automatically login via
terminal server proxy is possible.
(Permission associated with
“Permission to login using the
terminal server proxy.”)

You can automatically log in
directly to enable mode.
(Permission associated with
“Permission to automatically log
in to devices from the terminal
server proxy.”)

You can view other users’
terminal access logs.

You can delete terminal access
logs. (Permissions associated
with “Permission to view other
users’ terminal proxy logs.”)

4. Click [OK].
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Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add arole:

operator

labperson

x|

(] Permission to create/update/delete monitors.
() Permission to administer incidents.

(] Permission to view maps.

(] Permission to administer SNMP MIBs.

(] Permission to view syslogs.

() Permission to view compliance rule sets and policies.

Select All ‘ Select None
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oK Cancel
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7.3 Add user

The “admin” user is pre-registered, and cannot be deleted.

1. Click the [#] buton.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwarks

Netwark Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Username « Full Name
admin Administrator
scorreale Stephen Cor...
- Find
83

Email Role Type Last Login
stephen.cor... Administrator Local 2024/01/03 ...
stephen.cor... Administrator External Active

0, Audit Log‘ S ‘ h K ”» E
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2. The user addition screen will be displayed. Enter the items and click [OK].

Edit User i
)|
1| [
General Username: LVI \
e
H Networks Full Name: LogicVein \
Custom Fields \
) Email Address: support@logicvein.com
Mail J
2 Role: Administrator v
Password: X EE R R R R
at
Confirm Password: | secceesscass
v
OK | Cancel |
Item Subitem Explanation Requirement
General Username Enter your username. required
Full Name Enter the user’s full —
name.
Email Enter the user’s email —
address.
Address
Role Select the user’s required
permissions. You can
select the
permissions set in
“7.11.1 Add
permissions” from the
pull-down menu.
Password Set the user’s required

84

password.

To set a password, the
following conditions
must be met.

- Must be at least 8
characters

- Must not be a
character string that is
easy to guess
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Item Subitem Explanation Requirement

(person’s name,
proper noun,
dictionary word,
commonly used
password)
- Character strings that
do not repeat the same
characters or are
arranged in an
easy-to-understand
manner

Custom Fields Custom 1-5 Select the custom —
device fields that
users can view.
*Displayed item
names will change
based on the settings
in “7.15 Adding
columns/changing
column names for
custom device fields”.

Networks Restrict user’s access  Determines whether —

Networks this user has

permission to see all
managed networks
configured within the
system.

A list of networks the —
user has been given
access to.

- When the “Restrict
user” checkbox is
unchecked, this

table will be disabled,
and no restriction is
applied.

The user will have
permission to see all
Managed

Networks within the
system.

- When the “Restrict
user” checkbox is
checked, this
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Item Subitem Explanation Requirement

table will be enabled,
and the user will be
configured

to only have
permission to the
Managed Networks
that

are checked within
this list.

Mail Incident email Set this if you want to —
restrict incident emails
by day
of the week/time.

3. Click [OK].

: Server Settings
Data Retention Username 4« Full Name Email Role Type Last Login
System Backup admin Administrator stephen.cor... Administrator Local 2024/01/03 ...
Mail Server LI logicvein support@lo... Administrator Local Never

s SNMP Traps scorreale Stephen Cor... stephen.cor... Administrator External Active
Users
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label
SNMPv3 User v | Find . 10, Audit Log‘ b ‘ L dF K =

OK ‘ Cancel‘
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7.4 Change user information

1. Select the user you want to edit and click [Edit].

Data Retention
System Backup admin
Mail Server LVI
SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update

Web Proxy

Change Approvals
Cisco API

Device Label

Username

scorreale

Server Settings

Full Name Email Role
Administrator stephen.cor...
logicvein support@lo...

Stephen Cor... stephen.cor...

SNMPv3 User ~ | | Find

{0 Audit Log ‘

Administrator Local
Administrator Local

Administrator External

Type Last Login
2024/01/03 ...
Never
Active
»
IRArZAEI
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2. The user edit screen will be displayed. After editing, click [OK]. The Username cannot be
changed. If you want to change your password, refer to the Change-password section below.

General Username:

Custom Fields Full Name:
Mail
Email Address:

Role:

Edit User

LI

logicvein

support@logicvein.com

Administrator v

Cancel
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7.5 Change password
You can change your password from the login username in the Global Menu.

In this example, we are changing the password for the username “admin”.

admin Logout Settings Help

1. Enter your new password in the [New Password] and [Retype Password] fields.
2. Click the Change password button to register the new password.

If the new password and the re-entered string are different, the Change password button will not be
enabled.

My User Profile

Username: scorreale
Full Name: Stephen Correale
Email: stephen.correale@logicvein.com

Role: Administrator

Old Password: ‘

New Password:‘

Confirm: ‘

Reset client settings

QK

To set a password, the following conditions must be met:

* Must be at least 8 characters

» Must not be a character string that is easy to guess (person’s name, proper noun, dictionary
word, commonly used password)

* Character strings that do not repeat the same characters or are arranged in an easy-to-
understand manner
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7.6 Setup two-factor authentication (2FA)

Two-factor authentication is a feature that enhances the security of user accounts by providing addi-
tional authentication with an authenticator app in addition to the password. Users can be optional, and
administrators can set it to be mandatory for all users.

7.6.1 Enable two-factor authentication
If the user is logged in, you can setup two-factor authentication from the user profile dialog

1. Click the username to open the User Profile dialog.

Network: Default v | tester Logout Settings Help

w Device == Inventory @ Tools "' Change % Smart Change Ml Reports

Device Type Serial# Traits

Router 9YY879DF3BM Cicmp J ncm L
Router 97I1BO1G726R Chttps L icmp ]|
Router 9AUD099HDK) (D @D €
Router smat125020L (D D €

2. Click [Set up two-factor authentication]

My User Profile

Username: scorreale
Full Name: Stephen Correale
Email: stephen.correale@logicvein.com

Role: Administrator

Old Password: ‘

New Password:‘

Confirm: ‘

Reset client settings

=
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3. Follow the onscreen instructions to set it up and enter the verification code.

Configure Two-Factor Authentication

1) Download an Authenticator app. (e.g. Google Authenticator, Microsoft Authenticator)
2) Scan the QR code using the app.

3) Enter the 6-digit code that you see in the app:

Confirm | Cancel‘

4. Click [OK].
This completes the configuration. When you log out and log back in, you will be prompted to enter a
verification code.
7.6.2 Remove two-factor authentication
If you want to cancel the two-factor authentication setting, you can do so while logged in.
If you are an admin user, you can unset two-factor authentication for all users
1. Open Settings > Users
2. Select the target user and click the [Key] button

3. Check “Remove two-factor authentication”, and click [OK]

If two-factor authentication is not configured, “This user is not configured for two-factor authen-
tication” is displayed, and this checkbox option is not displayed

5. In the Server Settings dialog, click [OK].
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7.7 Configuring External Authentication

When you configure external authentication in { {ProductName}}, you can use an authentication server
to log in to the product. This eliminates the need to create all user accounts in { {ProductName} } before-
hand. Additionally, you can retrieve group information from the authentication server to automatically
assign product rights and network browsing restrictions.

External Authentication can be configured by clicking [Server Settings] >[External Authentication].
On this page, you can configure protocol specific configuration settings and Group Mapping. You can
tell {{ProductName}} which Role to assign to the user and which Managed Networks the user should
be restricted to.

7.7.1 RADIUS

To integrate with a RADIUS server, { {ProductName}} sends an Access-Request for authentication. To
configure this integration, set up {{ProductName}} to send Access-Accept with Filter-Id attached.

Below is a sample user configuration for FreeRADIUS:
LogicVein Cleartext-Password: = "password"
Filter-Id += "GROUP"

With this configuration, when {{ProductName}} receives an Access-Request with the username
“LogicVein” and the password “password”, it sends Access-Accept with Filter-Id set. Filter-1d is
used to designate the group to which the authenticated user belongs.

To configure external authentication:

1. Navigate to the Server Settings window in {{ProductName}}, and click [External Authentica-
tion].
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2. Change the [Enable external authentication] selection to “RADIUS”.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwaorks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication:

Hostname: ‘ lvijp.co

Port: | 1812 ﬁ

Shared Secret:

Character Encoding: UTF-8

Test

External group mappings:

Roles
External Group
LVI Dev
LVI Tech

93

Role
Administrator

Administrator

o | 7 Pe
OK Cancel
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3. Set the RADIUS server’s IP address (or hostname) and [Shared Secret].

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwaorks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication:

Hostname: ‘ lvijp.co

Port: | 1812 ﬁ

Shared Secret:

Character Encoding: UTF-8

Test

External group mappings:

Roles
External Group
LVI Dev
LVI Tech

94

Role
Administrator

Administrator

o | 7 Pe
OK Cancel
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4. Click the L button to set permissions for external group mappings.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwaorks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication:

Hostname: ‘ lvijp.co

Port: | 1812 ﬁ

Shared Secret:

Character Encoding: UTF-8

Test

External group mappings:

Roles
External Group
LVI Dev
LVI Tech

95

Role
Administrator

Administrator

o | 7 Pe
OK Cancel
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5. Input the RADIUS server’s Filter-Id group settings into [External Group] and select “Role” for
assignment.

External Group Mapping

External Group: | GROUP

Role: Administrator v

oK Cancel

The Active Directory RADIUS settings have now been successfully configured.
6. Click [OK] to save.
7. Click [Close] to exit the server settings.

After configuration, input a username and password in the Test Section, then click [Test] to confirm
integration with the RADIUS server. If successful, “Authentication succeeded” will be displayed.
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7.7.2 Active Directory

When integrating with an Active Directory server, the Roles and Managed Networks are determined
using the groups to which registered users belong.

1. Navigate to the [Server Settings] window in {{ProductName}} and select [External Authentica-
tion].

2. Change [Enable external authentication] to Active Directory.

Server Settings
Data Retention Enable external authentication: ActiveDirectory v
Mail Server
Domain: mgmt.example.com

SNMP Traps a
-

Users IP or Hostname: | 192.168.0.1 Port: ‘ 636 ~

Roles Enable TLS (LDAPS)

External Authentication Connection Timeout (seconds): 10 ﬂ

Custom Device Fields Test

Memo Templates

Launchers External group mappings:

Network Servers Roles Networks

Syslog External Group Role

Software Update Admin Administrator

Web Proxy HelpDesk NetworkManagement

Change Approvals
Cisco API
SNMPv3 User
Agent-D

*]7 2

3. Set the domain name and the IP address (or host name) of the Active Directory server.

Server Settings

Data Retention Enable external authentication: ActiveDirectory -~
Mail Server
Domain: mgmt.example.com
SNMP Traps
Users IP or Hostname: (19216801 port: 636 3|
Roles Enable TLS (LDAPS)
External henticati (o] ion Timeout d ‘ 10 %
Custom Device Fields M
Memo Templates
Launchers External group mappings:
Network Servers Roles Networks
Syslog External Group Role
Software Update Admin Administrator
Web Proxy HelpDesk NetworkManagement

Change Approvals
Cisco API
SNMPv3 User
Agent-D

OK | Cancel
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4. Add a new item using the . button.

Server Settings

Data Retention Enable external authentication: ActiveDirectory v
Mail Server
Domain: [ mgmt.example.com
SNMP Traps
U IP or Hostname: ‘ 192.168.0.1 Port: | 636 =
sers >
Roles 2 Enable TLS (LDAPS)
External Authentication Connection Timeout (seconds): 10 i‘
Custom Device Fields Test
Memo Templates
Launchers External group mappings:
Network Servers Roles Networks
Syslog External Group Role
Software Update Admin Administrator
Web Proxy HelpDesk NetworkManagement

Change Approvals
Cisco API
SNMPv3 User
Agent-D

ﬂ,

5. Enter the group to which the user belongs in [External group] and select the “Role” to be assigned.

External Group Mapping

External Grc-up:‘ 3Eye user

Role: Administrator v

The Active Directory settings have been successfully configured. Click [OK] to save the settings and
log in using the user credentials configured on the Active Directory server.
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7.7.3 SAML

By configuring SAML authentication with an external Identity Provider (IdP), you can enable Single
Sign-On (SSO). This allows users to seamlessly log in to { {ProductName}} via the IdP.

7.7.3.1 Microsoft Entra ID Integration Prerequisites
Before configuring single sign-on, please make sure the following conditions are met:
* You can sign in to Microsoft Entra ID with administrator privileges.
* The users and groups to be linked exist in Microsoft Entra ID.
* You have the necessary permissions* to configure settings in {{ProductName} }.
* Administrator permissions or permissions to “allow security settings”.
Procedure
Configure SAML 1. Log in to {{ProductName} }.
2. Open Settings > [External Authentication].
3. Select “SAML” from [Enable external authentication] dropdown menu.
4. Verity that [Callback URL] is the correct URL for the {{ProductName}} server.
The format for the callback URL is: https://[IP address or hostname]/auth
By default, it refers to the value in [Network Servers] > [Hostname/IP Address].

5. Click the [Download LogicVein SAML Service Provider Metadata XML ] link to download the
Metadata XML file.

File name: LogicVein-saml-sp-metadata.xml

The downloaded file will be used in the next step.
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Create a new application

1.

11.

12.

Sign in to the Microsoft Entra Admin Center.

2. Click [Identity] > [Applications] > [Enterprise Applications].
3. Click [New Application].

4.
5

Click [Create your own application].

. Set a name for the app, select [Integrate any other application you don’t find in the gallery (Non-

gallery)], and click [Create].
Click [Manage] > [Single Sign-On].

. On the [Select a Single Sign-On Method] page, click SAML.
. On Set up Single Sign-On with SAML. Click [Upload metadata file], and upload the downloaded

ed logicVein-saml-sp-metadata.xml file.

. Click [Add].
10.

Ensure that the fields for @lIdentifier”,”Reply URL”, and “Logout URL” contain the callback
URL configured in the {{ProductName}} server settings.

Click [Save].
¢

Click the [**] button to exit the window.

(If the pop-up message “Test Single Sign-On” appears, click [No, Il test it later].)

13.
14.
15.

16.

17.

In the [Attributes and Claims] section, click [Edit].
On the [Attributes and Claims] page, select [Add a group claim].

Select the [Security Group] option and select “Group ID” in [Source Attribute]. (If you prefer
to use display names instead of Group IDs in the {{ProductName}} “External Group Mapping”
configuration, select “Cloud-only group display names™)

Click [Save].

Click the %/ button to close the [Attributes and Claims] page.
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Obtain IdP Metadata

1.
2.
3.

In the [SAML Certificates] section, click [Download] under [Federation Metadata XML].
Download the IdP metadata XML file.

On the [Set up Single Sign-On with SAML] page, locate [Federation Metadata XML] under the
[SAML Signing Certificate] section and select [Download] to download and save the certificate
to your computer.

Register the Application in {{ProductName}}

l.
2.

3.

Open Settings > [External Authentication].

Click [Upload IdP metadata XML] and select the XML file created in the “Get IdP metadata”
step.

Click [OK] to save.

Note the object ID

1.

e A T o

Return to the Microsoft Entra admin center and click [Manage] > [Users and Groups].
Click [Add user or group].

Click [None selected] in the [Users] section.

Select the users who need to be allowed to log in to {{ProductName}} from the list.
Click [Select].

Click [Assign] to complete the user assignment.

In the left sidebar, click [Identity] > [Groups] > [All groups].

Note the [Object ID] of the groups allowed to log in to {{ProductName} }.

Configure external group mapping

1.

Open Settings > [External Authentication].

2. On the [External Group Mapping] screen, click L+ button.
3.
4

In the [External Group] field, enter the “Object ID” noted in the previous steps.

. Specify the permissions to be assigned in the [Permissions] field, and click [OK]. (If you chose

“Cloud-only group display names” in Entra Application “Attributes & Claims” configuration,
enter the name of the group instead of “Object ID”.)

5. Click [OK] and save the [Server Settings].

. Click Log out. You will be redirected to the Microsoft login page.
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7.7.3.2 Okta Integration Prerequisites
Before configuring single sign-on, make sure the following conditions are met.
* You can sign in to the Okta dashboard with administrator privileges
* The users and groups to be integrated exist in Okta
* You have the permission* to configure settings in {{ProductName} }.
* Administrator privileges or the permission to “Allow security settings.
Configure SAML
1. Login to {{ProductName} }.
2. Open Settings > [External Authentication].
3. Select “SAML” from [Enable external authentication].
4. Make sure that [Callback URL] is the correct URL for your server.
By default, it refers to the value of [Network Servers] > [Hostname/IP Address].

5. Click the [Download LogicVein SAML Service Provider Certificate] link to download the cer-
tificate file.

File name: LogicVein-saml-sp-signing-certificate.crt
The downloaded file will be used in the next step.
Create a new application
1. In the Okta Admin Console, open [Applications] > [Applications].
2. Click [Create App Integration].
3. Select “SAML 2.0 as the Sign-in method and click [Next].
4. Enter a name for your App name and click [Next].
5

. In the General section of SAML Settings, configure the following:

Item Explanation

Single sign-on URL https://[IP address or
Hostname]/auth?client name=SAML2Client

Audience URI (SP Entity ID) https://[IP address or Hostname]/auth

Application username mail

Update application username on create and update

6. Click [Show Advanced Settings].

7. In [Signature Certificate], click [Browse files...] and select the SP certificate the downloaded
file.

File name: LogicVein-saml-sp-signing-certificate.crt.
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8. Set the following items:

Item Explanation

Enable Single Logout Enable “Allow application to initiate Single Logout”
Single Logout URL https://[IP address or Hostname]

SP Issuer https://[IP address or Hostname]/auth

9. In the [Attribute Statements] (optional) section, add the following two items:

Item 1:

Item Explanation

Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
Name format Refer URI

Value user.email

Item 2:

Item Explanation

Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

Name format Refer URI

Value user.lastName

10. In the [Group Attribute Statements] (optional) section, set the following:

Item Explanation

Name http://schemas.logicvein.com/ws/2024/05/identity/claims/groups
Name format Refer URI

Filter Matches with regex expression . *

11. Click [Next].

12. Select “I’m an Okta customer adding an internal app”.

13. Select “It”s required to contact the vendor to enable SAML”.

14. Click [Finish].
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Assigning groups to use the application

1.
2.
3.
4.

Select the [Assignments] tab of your application.

Select [Assign] > [Assign to Groups].

Find the group you want to assign and click the [Assign].
Click [Done].

Get IdP metadata

1.

6.

Click the [Sign On] tab.

2. Copy the Metadata URL in Settings.
3.
4
5

Open a new tab in your browser and paste the URL in the address bar to access it.

. Right-click the metadata page and select [Save As...].

. Save the metadata as an .xml file.

You will use the downloaded file in the next step.

Register application with {{ProductName}}

l.
2.

Open {{ProductName}} Settings > [External Authentication].
Click [Upload IdP Metadata XML ] and select the XML file created in step “Get IdP Metadata”.

Configure external group mapping

1.
2.
3.

4,

Open Settings > [External Authentication].
In External Group Mapping, click L button.

Enter the Okta group in the External Group field, specify the permissions you want to assign in
[Permissions] and click [OK.]

Click [OK].

Log in to {{ProuctName}}

Log in to {{ProuctName}} as an Okta user.

After completing the settings described in Okta Integration, the Okta sign-on screen will be displayed
when you access {{ProuctName} }.
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7.7.3.3 Keycloak Integration Prerequisites
Before configuring single sign-on, make sure the following conditions are met.
* You can sign in to the Keycloak dashboard with administrator privileges
» The users and groups to be integrated exist in Keycloak.
* You have the permission* to configure settings in {{ProdcutName} }.
* Administrator privileges or the permission to “Allow security settings”.
Configuaring SAML with Keycloak
Keycloak can be run with docker:

docker run -d --name keycloak \
-p 8080:8080 \
-e KEYCLOAK_ADMIN=admin \
-e KEYCLOAK_ADMIN PASSWORD=admin \
quay.io/keycloak/keycloak:25.0.6-0 start-dev

1. Enter username “KEYCLOAK_ADMIN” and password “KEYCLOAK ADMIN_ PASSWORD” when you
login to Keycloak.

Use following command to follow Keycloak logs and debug any authentication issues:
docker logs -f keycloak
2. Gotohttp://localhost:8080/ and log in with username “admin” and password “admin”.
3. Go to [Clients] > [Create Client].
4. Enter “Client ID” and “Name”.
Client ID is: https:///auth
You can select any name ( e.g. “{{ProductName}}”).
5. Click [Next] and add a callback URL
The callback URL should be: https:///auth?client name=SAML2Client
e.g. https://192.168.0.93/auth?client name=SAML2Client>
Click [Save].
Click the [Client Scopes] tab.
Click [https:///auth-dedicated].
Click [Add Predefined Mapper].
10. Select [X500 email] and click [Add].
11. Click “X500 email”.

©° »® N o

Set  “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress” as
the [SAML Attribute Name].

Set [SAML Attribute NameFormat] to “URI Reference”.
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12. Click [Save].
13. Click [Client Scopes] in the left sidebar and then click [Role List] in the “Name” column.
14. Click the [Mappers] tab then click [Role List] in the “Name” column.
Set [Role attribute name] to “http://schemas.logicvein.com/ws/2024/05/identity/claims/groups”.
Set [SAML Attribute NameFormat] to “URI Reference”.
15. Click [Save].
16. Click [Users] in the left sidebar.
17. Click [admin] in the [Username] column and set an email address.
18. Click [Save].
19. Click [Clients] in the left sidebar and click [https://192.168.0.93/auth] in the client list.
20. Click the [Advanced] tab.
Set Logout Service POST Binding URL to “https:///”’
(e.g. https://192.168.0.93/>)
21. Click the [Keys] tab.
22. Turn “Client signature required” off and back on.
23. In the pop-up window, select [Import].
24. Set the “Archive format” to “Certificate PEM”

25. Download the “LogicVein SAML Service Provider Certificate” from the NetLD SAML External
Authentication page, upload it here. (You can view the upload certificate in a text editor.)

26. Click [Confirm].

(You can view the upload certificate in a text editor.)

Please make sure it is the new certificate shown in the textbox to ensure Ul compatibility (Last
tested version: keycloak:25.0.6-0)

27. Click [Realm Settings] in the left sidebar, and click [Save] to download the
SAML 2.0 Identity Provider Metadata file.

28. Upload the SAML 2.0 Identity Provider Metadata file to [NetLD SAML Upload IDP Metadata
XML].

29. Log out of {{ProductName}} to be redirected to Keycloak for SSO Login.
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7.7.4 Use Local Authentication After Setting Up SAML Authentication

After completing the SAML authentication setup, when you access a NetLD product page, the linked
sign-in page will be displayed. If you want to log in to the product using local authentication instead of
SAML authentication, add the variable "/7?forceLoginPage=true" to the end of the URL to access
it:

https://[IP address or Hostname]/?forcelLoginPage=true

When you open the URL with the variable added, the product’s login page will be displayed. You can
log in with a local account such as admin.

7.7.5 Testing external authentication

After configuring external authentication, you can test external authentication from [Test].

Server Settings

Data Retention Enable external authentication: ActiveDirectory v D1
System Backup
Domain: ‘ intra.lvi.co.jp
Mail Server N
Y

\  SNMP Traps IP or Hostname: ‘ 192.168.0.3 Port: | 389 ~

Users () Enable TLS (LDAPS)

- -]
Roles Connection Timeout (seconds): 10 ~|
External Authentication
Test

Custom Device Fields

Memo Templates External group mappings:

Launchers Roles

£ A LT T ES External Group Role

Networks LVI Dev Administrator

EIT L SE TR LVI Tech Administrator

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label N

LU_‘ - e
SNMPv3 User -
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When the [Authentication Test] dialog appears, enter the [Username] and [Password] to test authentica-
tion, and click [Test]. If the authentication is successful, the message “Authentication was successful”
will be displayed as shown below.

Test Authentication

Username: scorreale

Password: srnsernene

Test

Authentication successful

Close
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7.8 Set session timeout for users

{{ProductName}} requires users to re-authenticate after 30 minutes of inactivity. To change this time,
follow the steps below:

1. Click Settings on the Global Menu.

i smart Change ii Reports

=

2. Click [Network Server] and change the “User Login Idle Timeout” time. Settable range: 10 to
525600 (minutes)

Server Settings

Server Name: support3eye N
System Backup

. Hostname/IP Address:| 10.0.0.183
Mail Server

Data Retention

-

||| SNMP Traps User login idle timeout (minutes): | 30 j

Users

Enable the Terminal Server Proxy (SSH)
ble tt I y

Roles

External Authentication Terminal Server Proxy SSH port: 2222

Custom Device Fields Enable HTTP for web client

Memo Templates Enable HTTP to HTTPS redirection

Launchers Enable DNS Lookup

Smart Bridges L i
Enable Agent-D for monitoring this server

Networks
Network Servers Enable SNMP for monitoring this server = Configure SNMP Host
Syslog CORS Origin whitelist (Access-Control-Allow-Origin):

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User - ¥ 7R

2

3. Click [OK].
For the settings to take effect, you must log out of ThirdEye and log in again.

4. Log out and log back in.

7.9 Remove permissions

3. Select the authority name you want to delete and click | %),
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Server Settings

Data Retention Administrator Add a role:

System Backup operator .
Mail Server

SNMP Traps

Users

Roles

External Authentication
X

Custom Device Fields

Memo Templates () Permission to create/update/delete monitors.
Launchers () Permission to administer incidents.

Smart Bridges (] Permission to view maps.

Networks

Network Servers () Permission to administer SNMP MIBs.

Syslog () Permission to view syslogs.

Software Update () Permission to view compliance rule sets and policies.
Web Proxy

Change Approvals
Cisco API Select All | Select None

Device Label

SNMPv3 User -
oK Cancel

4. Click [OK] on the server settings.

110 Copyright © 2025 Logic Vein, Inc.



7.10 Delete user

1. Select the user you want to delete and click the 1% button.

3 Server Settings
Data Retention Username 4 Full Name  Email Role Type Last Login
System Backup addoperter operator Local 2023/02/08 ...
Mail Server admin stephen.cor.. i Local 2024/01/03
51 SNMP Traps scorreale Stephen Cor... stephen.cor... Administrator External Active
Users
Roles.

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPV3 User +| | Find 5°~AuditLog‘ [ ‘ ; ‘ P ‘ X | = ‘
| oK | cancel

The user will be deleted.
]2. Click [OK] on the server settings.

If you delete a user by mistake, click [Cancel].
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8 Main tabs

ThirdEye interface provides manages networks through 13 main tabs:

g Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Zero-Touch  Monitors  Incidents Map  MIBs  Playbook  Wi-Fi Clients Network:  <All> v terrance Logout Settings Help
5_| J [L] ¥ Search IP/Hostname: -Any- = Add Criteria v g ﬁ < Device = Inventory @ Tools % Change % Smart Change Ml Reports
g_‘ Groups = 1P Address ~ Hostname HW Vendor Model Device Type Serialt  Traits

m All Switches (23) © 10001 sales-demalivenx.intra.vi.co jp [hitp Thily
‘¢<I> © cisco (52 © 10002 sales-demoscrutinizer.intra.lvicojp Netsnmp linus. [ http Lhtty)
g ’»Firewalls m 10008 ebea
@ e an 10,006 [icmp L'sni
Tab Edition Explanation

Dashboard View the dashboard

Inventory Displays registered devices as an inventory (list).

Changes View the configuration change history.

Jobs Display a list of jobs.

Terminal Proxy

Search

Compliance

Zero-Touch
Monitors
Incident
Map

MIBs
Playbook

Wi-Fi Clients

Displays a list of records when connecting to a device with
a terminal.

You can perform switch port searches, ARP searches, and
interface searches.

Configuring the device.

Display a list of incidents.

Configure monitoring settings.

Display a list of incidents.

Show map. Maps lets you create, edit, and delete maps.
Search and view MIB.

Configure automation workflow settings for network
operations.

Configure wireless client monitoring
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8.1 Dashboards

The Dashboards tab is an interface that allows you to configure a single monitoring screen by embedding
various items. Each embedded item is called a Widget. By adding widgets to your dashboard, you can
more quickly access information.

Users can create new dashboards and add and rearrange widgets.
On the Dashboard tab you can:

* Create new dashboards

* Add and rearrange widgets

» Combine multiple widgets (inventory lists, gauges, histograms, maps, violation tables)
 Display both real-time and historical data

 Arrange components through drag-and-drop

* Share dashboards across teams or keep them private

8.1.1 Dashboard screen components

e

B .‘ & -le : 12

Nexus O thour  From 2023/10/01 112270 2023/10/311222 [ Roundtrip/packetloss O———thour  From 2023/10/30 1122 T0 2023/10/31 1222 [T
- " -

Item Explanation

Main screen The entirety of the screen being displayed.

Main tab This name of the current Dashboard is shown in the upper left

(“Inventory” in the example above). The Dashboard can be
changed by clicking the Dashboard [“Name”] to show the
dropdown menu, and selecting a different Dashboard. At the
bottom of the dropdown menu, Dashboards can be edited by
clicking the [Manage Dashboards..] button.

Global Menu This is the fixed menu that is always visible at the top right of
the screen. (“schedule”, “date,”’export” in the example above)
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8.1.2 Dashboard edit menu

On the Dashboard screen, the [schedule], [date], [export], and [edit] buttons are displayed by default:

Dashbosrds Inventory | Changes  Jobs  TerminalProxy  Search  Compliance  Monitors lIncidents | Msp  MIBs

stephen dashboard

nnnnnn

aung aA3pAIYL Q)

Button Explanation
schedule Schedule a PDF report of your dashboard to be emailed.
Schedule applies to “Inventory” and “Line Graph” widgets.
date You can change the display period of line graphs on the dashboard all at
once.
Date applies to the “line graph” widget.
export Create a PDF report of the dashboard you are viewing.
Export is for “Inventory” and “Line Graph” widgets.
edit Go to edit mode for the dashboard.

Once you click [edit], additonal buttons are displayed:

Additional buttons Explanation

keep Save your dashboard changes and return from edit mode.
discard changes Aborts dashboard edit mode.

©® Add widgets to your dashboard.
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8.1.3 Add a Dashboard

1. Click the Dashboard name (“Main Dashboard” in the image below), and select [Manage Dash-

board].
5 Dashboards Inventory Changes Jobs Terminal Proxy Search Com
5 Main Dashboard
=3 stephen dashboard
] Jamie - Test
[m [amie-Tes —
g Manage Dashboards... ostname
=y 10.0.0.112 uetsu
=m ik
= 10.0.0.126 test
= L1 es
o & 10.0.0.149 csr1000v_inspection
10.0.0.153 bbbb

If the current user can view more than one Managed Network, this screen will also include
the option to explicitly select which Managed Networks the dashboard is associated with. The
Managed Network will then impact which other users can view the dashboard. A user must have
access to every Managed Networks associated with the dashboard to have access to it.

2. Click the L#* | button.

Manage Dashboards
Dashboard Owner Sharing
Main Dashboard admin Shared
stephen dashboard admin Shared
Jamie - Test Jamie Shared
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3. Enter the dashboard name.
Manage Dashboards

Dashboard Qwner Sharing

MNew Dashboard

Dashboard NMame: | logicDash

Sharing: Shared w

ﬂ-'

4. Select the type of dashboard you want to share from the dropdown menu and click [OK].

Manage Dashboards

Dashboard Cwner Sharing

MNew Dashboard

Dashboard Name: | logicDash

Sharing: Shared v

*]s

Dashboard type Explanation

Shared Add dashboards that other users can view.

Private Add a dashboard that can only be viewed by the user who
created it.

The dashboard will be added to the list.
5. Click [Close] to close the [Manage Dashboard] screen.
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8.1.4 Switch Dashboards

1. In the [Dashboard] tab, click the Dashboard name (‘“Main Dashboard” in the image below), and
select [Manage Dashboards].

g Dashboards Inventory Changes Jobs
-]

Main Dashboard

stephen dashboard
lamie - Test
logicDash

Manage Dashboards...
@ 10.0.0126

& 10.0.0.149

ouns anzpaIY

10.0.0.153

2. Select the dashboard you want to switch to, and click [OK].

This switches to the selected Dashboard screen.
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8.1.5 Delete a dashboard

1. In the, click the dashboard name (‘“Main Dashboard” in the image below) and select [Manage
Dashboards].

5 Dashboards Inventory Changes Jobs
-

Main Dashboard

=

- stephen dashboard

% lamie - Test

g logicDash

t Manage Dashboards...

E. | @ 100012

® @ 1000149
10.0.0.153

2. Select the dashboard you want to delete, and click the %/ button.

Manage Dashboards
Dashboard Owner Sharing
Main Dashboard admin Shared
stephen dashboard admin Shared
Jamie - Test Jamie Shared
logicDash scorreale Shared

&[2]x]
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3. A confirmation message will be displayed. Click [Yes].

Manage Dashboards
Dashboard Owner Sharing
Main Dashboard admin Shared
stephen Remove Dashboard

Jamie -

logicDa:  Are you sure you want to remove the selected dashboard?

&[2]x]
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8.1.6 Widgets

8.1.7 Types of Widgets

The types of widgets that can be added are as follows:
Inventory List

This inventory list widget is used to view the inventory. The maximum number of items displayed is
100. If there are more than 100 items, you can view them in the Inventory tab.

Configure Widget

Title: |

Search Column

Search IP/Hostname: -Any- 7

Add Criteria ™

Status
IP Address

(<<

Hostname

Metwork

Adapter

0ooo

Memao

O

Maodel

Device Type
HW Vendor

0oog

05 Version

O

Serial#

O

SW Vendor

Gauge

The gauge widget displays a meter graph. It can display two types of meter graphs: “Default” and
“Thermal”.

Default Thermal

Cisco CPU Cisco CPU

3%
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Histogram
The histogram widget displays a line chart or stacked bar chart:

Line chart:

B RE O B 95

800,000ME
B00,000ME
400,000ME
200,0000E
OME

05722 (12:00) 05/22 (18:00) 05/23 (00:00) 05/23 (0600
~—EthernetPart({ether-2-2) ifinOctets-derrvative EthernetPort{ether-2-2) ifOutOctets-dervative

Stacked bar chart:

BZRS e BB g

1400,000n
1,200,000M
1,000,000n
B00,000ME
&00,000ME
| A00,000ME

0]

05/22 (1200) 05722 (18:00) 05/23 (00:00) 05/23 (D600
~——EthernetPart{ether-2-2) ifinOctets-derivative EthernetPort{ether-2-2) ifOutOctets-derivative
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Map

The map widget displays a map:

Dashboards | Inventory

(=]
;_| Search 5] <| North Coast

P
7
2
S
=

g

Map Name ~

AutoTest Environment

Build Environment

auns afgpai

[+ Japan
small network
Usmap

test

Changes  Jobs

Terminal Proxy

UTH KOREA

4 IS >

test

TN
ol ,

slave3.intra.lvi.c

= Detail

Violations

jp.- 10.0...
slave3.intra.lvi.co.jp. - 10.0.40.65 = Default

Build Environment | Japan

actions...

Search  Compliance

Monitors

Sea of Japan
(East Sea)

JAPAN

2 / slavel

&

> slave4.intra.lvi.co.jp.
- .
DRy W o <
=

3

-

@ €D EEmD
CPU Stats

The violations displays violations:

Defauit
Demo
Defauit
Demo
Defauit
Demo
Defautt
1 Defaut
Defauit
Demo
Demo
Senvers

Demo

Defautt

Table

No response from node MikroTik RouterBoard 951Ui
No response from node AX2430524T

No response from node 2021

No response from node LAB-BR1-RT107
No respanse from node LAB-BR1-RTI07e
No response from node 2021

No response from node naSuchOtject

No respanse from node WS C3650-24T5-1
No response from node AX2430524T

o response from node C3560

No response rom node shibata

No respons from node support3eye

No respanse from node PA-VM

Noresponse from node csr1000v_inspection

The tables widget displays a table:

F—II
PP ELZ
10.00.126
10.00.126
10.00.126
10.00.126

KA
test123
test123
test123
test123

test123

indexName
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
VirtualPortGroupd

Nullg

122

Incidents  Map

=
I R

MiBs

Honshu
/ﬁﬂ

slave3.intra.lvi.co.jp.

‘]

ifinOctets-derivative

1
1]

Playbook

83120

170426

WilFi Clients | Networki  <All>

Monitors

v temance Logout Settings Help

A Edit | 4 View

g
s
S

Pacific Ocean

>
Interfaces Memo

a

Violations SNMP Traps  Attachment

23/09/05 09:43.34 24/01/14 183518

23/08/2:

3 240114183516
24/01/14183516
240114183514

23/09/05 094317
23/08/22 15:43.04
237090
2370872

240114183512

24/01/14 183511
24/01/14 183511
24/01/14 1835.10
24/01/14 1835.10

23/08/22 154308
/0822154320 24/01/141835.09
2371120053750
25/09/29 034300

24/01/14183509

24/01/14183508
24/01/141835.08

23/09/05 094311 24/01/14183507

ifOutOctets-derivative
25314
0

0
o
0
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Text

The text widget displays a string:

M

Image
The image widget displays an image:

Loge

LogicVein

- A

we make your life easier

123
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8.1.8 Widget edit menu
While in Dashboard edit mode, you can also add/edit/delete Widgets.

Dashboards  Inventory  Changes  Jobs  TerminalProxy  Search  Compliance  Monitors lncidents  Map  MIBs

stephen dashboard

auns ak3pauL @

24/01/14 184841

Button Explanation

s Click the three-dot button [...] displayed to the right of the widget title to
display the widget editing menu.

Edit Edit the widget.

Remove Delete a widget.
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8.1.9 Add a Widget
You can add widgets by clicking [Edit] in the Global Menu.

Network:  <All> Vv scorreale Logout Settings Help

, and then clicking the at the top right of the Dashboard screen.

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search pliance  Monitors  Incidents  Map  MIBs . Network <Al scorreale Logout Settings Help
3 logicDash B ——
?

o
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8.2 Inventory

The Inventory tab serves as the centralized registry for all devices managed by {{ProductName}}. It
provides real-time information such as device status, configurations, and connectivity. It also displays
details about as hardware/software versions, [P addresses, and operational health indicators. It is you
can go for information about monitoring, compliance checks, and automation workflows.

The Inventory tab contains 6 subtabs:

* Device

* Inventory

* Tools

* Change

* Smart Change
* Reports

' Device == Inventory “® Tools "' Change * Smart Change W Reports

8.2.1 Set credentials

If you want to monitor using SNMP from the monitored device or obtain the configuration, you need to
set the credentials (SNMP community, username, password) set on the monitored device in ThirdEye.
Set the credentials on the device tab under Inventory > [Credentials].

There are two ways to set credentials: “dynamic” and “static”.

Credential Setting Explanation

dynamic Set common credentials for address ranges.
This is useful when common credentials are set
for monitored devices.
Up to three credentials can be registered in one
network group.

static Set credentials for each IP address.
Use this when different credentials are set for
each monitored device.

8.2.2 Set common credentials
If you have set common credentials for monitored devices, use “Dynamic” to set them.

1. Select the [Devices] tab and click Inventory > [Credentials].
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& Inventory @ Tools “ Change & Smart Change |

= :

=] Credentials
L]

&= Protocols

' Global Maintenance Windows

Maintenance Window History
Add
Add new device

Discover new devices

L =
=

Import/Export

Export inventory as Excel file...

121700121

1]

Cisco SNTC Portal

Export inventory as Cisco csv file...

e

Manags

Device Tags

x@

127

Export inventory with configurations as ZIP file...
&1 | Save inventory import Excel template...

Import/update inventory from Excel file...

Import/update end of life from Cisco csv file...
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2. Click the [* button or [Add new network group].

Credentials

Network Groups

Use network groups to define groups of devices that require specific credentials for authentication.

5 Add a new network group.

]

3. Enter the network group name, select “Dynamic”, and click [OK].
New Network Group

Enter a new name for this network group.

new networks

@® Dynamic - Credentials by CIDR. Range, Wildcard
e.g.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

(O Static - Credentials by specific IP address
e.g.) 192.168.1.1

QK Cancel

4. Enter the address range of the network group in the [Add Address] field, and click the L= button.

Credentials
Network Groups Add address:
*new networks (IP, CIDR, Wildcard, or Range) a
~
Credential
recentiais VTY Username:
New Credentials
VTY Password:

Enable Secret/Password:

Enable Username: ‘

SNMP Get Community:

SNMPv3 Authentication Username: ‘

SNMPv3 Authentication Password: ‘

SNMPv3 Privacy Password: ‘
w | X |
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5. In the “Credential Set” window, enter the IP address and set each item.

It is possible to omit inputting items that are not required.

Credentials

Network Groups Add address:
*new networks (IP, CIDR, Wildcard, or Range
Credentials VTY Username: |
New Credentials S |
Enable Username: |
Enable Secret/Password: |
SNMP Get Community: |
SNMPv3 Authentication Username:
SNMPv3 Authentication Password: |
ﬂﬂ ﬂ SNMPv3 Privacy Password: |
o | cen
Item Explanation
VTY Username /VTY Enter the username/password required to log in to the network
Password device.
Enable Username /Enable Enter the username/password to enter enable mode.
Secret/Password
SNMP Get Community Enter the SNMP community to use when making an SNMP Get
request.
SNMPv3 Authentication Enter the authentication username defined in SNMPv3.
Username
SNMPv3 Authentication Enter the password for the community defined in SNMPv3.
Password
SNMPv3 Privacy Password Enter the password used for encryption when communicating via
SNMP.

6. Click [OK] to save your settings.
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8.2.3 Set credentials for each device

If you are setting different credentials for each monitored device, use “Static” to set them.

1. Select the [Devices] tab and click Inventory > [Credentials].

= Inventory @ Tools "4 Change & Smart Change |
y g ” g

| Credentials
L]

Protocols
= np ]|

';_ Global Maintenance Windows
Maintenance Window History
Add
= Add new device
=1 Discover new devices
Import/Export

B | Export inventory as Excel file...
B | Export inventory with configurations as ZIP file...
B | Save inventory import Excel template...
B | Import/update inventory from Excel file...

Cisco SNTC Portal
@ Export inventory as Cisco csv file..
@ Import/update end of life from Cisco csv file..

Manage

D Device Tags

S

2. Click the L* ] button or the [Add new network group] buttons.

Credentials

Use network groups to define groups of devices that require specific credentials for authentication.

5 Add a new network group.
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3. Enter the network group name, select “Static”, and click [OK].

New Network Group

Enter a new name for this network group.

test group

() Dynamic - Credentials by CIDR, Range, Wildcard i
e.g) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

@ Static - Credentials by specific IP address
e.g) 192.168.1.1

0K | Cancel|

4. Click the | # I button.

Credentials

Network Groups Find: } &%=
*test group
IP Address VTY Username Enable Username SNMPv3 Username
ﬂ& 4 1-00f0 14
OK | Cancel
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5. In the “Credential Set” window, enter the IP address and set each item.

It is possible to omit items that are not required.

Credential Set

IP Address:

WTY Username:

Enable Username:

Enable Secret/Password:

WTY Password: |

SNMP Get Community:

SNMPv3 Authentication Username: |

SNMPv3 Authentication Password: |

SNMPv3 Privacy Password: |

Cancel
Item Explanation
IP address Enter the IP address of your network device.
VTY Username /VTY Enter the username/password required to log in to the network
Password device.
Enable Username /Enable Enter the username/password to enter enable mode.
Secret/Password
SNMP Get Community Enter the SNMP community to use when making an SNMP Get

SNMPv3 Authentication

request.
Enter the authentication username defined in SNMPv3.

Username

SNMPv3 Authentication Enter the password for the community defined in SNMPv3.
Password

SNMPv3 Privacy Password Enter the password used for encryption when communicating via

SNMP.

6. Click [OK] to save your settings.
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8.2.4 Add devices

When adding devices to ThirdEye, use one of the following methods:

Method Explanation

manual Add a device by directly entering the device’s IP address.
Add one unit at a time.

discovery Automatically discover and add devices within the
specified IP address range.

import This function reads device data from an XLSX file.
Export the template file

for import and enter information about the monitored
devices in that file.

When adding a device, the device does not appear on the map by default.

If you want your device to appear as an object on the map, you must add it.

8.2.5 Register one device

1. Click the Inventory > [Add new device] buttons.

s Device &= Inventory @ Tools "% Change 1} Smart Changs
" Credentials
g: Protocols
Add
= Add new device
= Discover new devices
Import/Export
Export inventory as Excel file...
Export inventory with configurations as ZIP file...

Save inventory import Excel template...

B (B (O (O

Import/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
é Import/update end of life from Cisco csv file...
Manage
Q Device Tags

P
£ Run Startup Wizard
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2. Enter the IP address or hostname of the device and click [OK].

Add Device

IP Address/Hostname: |ntp.r‘|ict.jp
Resolved IP Address: 133.243.238.243

Default to Linux for 55H hosts with no supported adapter

Item Explanation

Default to Linux for SSH  Assigns a Linux adapter when the adapter for configuration backup
hosts with no supported cannot be recognized.
adapter

Once ThirdEye completes collecting information from the monitored devices, the added devices will
be added to the device list in the Inventory tab.

Dashboards  Inventory = Changes  Jobs TerminalProxy Search Compliance  Monitors Incidents Map  MIBs

(]~ search IP/Hostname: 1000249~ Add Criteria ~| G| ©|

= 1P Address Hostname. Network Adapter Model HW Vendor 05 Version End Of Sale End Of Life
@ 1000219 Cisco2960S.ntravicojp Default Cisco 105 cat29nistack Cisco

auns aAg3payL @

The device will be added even if it is not possible to communicate with the target [P address. However,
the host name and interface information will not be obtained.
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8.2.6 Discover devices on your network

1. Click the Inventory and click [Discover new device].

fools “ Change & Smart Change

2. Specify the IP address range to discover, and click the L button.

Specify the networks and adresses that you would like to discover.

IP Address/CIDR

Discover Devices

Network: | Default -

Boundary Networks: 10.0.0.0/8.172.16.0.0/12,192.168.0.0/16,FC00:/7

IP Address/CIDR:

IP Address Range
IP Address Wildcard
Single IP Address

Import from CSV.

/ () Crawl the network from the specified addresses.

(3 Include existing inventory in addresses to discover

(0 Default to Linux for SSH hosts with no supported adapter

Add devices even when there is no supported adapter

Automatically associate monitors: - Only New Devices v

Additional SNMP Community String:

Cancel

Item

Explanation

Crawl the network from the specified
addresses

Include existing inventory in addresses
to discover

Default to Linux for SSH hosts with no
supported adapter

Add devices even when there is no
supported adapter

Automatically associate monitors

Add a discovery target network by referring to the
discovered device’s routing table.

If there is already an added device, add a discovery target
network by referring to the routing table of the registered
device.

Assigns a Linux adapter when the adapter for
configuration backup cannot be recognized.

Add the device even if the adapter is not recognized.

Assign the selected monitor set to the discovered devices.

The input information will be added to the bottom left of the screen.
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3. Click [Run].

Discover Devices

Specify the networks and addresses that you would like to discover.

Metwork: | Default -
IP Address/CIDR Boundary Networks: 10.0.0.0/8,172.16.0.0/12,192.168.0.0/16,FC00:/7
P Address/CIDR: / S [0 Crawl the network from the specified addresses.
IP Address Range (3 Include existing inventory in addresses to discover
IP Address Wildcard () Defautt to Linux for SSH hosts with no supported adapter
Single IP Address Add devices even when there is no supported adapter
Import from CSV Automatically associate monitors:  Only New Devices v

2] 1001010722

Additional SNMP Community String:

Run | Cancel |

4. Discovery will start, and the discovery results will be displayed at the bottom of the screen.

© Omtbowrts | mcntory | Changes | lobe | Taminalproxy | Seach | Complionce  Moniors | lncdets | Map | Mgs Network:  stephen | admin | Logout  Settings

St v seaeh postname: oy~ aga i ~| @) 6

ventory @ Tools % Change & Srart Crange &L

E ~ Hostname. Adapter Model HW Vendor 05 Version End Of Sale. EndOf Life. Violation
m
g
s
o
&
(3
© 100ss
& w00
C 4 tue b JS—
e v iscovery
Interactive Discovery (2023/09/20 23:19)
Status Summary = st
€ © 1o001
@-
© et i s ST o
© 10005 @EE
© 10008 hitp,
© w00 @EE
o)
© oo
CCED

Once discovery is complete, discovered devices are automatically added to ThirdEye.
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Network™ as necessary.

Specify the networks and addresses that you would like to discover.

IP Address/CIDR

“Discovery Devices” several ranges are specified for “Boundary Networks” by default. “Dis-
covery Devices” also has a setting called “Boundary Networks”, which allows you to limit the
scope of discovery to the range specified in “Boundary Networks”. Clicking the Boundary Net-
work value opens the “Edit Discovery Boundaries” window, which allows so edit “Boundary

Discover Devices

Boundary Networks: 10.0.0.0/6,172.16.0.0/12,192.168.0.0/16.FC00:/7

[:] Crawl the network from the specified addresses.

IP Address/CIDR: /

Specify the networks and addresses that you would like t

IP Address/CIDR

IP Address/CIDR:

these networks.

) 1000078

IP Address Range
IP Address Wildcard
Single IP Address

Import from CSV

] ooz

The following boundaries will be used when running discovery.
Discovery will only be attempted against addresses that fall within

M 172.16.0.0/12
5] 192.168.0.0/16

] [ Include existing inventory in addresses to discover

(1 Mimfmidlt #m | imee Sme COH bmrte swith mm snmmmrbnd adnmbne

Discover Devices

2.16.0.0/12,192.168.0.0/16,FC00::/7

o

Edit Discovery Boundaries
zcified addresses.

dresses to discover

vith no supported adapter

5 no supported adapter

Only New Devices v
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8.2.7 Import devices from Excel file

Information on monitored devices can be imported from an Excel file. A template for import is provided.
Input the monitored device information into the template in advance, then import it.

1. Click the Inventory > [Save inventory import Excel Template] buttons.

&= Inventory @ Tools "% Change 1& Smart Change 1
| Credentials
% Protocols E‘
i, Global Maintenance Windows
4. Maintenance Window History
Add
i~ Add new device
= Discover new devices
Import/Export

B | Export inventory as Excel file...
B Export inventory with configurations as ZIP file...
B Save inventory import Excel template...
B | Import/update inventory from Excel file...

Cisco SNTC Portal
éﬂ Export inventory as Cisce csv file..
éﬂ Import/update end of life from Cisco csv file...

Manage

Q Device Tags

The file opening screen will be displayed.
2. Click [Save file] and [OK].

The file name will be “ThirdEye-inventory-template.xlsx” and will be saved in XLSX file format.
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3. Edit the saved file, enter information in the following fields, and overwrite and save.

1 &
2 1721600  |Default Demeo—01
3 1721602 |Default Demo—02
4 1721603 |Default Demeo—03
5 1721604 |Default Demeo—04
6 1721605 |Default Demo-05
7 17216068 |Default Demeo—08
8 1721607 |Default Demo—07
9 1721608 |Default Demeo—08
10 1721608 |Default Demeo—08
11 17216010 |Default Demo=10
12
Item Explanation Requirements Input example
IP Address Enter the device’s IP address. required 192.168.1.10
Network Select the network name to which you want required Default
to add the device.
Adapter ID Select your device’s adapter. - Cisco 10S
(In the current version, there is no need to
specify this item.)
Hostname Enter the device hostname. -
End Of Sale  Enter the sales end date in the format - 2022/1/1
“yyyy/mm/dd”.
End Of Life  Enter the support end date in the format - 2022/12/31
“yyyy/mm/dd”.
Custom 1-5 Enter the information for “Custom Device -

Field”.

4. Click Inventory > [Import/Update Inventory from Excel File].

&= Inventory @ Tools
2| Credentials
% Protocols
Global Maintenance Windows
Maintenance Window History
Add
7 Add new device
= Discover new devices
Import/Export

B8 | Export inventory as Excel file..

B8 | Export inventory with configurations as ZIP file...

B | Save inventory import Excel template...
B | Import/update inventory from Excel file...
Cisco SNTC Portal

éﬂ Export inventory as Cisco csv file..

éﬂ Import/update end of life from Cisco csv file...

J Device Tags -
A file selection dialog will be displayed.
5. Select the edited file and click [Open].
139

p Change % Smart Change 1

D
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® New ~ T Sort ~ = View v

Name Date modified Type

ThirdEye-inventory-2023-09-20.xlsx 6/3/2025 2:02 PM Microsoft Excel Work...

v
i

6. A confirmation message will be displayed. Click [OK].

Device Import Results

14 devices updated.
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8.2.8 Get Device Configuration

ThirdEye allows you to use the functionality of Net LineDancer (config management tool). Obtaining
the device configuration is called a “(config) backup.” For configuration backup, ThirdEye connects to
the device via SSH or Telnet and retrieves the configuration using show commands, TFTP commands,
etc.

8.2.8.1 Prerequisites Before performing a configuration backup, ensure the following require-
ments are met:

* A login username and password for logging into the device have been set.
Refer to the Set Credentials sections to make sure the credentials are set.
» The model supports configuration backup by ThirdEye.
For a list of supported devices, see the following web page:
https://logicvein.com/supported-devices

* NCM function is enabled. The target of configuration backup is the device with “ncm” displayed
in the trait column.

© Dutbowds  inventory | Changes  Jobs  TerminalProxy | Search | Complance | Monitors Incidents | Map | MiBs Nework  <All> v scomeale Logout Settings H

=] v Search IP/Hostname: 1000126 ~  Add Criteria ~| G| © <5 Device &3 Inventory @ Tools %, Change & Smart Change W, Rep

=1
3 = P address ~ Hostname Network Adapter HW Vendor Model Device Type Seriald EndOfSadle  EndOflife  SoftwareEnd OfS.. Software.. Traits Violat...
M © 1000128 tech1281 Demo Cisco 105 Cisco CsR1000V Router 914pB7ISEIN lhitos Y icmp Y nem Jsnmp Lsshy eld
D @ 100018 tech1281 Default Cisco 05 Cisco CsR1000v Router UPETISEIN COEDEED O
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8.2.8.2 Run a backup To perform a backup, select the target device and click [Backup] from the
device menu.

If no device is selected, execute for devices with NCM function is enabled.

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v scorreale Logout Settings
;_( (] ¥ search IP/Hostname: 1000128 +  Add Criteria ¥ G&)| © < Device & Inventory @ Tools “ Change & Smart Change I R
g_-' = 1P Address - Hostname Network Adapter HW Vendor Model Device Type Serialit EndOfSale  EndOflife  SoftwareEndOfs Violat...
I © oo tech1281 Demo Cisco 05 Cisco CsR1000v Router 9MPETISEN o Yonmp Yssh el

@ @ 1000128 tech1281 Default Cisco 105 Cisco CsR1000v Router QMPETISEIN e Ysnmp XsshY i

@

8.

£

When you run the backup, the execution results will be displayed at the bottom of the screen.

=) Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings Help
;_' || = search IP/Hostname: 1000128~ Add Criteriﬂ" [CIE-) 5 Device & Inventory @ Tools “4 Change & Smart Change Wil Reports
g = 1P Address Hostname Network Adapter HW Vendor Model DeviceType 05 Version Serial# Backup Durat.. EndOfSale =~ End Of Life Software End ..  Software End ... Traits Violation
m & 100128 A Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 9J4PST3SEIN as COEDa
<
[+
173
=
T
[V | 1-1of1 P Results per page: 254 v
> e

Backup Devices

Backup Devices (2024/03/12 02:58)

Status Summary = IP Address Hostname Network
© 1000128 A Default

The status summary list for backup execution is as follows:

Icon Explanation

@ Backup successful, changes made. Displayed when a difference is
detected between the last backup and the configuration on the device. It
will also be displayed during the first backup.

& Backup successful, no changes. Displayed when the configuration data
on the device is the same as the last backup.

=/ Backup failed due to credentials mismatch. The registered credentials
are incorrect. Click on the result shown on the right to see the credentials
used for the backup. Please check the Inventory > Credential Settings
tab.

L Backup failed. Configuration could not be obtained. Doubleclick the
icon to view details.
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8.2.8.3 About the status after backup After the backup, the status icon displayed on the left side
of the device view will change. The icons used for backup status are as follows.

Icon Status Condition Description
A4 Backup complete Configuration acquisition has completed successfully.
T Configuration There are differences between the device’s running-config
mismatch and startup-config. Doubleclick the icon to see the
comparison results.
Credential You cannot log in with the registered credentials and the
mismatch backup is failing. Please check your credential settings.
@ Backup failure Backup has failed for some reason.
A4 Backup not No backups have been performed.
executed
‘#.‘I Warning This device violates a compliance policy with severity set to
Warning.
Error This device violates a compliance policy with failure level

set to Error.
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The icon displayed in the status column is the icon with the highest priority among the severity and
backup status set in the trigger in the monitor settings.

Priority

Status

Severity Status Icon :

Backup Status Icon

High

Priority

Low

Emergency
Alert

Backup failure
Critical

Credential
mismatch

Error

Config mismatch
Warning

Notify
Information
Debug

Backup not
executed

©e

(V)

144
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8.2.8.4 Check the obtained configuration You can check the acquired configuration from the de-

Vi

ce details screen.

e

—
=

5
o
m

RILEEYS

Dashboards  Inventory = Changes  Jobs TerminalProxy = Search  Compliance  Monitors Incidents Map  MIBs
|zl ¥ search IP/Hostname: 10.0.0.250 ~  Add Criteria | &J| ©

= 1P Address Hostname Network Adapter HW Vendor Model Device Type 05 Version Serialt Backup Durat... End OfSale a End Of Life
@ 1000250 Test 20231214 Default Cisco 05 cisco CISCO1921/K9  Router 154E)MS FGLIS082638 355 2018/09/29 2023/09/30
C 4 1-10f1 b

v
Test 20231214 - 10.0.0.250
Test 20231214 - 10.0.0.250 actions... icmp _ ncm Jsnmp [ telnet General  Monitors  Violations  SNMP Traps
Last Backup: 2024/03/11 23:06 (Duration: 355)
Snapshot Config Timestamp
2024/03/11 23:06 /running-config 2024/02/22 2303

2024/02/22 23:03

Make:  Cisco Serial#:  FGL15082638

Model:  CISCO1921/K9 Device Type: Router

05 Version: 154GIMS 2023/12/19 23:05
2023/12/17 23:10

/startup-config
/running-config
Istartup-config
/running-config
/startup-config
/running-config

/startup-config

2024/03/11 23:06
2024/02/22 23:03
2023/12/06 23:10
2023/12/19 23:05
2023/12/06 23:10

2023/12/17 23:10
2023/12/06 23:10

You can check the contents by doubleclicking on the [Config] button.

8.2.8.5 Configuration Comparison You can compare the configurations by selecting two config-

ciscof tra
2019/12/1223:14
= 15

versi

ciscof

VZORFFSAN,

urations and clicking the [Compare] button.

Network:  Default

2 Device & Inventory @ Tools

v scorreale Logout Settings

Help

\» Change & Smart Change Ml Reports

Software End ... ~ Software End .. Traits Violation
a
Results per page: | 254 v
Compliance Attachment Hardware Interfaces ARP/MAC/VLAN
size User g
12330 n/a
12330 n/a
12330 n/a
12062 n/a
12308 n/a
12062 n/a
12168 n/a
12062 n/a

Multiple selections can be made by holding down the [Ctrl] key while selecting.

=)

ansaAgpaiy L

Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents  Map
[ ¥ search IP/Hostname: 10.0.0.250 ~  Add Criteria = GI\ ‘3\

= IP Address Hostname Network Adapter HW Vendor Model Device Type
W 10.0.0.250 Test_ 20231214 Default Cisco I0S Cisco CISCO1921/K9 Router

C 4 1101 b

Test 20231214 - 10.0.0.250

Test 20231214 - 10.0.0.250  actions icmp ! ncm Lsnmp telnet

Snapshot
2024/03/1123:06

2024/02/22 23:03
FGL15082638

Serial#:
Device Type: Router

Make:  Cisco
Model:  CISCO1921/K9
05 Version: 15.43)MS

2023/12/19 23:05
2023/12/17 23:10

2023/12/13 23:13

MiBs
0 Version Serial
154B)M5 FGL15082638
[~ =

Last Backup: 2024/03/11 23:06 (Duration: 355)

Config

Jrunning-config
Jstartup-config
/running-config
/startup-config
/running-config
Jstartup-config
Jrunning-config
/startup-config
/running-config
/startup-config

145

Backup Durat.. EndOfSale 4 End Of Life
355 2018/09/29 2023/09/30
General ~ Monitors  Violations  SNMP Traps
Timestamp
2024/02/22 23:03

2024/03/11 23:06
2024/02/22 23:03
2023/12/06 23:10
2023/12/19 23:05
2023/12/06 23:10
2023/12/17 23:10
2023/12/06 23:10
2023/12/13 23:13
2023/12/06 23:10
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Network:  Default

< Device & Inventory @ Tools

Software End ...  Software End ... Traits Violation |
Licnp L ncm sl
Results per page: 254
Compliance | Attachment  Hardware Interfaces  ARP/MAC/VLAN
&
Size User 4

12330 a
12330 wa
12330 na
12062 wa
12308 wa
12062 wa
12168 wa
12062 wa
12063 wa
12062 wa

V scorreale Logout Settings Help

\» Change & Smart Change M Reports



When you compare configurations, configuration differences are highlighted in color. Each type of
difference is displayed in a different color, with red representing deleted parts, yellow representing
changed parts, and green representing added parts.

=1

cisco1921labo.intra.lvi.co.jp - /startup-config (2019/06/14 18:00) cisco1921labointralvi.co.jp - /startup-config (2019/07/24 18:00)
s

8.2.8.6 Disable config backup Even if the model supports configuration backup, if you do not
want to acquire the configuration, you can exclude it from the backup target by disabling the NCM
function. To disable NCM functionality, select the target device in the Inventory and click [Disable
NCM functionality] in the [Device] menu.

Network:  Default v scorreal

=~ Device &= Inventory @ Tools " Change

fe % Backup Traits

& Rediscover 2
0 ED(

S Collect neighbor data

saw Display neighbors

EE Compare Configurations

% Display Job History

Monitors
2V Associate Monitor Sets...
ps & 1)) Ping re Int

L Configure Maintenance Windows...

Edit
03 # Edit device properties

306 ,j Populate device end of sale m
3:03 B Associate tags !
310 # Dissociate tags v
3:05 a5 Add to map... v
310 g,%, Add to map with hierarchy.. n

3:10 + n
310 l& Disable NCM features

If you disable the NCM feature, “ncm” will no longer appear in the trait.

Traits

Licmp L ncm Lsnmp Ltelnet

Traits

Licmp Lsnmp Ltelnet J

To enable the NCM function, select the target device and click [Enable NCM function] in the device
menu.
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8.2.9 Maintenance mode

Stopping monitoring is called “Non-Monitoring.” When a monitored device is placed in a Non-
Monitored state, even if a monitored event occurs on that device, failure events will not be detected.
This function is useful when you want to temporarily stop monitoring during maintenance, etc.

When a device is in Maintenance Mode, the map icon changes as follows:

TODO: replace green checkmark with bluearrowright.png!

monitoring mode maintenance mode

s ™ ﬁ i

Labo-076& Labo-076

8.2.9.1 Configure maintenance mode manually
1. Open the Inventory tab, select the device you want to set maintenance mode, and right-click it.
Multiple selections can be made by holding down the [Ctrl] key while selecting.

2. Click [Configure Maintenance Windows...].

e Dashboards Inventory Changes Jobs Terminal Proxy Search Cc
-

=] * vendor/Model/0s: Cisco ~ Add Criteria v | & ©

=i
g: = IP Address 4. Hostname Network Adapter HW Ve
m = 10.0.0.101 R2 Default Cisco 108 Cisco
ﬁ =4 1000012 uetsu Default Cisco 10S Cisco
w 4 e -~ . .
E_— @ 1000121 % Backup Cisco 10S Cisco
~ 10.0.0.724 Ci 10S Ci
@ L] E Open Terminal sca sca
10.0.0.126 E Open Native Terminal Cisco 108 Cisco
W 1000728 E Show Terminal Proxy Logs Cisco 10S Cisco
@ 10.0.0.149 %5 Compare Configurations Cisco 10S Cisco
=4 10.0.0.153 54 Display Job History Cisco 10S Cisco
@ 1000223 1) Ping Cisco 105 Cisco
© 100022 _b Configure Maintenance Windows... Cisco Nexus Cisco
@ 1000249 2 Cisco 10S Cisco
@ 1000250 68 Add to map.. Cisco 105 Cisco
3 Add t ith hi hy... ) .
@ 1002201 45 Add to map with hierarchy Cisco ASA Cisco
Edit Launchers... . .
@ 1003.249 Wo_Cume ETTe T e Cisco 10S Cisco
= 10.0.6.12 noSuchObject Default Cisco
@ 10.06.253 C3560 Default Cisco 108 Cisco
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3. Check “Enable manual maintenance mode” and click [OK].

Maintenance Windows - 10.0.0.121 - CR3-A

Schedules

Start End/Duration Devices Description

(O Enable manual maintenance mode

The operation is now complete.

OK | Cancel

When you doubleclick a device to display the device view, the Monitors tab displays the Maintenance

Windows Active You can confirm that it is displayed.

=) Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance ~ Monitors  Incidents Map  MIBs
E [] v Vendor/Model/os: Cisco ~ *  Add Criteria ~| @] © |

S’ = IPAddress 4 Hostname Network Adapter HW Vendor Model Device Type 05 Version Serial# Backup Durat... End Of Sale End Of Life
|g|-'| ) 1000101 R2 Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 9AUDO99HDK) 535

'S @ o002 vetsu Defauit Cisco 105 Cisco csri000v Router 154(1)54 SOXPSHSSIGT 505

‘C" ' 10.0.0.121 CR3-A Default Cisco 10S Cisco CRS-4/S Router 43 SMA1125020L 1s 2014/08/15 2021/08/31
@ =4 1000124 bbbbb Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4 SVOINVIMGOX 51s

C 4 1-s4ofea b

CR3-A - 10.0.0.121
CR3-A - 10.0.0.121 actions... General  Monitors  Violations ~ SNMP Traps

Maintenance Window Active

iostl ICMP Ping
ICMP Ping (Default) Round-trip Time: 042ms
Period: 30s ICMP echo | Packet Loss: 0%

To cancel maintenance mode, uncheck “Enable manual maintenance mode”

[OK].

Network:  Default v scorreale Logout Settings Help

5 Device & Inventory @ Tools 4 Change % Smart Change Ml Reports

Software End ... Software End ... Traits Violation

Bl Node test s in vi

2019/06/17 2024/06/30

CHEDa 1

Results per page: 254 v

Compliance  Attachment ~ Hardware Interfaces  ARP/MAC/VLAN

edit

Last Captured: 2024/03/12 0353

in Step 3 above and click
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8.2.9.2 Maintenance mode by schedule
1. Open the Inventory tab and click Inventory > [Global Maintenance Windows].

=) Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings He
;_| |2l ¥ Vendor/Model/0s: Cisco ~ Add Criteria ~ | )| © < Device & Inventory @ Tools 4 Change & smart Change Ml Repo
g_' = IPAddress  ~ Hostname Network Adapter HW Vendor Model Device Type 05 Version Serialit Backup Durat... End Of Sale End Of Life Software En( - Credentials jon
»
M =4 1000101 R2 Default Cisco 105, Cisco CSR1000V Router 15.4(1)54 9AUDO99HDK) 535 2019/06/17 | = Protocels
< Global Maintenance Windows
S =) 1000112 uetsu Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 0XPSHSSIGT 505 =3 estis in vi
= 2, Maintenance Window Histor
@ @ 1000121 CR3-A Default Cisco 105 cisco CRS-4/S Router 431 SMA1125020L 15 2014/08/15 2021/08/31 = s i
& =) 1000124 bbbbb Default Cisco 105 Cisco CSR1000V Router 15.4(1)54 SVOINVIMGOX 515
# Add new device —
C 4 1-84cfas b &5 Discover new devices i
= =
CR3-A - 10.0.0.121 Import/Export
CR3-A-10.0.0.121  aclions.. icmp L ncm Lsnmp Lssh | telnet General  Monitors | Violations  SNMPTraps  Compliance = EXportinventory as Excel file P/MAC/VLA
& Export inventory with configurations as ZIP file..
= Detail ICMP Pin
B Save inventory import Excel template.
9 & I templ

2. Click the L# ] button.

Maintenance Windows

schedules L A S

Start End/Duration Devices

2022/09/01 21:02 2022/09/08 22:02 (10140m) 0 Devices
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3. Set the schedule and devices.

Maintenance Windows

Schedules w | K
Start End/Duration Devices Description
2022/09/01 21:02 2022/09/08 22:02 (10140m) 0 Devices
2024/03/12 03:57 2024/03/12 04:57 (60m) All Devices
Schedule Timezone: (GMT-06:00) Central Time ~ Description
Start: @once Onpaily Oweekly O monthly O Cron
‘ 3 ﬁ ‘ 57 ﬁ 2024/03/12
Duration: 1 @ End: ‘ 4 ﬂ‘ 57 ﬂ 2024/03/12
Devices
@ All Devices (O search O Static list Networks: <All>
OK | Cancel

[Maintenance Windows Menu Items]

Menu Item Submenu Item

Explanation

Schedule Start

Duration

150

Select the schedule to start
non-monitoring from the following
five types of execution schedules:
Once: Execute only once at the
date and time set

Daily: Execute every n days
(starting point is the 1st of current
month)

Weekly: Execute on a specific day
of the week

Monthly: Execute every specified
month

Cron: Run at specified date/time in
cron format

Specify the non-monitoring period.
The period unit can be changed
from “min”, “hr”, and “day”.

*The end date/time can only be
specified when the execution
schedule is “Once”.
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Menu Item Submenu Item Explanation

Description Enter a description for the
non-monitoring schedule.
Device Specify the device for

non-monitoring schedule:

All devices: Target all devices
Search: Target only devices
matching specified search
Static list: Target only specified
devices

4. Click [OK].

With the above operations, the device will be placed in a non-monitoring state according to the time set
in the schedule.
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8.2.9.3 Find devices that maintenance window is inactive You can search devices that mainte-
nance using the search criteria on the Inventory tab.

1. Open the Inventory tab and click [Add criteria] > [Maintenance Window].

e Dashboards Inventory Changes Jobs Terminal Proxy

L;:;J ¥ Search IP/Hostname: -Any. A iteria g
o | : -Any- Add Criteria v | ]
=2 J -

S’ = IP Address~ Hostname Network Interface IP
o Admin IP
M & 1000249 Default
- Hostname
[ RIEA] 10.0.0.250 1921CiscoR..  Default N
b = Status
; 2 = .
g: & 10.03.12 5i-R-G200 Default Last Changed Iy
o & 10.03.13 5i-R220CV3... Default End Of Sale
@ 100314 Si-R&0brinV... Default End Of Lite
& 100375 Si-R-G100-LVI  Default Software End Of Sale D{
10.0.3.18 PureFlow Default Software End Of Life
@ 100320 shibatatest  Default Custom 1 3
@ 1003198 Default Custom 2
1003200 LOGICVEINt. Default eionp
_ Custom 4
& | 10.0.3.249 W5_C3650-... Default st
Custom 3
& 1003253 3R-5224TCZ.. Default il
Tags
- 254 1
= 10:0.3.25 333azaaa Default Vendor/Model/05 EH
@ 1009618  NYC-Cisco-. Default Device Type 2
& 192.168.20.2... Gateway-ID-.. Default Serjale
192.168.40.99 ISR4321 Default MAC
& 192.168425 HPE Default Config Text
Severity
Map
Manitor

Maintenance Window

Device Traits

2. Select [Maintenance window inactive].

9 Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors

-l Lm_] w Vendor/Model/OS: Cisco ¥ Maintenance Window: inactive ¥ Add Criteria ~ @ (3

=r

= == IP Address 4 Hostname O Maintenance window active HW Vendor Model

Q. (® Maintenance window inactive )

m #4 10.0.0.701 R2 . Cisco CSR1000V

< — ) Don't filter

o = 10.0.0.112 uetsu CroTuue Crovo oo Cisco CSR1000V

g" '\i 10.0.0.721 CR3-A Default Cisco 108 Cisco CRS-4/5

5" = 10.0.0.724 bbbbb Default Cisco 10S Cisco CSR1000V
10.0.0.126 test Default Cisco 10S Cisco CSR1000V

"
s anm A A N - on — L —~ ,rnaana

With the above operations, a list of unmonitored devices will be displayed.
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8.2.10 Check the Up/Down status of the device interface

On the [Device Details] screen, you can check the status of the device’s interface. To use this function,
SNMP communication with the monitored device must be possible.

1. From the list of monitored devices on the Inventory tab,doubleclick the device for which you

want to check interfaces.

Network  Default

v scorreale Logout Settings Help

© Otbouds | mentory | Changes Jobs | TeminalProy  Search | Complance | Monitors | ncidents | Map | MIBs
;_l (] v vendor/Model/os: Cisco v % Add criteria | G| © | <5 Device &3 Inventory @ Tools % Change & smart Change &l Reports
g: = IPAddress 4 Hostname Network Adapter HW Vendor Model Device Type 05 Version Serial# Backup Durat... End Of Sale End Of Life Software End ..  Software End ... Traits Violation |
M =) 10128082 sceso00 Defoult Cisco SCE Cisco Sces000 Contentengine  37.2-p3 Build 352 FOKIMSGYOE 205 2015/10/01 2020/09/20 E
s Default Cisco 105 Cisco T.. Router 195
? Default Cisco 10S. Cisco Switch 15.0(1)SE3 FDO1619VOWC 195 2016/10/30 2021/10/31
H hot-n-hol-4 Default Cisca 105 Cisco 0 Rauter 12205211 FOCOB4508KX 105
ep-dmupnrtr-02... Default Cisca 105 cisco ascosess Router 1516M2 Fxnosaziz 1 201/1/01 2016710731
© 1012075 sceso0o Default cisca sce cisco sceso00 ContentEngine  7.2-p3Buld 352 FOXIHAGAXK 15 2015710/01 2020009720
@ 10120079 asrgcon Defaut Ciscol0s Cisco ASR9005.ACV2  Rauter w23 FoXI7STGNDS 15
2 10126090 asamulti-context.. Default Cisca 105 cisco ASASSE040 Router 5
1) 10128091 F25755W8  Defauit Cisco 105 Cisco WS-CI650-485  Switch 16.1.16 DOT93PI0A 15 202171031 2026/10/31 licmp Y nem Yend
© 1012609 sceao0 Defautt Cisco SCE cisco SceBo00 ContentEngine  37.2-p3 Build 352 FOXISITGSR3 15 2020109730 CGDEDCT
& 1012809 o Defautt Cisco 105 cisco R4S Router 431 SMATZI60980 11 202108731 Picmo Y nem Yen|
@ 1012809 o Defautt Cisco 105 cisco CRs-a/5 Router 431 SMA1Z360980  2mss 202108731 cpeda
101010 SIMANNT_ANN  Nafarkt Fiern a<a Cisen acassas Firawall Qs 12R12312312 e smainann TN AT b
¢ 4 1-saofa b Results per page: 254 v
F1-2575-5W8 - 10.128.091 >
FI-2575-SW8 - 10.128.0.91  sctions General  Monitors | Violations  SNMPTraps  Compliance  Attachment | Hardware Interfaces | ARP/MAC/VLAN
= oetail ICMP Ping
e Ping (etauty Round-tip Time: 0.71ms
period: 305 ICMP echo | Packet Loss: o
Lost Coptured: 2024/03/12 03:34
#|7 &
2 —~—
nesS5k.noc - 10.128.0.144 >
nesSk.noc - 10.128.0.144  actions. General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware  Interfaces ~ ARP/MAC/VLAN
P> Live Update
Admin  Name Alias Type P Speed MTU MAC Comment
@ Loopbacko softwareLoopback 45.0.0.3/32, 2001:3€8:3/128 0 1500
Q MgmtEth0/RPO/CPUO/0 ethernet 172.16.03/16 1 Gbps 1514 7CADT74262126
& TenGigeo/0/0/0 other 10 Gbps 1514 008A96096000
& TenGigeo/0/0/1 other 10 Gbps 1514 008A96096004
& TenGigeo/0/0/2 other 10 Gbps 1514 008A96096008
' TenGigE0/0/0/3 other 10 Gbps 1514 008A9609600C

35. Information on the interfaces of monitored devices can be obtained periodically and the current
status can be checked.

nesSk.noc - 10.128.0.144

actions.

Admin  Oper Name
* & Loopbacko
b3 £ MgmtEth0/RPO/CPUO/
2] & TenGigEo/o/0/0
* & TenGigeo/0/0/1

0

Alias

General  Monitors  Violations
Type 3 Speed
softwareLoopback 45.0,0.3/32, 2001:3€8:3/128 0
ethernet 172.1603/16 1 Gbps
other 10 Gbps
other 10 Gbps

To stop, close the [Device Details] screen or click [Pause Updates].
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SNMP Traps

Compliance

Attachment

Hardware  Interfaces  ARP/MAC/VLAN

Pause Update
mMTU MAC Comment LastChange
1500
1514 7CAD74262126
1514 008A96096000
1514 008A96096004
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8.2.11 Device Groups

Device groups is a collection of devices grouprd together for easier administration and monitoring.
Here are some key points:

* Organization: Grouping devices helps in managing them based on criteria such as location,
function, or type. This is especially useful in large networks.

* Simplified Management: By managing devices in groups, administrators can apply settings,
updates, and policies uniformly, saving time and reducing the potential for errors.

* Monitoring: Grouping allows for consolidated monitoring and reporting, making it easier to
identify issues or trends across multiple devices.

 Security: Device groups can be used to enforce security policies. For instance, a group of devices
may have specific firewall rules or access controls applied.

 Scalability: Asnetworks grow, device groups make it easier to scale management efforts without
getting overwhelmed by the number of individual devices.
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8.2.11.1 Setup and configuration
1. Go to Settings > Server Settings, and click Device Groups in the left sidepanel.

(Ensure “Enable Device Groups” is checked.)

Server Settings

Mail Server - Enable Device Groups
SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Networks

Network Servers
Syslog

Zero-Touch

Software Update
Web Proxy

Change Approvals
Device Groups

Cisco API

Device Label
SNMPv3 User

Agent-D

OK Cancel
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2. Click the Inventory tab, then click the i/ button in the top left corner.

boards Inventory Changes Jobs Ti

L;:j"_] w Search IP/Hostname: -Any- v

= == IP Address Hostname Network
% & 10.128.0.12 Default
\('<D &) 10.98.0.2 HND-Switch-0 Default
g:' € 207.35.249.40 ott-edge-1 Default
= @ aan a0 s

4. Click the L= button in the bottom left corner.

e Dashboards Inventory Changes Jobs

-| T Lm‘_] w Search IP/Hostname: -Any-
=

Groups

aunsafgpa
(OO W

o &

(N W N NN W W N NN

DD DDA D

o

s X W
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5. In the popup window, enter a name for the grouping (“Cisco” in the screenshot below).

Sharing pulldown menu:

Item Explanation

Shared Visible to everyone
Private  Only viewable by creator
Criteria Allows you to select the criteria for the grouping.
For example, select “Vendor/Model/OS” and select the vendor.

6. In the [Groups] sidebar, click on the vendor name, and those devices will appear in the Inventory
tab.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

- |z ¥ Search IP/Hostname: -Any- ~  Add Criteria v | | ©
o as

5 Groups = IP Address Hostname Netwo... Adapter HWV.. Mod
‘Eﬁ Cisco (98) € 10.128.0.9 CR4-B show_an... C?scoIOS C?sco CRS-
o & 10.128.0.8 CR11-A show_an... CiscolOS Cisco CRS-
g-' € 10.128.0.7 CR12-B show_an... CiscolOS Cisco CRS-
5?" € 10.128.0.181 VASTDCC-fw1valp Default Cisco ASA  Cisco ASA!

© 100.0.227 Training20240910 Default Cisco Ne... Cisco Next

& 10.128.0.182 hg-waas1 Default Cisco WA... Cisco OE-\
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7. To make subgroups, click on the vendor name, and click on the [+ at the bottom of the page.

Dashboards Inventory Changes Jobs 1

4

= |z = search IP/Hostname: -Any-
=

(]
F
c
b

Cisco (98)

auns aAgp4

000000000 OOCOOO N

P S U O G

ngeeceeeeceeeeee
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8. Enter a “Name” for the subgroup, (for example “FireWall” in the example below).

9. In the [Criteria] > [Device Type] left sidebar, select your new subgroup (“FireWall” in the exam-

ple below).
10. Click [OK].

Name:

Device Groups

‘ FireWall

Criteria:

Device Type: -Any-

-Any-

Content Engine

V)
¥

Firewall

nooon

T

Aol
OaG oG En e |

D Power Supply

D Router
D Server
v D Switch
1-4 D Traffic Shaper
89 D Wireless Controller

~ ¥ Add Criteria ~

OK | Close

Cisco I0S  Cisco CSR1000V  Router 17.35 9MTTHU... 1s No rest
Cisco 105 Cisco CSR1000V  Router 15.4(1)S4  9AOHFG.. 2s D @€ o resy
Cisco I0S  Cisco CSR1000V  Router 15.4(1)S4  9J4P873S... 2s

11. Click on the subgroup (“FireWall” in the example below) to display only devices in that subgroup.

e Dashboards

; i L,:,‘_] w Search IP/Hostname: -Any- -

Groups

m Ci {QQ\
L FireWall (8)

auns aAgpal

Inventory

Jobs Terminal Proxy Search

Add Criteria ™ @ ﬂ

Changes Compliance

= IP Address Hostname

& 10.128.0.181 VASTDCC-fwlvalp
w0 10.128.0.174

= 10.128.0.140 ciscoasa

%4 10.128.0.123 asa-gw

EA 10.128.0.124 ciscoasa

=y 10.128.0.102 SIMO007-FW03

159

Monitors

Netwo...

Default
Default
Default
Default
Default
Default

Incidents Map MIBs Playbook
Adapter HW V... Model rDevice |
Cisco ASA  Cisco ASA5550 | Firewall
Cisco ASA  Cisco PIX-520 Firewall
Cisco ASA  Cisco ASAS510 | Firewall
Cisco ASA  Cisco PIX-520 Firewall
Cisco ASA  Cisco ASA5510 | Firewall
Cisco ASA  Cisco ASAS5585 | Firewall
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You can use Device Groups to isolate the devices you want to view, monitor, or run jobs against.

e Dashboards Inventory Changes Jobs

- \=| ¥ Search IP/Hostname: -Any-
3.

'_1 Grou .
o ps

,21 ® cisco (80) <
o) firewall (7) s
i . ¢
=: Meraki (2)

(1] g

router (43)

s

switch (23)

s

compliance issue (12)

£

dallas (2)

£

Demo (4)

£

Firewall (10)

£

juniper (1)

s

Stacked switchs (7)

£

Switch (38)

£
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8.2.12.1 Remove monitor

1. From the list of monitored devices on the Inventory tab,

want to set up a monitor.

8.2.12 Cancel monitoring settings

doubleclick the device for which you

© Dwtbowds imentory Changes | Jobs | Terminlprowy  Search | Complnce | Moniors | Incidets  Map. s
g [l ¥ Vendor/Model/os: @ 9
S 2 e aderess Model DeviceType  OSVersin  Seriate BackupDurst.. EndOfssle  EndofLite
Ffi -tosos i supoeson
5 [ oo [ s wemsr
2o % e a sunzor 3 s ooy
g @ oo R4S Router a1 SMATIZIOZOL T 201470015 202170831
2 1000724 csmomy 540154 avomvGox 15
1000125 csmooy 540154 seouczvisE amids
1000126 ooy 15atsa ceouazvicE s
@ 100012 oy 154054 o e
@ 000720 csmomy 15 swporsn
© 100 csmiooy 1540154 TP 55
© 000152 oy 155

© 00022
A-1000128

uetsu - 10.0.0.112
2 ot

R34~ 1000121

csmionv

wetsu - 1000112

Interface Stats (HighSpeed)
Index

1735

Genersl | Monitors | Violations _ SNMP Traps.

~ moctetsdervative

Network: | <All>

v woresle Logout Settings Help

e & smart Crange. Rl Reports

Viotation

20241060

202410650

Atiachment  Hardware

Interfaces  ARP/MAGIVLAN

st Captursk 2024/05/08 1101

st Capturs: 2024/05/08 1101

Outoctets.deriative

ot 1m MBI Gy

200155 P
aass.

2. Select the monitor you want to delete from the monitor details and click [Delete].

A -10.0.0.128
uetsu - 10.0.0.112
: Detail

Catch All Trap (Default)
Period: n/a
CPU Stats (pagemiddle)
Period: 30s
ICMP Ping (Default)
Period: 30s

actions...

CR3-A - 10.0.0.121

uetsu - 10.0.0.112

https } icmp [ ncm [ snmp § ssh | telnet

CPU Stats

catchalltrap No data to displa

HOST-RESOURCES-MIB/hrProcessorTable

Interface Stats (HighSpeed) (pagemiddle)

Period: Tm

ICMP Ping
m Round-trip Time: 0.39ms
Packet Loss: 0%
icmp
ICMP echo

Interface Stats (HighSpeed)

Index - I
IF-MIB/ifXTable Gil (1
Gi2 @)
Gi3 3
Nu0 “)
i0 ()

|z x]|e|B]

3. Click [OK] on the confirmation screen.

Delete Monitor(s)?

Are you sure you want to delete the selected monitor(s)?

The monitor is removed from the monitor details and data collection is discontinued.

actions...

uetsu - 10.0.0.112

: Detail

Catch All Trap (Default)
Period: n/a
CPU Stats (pagemiddle)
Period: 30s
Interface Stats (HighSpeed) (pagemiddle)

Period: Tm

https | icmp [ ncm [ snmp | ssh

catchalltrap

HOST-RESOURCES-MIB/hrProcessorTable

IF-MIB/ifXTable

telnet

CPU Stats

Interface Stats (HighSpeed)
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8.2.12.2 Remove an object (device/map) from the map

1. Doubleclick a map from the map list on the left side of the screen to open it, and click [Edit].

s Inventory Changes Jobs TerminalProxy Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v scorreale Logout Settings Help

&/ Ivitemp 7 Edit| /% View
m
73 LViMAP2
=
E LVIMAP3
ftenp) 10.128.0.9 10.128.0.8 10.128.0.7

2. Select the object you want to delete and click [Remove].

9 Dashboards  Inventory  Changes Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network:  <AllI> Y scorreale Logout Settings Help
;\m ) | Ivitemp @ piscard | view

St search by:

General
% Map Name v Map Name: | Ivitemp
'(<D [ imap () Automatically update after discovery
F LIMAP3
itemp 10.128.0.9  10.128.0.8 10.128.0.7 ‘

Link Label Format:

4P Insert Device &2 Insert Map. \

image: |
%o X Remove |

A confirmation message will be displayed. Click [OK].

Remove From Map

Are you sure you want to remove the selected items from this map?

OK ‘ Cancel‘

3. The device will be removed. Click [Save] to complete your edits.

9 Dashboards  Inventory ~ Changes Jobs  TerminalProxy ~ Search ~ Compliance ~ Monitors Incidents Map  MIBs Network:  <All>
=E | svitem
E._L : < P
2 ey
E‘- Map Nome .
s [ imap m
| -
&
H AP
e 1012808 1012807

Link Label Format;
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8.2.12.3 Delete map

1. Select the map you want to delete from the Map Tree.

© Dubbowts | mertory | Changes Joba TeminaProyy Seach _Complce | Montors  Idents M | Miss Network <All> ~ scomesle Logout Settings  Help

= | Ivitemp. 7 Edit| /4 View
2 s
rn-n Map Name v
g 1 vimae
2w
i e 10.128.0.8 10.128.0.7
2. Click the .*] button in the bottom left of the window.
e Dashboards  Inventory  Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs
; Search ©| Ivitemp
S search by:
I?-n Map Name v
“<D -] imap
‘=ﬂ LVIMAP2 m
3 LVIMAP3
i 10.128.0.8 10.128.0.7

=7

(¥ o
P2 N C i

] ‘ [-]\ v‘ g‘ X‘ LVIMAP2 | LVIMAP3
3. A confirmation message will be displayed. Click [OK].

Delete Map

Are you sure you want to delete the selected map?
Maps and devices contained within the selected maps will not be removed.

OK Cancel
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8.2.12.4 Delete device

1. Select the device you want to delete on the Inventory tab. Multiple selections are possible.

2. With the device selected, click Inventory > Delete Device.

[Slan=shiscaiay] imventory [chens ceglipioh

Terminal Proxy  Search

Adapter
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco 105
Cisco Nexus

Cisco Nexus

§_| [l v Vendor/Model/0s: Cisco ~ * _ Add Criteria ~| G| © |
= = IPAddress 4 Hostname Network
Pﬁ 1000.101 RouterM Default
'fp 1000.112 uetsu Default
@ © 00121 CR3-A Demo
b 1000121 CR3-A Default
1000124 aaaaaaa Default
1000.126 test Demo
1000.126 test Default
© 1000128 A Demo
@ 1000128 A Default
© 1000.149 €sr1000v_inspect... Default
© 1000153 bbbb Default
© 1000223 CSR1000V Demo
© 1000223 CSR1000V Default
© 1000227 Nexuss548 Demo
© 1000227 Nexuss548 Default
© 1000227 Nexuss548 demot

3. A confirmation message will be displayed. Click [Yes].

Generic SNMP

Compliance

HW Vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

Monitors

Model
CSR1000V.
CSR1000V.
CRS-4/S
CRS-4/S
CSR1000V
CSR1000V
CSR1000V.
CSR1000V
CSR1000V
CSR1000V
CSR1000V
CSR1000V
CSR1000V
Nexus5548
Nexus5548

Unknown

Incidents  Map.

Device Type
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Switch
Switch

Router

MiBs

05 Version
154(1)54
154(1)54
431

431
154(1)54
154(1)54
154(1)34
154(1)34
154(1)54
154(1)54
154(1)34
1735
1735
TN
TA@NI(1)
Undefined

B

9AUDO9IHDK)
90XPSHS5IGT
SMA1125020L
SMA1125020L
IVOINVIMGOX
9EOUQZIVKIE
9EOUQZIVKIE
9J4PT3SEIN
9J4P8T3SEIN
9YPTNGUVP3M
9AOHFGQYZFE
IMTTHUSFGVS
IMTTHUSFGVS
551143708V7
551143708V7

Remove?

Network: ~ <All> v scorreale Logout Settings Help

< Device = Inventory @ Tools % Change & Smart Change Ml Reports

Backup Durat...  End Of Sale End Of Life Software En, - Credentials on B
»
s 2019/06/17 | & Protocols
-2, Global Maintenance Windows P
1s estisin vi.
£, Maintenance Window History
37s 2014/08/15 2021/08/31 =3 s
1 2014/08/15 2021/08/31
: 108/ /081 2 Add new device
® 53 Discover new devices
2m14s Import/Export
14s B Export inventory as Excel file.
385 B Export inventory with configurations as ZIP fle..
1s B Save inventory import Excel template.
9 2019/06/17 B | Import/update inventory from Excel file.. ponse fro...
1 Cisco SNTC Portal
21s 88 Export inventory as Cisco csv file.. ponse fro...
& B89 Import/update end of life from Cisco csv file.
445 2015/09/26 2020/09/30 Manage
W Device Tags
7s 2015/09/26 2020/09/30 i
R Delete device
2 L €

Are you sure you want to remove the selected devices?

10.0.0.112 - uetsu
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8.2.12.5 Delete job

1. Click the Jobs > [Job Management] tabs.

@ Dashboards | nventory
—| JobHistory  Job Management
g [l ¥ Approval Status: -Any-
o
M Name
S o
o discover
i
F |\ enable password

7 Eos/EOL

£ Interface no shut

-

NetFlow
% nightly backup

% nightly backup-Default
% nightly backup-servers
@ Nightly device discovery
$ ntpfix

$ qos*2

» route table

%, run neighboorhood

» show version

W test

$ test

o test

$ test deployment

£ testagain

Job Name: -Any- ~

Job Type: -Any- ~ @‘ © ‘
Network

Default

Default

Default

Default Dema Servers demot
Default

Default

Demo

Default

Servers

Demo

Default

Default

Default,Demo Servers,demof.show_and.tellsb_re...

Default
Default
Default
Default

Default,Demo,this is a test Servers,demo’show_an...

Default,Demo,Serversdemol

Default

Terminal Proxy ~ Search  Compliance ~ Monitors Incidents

Type

Tool
Discovery

Tool

Populate End Of Sale
Smart Change

Smart Change
Backup

Backup

Backup

Discovery

Smart Change

Smart Change

Tool

Neighbors

Tool

Report

Smart Change

Tool

Smart Change

Smart Change

10, Audit Log

Approval Requester

admin

admin

2. Select the job you want to delete and click [Delete].

3. Click [Yes] on the confirmation screen.

Delete?

Are you sure you want to delete the selected job?

OK Cancel

The selected job will be deleted from the job management list.
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Network: ~ <All> v scorreale Logout Settings Help

% OpenJob | X Delete | " Rename | (1) Copy | 3 Run Now | % New Job | [ Fitters

Approval Status Memo

Approved
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8.3 Changes

The Changes tab allows you to track and manage network device configurations across deployments.
It provides administrators with a centralized view of historical configurations, and enables easy com-
parison.

The Changes tab contains two main buttons that facilitate this; the [Open Config] button, and the [Com-
pare Config] button.

# Open Config

s éﬁ Compare Config

8.4 Jobs

The Jobs tab consists of a Job History tab and a [Job Management] tab. In the job history, you can view
the results of past job executions. The [Job Management] tab allows you to create, edit, manage and
run jobs. You can also set the created job to be automatically executed periodically.

The Job History subtab has the following buttons:

Button Edition

Open Results Opens the execution results of the selected job.
Compare Results Compare the results of two selected jobs.
Cancel Cancels the selected running job.

Job Approvals Log View the job approval log.

The [Job Management] subtab has the following buttons:

Button Explanation

Audit Log View audit log for changing job settings
Open Job  Open the properties of the selected job.

Delete Delete the selected job.
Rename Renames the selected job.
Copy Copy an existing job and create it as new job.

Run Now  Run the selected job immediately.
New Job  Create a new job.
Filters Register a cron-style filter.
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8.4.1 Create a job

Jobs can be created from the submenu under [Job Management] > [New Job]. Various types of jobs are
registered in this submenu, but the general flow of creating the job remains the same regardless of the
type of job.

Job creation procedure]
1. Decide on a job name and select the functions you want to use.
2. Enter the required parameters.
3. Select the target device.
4. Finally, enter the job trigger (execution frequency).

Below, we will create a job as a trial and explain how it works screen by screen. Click [New Job] >
[Tools].

Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network: Default v scorreale Logout Settings Help

Job History  Job Management

(] v Approval Status: -Any- ~ % Job Name: -Any- % JobType: -Any-~ % <& © 1 auditLog | % 3 a M  rters
Name Type Approval Requester Approval Status Memo % Backup

 Discovery

» 3E to ios push Tool Discovery

% Neighbors
£ add SNMP string2 Smart Change

ansakgpayL @

7 Populate End Of Sale

< auto discover Discovery W revort
. Repor

Smart Change £ Smart Change

e

Tool

Tool

8.4.1.1 Choose a job name and function First, enter a job name of your choice. It would be a good
idea to add comments in the comments section that will be easy for others to understand later. Next,
choose your tool. You can select almost all the available tools from the [Tools] > [View tools], and
[Change] menus on the Inventory tab. This time, we choose Change Enable Password.

Create Tool Job

Job Name:

| enable password

Network:
| Default -
Comment:
Tool:
Change Enable Password v

oK Cancel | |
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8.4.1.2 Enter the required parameters Then, in the new tab that opens, enter the required param-
eters. To use Change Enable Password, enter the password string to be changed in the password field.

*enable password >
Input Parameters  Devices  Schedule  Job ApprovalsLog  Email Notification =]
User Data

New Password

Password: Confirm:

Verify credentials after change is executed

8.4.1.3 Select target device Select the device on which you want to run this job on the [Devices]
subtab. There are three selection methods:

» All devices
» Search
 Static list

All devices

This applies to all registered devices.

*enable password

Input Parameters Devices Schedule Job Approvals Log Email Notification

@) All Devices () Search () Static list

Search

Devices that match the search criteria will be targeted. However, since the search is performed when
the job is executed, it does not only target devices that are displayed in the search results list when the
job is created. If a device matching the search conditions is added after job creation, that device will
also be targeted.

*enable password |
Input Parameters  Devices  Schedule  Job ApprovalsLog | Email Notification =]

O All Devices @ search O static list Networks: Default

Vendor/Model/OS: Cisco  *  Add Criteria ~

= IPAddress  ~ Hostname Network Adapter HW Vendor Model Device Type 0 Version Serialt Backup Durat...  End Of Sale End Of Life Software End ...  Software End ... Traits Violation
) 1000.101 R2 Default Cisco 108 Cisco CSR1000V Router 15.4(1)34 9AUDO9SHDK) 535 2019/06/17 2024/06/30 EDEDCE
) 1000112 uetsu Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 90XPSHS5IGT 505 DD Node test is i
@ 1000121 CR3-A Default Cisco 105 cisco CRS-4/5 Router 431 SMAT125020L 15 2014/08/15 2021/08/31 EDEDC
) 1000124 bbbbb Default Cisco 105 Cisco CsR1000v Router 15.4(1)54 SVOINVIMGOX 515
10.00.126 test Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9EOUQZIVKIE 145
@ 1000128 A Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9J4PBT3SEIN a5
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Static lis

In the static list, you can add the devices selected in the [Devices] tab, and the added devices will be

targeted.

=) Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors  Incidents Map  MIBs

g =1 Cisco + Window: inactive ~ *  Add Criteria ~ | @| ©|

S’ = IPAddress 4 Hostname Network Adapter HW Vendor Model Device Type 05 Version

% T2 10.0.0.101 R2 Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4

S =i o012 vetsu Default Cisco 105 Cisco CSR1000v Router 15.4(1)54

g’ w 10.0.0.121 CR3-A Default Cisco 10S Cisco CRS-4/S Router 431

5 = 10.0.0.124 bbbbb Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4

1000126 test Defauit Cisco 105 Cisco CSR1000V Router 15.4(1)54

v 10.0.0.128 A Default Cisco 10S Cisco CSR1000V Router 15.4(1)54
© 1000149 csr1000v_inspect... Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4
=4 10.00.153 test0322 Default Cisco 10S Cisco CSR1000V/ Router 15.4(1)S4
@ 1000223 CSR1000V Defauit Cisco 105 Cisco CSR1000v Router 1735
©@ 1000227 Nexus5548 Default Cisco Nexus Cisco Nexus5548 Switch TA4N1(1)
w 10.0.0.249 Ivicisoc2960s Default Cisco 10S Cisco WS-C2960S-24T... Switch 15.2(2)E
@ 1000250 Test 20231214 Default Cisco I0S Cisco CISCO1921/K9 Router 15.4(3M5
PP ——— E—— E—— P e Seve

C 4 1-84ofes P

*enable password

Input Parameters  Devices  Schedule

O AllDevices O Search @ Static list
IP Address
10.00.112
10.0.0.121
10.0.0.124
10.00.126

Job Approvals Log

Email Notification

~ Hostname
vetsu
CR3-A
bbbbb

test
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Serial#
9AUDO99IHDK)
9O0XPSHSSIG7
SMA1125020L
9VOINVIMGOX
9EOUQZIVKIE
9J4PB73SEIN
9YP7N6UVP3M
9AOHFGQYZF6
9IMTTHUSFGVS
551143708V7
FOC1721W1SR
FGL15082638

Backup Durat...

Network: Default

< Device [ Inventory @ Tools

End Of Sale End Of Life Software End ...  Software End ...
2019/06/17 2024/06/30
2014/08/15 2021/08/31
2019/06/17 2024/06/30
2015/09/26 2020/09/30
2015/11/06 2020/11/30
2018/09/29 2023/09/30

Networks: Default
Network
Default
Default
Default
Default
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8.4.14 Add a trigger Finally, add the trigger. Click the [Schedule] subtab. You can add new
triggers using the L button.

LY & |
*enable password

Input Parameters  Devices  Schedule  Job App log  Email Notificati

Trigger Next Fire Time(GMT-5)

]

Create a trigger by setting the date and repeat frequency. When you have finished entering all informa-
tion, click the [Save] button.

Trigger

Name: ‘ schedule

@®once O paily O weekly O Monthly () Cron

‘4 §| 19 ﬂ 2024/03/12

Timezone: (GMT-06:00) Central Time )

Filter: <No Filter> 2

Save | Cancel

Item Explanation

name Trigger name

time Time and date to run the job

Schedule Select from the following 5 types of execution schedules:

- Once: Execute only once at the date and time set in the time.
- Daily: Execute every n days (starting from the 1st of the month)
- Weekly: Execute on a specific day of the week
- Monthly: Execute every specified month
- Cron: Run at the specified date and time in cron format
time zone Time zone
filter Select the registered schedule filter in “Filter Settings”. Timings that
match this filter will be removed from the trigger.
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Finally, at the top right of the status panel, remember to press the [El button to save your job settings.
Unsaved changes will still exist.
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8.4.2 Job history

The [Job] > Job History subtab displays a list of past job execution history. Past job execution status is
recorded along with the status of whether the job was successful or failed. The status icon is displayed
on the left side of the Job History list. The status icons and their meanings are as follows:

Icon Explanation

v/ Successfully connected to all devices
-\ Processing failed on some devices

L Processing failed on all devices

8.4.3 Job approval function

The approval function is a function that allows a job created or edited by an applicant to be executed
when an approver such as a superior approves the job. Jobs that do not have approval will not be able to
run. By using this function, you can achieve secure operations such as preventing erroneous operations
and strengthening compliance.

This approval function is only valid for jobs that change the settings of network devices.
Approval process
1. The applicant creates/edits a job and makes an [approval request] (approval request)

2. The person in charge of approval checks the approval request from the [Job Approval Log] in
the relevant job.

3. Ifthere are no problems, perform [Approval]. If there is a problem, select [Reject] or [Comment]
from the confirmation screen and contact the applicant.

4. After [approval] is performed, the applicant executes the corresponding job.
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8.4.3.1 Set permissions for approval function Set approvers for registered permissions. Users
assigned the configured permissions can approve jobs.

1. Click Settings.

2. Select [Permissions] and select the desired permissions.

3. Specify the permission details and click [OK].

The authority related to the approval function consists of the following two authority contents.

Permission

Explanation

Permission to approve a tool job

execution.

Permission to run a tool job without

approval.

approval (approval request).

Authority to approve jobs that have been requested for

Authority to execute a job without requesting approval.

*When setting the approver’s authority, check “Permission to approve a tool job execution.”

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Rales

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add a role:

| approver

x|

Permission to run a tool.

Permission to approve a tool job execution.

Permission to run a tool job without approval.
Permission to run a Smart Change job.
Permission to create/update/delete a Smart Change job.

Permission to run a tool which changes a device configuration.

[0 permission to run a report.

Select All | Select None
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When setting the applicant’s authority, uncheck “Permission to run a tool”.

Server Settings

Data Retention Administrator Add a role:
System Backup operator @
Mail Server approver
SNMP Traps requester
Users
Roles
External Authentication
4
Custom Device Fields
Memo Templates () Permission to run a device discovery job.
Launchers
Smart Bridges () Permission to run a Populate End Of Sale job.
Networks
Network Servers (O Permission to run a tool.
Syslog

Software Update
Web Proxy
Change Approvals

Cisco API Select All | Select None

Device Label

SNMPv3 User -

nK Canra
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8.4.3.2 Submit an approval request (submit a job) Applicants can request approval when creating
or editing a job.

8.4.3.2.1 Create/edit jobs. Open the [Job Approval Logs] tab, enter a message in the Comments
field, and click [Request Approval]. When the application is completed, “Requested” is displayed in
the [Approval Status] column.

Display example of the [Job approval status] column

Monitors  Incidents  Map  MiBs Networke  Default “~ admin Logout Settings Help

(@ Destboards | inventory | Changes | Jobs | Terminal Proxy | Search | Complance
—{ JobHistory  JobManagement

3:. [E] *  Addcriteria > | &| © 19 Audit Log ﬁ;onenmn| x Deleﬂ‘ ; ‘nename| H:](npy‘ j}RunNm‘ %% New Job | [T Filters
% Name Type Approval Requester Approval Status Memo

‘é @ Smart change job Smart Change admin Requested

19

=

T

+ List of display contents in the [Approval status] column

Job Approval Status Explanation

Not Requested Job approval request is not set.
Requested Job execution approval is requested.
Approved Job execution is approved.

Rejected Job approval request has been rejected.
Closed Job is closed. This status is set when:

1. Job is executed

2. Closed by administrator/job
requester

If you want to execute a closed job, you
will need to request approval again.
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8.4.3.3 Approve an approval request (approve the job) Approver can approve jobs (approval
requests) applied by applicants.

1. Open the [Job Management] tab.
2. Open the job that has been requested for approval.

You can filter the jobs to be displayed from [Job Execution Approval Status] at the top of the [Job
Management] screen.

e " earch  Com, M ncidents | Map M
-
Ea 10, Aud
= Job Type: -Any- ¥ @ © 0. AuditLog | % Ope
g = T
) hang dmin
I
&
&
Tof1
~enable password NetFlow
5 Template ' ReplacementValues =] Devices (D Schedule (©) Job ApprovalsLlog (%] Email Notification

Comments

admin requested approval at 2022/08/29 21:31

need approval

3. Check the job details and open the [Job Approval Log] tab.

4. Enter your message in the message field and click [Approve].
If you have a problem, enter your message in the message field and click [Reject] or [Comment].
8.4.3.4 Check the record up to approval On the Job History screen, select the target job and click
[Job Approval Log] to check the record (messages) up to approval.
The [Job Approval Log] button is enabled only for jobs executed after approval.

8.4.3.5 Notification of approval function When a job is applied for, executed, or completed, noti-
fications can be sent via SNMP trap or email to the relevant job user.
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8.4.3.5.1 SNMP trap settings Send a trap when an approval event occurs from the SNMP trap
settings on the server settings screen.

A trap is sent when a job is requested/executed/approved/rejected/closed.

Server Settings

Data Retention Send traps when...
device configuration changes are detected

System Backup
devices are added and deleted

Maillsenier a backup fails

SNMP Traps [[J ajob completes with errors

Users [7) the compliance status of a device changes
[ the status of bridge changes

Roles

L [ an audit event occurs
i ientication a change approval action occurs
Custom Device Fields [ an email failure
Memo Templates Trap forwarding:

Launchers () Forward all received traps

Smart Bridges

Networks Trap receivers:
Network Servers Community Host Port Version
Syslog public 10.0.0.93 162 2c

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User < o | 7| &
OK Cancel

8.4.3.5.2 Send e-mail By setting the email address in the user edit on the server settings screen,
you can send an email when an approval event occurs. An email will be sent when a job is
requested/submitted/approved/rejected/closed.

In order to send email, you need to configure the email server in advance.

Server Settings

Data Retention SMTP Host:
‘ .protection.outlook.com

System Backup

Mail Server From Email Address:
SNMP Traps ‘ support3eye@Ivi.cojp
Users
From Name;
Roles
support3eye

External Authentication
Custom Device Fields ([ Server requires authentication
([ Use secure smtp

Memo Templates
Automatically upgrade STARTTLS negotiation

Launchers

Smart Bridges Mail server username:

Networks ‘

Network Servers Mail server password:

Syslog ‘
Software Update

=5
Web Proxy Default email language =5

Change Approvals Default email time zone ~ (GMT+09:00) Tokyo v
Cisco API

Device Label
SNMPv3 User - Test

oK | cancel |
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Additionally, if there is a job approval request, a banner like the one below will be displayed at the top
of the screen.

There are job execution approval requests

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance ~ Monitors  Incidents Map = MIBs

- Job History Job Management

=

=- LCJ ¥ Name: -Any- ¥ User: -Any- ¥ Session Date: -Any- ¥ IP Address: -Any- ¥ Job Type: -Any- ™ Add Criteria ¥ | &J| ©

o

m Name Network Type Start Time End T
ﬁ & Ping Default Tool 2024/03/12 03:29 20244
g’-‘ & Ping Default Tool 2024/03/12 03:28 20244

8.4.3.6 Change the number of required approvals You can specify the number of approvals re-
quired before a job created or edited by an applicant can be executed. The required number of approvals
can be set from Settings > [ Approval function]. The configurable range is 1 to 3.

Server Settings

2 (
System Backup “ ' Minimum required approval count: | 1 ﬁ .
Mail Server
SNMP Traps i E
Users 5
Roles 1:
External Authentication 1;
Custom Device Fields 1¢
Memo Templates 10
Launchers 0:
Smart Bridges 0;
Networks 0«
Network Servers 0
Syslog 9
Software Update 9:
Web Proxy 9(
Cisco API 8:
Device Label 8
SNMPv3 User 8(
Agent-D 8(

0K ‘ Cancel
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8.4.4 Check past job history

You can check the job history from the Jobs > Job History tabs, and the jobs that have been executed so
far are displayed. You can also view published reports by doubleclicking on the report job. Job types
include the following:

* Report

* Discover

» Neighbor

* Backup

* Agent-D

* Tool

* information such as “when”, “who”, and “what was done” is recorded

[Column list]

Item Explanation

Name Displays the name of the job.

Type Displays the job type.

Start Time Displays the start date and time when the job was
executed.

End Time Displays the completion date and time when the
job was completed.

User Displays the name of the user who executed the
job.
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8.5 Terminal Proxy

The Terminal Proxy tab allows you to securely connect to network devices (SSH/Telnet) On the Termi-
nal Proxytab, you can:

 Establish SSH/Telnet connections through a centralized proxy
* Record sessions and log all commands

* Manage credentials securely

 Apply uniform security controls (timeouts, role restrictions)

9 Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy ~ Search  Compliance  Zero-Touch  Monitors Incidents Map  MIBs  Playbook  Wi-Fi Clients Network:  <All> v terrance logout Settings Help

[L] ¥ Session Date: Past 7 days ¥ Add Criteria ¥| G| © o Export...

Device IP Address Device Hostname Network Make/Model Protocol User Client IP Address Session Start ¥ Session End

aunsafgpaiy L

The Terminal Proxy tab provides information about devices such as:

» Device IP Address
* Device Hostname
* Network

» Make/Model

» Protocaol

» User

* Client IP Address
» Session Start

» Session End

You can export information about selected devices, or search filter results by clicking the [Export]
button in the upper right corner of the window.
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8.5.1 Make an SSH/Telnet connection to the device

You can connect to monitored devices via SSH/Telnet from the device list. This feature is called “termi-
nal proxy.” A terminal proxy automatically saves the commands and output you run on your terminal.

8.5.1.1 Terminal Proxy Setup There are two ways to use terminal proxy: using a web browser and
using Tera Term. When using Tera Term, the following preparations are required.

* Install Tera Term on the terminal to be operated (The terminal proxy calls Tera Term on the PC
you are operating.)

* Install browser integration
It is necessary to link the browser connected to ThirdEye and Tera Term.

This preparation can be done from the screen that appears when you start the terminal proxy for the
first time. The installation procedure for Browser Integration”** is described below.

For information on installing Tera Term, please skip to the Tera Tera section.
1. Click [Install Integration] and download the ttinstall.exe file.

Terminal Integration

Step 1: Tera Term Download

Download and install Tera Term. If Tera Term is already installed, skip this step.

Download Tera Term

Step 2: Browser Integration

Terminal integration must be installed before you can use the terminal launch feature. Click on the 'Install Integration’ button and complete the installation.

Install Integration

2. Run the downloaded ttinstall.exe file.

ttinstall.exe

3. Select the display language and click [OK]
nstaller Language X

\?, Please select a language.

English

oK Cancel
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4. Click [Next].

Welcome to the TeralTerm Browser
Integration Setup Wizard

This wizard will guide you through the installation of
TeraTerm Browser Integration.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

MNext = Cancel

5. Click [Finish].

Completing the TeralTerm Browser
Integration Setup Wizard

TeraTerm Browser Integration has been installed on your
computer.

Click Finish to dose this wizard.

< Back Finish Cancel

Preparation is now complete.
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8.5.1.2 Start the terminal proxy If a device configuration backup has been obtained when you
start the terminal proxy, you can skip selecting the protocol and entering the user name/password after
starting the terminal proxy.

8.5.1.2.1 Use web browser
1. Select the Inventory tab.

2. Right-click the device to which you want to connect the terminal and select [Open Terminal].

6 Dashboards Inventory Changes Jobs Terminal Proxy Search Compli

\=| w Search IP/Hostname: 10.0.0.153 Add Criteria" (E]‘ b|
== IP Address Hostname Network Adapter HW Vendc¢
| 10.0.0.153 o = 777 - Cisco 10S Cisco
L/ Backup

B Open Terminal
B} Open Native Terminal

auns9Ag p.l!q

E_'. Show Terminal Proxy Logs
EEI Compare Configurations
& Display Job History

Ping

2. Configure Maintenance Windows...

53 Add to map...

L
- —

53 Add to map with hierarchy...

Edit Launchers...

3. The terminal will open in a separate browser tab, and the device’s login screen will be displayed.
Enter your username and password to log into your device.

Terminal - 10.0.0.153 - test0322

test0322>enable

Password:
test03224#
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8.5.1.2.2 Use Tera Term

1. Select the Inventory tab.
2. Right-click the device to which you want to connect the terminal and select [Open Native Termi-
nal].

The [Select Protocol] screen is displayed. Select the connection protocol and click [OK].

W

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compli

-] 2| = sSearchIP/Hostname: 10.0.0.153 ¥  Add Criteria v‘ @‘ <3|

-
i == IP Address Hostname Network Adapter HW Vendc¢
=+ 10.0.0.153 a . . - Cisco 10S Cisco

JII 7 “» Backup

@ B Open Terminal

w . .

s E Open Native Terminal

”‘ "

© ﬁ Show Terminal Proxy Logs

EE' Compare Configurations

= Display Job History

1)) Ping

_v_ Configure Maintenance Windows...
fll

5%0 Add to map...

Q%_-/ Add to map with hierarchy...

Edit Launchers...
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Tera Tera will start and the device login screen will be displayed. Enter your username and password
to log into your device.

T 192,168.40.222 - netLD WT - O pod
Jr{IME |EE ZEES IYRFO-IO 240 FEIMW ALTH)
e to Me 401126 MM UTC ~

Username: |
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8.5.1.3 Check the operation log

1. Select the Terminal Proxy tab.

=) Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings Help
= [ ¥ Device: 1000250 ~ Add Criteria ~ | &I © =
=
S Device IP Address Device Hostname Make/Model Protocol User Client IP Address Session Start Session End -
% B 1000250 Test 20231214 Cisco CISCO1921/K9 SSH scorreale 192.168.10.156 2024/03/12 03:06 2024/03/12 03:06
<
[
173
=
=) Dashboards  Inventory = Changes Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings Help
= [2] ¥ Device: 1000250 ~ Add Criteria ¥ | &I © 2
= kAddcriterta T |89/ |29
Device IP Address Device Hostname Make/Model Protocol User Client IP Address Session Start Session End -
B 1000250 Test 20231214 Cisco CISCO1921/K9 SSH scorreale 192:168.10.156 2024/03/12 03:06 2024/03/12 03:06

ansaAgpai

test0322 - 10.0.0.153 - Terminal Log 2024/03/12 03:21:34 - 03:21:41 (7 seconds)

test03Z2>enable

Password:

test03224sh wersion

Cisco I0S XE Software, Version 03.11.04.5 - Standard Support Release

Cisco I0S Software, CSR1000V Software (X¥86_64_ LINUX ICSD-UNIVERSALK9-M), Version 15.4(1)54, RELEASE SCFTWARE (fc
Technical Support: http://www.cisco._com/techsupport

10 Copyright (c) 1986-2015 by Cisco Systems, Inc.

11 [compiled Fri 05-Jun-15 23:15 by mcpre

WO = s L RO

14 Cisco I0S-XE software, Copyright (c) 2005-2015 by cisco Systems, Inc.

15 |811 rights reserved. Certain components of Cisco IOS-XE software are

16 |licensed under the GNU General Public License ("GPL") Version 2.0. The
17 software code licensed under GPL Version 2.0 is free software that comes
18 lwith ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

18 GPL code under the terms of GPL Version 2.0. For more details, sse the
20 documsntation or "License Notice" file accompanying the IOS-XE software,
21 |or the applicable URL provided on the flyer accompanying the T0S-XE

22 |software.

3. Click [Export] at the top right of the log screen to save session data as a text file.

The file name is “termlogs" . *YYYY-MM-DD*.zip” and is compiled in ZIP file format. “*xYYYY-MM-DDx*"
indicates the date of saving.

@) Deshboards | imventory | Changes | sobs | Terminal Proxy | Search | cCompliance | Monitors | inidents | Map | Miss Network:  Default Vv scorreale Logout Settings Help

= [ v addcriteria - @) 6] - Export |
g Device IP Address Device Hostname Make/Model Protocol User Client IP Address. Session Start Session End -

% B 1000153 test0322 Cisco CSR1000V ssH scorreale 192.168.10.156 2024/03/12 0321 2024/03/12 0321

S B oo Test 20231214 Cisco CISCO1921/K9 SsH scorreale 192.168.10.156 2024/03/12 03:06 2024/03/12 03:06
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8.6 Search

The Search main tab serves as a centralized investigation interface. In ThirdEye, it enables network-
focused searches including switch port tracing, ARP record lookups, and interface configuration
queries.

8.6.1 Search subtabs
The Search main tab contains three subtabs:

* [Interfaces]subtab
* [Switch Port Search] subtab
* [ARP Search] subtab (Results are based on ARP entries)

Doubleclicking a device in the [Inteface] subtab list will display more information about that device at
the bottom of the screen:

Device Information Explanation

General General information about the device
(device name, make, model, OS version,
serial number, device type, last
backup/snapshot, config, timestamp, size,
user ).

Compliance Information about compliance policies
and associated messages, violations for
Rule Sets.

Attachment Information about any attachments
associated with the device (name, size,
MDS5 hash)

Hardware Description of device, and information
about device type (chasis, card, memory,
power, CPU, slots, model, serial number,
version, port number, EOS, EOL)

Interfaces Device name, alias, type, IP, Speed, MTU,
MAC, and any related comments
ARP/MAC/VLAN Information about device VLAN Member

Port names and numbers, and option to
collect a snapshot of MAC forwarding
tables and ARP tables from the device by
clicking the [Run Neighbor Collection
Now] button.

Memo Extra information about the device.
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8.7 Compliance
The Compliance tab consists of the following subtabs:

* Compliance Policy subtab
* Rule Sets subtab

S lnetionply mestoralis Cmnsslgicnsplgermion prplyssscchy| Compliance |ortooipliciser s lypass glypiny

Compliance Policy | Rule Sets
4 Create

Compliance Policy ~ Network Devices Covered Devices Violating Violating In Compliance

aunsaAgpaiyL

8.7.1 Compliance Policy subtab

This subtab selects which devices the policy applies to. The input interface is the same as that of [Job
Management]. You can select devices using three criteria:

« All devices
e Search
» Static list

ssssss

Cisco CRS-9/5

Item Explanation

All devices Apply policies to all devices.

Search Applies the policy to devices that match your search criteria.

Static list Apply the policy to the selected and added devices on the Devices tab.

By setting a compliance policy, you can automatically ensure device configuration settings. For this
automatic detection, you need to create a device compliance rule. A rule is constructed using the
following four matching conditions.

» If matched, it is excluded.

« If it does not match, it is not applicable.
» If matched, it is a violation.

 If it does not match, it is a violation.

Each condition has a single search string, and checks if the given configuration matches that string. A
collection of compliance rules is called a Rule Set. Rule Sets can customized.

In addition, policies can be used to manage compliance on a larger scale. A policy is created by com-
bining multiple Rule Sets. It also contains information such as the list of devices to which it applies,
the severity of violations (errors, warnings, or notifications), and the violation history.

188 Copyright © 2025 LogicVein, Inc.



Doubleclick a [Compliance Policy] to open the Compliance Policy window.

*Compliance Policy - snmp...
Compliance Policy - snmp public
Adapter. Cisco 10S

Configuration:/running-config

select a test config

Rule Set Severity

SNMP - Public Error
Item Explanation
Adapter Displaying adapters to which the policy applies.
Configuration Displaying the configuration to which the policy is applied.
Rule Set A rule added to a policy.
Severity You can select the failure level from error or warning. The

icon displayed when a policy is violated is different.
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8.7.2 Rule Sets subtab

The [Rule Sets] subtab manages Rule Sets. On this subtab, you can register the created Rule Set to the
policy.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compli Monif Incid Map MiBs
- Compliance Policy Rule Sets
g Category: <All> ~ 57 Create | | * Rename | __ Copy ‘ K Delete ‘ Category
% Rule Set Adapter Config Category
S 105 Interface Auto-Duplex/Speed Cisco 105 /running-config
g 105 Secure Enable Passwords Cisco 105 /running-config
% 105 Telnet Restricted Access Cisco 105 /running-config
105 S5H-only Restricted Access Cisco 105 Jrunning-config
105 Disabled Unneeded Services Cisco 105 frunning-config
105 Session Idle Timeout Cisco 10S frunning-config
105 Auto-Duplex/Speed Cisco 105 frunning-config
105 Rule Cisco 10S frunning-config

Doubleclicking a Rule Set displays its contents in a new tab on the righthand side of the screen. The
new tab has two further subtabs, the [General] subtab and the [Rules] subtab.

* General tab: You can set rule descriptions and scopes for applications. Writing explanations
for rules becomes important during maintenance. Even a minimumal explanation of the rules is
helpful, but it is best to also add an easy-to-understand explanation.

Rule Set - 105 Disabled Un... * Rule Set - TestRule
Rule Set - TestRule

General  Rules

Category: | <Not set> v

This ihis configuration: /running-config

D Apit
@ appiy
P

(0 Resrictthe visbily oftis rule st o the following networks

General Items Explanation

Category Select a category for the rule.

Description Enter a description for the rule.

Apply to the whole config Applies the rule to the entire configuration.

Apply to block Divide the configuration into blocks and apply rules to each
blog.

Template The configuration is compared line by line from the template,
and if there is a difference, it will be a violation.

Partial Template The configuration is compared line by line against the template,

but the comparison can be started from anywhere in the config
text, not just from the first line.
Restrict the visibility of this Rule Enabling the check limits the networks to which the rule applies.
Set to the following networks

190 Copyright © 2025 LogicVein, Inc.



* Rule subtab: You can configure the rule itself.

Rule Set - 10S Session Idle ...
Rule Set - 10S Session Idle Timeout

General Rules

Violation Message: | Idle session timeout not configured on VTY ~VTY~

Start: | line vty ~VTY~ End: | !

Action

Violation if not matched

select a test config

Variable Type Restriction

vTY text
timeout text

Remediation job or playbook:None @

Rule Sets Item

Explanation

Violation message
Start/End

Match Expression

Action

Variable

Type

Restriction
Ignore Case

Remediation job or playbook

Enter the message that will be displayed if the rule is violated.
Specify the range to search for the string specified in the “Match”
item. This field appears when Apply to Blocks is selected on the
[General] subtab.

Specifies the string to be searched for. You can convert a string
into a variable by enclosing it between ~ (tilde). Example:
interface gigabitEthernet ~INT_NUM~

Select matching conditions: - If it doesn’t match, it’s not
applicable - If matched, excluded - If it doesn’t match, it’s a
violation - If matched, violation

Displays the value when a variable is used in the string specified in
the “Match” item.

Specify possible types of matches. If it does not match the type, it
will be excluded from the search conditions: - Text: Matches all
text - [P address: Matches only strings representing I[P addresses -
Hostname: Matches hostname - Word: Matches words - Regular
expression: Search using regular expressions

Enter the string or value to search for. If : is entered, it means
“any value is fine”.

Allows configuring case sensitivity through an explicit “Ignore
Case”

Select a remediation job or playbook for incidents and compliance
issues. Define variable Names to be used as Replacement Names
in the Job.
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8.7.2.1 Creating a new rule In this section we will explain how to create a new rule with screen-
shots. The examples below will generate a violation when the SNMP community setting is “public” in
the Cisco 10S device configuration.

1. Click the [Create] button on the Compliance > [Rule Sets] tab.

@ Dashboards Inventory Changes Jobs Terminal Proxy Search Compli Monitors Incid Map MIBs
- Compliance Policy Rule Sets
g Category: <All> v & Create | | * Rename | ,7 Copy ‘ ¥ Delete ‘ Category
% Rule Set Adapter Config Category
< 105 Interface Auto-Duplex/Speed Cisco 105 Jfrunning-config
g 10S Secure Enable Passwords Cisco 105 Jrunning-config
% 10S Telnet Restricted Access Cisco 105 Jrunning-config
105 55H-only Restricted Access Cisco 105 Jfrunning-config
105 Disabled Unneeded Services Cisco 105 Jrunning-config
105 Session Idle Timeout Cisco 105 Jfrunning-config
105 Aute-Duplex/Speed Cisco 10S Jfrunning-config
105 Rule Cisco 105 Jrunning-config

2. The name of the rule, the target adapter (model classification), and which configuration the rule
applies to (running-config startup-config) and click the [OK] button.

Rule Set

MName:

SNMP - Publid

Adapter:

Cisco |03 ~
Configuration:

Irunning-config v
Category

<Not set> v

OK ‘ Cancel|
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3. In the [Violation Message] field, enter the message that will be displayed when a violation is

detected, and click the [#] button.

In the example below, the message is “SNMP community set to”’public’:

=] General | Rules

4. Inthe [Match Expression] column, enter the text that is a violation, and in [Action] column select

[Violate on match].

uuuuuuu - SNMP - Public

Rule Set - SNMP - Public

aaaaaaaaaaaaaaaa

| x]

O tgnore Case Remediation jobNone -..| @

5. If you want to test the rule you created, click [Select a configuration] in the upper right to test

and select a configuration from your inventory.

uuuuuuu - SNMP - Public

Rule Set - SNMP - Public

aaaaaaaaaaaaaaaa

x]
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6.

The configuration selection window displays a list of devices that apply to the adapter you se-
lected when creating the rule. This column only displays devices that match the IOS adapter you
originally selected.

Select Configuration

Showing Cisco 105 devices with /running-config.

IP Address 4. Hostname Network

10.0.0.128 tech Default

10.128.04 MNER3-A Default

10.128.0.7 CR12-B Default

4 1-30f3 v Results per page: 254 ~

Cancel

Violations will be searched for against this text rule, and if violations are found, they will be displayed
in red. The following section will cover creating policies from this Rule Set.

10.0.0.128
200
201
202
203
204
205
206
207
208
205
210
211
212
213
214
215
216
217
218
215
220
221
222
223
224
225
226
227
228

ﬂ General Rules
select a test config Failures:
access-list 2500 deny ip host 10.0.0.92 any -
access-list 2500 deny ip host 10.0.0.93 any
access-list 2500 deny ip host 10.0.0.5%4 any
access-list 2500 deny ip host 10.0.0.55 any
access-list 2500 deny ip host 10.0.0.9%6€ any
access-list 2500 deny ip host 10.0.0.597 any
access-list 2500 deny ip host 10.0.0.%8 any
access-list 2500 desny ip host 10.0.0.9%99% any
access-list 2500 deny ip host 10.0.0.100 any
access-list 2500 deny ip host 10.0.0.101 any
access-list 2500 deny ip host 10.0.0.102 any
access-list 2500 deny ip host 10.0.0.103 any
access-list 2500 deny ip host 10.0.0.104 any
access-list 2500 deny ip host 10.0.0.105 any
1
snmp-server community public RO
snmp-server community test RO
snmp-server community a RO
snmp-server community ro RO
snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart -
snmp-server enable traps vrrp
snmp—server enable traps pfr
snmp-server enable traps flowmon
snmp-server enable traps call-home message—send-fail server—fail
snmp-ssrver enable traps tty
snmp-server enable traps casa
snmp-server enable traps ospf state-changes

snmp-server enable traps ospf errors -
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8.7.2.2 Creating a new policy This section will create a policy for a Cisco IOS device configuration
using the Rule Set created in the previous section.

1. Click the Compliance > [Compliance Policy] tabs, then click the [Create] button.

@ Dxhhowrds | Imventory | Changes | Jobs | TerminalProxy | Sesrch | Compliance | Monitors | Incidents | Map | Miks
—{ Compliance Policy _Rule Sets

=2 AP Create X [
5

% Compliance Policy ~ Network Devices Covered Devices Violating Violating In Compliance

<

[

73

I3

£

2. Enter the policy “Name”, “Adapter” target , and “Configuration” type, then click [OK].
Compliance Policy

MName:

SNMP public
Adapter:

Cisco I0S v
Configuration:

Irunning-config v

oK | Cancel.

3. In this example, Search is selected in the [Devices] subtab.

Compliance Policy - SNMP O =
Compliance Policy - SNMP public
o o]

Search IP/Hos

- Hostname HW Vendor Model Device Type Serialt

= 1P Addre:
1000128 tech Cisco csr1000v Router 9UpETISEIN

© 1000212 shibata Foundry SnFESAB02Switch
1000213 s3100 HaC S3100-26T-51 Switch 210235A15DC108000028

© 1000232 Fortigate-VME4 Fortinet FortGate-VM64 Firewall FGUMEVXMYGAQIHAA
100230 Summitdi Edreme Summitdsi Switch otsm-01540

© 100250 010203 byte Azala AX24305-247 Switch s5G015

© 1012804 NER3-A cRs-16/5 Router

© 1012807 crizs Cisco RS 35 Router TBADS500081

The setting behavior for Search and [Static list] in the [Device] subtab is same as the behavior setting
behavior in [Job Management].

Devices will be searched every time a violation check is activated when using search rules, and violation
checks will be performed on these devices.

Search result is not saved when creating policy.
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4. Click the [ button on the [Rule Set] subtab of the status panel.

Compliance Policy - SNMP ...

Compliance Policy - SNMP public
Adapter: Cisco 105

Configuration:/running-config

Rule Set Severity
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5. Select a Rule Set and click the L# button.

In this example, “IOS Secure Enable Password” Rule Set is selected.

Add Rule Sets

Category <All> o

|05 Interface Auto-Duplex/Speed
|05 Secure Enable Passwords
|05 Telnet Restricted Access

I0S S5H-only Restricted Access
|05 Disabled Unneeded Services
|05 Session Idle Timeout

I0S Auto-Duplex/Speed

|05 Rule

test11

TestRule

always violate

cisco test

SNMP - Public

Cancel
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6. Select an Action for the rule. Different Actions can be set for each Rule Set.

In this example, the Action is set to “Violation on match”.

If no Actions are displayed, please review the policy or the adapter type of the Rule Set.

*Compliance Policy - SNM...

*Rule Set - SNMP - Public
Rule Set - SNMP - Public

Violation Message: | SNMP community set to public
Match Expression Action
snmp-server community public ~mode~ Violation if not matched v
Stop if not matched
Stop on match
Violation if not matched
Violation on match
| %
Variable Type Restriction
mode text
7. Save the policy.
“*Compliance Policy - SNM... “*Rule Set - SNMP - Public T
Rule Set - SNMP - Public = General | Rul
Violation Message: | SNMP community set to public selecta test config
Match Expression Action
somp-server communiy public -mode~

Violation if not matched

Activate the policy after saving. Simply creating a policy does not check for violations.
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8.7.2.3 Applying the created policy After you create a policy, you need to enable it.
1. Click Compliance > [Compliance Policy].
2. Click the [Enable] button with policy selected.

A pie chart is displayed, it allows you to check the violation status.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance ~ Monitors  Incidents Map  MIBs  Playbook  Wi-Fi Clients Network:  <All> v temance logout Settings Help
—| Compliance Policy | Rule Sets
g o Create *® Device Violation Summary
% Complianc..a Network Devices Co...  Devices Violating Violating In Compliance
@ ciscosecurit..  Default 34 33 or« [N | - 34
3 @ P Logging Default 0 0
% W Leob Default 1 0
W NP test Default 34 29 =55 [ 15%
@ snwvP comm.. Default 1 1 100 [

All Bolicies

If a device violates the policy, the policy icon changes. Depending on the severity of the problem, an
orange warning or red error icon will be displayed.

(Refer to the Set up monitoring section for more information about severity icons.)

Doubleclick the changed icon. A subtab opens in the status panel. This subtab contains details of the
violation.

nnnnnnnnnnnnn -SNMP..

Compliance Policy - SNMP public

Devices  RuleSets  Status

= 1P Address Hostname

@ 1000128 wen P Puse

The violation icon also appears in the device view. Doubleclick the icon to learn more about the viola-
tion.
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8.7.3 Automatic remediation function

By combining the compliance function and the smart change function, it is possible to automatically
execute a pre-specified smart change job when a compliance violation is detected. This allows you to
immediately resolve compliance violations.

Setting Process

1. Create smart change job (Create a smart change job to be executed when a compliance violation
occurs.)

2. Create rules for compliance violations (Create a violation rule and link the rule to the smart
change job.)

3. Creating a compliance policy (Associate compliance rules with devices and configure detection
settings.)

The following explains how to set it up using a setting example.

8.7.3.1 Case 1: When the use of Read-Write authority is prohibited in the SNMP community
settings

1. Go to Jobs > [Job Management] and select [New Job | > [Smart Change].

Dashboards  Inventory  Changes  Jobs TerminalProxy  Search  Compliance Monitors Incidents  Map  MiBs
Job History

E

ssssss

ansohapayL @

2. Enter the job name and comment (optional).

Create Smart Change Job

Job Name:

‘ snmp public

MNetwork:

‘ Default laptoppc.servers -

Comment:

Use remediation job.

Adapter: Cisco 108 v

@ Use the same replacement values for all devices in the job.

O Use unique replacement values for each device in the job.

oK | Cancel|
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3. Check “Use remediation job”, select the device adapter, and click [OK].

This is used for linking with Rule Sets.

Create Smart Change Job

Job Name:

‘ snmp public

MNetwork:

‘ Default,laptoppc.servers -

Comment:

Use remediation job.

Adapter: Cisco 108 v

@ Use the same replacement values for all devices in the job.

Y - - . -
) Use unique replacement values for each device in the job.

oK | Cancel|

4. Enter the command you want the template to run.

“p pubhc
8 Tempiste ' Roplacement Vaues | 3 Deviss | (3 Schadule | ©) Job Approvais Log (<7 Email Noticaion H @

Commands Replacements

5. Select the part you want to convert into a variable and click the the | ¥/ button.
Skip this step if you want to execute the command as is without converting it to a variable.

In this case, the community name will be obtained from the config, so we will convert the community
name part into a variable.

Netiication FENE

Commands Replacements

Prompt: = [#]7]%
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6. Enter the variable “Name” and click [OK].

Selection:

Mame

Type

7. Save the settings.

Add Replacement

public

communitystrind

Text

Use selection as default value

0K | Cancel

105 Aute-Duplex/Speed

202

. i ey
B e N e A FiE)
Commands Replacements
0
nd
O Dont Bt
8. Go to Compliance > [Rule Sets] and click [Create].
9 Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs
e | Compliance Policy Rule Sets
g Category: <All> v oF Create | & Category | Desc
% Rule Set Adapter Config Category
ﬁ 105 Interface Auto-Duplex/Speed Cisco 105 /running-config
¢» 05 Secure Enable Passwords Cisco 105 /running-config
% 105 Telnet Restricted Access Cisco 105 /running-canfig
105 55H-only Restricted Access Cisco 105 /running-config
105 Disabled Unneeded Services Cisco 105 /running-config
105 Session Idle Timeout Cisco 105 /running-config
Cisco 105 /running-config
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9. Enter the rule name, select the adapter, and click [OK].

Please select the adapter you selected when creating the smart change.

Rule Set

MName:

community public
Adapter:

Cisco 10S W

Configuration:

Irunning-config w

Category

<Not set> ~

oK | Cancel,

10. Click the L button to add “Match Expression”.

Rule Set - community public

Rule Set - community public

Violation Message: | community public sel

Match Expression Action

Fy

11. Inthe “Variable” section in the bottom half of the page, specify the community name as the smart
change Variable.

12. Inthe “Match Expression” section in the top half of the page, add “~” before and after the variable
name.

nnnnn
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13. Set the Action to “Violation on match.”

*Rule Set - community pu...
Rule Set - community public
Violation Message:

invalid community string

Match Expression

select 3
Action
snmp-server community ~communitystring~ RW

Violation if not matched
Stop if not matched

Stop on match

Violation if not matched
Violation on match

Variable

¥ X
Type

Restriction
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14. In the bottom right of the panel, click the [...] button next to “Remediation job” to specify the
smart change job to be executed in the event of a violation. Only one job can be specified.

105 Rule

[ASA] No consale logging
test11

TestRule

Juniper Test
set-active-config

always violate

Test

cisco test

palaalot

*Rule Set - community pu...

Rule Set - community public

Cisco 105

Cisca ASA

Cisco 105

Cisco 105
Juniper Screen0S
Juniper JUNOS.
Cisco 10S

A10 ACOS

Cisco 105

Palo Alto Networks

/running-config
Jrunning-config
Jrunning-config
/running-config
Jsaved
/set-active-config
Jrunning-config
/running-config
Jrunning-config

/set-running-config.txt

Violation Message: | invalid community string

Match Expression

snmp-server community ~communitystring~ RW

Variable

communitystring

[ Ignore Case

Type
text

Action

Violation if not matched

Restriction

Remediation job

Name Memo

snmp public

Cancel|

EIE3

Remediation job:None J L7

15. Save your settings.

snmp-server community ~communitystring - RW.

ton

O Ignore Case

Action

Violation f not matched

select atest config

| %]

Remediationjob:  snmp public -|e

205

& General  Rules
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16. Go to Compliance > [Compliance Policy] and click [Create].

Net

WS aAIPAYL @

Dashboards Inventory  Changes Jobs  Terminal Proxy Search Compliance ~ Monitors Incidents Map  MIBs

Compliance Policy  Rule Sets

Compliance Policy ~ Devices Covered Devices Violating

P Create De

Violating In Compliance

17. After entering the “Name”, select the adapter and target configuration file, and click [OK].

Compliance Policy

Mame:

Cisco 105 community

Adapter:

Cisco I0S

Configuration:

Irunning-config

18. Click the L*1 button.

Severity

206

oK | cancel|

Devices  RuleSets | Status
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19. Select [Rule Sets] and click [Add].

Add Rule Sets

Category <All>

|05 Secure Enable Passwords
105 Interface Auto-Duplex/Speed
IP Logging

3560 Template

SNMP Server Community String
snmp-server-rule

Server Host

IP Permit

IP Permit 2

test regex

ntp test

new test regex

user_password

Hostname rule

interface rule

community public

20. Click [Save].

“Compllance Policy - Cico...
Compliance Policy - Cisco 10S community

21. Select the compliance policy you created and click [Enable].

Cancel

[=] Devices  RuleSets  Status

amsaAgpayL @

Dashboards Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs

Compliance Policy | Rule Sets
Complia ~ Devices Covered Devices Violating
@ Cisco 10S community [ 0

Network:

4P Create | Rename | Enable | 3¢ Delete | Device Vi

Violating In Compliance
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8.7.3.2 Case 2: No access list added to the interface
1. Go to Jobs > [Job Management] and select [New Job] > [Smart Change].

Dashboards  Inventory  Changes  Jobs  TorminalProxy  Search  Compliance  Monitors Incidents  Map  MiBs. Networke  Windows ¥ scorreale Logout Settings Help

[ v ApprowiiSttus Avy- v % JobNames-Any v % JobTyper-Any v % @ & 19 Audittog | % % & @ % Newsob | [ Fiters

Name Type Approval Requester Approval Status. Memo & Backup

£ Neighbors
7% Populate End Of Sale

ansafgpayl @

& Repont
$ Smant Change

v Tool

2. Enter the job name and comment (optional).

Create Smart Change Job

Job Name:

‘ access list

MNetwork:

‘ Default -

Comment:

C] Use remediation job.

@ Use the same replacement values for all devices in the job.

-

() Use unique replacement values for each device in the job.

oK | Cancel|
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3. Check “Use remediation jobs”, select the device adapter, and click [OK].

This is used for linking with Rule Sets.

Create Smart Change Job

Job Name:

‘ access list

MNetwork:

‘ Default

Comment:

Use remediation job.

Adapter:  Cisco 108

@ Use the same replacement values for all devices in the job.

P - - - -
() Use unique replacement values for each device in the job.

4. Enter the command you want the template to run.

“access list
£ Template O Replacement Values ) Devices  (3) Schedule () Job Approvals Log (7] Email Notification
Commands

Command

End

(J Don't Bxit

Prompt:

209

0K | Cancel|

(/=)
Replacements
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5. Select the part you want to convert into a variable and click the -+ button.

Skip this step if you want to execute the command as is without converting it to a variable.

) Commands Replacements

— 8190 [#| ¢

6. Enter the variable name and click [OK].

Add Replacement
Selection: interfacenumber
Name interfacenumber
Type Text v
Use selection as default value
ok | caneal | {1 .center}

7. Click [Save].

N Hes

5 Template ' Replacement Values = Devices ) Schedule () Job Approvals Log  [~7] Email Notification
Commands

8. Go to Compliance > [Rule Sets] and click [Create].

9 Dashboards Inventory Changes Jobs Terminal Proxy Search C v id

- Compliance Policy Rule Sets

E: Category:  <All> v

-

o Rule Set Adapter Config

L1 [ St eSS

D | 105 Interface Auto-Duplex/Speed Cisco 10S Jrunning-config

9 IP Logging Cisco 10S Jrunning-config

-~

@ 3560 Template Cisco 10S Jrunning-config
SNMP Server Community String Cisco 105 Jrunning-config
snmp-server-rule Cisco 105 Jrunning-config
Server Host Cisco 105 frunning-cenfig

210

Replacements

2 interfacenumber

Map MiBs

5P Create |

Category

Category

Cisco
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9. After entering the rule name, select the adapter and click [OK].

Please select the adapter you selected when creating the smart change.

“Rule Set - ACL interface
Rule Set - ACL interface
DDDDDDDDD

“Rule Set - ACL interface

Mame:

Rule Set

ACL interface
Adapter:

Cisco I0S

Configuration:

Irunning-config

Category

<Not set>

10. Go to the General tab and select [Apply to Blocks].

Rule Set - ACL interface
Viol

& General  Rules

11. Specify the block to which the rule applies using “Start” and “End”.

12. In the “Variable” section in the bottom half of the page, specify the interface number as the smart
change Variable.

In the “Start” field at the top of the page, add “~” before and after the variable name.

“Rule Set - ACL interface

Rule

Match Expression

Varisble

nnnnn

%] o
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13. Doubleclick the added variable and add a text filter.

In this example, the GigabitEthernet interface is targeted, so “Gigabit Ethernet” is specified.

14. Click the [* | button to add matching conditions.
R , P
St [t

@|x[0]
e B

text GiabitEthemet®

15. In the bottom right of the panel, click the [...] button next to the “Remediation job”, and specify
the smart change job to be executed in the event of a violation. Only one job can be specified.

Remediation job. =] General  Rule
Name Memo

access it

nip fix

Lo | cance|
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16. Save your settings.

“Rule Set - ACL interface
Rule Set - ACL interface

General | Rules

e

| x| 0]

17. Go to Compliance > [Compliance Policy] and click [Create].

Dashboards Inventory ~ Changes Jobs  Terminal Proxy ~ Search  Compliance ~ Monitors Incidents Map  MIBs
Compliance Policy  Rule Sets

7 Create 9 D
Compliance Policy ~ Devices Covered Devices Violating Violating In Compliance

amsakzpayl @
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18. After entering the “Name”, select the “Adapter” and “Configuration” target file, and click [OK].

Compliance Policy

MName:

Cisco 105 ACL

Adapter:

Cisco I0OS v
Configuration:

Irunning-config v

0K | Cancel|

19. Click the [ # | button.
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20. Add a Rule Set.

Add Rule Sets

Category <All>

105 Interface Auto-Duplex/Speed

IP Logging
C3560 Template

SNMP Server Community String

snmp-server-rule
Server Host

IP Permit

IP Permit 2

test regex

ntp test

new test regex
user_password
Hostname rule
interface rule
community public

ACL interface

21. Click [Save].

“Compliance Polcy - Cisco
Compliance Policy - Cisco 10S ACL
Adapter.  Ciscol0S

ansaA3payL @

ing-config

22. Select the compliance policy you created and click [Enable].

Dashboards Inventory ~ Changes  Jobs
Compliance Policy | Rule Sets

Compliance Policy
@ CiscoloSACL

Terminal Proxy ~ Search  Compliance = Monitors Incidents Map  MIBs

~ Devices Covered

Devices Violating
0

215

Add | Cancel|

Devices  RuleSets Status

E

Nety

4F Create | Rename En:ble‘ xl)elm‘ De

Violating In Compliance
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8.8 Zero-Touch (optional)

The [Zero-Touch] tab streamlines automated network device deployment, and allows you to use tem-
plates to distribute configurations. It allows you to restore devices to operational states when configura-
tions become corrupted, while serial number tracking facilitates seamless hardware replacement with-
out manual reconfiguration. Deployments can also be completed via bulkspreadsheet import/export.

Zero-Touch is a useful tool for distributing configurations to devices on a physically separated network.
Because the tool is based on the capabilities of Cisco Plug and Play, Zero-Touch can only be used with
devices that support those capabilities.

8.8.1 Zero-Touch formats
There are three main formats in which Zero-Touch distributes configurations:

-Template: Distribute configurations based on templates. Used when introducing a new device to the
network at a remote office.

-Self-recovery: Convenient for resetting a device that has been overwritten with an abnormal configu-
ration and no longer works properly.

-Restore specific device: Useful for updating device equipment. For example, if the device you were
previously using breaks down and you want to replace it with another device of the same model, you
can write the settings that were used until then to the new device.

{{ProductName}} Zero-Touch distributes configurations using these protocols. Therefore, it is neces-
sary to properly configure a firewall when using it.

The figure below shows the flow of processing performed by Plug and Play using PnP. To make the
diagram easier to read, the DHCP and {{ProductName}} servers are shown divided, but this does not
mean that three computers are used. All three server programs run on the same computer running the
{{ProductName} } server.
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CNS Initial Configuration Response

CNS Status Report

—  Cics0 105 Autolnstall Phase

Cicso CNS Initial Configuration Phase
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8.8.2 Zero-Touch requirements

To use Zero-Touch, the following conditions must be met. Please check before use.
* The 1OS version of the target device must be IOS 15.2(2) or later for PnP.
* Devices must not have a startup-config.

* DHCP Server - If you want {{ProductName}} to perform the DHCP server itself, the target
device must be in a network where DHCP IP address distribution is possible. Additionally, if the
target device exists outside the network where {{ProductName}} can be distributed, by setting
DHCP relay on the device on the route, the {{ProductName}} server will be able to receive
DHCP requests from the target device.

DHCEP relay example:
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8.8.3 DHCP server

To set up a DHCP server:

1. Open the Server Settings window.

2. Click [Zero-Touch] in the left sidepanel.

3. Click the L# button to set up a new DHCP pool.

Data Retention
System Backup

Mail Server

SMMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Srart Bridges
Metwarks

Metwark Servers
Syslog

Zero-Touch

Software Update
Web Proxy

Change Approvals

Server Settings

# PnP Server AUto
Enable PnP Debugging

Address Pools

Enable DHCP Server

Lease Time: | 3 MiNULES %  Dpefault

NI
CISCO

Address Pool Relay Server &
none &
L]

Cisco AFI
SMMPv3 User
OK Cancel |
Item Explanation
Enable DHCP server  Check this box if you want to use {{ProductName}}’s DHCP server.

lease time

Set the DHCP lease time.

4. Enter the necessary information, and click the [OK] button.
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Add DHCP Pool

Pool Name: | vilagic

Relay Server C 3F?.:| 192.168.0.254

Address Range: | 10.0,0.100 - | 10.0.0u1
Subnet Mask: | 255.255.255.0

Owerrides
Gateway: | 10.0.0.254

DMS SEWEr'| 18216803

oK Cancel

Item Explanation
Pool name Enter the name of the DHCP pool to create
Relay server CIDR Enter the IP range where the DHCP relay server exists

Address range
Sub-net mask
Default gateway

DNS server (optional)

Enter the IP address range to distribute (required)

Enter subnet mask (required)
Specify the device’s default gateway

Specify the DNS server for server name resolution from the device

220
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If done correctly, a new item should be added to the table below.

Address Pools
Enable DHCP Server Address Pool Relay Server e |
Lease Time: D Minutes w  pefayit none &

Ivilogic 192.168.0.254/32 b
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8.8.4 Use an external DHCP server

If you use a DHCP server other than {{ProductName}}, you will need to enter information in addition
to the basic information necessary for {{ProductName}} communication. The options you need to add
depend on the type of PnP. “Option 43” allows you to add vendor-specific information.

The figure below is an example of a Windows DHCP server setting.

Enter the information in the ASCII field, using *“;” to separate.

[Y—/1— AT33 [ » |

= |FESRE

FIFAEERAT A B ~

[ 040 NIS Fi{2& FayI—ir

[ 041 NIS H—J(- JIAF

O o42 NTP H—/(— FyRI—4

043 AY5—EEEE RS

1 044 WINS/NBNS H—/(— NBNS FF v

£ m >

T4

F-4(D): I3 ASCIL:

gooo 35 41 31 44 3B 4B 34 3B SAID: K4
goos 42 32 3B 49 31 39 32 ZE B2:I192
0010 31 36 38 2E 31 30 30 2E 168.100
oo1s 31 39 30 190

ok || Fee ER(A)
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8.8.5 Creating a template

In large networks, there may be multiple devices with similar configurations, but differeng IP addresses,
hostnames, DNSs, and syslog server addresses, Smart Change utilizes templates to send similar com-
mands tailored for each device. Zero-Touch can utilize the same template for commands and device

configurations.
Follow the steps below to create a template:
1. Click the [Zero-Touch] > [Templates] tabs.

2. Click the L*button to create a template.

Inventory Changes Jobs Terminal Proxy Search Compliance

Configuratiori4 Templates History

Templates
Template Description
WS5-3650
network-confg Basic CNS Initial Template
| X
Replacements

223

Zero-Touch

Configuration
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4. Select [Dynamic Configuration] as the template type .
5. Enter a name for the new template in the “Template Name” field. (The “Description” is optional.)

6. When finished, click the [OK] button.

Add Configuration Template

{® PnP Dynamic Template
Template Type: O Autolnstall Static Template
() PnP ID-less Static Template

Template Name: | test template

Description: |

A large “Configuration” text area called the will open on the right side of the screen.
7. Enter the original configuration in this area.

(If you already have a device of the same model in your inventory as the one you plan to use with
Zero-Touch, you can change that device”s configuration (e.g.start-up config) and paste it here.)
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Once you have added all the required variables, you need to save your template

8. Click the [Save] button at the top right of the text area to save your created template.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Templates Configuration - test template
| Template Description 1 cns id hardware-serial
2 !
| WS-3650 3 - 5
network-confg Basic CNS Initial Template <

test template

Replacements

If you do not want to save the deployed configuration on the device, add a no-persist option at the end
of cns “config initial...” when deploying the configuration.

225 Copyright © 2025 Logic Vein, Inc.



Device registration

Now we have the necessary templates ready for Zero-Touch. The next step is to register the devices to
which you want to distribute the settings. You also need to set values for template variables for each
target device.

1. Click the [Zero Touch] > [Configuration] tabs.

2. Click the [* button to configure Zero-Touch on the device.

Inventory ~ Changes = Jobs  TerminalProxy = Search  Compliance  Zero-Touch
Configurations ~ Templates History

Pnp Device Configurations Configuration

Device ID or Template: Go
Device ID ~ Template

& FD4538720K W5-3650

@ FDO2027EOMF W5-3650

4 1-20f2 12 _ XK |

Live Status

Device ID Status
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Importing values from outside into template variables

Tables written externally in can be used as template values.

Follow the steps below to import Excel files:
1. In the [Zero-Touch] tab, click the [Close] button if editing device data.
2. Click the [Import] button to display the submenu.

3. Select [Export import file] or [Export template] from the menu that appears.

Item Explanation

Import template Load and register the Excel file containing variable values.
Export file for import  Outputs a blank Excel sheet where you can add values.
Export template Outputs an Excel sheet that reflects the current variable values.

4. Edit the output file and input the values of the template variables in order.

5. Save after entering.

A B C D E | F G H [ -
1 [CNS Device ID |Template |hostname |enable pas|VTY passwIP address|Mask community | type
| 2 |FHK1345705Y 1812J 1812J Ivi Ivi 192.168.0.1 | 255.255.255.(Ivi RW
3
4
5 | il
o« » s Met LireDancer / « m v

227 Copyright © 2025 Logic Vein, Inc.



6. Return to {{ProductName} }, and click [Zero Touch] > [Configuration] again.

7. Select [Import Template] from the menu that appears.
Inventory Lhanges Jobs lerminal Froxy Search Lompliance LZero-louch
Configurations Templates History

Pnp Device Configurations Configuration

Device ID or Template: Go

Device ID . Template

&9 FD453872JK WS-3650
& FDO2027EOMF WS-3650

¢

X |=)]

| Import configurations for template...

4 1-20f2 4 L..J|

Live Status

Save empty Excel import file...

Device ID Status Export configurations for template to Excel...
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8.8.6 Zero-Touch self-recovery

Instead of sending a new configuration, Zero-Touch can send other configurations previously stored
inside {{ProductName}}. This function is useful, for example, if the currently running device con-
figuration is accidentally deleted. A device that loses its configuration will become unresponsive and
cannot be recovered without the use of special features such as Zero-Touch.

The steps are similar to other Zero-Touch template steps:
1. Click the [Zero-Touch] > [Configuration] tabs.

2. Click the L* | button on the [Configuration] tabs.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration
Device ID or Template: Go
Device ID A Template
€9 FD453872)K WS-3650
@) FDO2027EOMF WS-3650
4 1-20f2 v || %|=]
Live Status
Device ID Status

3. Enter the necessary information in the device configuration dialog.

4. Inthe [PnP Device Configuration] window, select the [Self-Recovery] option in the [Distribution
type] dropdown menu.
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5. Click the [OK] button to save.

PnP Device Configuration

Device D FHK104780MN

Deployment Type: Self-Recovery b

The configuration data stored within {{ProductName}} is then written back to the device. There are
no other differences from template delivery mode.
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8.8.7 Zero-Touch Specific Device Restore

This feature is used when replacing an old device with a new device. This feature is extremely useful
when the device is located far away (e.g. in another data center) and there is no one on site to operate
it directly.

When you run Zero-Touch in this mode, you can connect a new device to the same location as the old
device, write configuration from your old device to your new device, and restore your old device.

The device restore function is similar to the Zero-Touch template function:

1. Click the [Configuration] tab, and click the L+ button.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration
Device ID or Template: Go
Device ID A Template
& FD453872IK WS-3650
& FDO2027EOMF WS-3650
4 1-20f2 v || %|=]
Live Status
Device ID Status
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2. Enter the required information in the Zero-Touch [PnP Device Configuration] window.
3. Select the [Specific Device Recovery].
4. Click the [OK] button to save.

PnP Device Configuration

Device 1D ‘ FHK104780MN
Deployment Type: Specific Device Recovery v
Recovery Device ID: ‘ FHK221816MN

OK Cancel

There is an additional field here called Recovery Device ID. For the recovery device ID, specify the
device ID as in the first field, but enter the ID of the old device before replacement in this field.

The configuration information for the old device in {{ProductName}} is then uploaded to the new
device over the network. Other operations are the same as those for Zero-Touch templates.

8.8.8 Precautions when handling newly introduced devices

When uploading a configuration using { {ProductName}} Zero-Touch, if this is the first time the device
has been powered on, the device will startup-config must not exist. To do so, specify the appropriate
ordering option when ordering the device from the vendor (e.g., CCP-CD-NOCF, CCP-EXPRESS-
NOCEF option, etc.)
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8.9 Monitors

The [Monitors] tab provides centralized management for monitoring network devices, services, wire-
less controllers, and supporting protocols (including SNMP, ICMP, VMware, MySQL, PostgreSQL,
WinRM). You can configure monitoring templates, apply monitor sets to device groups, validate cre-
dentials, and track performance metrics like resource utilization and response times. The interface
allows navigation through template-based configuration and real-time status monitoring.

The [Monitors] tab contains five subtabs:

* [Sets]
* [Templates]
 [Alert Policies]
* [Violations]
* [SNMP Traps]
* [Syslog]
Subtab Explanation
Sets Manage groups of monitors (Monitor Sets) for bulk
application to multiple devices
Templates Store preconfigured monitoring templates with collection
methods and threshold definitions
Alert Policies Configure automated responses to detected issues
(notifications/incidents/commands)
Violations Track and display policy breaches with severity levels
and affected devices
SNMP Traps Configure real-time trap monitoring with OID-specific
conditions and auto-clear rules
Syslog Manage syslog message monitoring through Agent-D

with pattern matching capabilities

8.9.1 Configure various monitoring settings

8.9.1.1 Monitor your website You can send HTTP requests, monitor web ports, and monitor spe-
cific sites.

1. From the list of monitored devices on the Inventory tab, doubleclick the device for which you
want to set up a monitor.
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e Dashboards Inventory Changes Jobs Terminal Proxy Search

| Lm_j w Search IP/Hostname: 18 ¥  Add Criteria v| {x]J| ©
2 a5

= == IP Address 4 Hostname Network Adapter
T & 18.119.135.134 Default

<

®

(7]

g_. C 4 1-10f1 P

(]

18.119.135.134

18.119.135.134  actions..

: Detail

234

Compliance

HW Vendor

Monitors Incidents Map MIBs

Model Device Type 0S Versio
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2. Click the L* button at the bottom left, and then click [HTTP].

18.119.135.134  actions..

: Detail

From Template...
~Y From Monitor Set...
New

C} Agent-D

ﬂ Catch All Trap
& HTTP

1)) 1cmp

| MysaL

| PostgreSQL
" SNMP

W SNMP Trap
£ Tcp port

E@D@Q
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3. Set any monitor name and interval.

18.119.135.134
18.119.135.134 actions...

: Detail

Http Monitor

Scheme: http Vv

Port: 80 ﬁ

./ Period: LI in History: (= 3 months

Path: / http://18.119.135.134/

[ Use device hostname to perform requests

o Triggers

4. Enter the following items.

18.119.135.134

18.119.135.134  actions.
= Detail Http Monitor 7 Fer\od:’—1m History: (C—— 3 months
Scheme: http v
0
Path: W http://18.119.135.134/manual
[J Use device hostname to perform requests
4 Triggers
Item Explanation
scheme Select HTTP or HTTPS.
port Specify the web port.

path

Enter the path of the site you want to monitor.
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5. Click [Trigger], then click [Time window].

18.119.135.134
18.119.135.134  actions..

== Detail Http Monitor J 7 Period: 1 m History: (J—— 3 months

Scheme: http v
Port: 80 ﬁ
Path: /manual http://18.119.135.134/manual

[ use device hostname to perform requests
« ¢ Triggers
6. Set each item.

In the conditions on the screen below, any status code other than “200” will be alerted.

Http Monitor 7 Period: 1 History: ()= 3 months

Scheme: http v

Port: 80 ﬂ

Path: ‘ J/manual http://18.119.135.134/manual

() Use device hostname to perform requests

« ¢ Triggers

#7 Time Window Trigger

Conditional: is not JEuy
Alert Policy:‘ Simple Incident Policy ' Severity: Warning o
Time window: 3 m Count: 3
Message:‘ Node is in violation of trigger condition, times within

7. Click [Save].

After saving, the request will start and if successfully retrieved, the data will be displayed on the device
details screen.

= Detail /manual
/manual Response Time: 211ms
Period: 1m HTTP Status Code: 200
/product/fag.html
Period: 1m /product/faq.html
Response Time: 417ms
Webroot
HTTP Status Code: 200
Period: 1m
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8.9.1.2 Monitor TCP ports You can send a syn message to a TCP port and check if there is a
response.

1. Click the L# button at the bottom left, and then click [TCP Port].

18.119.135.134 actions... m mn

From Template... .
- , Http Monitor
From Monitor Set...

Http Monitor No Response
New

Period: Tm ) Agent-D

= Detail

ﬂ Catch All Trap
HH HTTP

1)) 1ICMP

| MysaL

| PostgreSQL
" SNMP

B SNMP Trap
£ 1cp Port

R
fh
O
(>
[ 7[li[X]|e|&]

2. Set any monitor name and interval.

18.119.135.134  actions. )

= Detail tcp port - ftp 7 Period: LI min History: (= 3 months
Hitp Monitor
. =
Period: Tm Port: |22 [<]
44 Triggers

3. Set the port number to monitor.

18.119.135.134  actions. \

= Detail tcp port - ftp 7 Period: LI min History: (= 3 months
Http Monitor
. =]
Period: Tm Port: |22 [<]
44 Triggers

4. Click [Triggers], then click [Time window].

& No Response Threshold & Period: (L i | History: {_=—— 3 months Save | Close

7-',"‘ Time window

& Anomaly Alert

« ¢ Triggers
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5. Set each item.

In the conditions shown on the screen below, if the response is longer than 1000 milliseconds, it will
be alerted.

tcp port - ftp ; 4 Period: LI min ] History: {_——— 3 months
Port: | 22 ﬂ
« ¢ Triggers
#/ Time Window Trigger
Conditionat © 1000

Alert Policy:‘ Simple Incident simple ‘ Severity: Warning o
Time window: 3 Count: 3
Message:‘ Node is in violation of trigger condition, times within

6. Click [Save].

After saving, the request will start and if successfully retrieved, the data will be displayed on the device
details screen.

172.16.0.6 actions... http  https  icmp | snmp | ssh
= Detail ICMP Ping

Catch All Trap (Default) Summary data pending...
Period: n/a th pOI’t - ftp
ICMP Ping (Default) Response Time: 20ms
Period: 30s ICMP echo
tcp port - ftp tcp
Period: 1m
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8.9.1.3 Monitor using calculation formulas

ThirdEye allows you to automatically calculate ac-

quired data using custom formulas. For example, the standard MIB HOST-RESOURCE-MIB includes
MIBs for server disk size and usage, but does not include MIBs for usage rate (%). By using a custom
formula, you can calculate disk size and usage to give a usage percentage. Here, we will describe the

procedure using HOST-RESOURCE-MIB as an example.

1. From the list of monitored devices on the Inventory tab, doubleclick the device for which you

want to set up a monitor.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs
=1 (L] ¥ Search IP/Hostname: 100.4080 ~  Add Criteria v| ()| ©
=
a3 = IPAddress 4 Hostname Network Adapter HW Vendor Model Device Type 0 Version Serialit
M © 1004080 i Servers Netsnmp linux
<
[+
]
E
)
C 4 1-100 b
Ivi - 10.0.40.80
Ivi- 10.0.40.80  actions.. DHEDEIDED
= Detail ICMP Ping

Catch All Trap (Default) T  Summary data pending.
Period: n/a

ICMP Ping (Default) [icp )

Period: 305 ICMP echo

L IEATTNE IS

Network: ~ Servers v scorreale Logout Settings Help

5 Device = Inventory @ Tools “4 Change & Smart Change Ml Report:

Backup Durat...  End Of Sale End Of Life SoftwareEnd ... Software End ... Traits Violation
L sn}

Results per page: 254 v

Monitors  Violations =~ SNMP Traps  Attachment | Interfaces

2. Click the L* button at the bottom left, and then click [SNMP].

3. Set any monitor name and interval.

———
Ivi - 10.0.40.80
Ivi - 10.0.40.80  actions.. http L icmp Lsnmp. Monitors  Violations ~ SNMP Traps  Attachment Interfaces
= Detail Storage 4 Permd:‘ I in ) History: —— 3 months Close
Catch Al Trap (Default) catchalltrap
A Name o Type miB
ICMP Ping (Default)
Period: 305 ICMP echo
< Add ‘ 3 4 [ Derived Metric
Index: ‘ none Display String: | none
Filter: ‘
=
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4. Click [Add] > [MIB Library].

Storage 7 Period: 1 GID History: (=3 months Close

Name oip Type mie

4 Add | o0 [ Derived Metric

MIB Library...

4 Custom OID...
Filter: |

Display String: | none

5. Enter “hrstorage” in the OID search, select “hrStorageSize” and “hrStorageUsed” from
the search results, and click [OK].

Find OID
hrstorage
Name OID MIB
hrstorageType 1.3.6.1.2.1.25.2.3.1.2 HOST-RESOURCES-MIB -
hrStorageDescr 1.3.6.1.2.1.25.23.1.3 HOST-RESOURCES-MIB
hrStorageAllocationUnits 1.3.6.1.2.1.25.23.1.4 HOST-RESOURCES-MIB
hrStorageSize 1.3.6.1.2.1.25.2.3.1.5 HOST-RESOURCES-MIB
hrstorageUsed 1.3.6.1.2.1.25.2.3.1.6 HOST-RESOURCES-MIB
hrstorageAllocationFailures 1.3.6.1.2.1.25.2.3.1.7 HOST-RESOURCES-MIB
hrStorageGroup 1.3.6.1.2.1.25.7.5.2 HOST-RESOURCES-MIB
jnxHrStorage 1.3.6.1.4.1.2636.3.31.1 JUNIPER-HOSTRESOURCES-MIB
jnxHrStorageTable 1.3.6.1.4.1.2636.3.31.1.1 JUNIPER-HOSTRESOURCES-MIB
jnxHrStorageEntry 1.3.6.1.4.1.2636.3.31.1.1.1 JUNIPER-HOSTRESOURCES-MIB <

OK | Cancel

6. Click [Derived Metric] > [Advanced metric expression].

Storage 7 Period: 1 D History: ()—— 3 months Save | Close
Name oip Type MIB
hrStorageSize 13.6.1.2.1.252.3.15 SNMPv2-SMi:Integer32 HOST-RESOURCES-MIB
hrStorageUsed 136121252316 SNMPv2-SMliInteger32 HOST-RESOURCES-MIB
B Metrics over indexes.. v

B Advanced metric expression...

4P Add | o B Derived Metric | «+ Triggers
Index: ‘ HOST-RESOURCES-MIB:hrStorageindex (SNMPv2-SMlinteger32) Display String: | HOST-RESOURCES-MIB:hrStorageDescr (SNMPv2-TC:DisplayString)

e |

241 Copyright © 2025 Logic Vein, Inc.



7. Enter the name and formula, and select the type.

The type can be Integer or Float. Integer uses whole numbers, Float uses up to two decimal places.

Storage

Name
hrStorageSize

hrStorageUsed

(<<

advanced

L.,JAdd‘ Xkemove‘ %/

7 Period: {I in ]

oID

History: {_——3 months

1.36.1.2.1.25.2.3.1.5
1.3.6.1.2.1.25.2.3.1.6

B a

[l Derived Metric | «¢ Triggers

Index: ‘ HOST-RESOURCES-MIB:hr

Type
SNMPv2-SMInteger32
SNMPv2-SMLInteger32
(integer)

MiB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB

n/a

(SNMPv2-SMI: 2) Display String: | HOST-RESOURCES-MIB:hrStorageDescr (SNMPv2-TC:Displaystring)
Filter: ‘

advanced g

Expression:‘ ( / J¥100

Type: Integer v

8. Click [Save].

Storage

Name
hrStorageSize

hrstorageUsed

[<JNC <

advanced

L.,JAdd‘ XRemove‘ v/

7 beriod:| 1 GED

oD

History: (O—— 3 months

1.36.1.2.1.25.2.3.1.5
1.36.1.2.1.25.23.1.6

E n/a

E Derived Metric | «¢ Triggers

Index: ‘ HOST-RESOURCES-MIB:hrStoragelndex (SNMPv2-SMl:Integer32)

Display String:

Type
SNMPv2-SMLInteger32
SNMPv2-SMLEInteger32

(integer)

MiB
HOST-RESQURCES-MIB
HOST-RESOURCES-MIB

n/a

HOST-RESOURCES-MIB:hrStorageDescr (SNMPv2-TC:DisplayString)

Filter: ‘

advanced

Expression:‘ ( /

Type: Integer v

After saving, data collection will begin and results will be displayed.

You can also set thresholds for calculated values using custom formulas.

Ivi - 10.0.40.80
Ivi- 10.0.40.80  actions..
= Detail

Catch All Trap (Default)
Period: n/a
ICMP Ping (Default)
Period: 305 ICMP echo
Storage ad
Period: 1m HOST-RESOURCES-MIB/hrstorageTable

7100

ICMP Ping
Round-trip Time: 0.32ms
Packet Loss 0%

Storage
Index

L

Iboot
Idev/shm
un
{run/lock

hrstoragesize

242

72279628

377698
1811391
388058
1280

hrstorageUsed

Monitors  Violations ~ SNMP Traps  Attachment _Interface
Last Captured: 2024/05/09 06:39
advanced
8115192 n
64271 17
[ 0
369 0
0 0

Last Captured: 2024/05/09 06:39
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8.9.2 Automatically clear specific trap incidents when traps are received

When you receive a correlated trap, you can automatically clear the fault and return the icon color and
status icon on the map to their normal state. For example, LinkDown trap and LinkUp trap. After a
LinkDown trap is received and an incident occurs as a failure, the LinkDown trap is cleared when a

LinkUp trap is received.
1. Create a monitor for LinkDown traps.
2. Create an SNMP trap monitor for LinkUp.
3. Click [Trigger], then click [Clear Trigger Alert].

LinkUp 47, MIB Library... | # Edit Custom Trap... Save | | Close
¥ |IF-MIB.linkUp (1.3.6.1.6.3.1.1.5.4)
Message:‘
Name olD & Type MIB
ifindex 1.3.6.1.21.221.1 IF-MIB:Interfacalndex
ifDescr 1.3.61.21.2.24.2 SNMPw2-TC:DisplayString
ifadminStatus 1.3.6.1.21.2.21.7 INTEGER
ifOperStatus 1.3.61.21.2.2.1.8 INTEGER
.! Raise Trigger Alert
,ﬁ« Clear Trigger Alert
a¢ Add | & = E Derived Metric | « ¢ Triggers | Index: |m

4. Click [MIB Library] for the trap you want to release and add the LinkDown trap.

A Clear Trigger Alert

Clear traps | F-MIB.linkDown MIEB Library...

Conditional: [_] Trigger alert occurs based on the following condition (otherwise unconditionally)

Alert Policy: | Simple Incident Policy
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5. Click [Save].

LinkUp % U, MIBLibrary... | # Edit Custom Trap... Save | Close
R e e e e g

ifAdminStatus 1361212217 INTEGER -
ifOperstatus 1.3.61.21.2218 INTEGER

& Add | 7 Edit 44 Remove [ Derived Metric | « ¢ Triggers | Index: |m

A Clear Trigger Alert

Clear trap: | IF-MIB.linkDowmn MIB Library...

Conditional: [_] Trigger alert occurs based on the following condition {otherwise unconditionally)

Alert Policy: | Simple Incident Policy b N

4
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8.9.3 Change the action based on the value contained in the trap

When the monitored device sends a trap, it puts various information into the trap and sends it. Depend-
ing on the content, you may not want to detect it as a failure. ThirdEye allows you to filter by specifying
conditions.

The example below uses Syslog traps from Cisco equipment to filter traps.

1. Add an SNMP trap monitor.

A -10.0.0.128
A - 10.0.0.128 actions... Ge
= Detail ICMP Ping
ICMP Ping (Default) Round-trip Time: 0.28ms
Period: 30s ICMP echo Packet Loss: 0%
From Template...
2~ From Monitor Set...
New
Q._,.i Agent-D
ﬂ Catch All Trap
& wrTe
1)) ICMP
| mysaL
| PostgreSQL
" SNMP
& SNMP Trap
53 1cp port
&
(3
]
D)
#|7[lI[X]|e|@]
2. Displays any monitor name.
A-10.0.0.128
A-10.0.0.128 actions. General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces
= Detail Syslog monitor 7 "L MIB Library... | 4 Add Custom Trap...
ICMP Ping (Default)
Period: 30s ICMP echo
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3. Click [MIB Library].

A-10.0.0.128
A-10.0.0.128 actions.. https [ icmp [ ncm L snmp Lssh telnet General  Monitors  Violations ~ SNMP Traps  Compliance ~ Attachment = Hardware Interfaces
= Detail Syslog monitor 7 " B Library... | 4 Add Custom Trap...
ICMP Ping (Default)
Period: 30 ICMP echo

Enter “clogmessage” in the OID search, select “clogMessageGenerated” from the search results,
and click [OK].

Find OID
‘ clogmessage
Name oID MiB
clogMessageGenerated 1.3.6.1.4.1.9.9.41.2.0.1 CISCO-SYSLOG-MIB

0K Cancel
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4. Enter a message when a failure occurs.

The following shows “clogHistMsgText” (message content) included in the trap.

A-10.0.0.128
A -10.0.0.128 actions..
= Detail

ICMP Ping (Default)

Period: 30s

https L icmp _ ncm Lsnmp Lssh ! telnet

Syslog monitor

General

7 " MIB Library... | 7 Edit Custom Trap...

Monitors | Violations  SNMP Traps

>

Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN

Save | Close

clogHistFacility
clogHistseverity
clogHistMsgName
clogHistMsgText

clogHistTimestamp

¢ Add | 7 x

1361419941.123.1.2
136.1419941123.13
1361419941.123.14
1361419.941.123.15
136.1419941.123.16

SNMPv2-TC:DisplayString
CISCO-SYSLOG-MIB:SyslogSeverity
SNMPv2-TC:Displaystring
SNMPv2-TC:DisplayString
SNMPv2-TC:TimeStamp

[ Derived Metric ||/ Triggers | index: | QI

5. Click [Trigger] and then click [Raise Trigger Alert].

A-10.0.0.128
A -10.0.0.128 actions..
= Detail

ICMP Ping (Default)
Period: 305

https  icmp { ncm Lsnmp Lssh telnet

Syslog monitor

clogHistFacility
clogHistseverity
clogHistMsgName
clogHistMsgText

clogHistTimestamp.

¢ Add | ®

General

7 MIB Library... # Edit Custom Trap.

&n
(WP echo BB CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)
Message: ‘
Name oip

1361419941.1.23.12
136.1.419.941123.13
13614199411.23.14
1361419941.1.23.15
A raise Trigger Alert 16
K Clear Trigger Alert

[ Derived Mdri(‘ 4/ Triggers | Index: | GEIDD

Monitors  Violations  SNMP Traps

- Type
SNMPv2-TC:Displaystring
CISCO-SYSLOG-MIB:SyslogSeverity
SNMPv2-TC:DisplayString
SNMPv2-TC:Displaystring
SNMPv2-TC:TimeStamp

(cMp echo BB CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)
Message: ‘
Name oD - Type MIB

>

Compliance  Attachment ~ Hardware Interfaces  ARP/MAC/VLAN

save | close

6. Check the box next to “Conditional” and enter your Trigger Alert conditions.

A-10.0.0.128 adtions..

= Detail
ICMP Ping (Default)
Period: 30s

https | icmp L ncm Lsnmp Lssh ] telnet

Syslog monitor

General

e MIB Library... ‘ # Edit Custom Trap... ‘

Monitors  Violations ~ SNMP Traps  Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLA

~ Type
SNMPv2-TC:Displaystring

CISCO-SYSLOG-MIB:SyslogSeverity

SNMPv2-TC:DisplayString
SNMPv2-TC:Displaystring
SNMPy2-TC:TimeStamp

Logicvein

IcMpecho T CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)

Message:
Name oD
clogHistFacility 136.1.4.1.9941.1.23.1.2
clogHistseverity 136141994112313
clogHistMsgName 13.6.141.9941.1.23.14
clogHistMsgText 136.14199411.2315
clogHistTimestamp 1361419941123.16
4 Add ff Derived Metric | #'/ Triggers | Index (D)

A Raise Trigger Alert

Conditional: & Trigger alert occurs based on the following condition (otherwise unconditionally)

Alert Policy: | Simple Incident Policy Severity: Warning v

=

Save  Clos

In the above example, if “clogHistSeverity” is severity “error” or higher (“emergency”, “alert”,
“critical”), and the value of “clogHistMsgText” does not include “LogicVein”, the alert will be tar-

geted.
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7. Set the policy and severity.

A-10.0.0.128  actions.. EDED General  Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware
= Detail Syslog monitor y 4 MIB Library... ‘ # Edit Custom Trap... ‘

Interfaces  ARP/MAC/VLE

Save  Clos
ICMP Ping (Default) np
Period: 305 (cMPecho B CISCO-SYSLOG-MIB.clogMessageGenerated (1.3.6.1.4.1.9.9.41.2.0.1)

Message:

Name o -~ Type
clogHistFacility 1361419.941.1.23.1.2 SNMPv2-TC:Displaystring
clogHistseverity 1361419.941.1.23.13 CISCO-SYSLOG-MIB:SyslogSeverity

SNMPv2-TC:Displaystring

clogHistMsgName

clogHistisgText SNMPv2-TC:Displaystring

clogHistTimestamp SNMPv2-TC:TimeStamp

P Add 7 ® f Derived Metric | #/ Triggers | Index (D)
A Raise Trigger Alert

Conditional Trigger alert occurs based on the following condition (otherwise unconditionally)

Logicvein

Alert Policy: | Simple Incident Policy Severity: Warning v

8. Click [Save].
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8.9.4 Check SNMP traps from registered devices

SNMP traps sent from monitored devices registered as devices in ThirdEye can be checked from the
[Monitors] > [SNMP Trap] tabs. You can also use the search function to display only SNMP traps sent
from a specific device.

@ Dmtbowss | imentory  Changes Jobs | Termimaiproxy | Semrch  Complance Monitors | Incdents | Map | MiBs Nework:  <All> ™ scomesle Logout Settings Help

Sets | Templates | AlertPolicies  Violations  SNMPTraps | Syslog

[+ S Posmame: ny ~ A crern <] G| 6] |4 [ 5 [z L0 | Il s || @ owort

IPAddress  Hostname  Network oo

24/03/090327.19 19216820211 pro a... Defautt IDRAC-MIB alrtStorageCon.. sysUpTime:

24/03/0821:0345 19216820211 prowmox2-idra.. Default IDRAC-MIB.alertStorageCon... sysUpTime: 16

5,6:59:13.45, lertMessagelD: CTL38, alertMessage: The Patrol Read operation completad for Itegrated RAID Controler 1, alertCurrentStat c alertFQDD: R
5. 0354078, TL37. ge: A Patrol Read g RAID Controllr 1. slertCurrentStatus: 3 Tag: 2YKNSC2. alenfl Integrated RAID Controlle

eunsafgpaiyl
o

You can view trap details by doubleclicking on a trap. Additionally, the displayed traps can be exported
to a CSV file by clicking the [Export] button.

SNMP Trap Details

OID : 1.3.6.1.4.1.674.10892.5.3.2.2.0.4331 (IDRAC-MIB.alertStorageControllerinformation)

-
(O Show all

Object Value

alertMessagelD CTL38

alertMessage The Patrol Read operation completed for Integ...
alertCurrentStatus 3]

alertSystemServiceTag 4YKNSC2

alertSystemFQDN

alertFQDD RAID.Integrated.1-1

alertDeviceDisplayMName Integrated RAID Controller 1
alertMessageArguments “Integrated RAID Contreller 1°
alertChassisServiceTag 4YKN9C2

alertChassisName Main System Chassis .

Close
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8.9.5 Set up monitoring
There are several ways to monitor devices, such as information collection using SNMP and monitoring
using ICMP Ping. This section describes the flow of basic monitoring settings.
The flow to start monitoring is as follows:
1. Setting actions (alert policy function)
2. Setting monitoring items (monitor function)

3. Trigger settings such as threshold value (trigger function)

8.9.5.1 Set actions when a failure is detected There are several ways to take action when a failure
is detected:

* Incident registration/sending emails
* Program execution
* SNMP trap

Configure these actions on the [Monitors] > [Alert Policy] tabs.

If you change the alert policy after detecting a failure, the changed alert policy will be applied
once you clear the violation caused by the failure.

Below are the steps to create a new alert policy.

1. Click [Monitors] > [Alert Policy] tabs, then click the [Add] button.

9 Dashboards ~ Inventory ~ Changes  Jobs = Terminal Proxy ~ Search  Compliance  Monitors  Incidents Map = MiBs Networe  <All> ¥ admin Logout Settings Help

Sets | Templates  AlertPolicies  Violations  SNMPTraps  Syslog
@ Aadd| 2

Actions

Alert Policy Name
Simpie Incident Policy

aunsafgpaiy L
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2. Enter the alert policy name, click [New Action], and select an action.

Multiple actions can be added. These actions are explained in the table below:

Alert Policy 4 New Action

3 violation Emal

(4] Execute

m Incident

©) sSNMF Trap

,_'_. Run Job
Mattermost {webhook)
Slack {webhook)
Tearns (webhook)

@, DNS Re-resclve

Action details

Action Explanation

Execution Executes a command on a remote host when a failure is detected.
Incident Registers an incident and sends an email when a failure is detected.
SNMP Trap Sends an SNMP trap when a failure is detected.

Run job Execute the registered job.

Violation mail Sends an email when a failure is detected.

Mattermost Notify Mattermost when a failure is detected.

Slack Notify Slack when a failure is detected.

Teams Notify Teams when a failure is detected.

Line Notify Line when a failure is detected.

DNS Re-resolve When monitoring based on host name, if ICMP monitoring fails, a reverse

lookup will be performed on the DNS server again.

3. Click [Save], then click [Close].

The alert policy settings are now complete. Each action is explained in detail below.
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8.9.5.1.1 Violation Email Violation Email sends an email when an error occurs. To send e-mail,
you must set up an e-mail server in advance.

B Violation Email

E-mail recipiems:| neld@logicvein.com

E-mail Cc: rec'lpiEnts:| Enter e-mail add

ses separated |f‘;. spaces or commas

Frequency: Immediately ~

View email customizations

Perform the action when...

a violation first occurs for each device

additional violations have occurred

a violation has started clearing

a violation has been cleared

Violation Email Setting

Explanation

Email destination

Email destination Cc

limit

View email customizations

a violation first occurs for each
device

additional violations have

occurred
a violation has started clearing

a violation has been cleared

Set the incident email destination.

Set the CC email destination.
Specify when to notify by email.

(Initial value: Do not notify more than once per minute)
You can customize the subject, preamble, and concluding

sentence.

Sends an email on first violation on a device-by-device basis.

Sends an email when the number of violations increases.

Sends an email when the status automatically transitions to

“Clearing”.

Sends an email when the status automatically transitions to

“Cleared”.
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8.9.5.1.2 Execute You can run programs from remote hosts. Logs in to the specified remote host
via SSH and executes the specified command from the remote host.

{ % J Execute

Remote 55H Host:| 192.168.0.1 Port: | 22 ﬁ Username:| user

Password:|

Command:

bash | command EEEN ip X severity

Examples (parameters are quoted and escaped automatically):
Windows: ,f'Scr'\pts,r'action.pﬂ m
Linw: python ~/action.py —-node:m ——message:

~faction.sh (I (=R

Perform the action when...

a violation first occurs for each device
additional viclations have occurred

a violation has started clearing

a violation has been clearad

Execute Setting

Explanation

Remote SSH Host
Port
Username

Password

Command
a violation first occurs for each device

additional violations have occurred
a violation has started clearing

a violation has been cleared

Specifies the remote host (external server)
on which to execute the command.

Port number used for SSH connections.
User used to log in to the remote host.
The user’s password used to log in to the
remote host.

Command to run on remote host.

Execute the command on the first violation
on a device-by-device basis.

Executes a command when the number of
violations increases.

Execute the command when the status
automatically transitions to “Clearing”.
Execute the command when the status
automatically transitions to “Cleared”.

253

Copyright © 2025 LogicVein, Inc.



8.9.5.1.3 Incident This action creates an incident when a failure occurs. You can also send an email
by entering the email address in the email recipient/Cc field. To send e-mail, you must set up an e-mail

server in advance.

@ Incident

Incident Setting

Explanation

Priority
Default Assignee

E-mail recipients

E-mail Cc recipients

Frequency

View email customizations

a violation first occurs for each device

additional violations have occurred
a violation has started clearing

a violation has been cleared

a user clears a violation

a user modifies an incident

for user actions, ignore frequency and
send email immediately

Specify the priority when registering an incident.
Specify the person responsible for the incident.

If the user account that registered the email address is
designated as the person in charge, when an incident is
updated, the update will be notified to the email address
of that user account.

Set the incident email destination.

If not entered, the email will not be sent.

Set the CC email destination.

If not entered, the email will not be sent.

Specify when to notify by email.

Initial value: Do not notify more than once per minute.
You can customize the subject, preamble, and concluding
sentence.

Sends an email on first violation on a device-by-device
basis.

Sends an email when the number of violations increases.
Sends an email when the status automatically transitions
to “Clearing”.

Sends an email when the status automatically transitions
to “Cleared”.

Send an email when a violation is manually updated.
Send an email when an incident is manually updated.
Regardless of the violation/incident, if it is manually
updated, email will be sent immediately regardless of the
“Frequency” setting above.
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8.9.5.1.4 Send SNMP trap to devices When a failure occurs, a trap can be sent to other NMSs,
alarm devices, etc.

@ SNMP Trap

Target Address: ‘ 10.0.0.93

Community 5tring: ‘

Perform the action when...

a violation first occurs for each device
additional viclations have occurred
a violation has started clearing

a violation has been cleared

Setting Explanation

Target Address Specify the destination of the SNMP trap sent when a failure occurs.
Community Specify the community string for SNMP traps to be sent.

String

a violation first Sends an SNMP trap on a device-by-device basis at the first violation.
occurs for each

device

additional Sends an SNMP trap when the number of violations increases.

violations have

occurred

a violation has Sends an SNMP trap when the status automatically transitions to “Clearing”.
started clearing

a violation has Sends an SNMP trap when the status automatically transitions to “Cleared”.

been cleared

The traps sent by ThirdEye are as follows:
trap name: triggerViolation

trap OID: 1.3.6.1.4.1.45654.2.1.1

Trap Variables Variable Name Explanation

thirdEyeDeviceUuid UUID of the failed device (used
internally by ThirdEye)

thirdEyeDevicelpAddress IP address of the device where the
failure occurred

thirdEyeManagedNetwork Management network to which the
failed device belongs (used by
ThirdEye)

thirdEyeDeviceHostname Host name of the device where the
failure occurred

thirdEyeMessage Incident message

thirdEyeMeasurement Monitor content

thirdEyeSeverity Incident severity

255 Copyright © 2025 LogicVein, Inc.



Trap Variables Variable Name Explanation

thirdEyeDeviceCustom1 Custom 1 contents of the device where
the failure occurred
thirdEyeDeviceCustom?2 Custom 2 contents of the failed device
thirdEyeDeviceCustom3 Custom 3 contents of the failed device
thirdEyeDeviceCustom4 Custom 4 contents of the device where
the failure occurred
thirdEyeDeviceCustom5 Custom 5 contents of the failed device
thirdEyeClearStatus Violation status (not
cleared/clearing/cleared)
thirdEyeOccurrenceCount violation count
thirdEyeFirstViolation First violation (True/False)
thirdEyeSeverityEnum Incident severity number
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8.9.5.2 Run Job

You can run programs from remote hosts. Log in to the specified remote host via SSH and execute the
specified command from the remote host.

‘:[‘; Run Job

Run Job:

Job To Run: | NetFlow

Job Type:  Smart Change
Perform the action when...

a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared

Run Job Setting Explanation

Job To Run Enter the job name of the job you want to run.

a violation first occurs for Execute the command on the first violation on a device-by-device

each device basis.

additional violations have Executes a command when the number of violations increases.

occurred

a violation has started Execute the command when the status automatically transitions to

clearing “Clearing”.

a violation has been cleared Execute the command when the status automatically transitions to
“Cleared”.
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8.9.5.2.1 Webhooks Webhooks can be used to notify via Mattermost, Slack, Teams. and Lins when
an abnormality occurs. To use this feature, you need to set up webhooks and add apps on each tool in
advance.

Mattermost:

Webhook

Webhook URL: ‘ https://logicvein.webhook office.com/webhookb2/fa47c214-e5c4-4a97-bb8c-4e7298b57b94 @e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/e8(

Template | Mattermost v

Customize your webhook content: Filled in example:
1 a 1 | a
2 "attachments": [ 2 "attachments": [
3 { 3 {
4 "title": "{message}", 4 "title": "No response from node :
5 "title link": "{link}", 5 "title ligk": "https://10.10.42.¢
6 "color": "{severity color}™, (3 "color": "#fbcll8",
Webhook Content: 7 "fields™: [ 7 "fields": [

8 { g8 {
9 "short": true, 9 "short": true,

10 "title": "{node label}", 10 "title": "/ — k",

11 "value": "{node}" 11 "value": "localhost (127.

12 I 12 b

13 { . 13 { v

1 ¢ co——————————— » 1 coo—— " T »

Frequency: At most once per hour v

Perform the action when...
a violation first occurs for each device

additional violations have occurred
aviolation has started clearing

a violation has been cleared

Slack:

Webhook

Webhook URL: ‘ https://logicvein.webhook.office.com/webhookb2/fa47c214-e5c4-4a97-bb8c-4e7298b57b94@e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/e8(

Customize your webhook content: Filled in example:
1 { a 1 { a
2 "text": "{message}", 2 "text": "No response from node localhost’
3 "blocks": [ 3 "blocks": [
4 { 4 {
5 "type": "header", 5 "type": "header",
6 "text": { 6 "text"™: {
Webhook Content: 7 "type": "plain_text", 7 "type": "plain_text",

8 "text": "{message}" 8 "text": "No response from noc
9 } 9 }

10 br 10 br

11 { 11 {

12 "type": "context", 12 "type": "context",

13 "elements": | = 13 "elements": [ .

lil 4 — ] li} 4 — >

Frequency: At most once per hour v

Perform the action when...
a violation first occurs for each device

additional violations have occurred
a violation has started clearing

a violation has been cleared
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Teams:

Webhook
Webhook URL: | https://logicvein.webhook.office.com/webhookb2/fa47c214-e5c4-4a97-bb8c-4e7298b57b94 @e3928400-0a7e-4a86-a3f4-5¢6d84885ae8/IncomingWebhook/e8(
Template Teams hd
Customize your webhook content: Filled in example:
1 | a 1 |{ a
2 "type": "message", 2 "type": "message",
3 "attachments": [ 3 "attachments": [
4 { 4 {
5 "contentType": "application/vnd.r 5 "contentType": "application/vnd.r
6 "content™: { 6 "content": {
Webhook Content: 7 "Sschema": "http://adaptivec: 7 "Sschema": "http://adaptivec:
8 "version "i.o0", 8 "version": "1.0",
9 "msteams": { 9 "msteams": {
10 "width": "Full" 10 "width": "Full"™
11 Te 11 i
12 "type": "AdaptiveCard", 12 "type": "AdaptiveCard",
13 "body": [ 13 "body": [
B . v . v
%4 4 G [ 4 1z 4 G [ 4

Frequency: At most once per hour

Perform the action when...
a violation first occurs for each device
additional violations have occurred
a violation has started clearing

a violation has been cleared

Line:

Webhook

Webhook URL: ‘ https://logicvein.webhook.office.com/webhookb2/fad7c214-e5c4-4a97-bb8c-4e7298b57b94 @e3928400-0a7e-4a86-a3f4-5c6d84885ae8/IncomingWebhook/e8(

Customize your webhook content:

1 i
2 "title": "{message}",
3 "body": {
4 "text": "{node_ label}:
5 I
6 "button™: {
Webhook Content: 7 "label": "Open",
8 "url™: "{link}"
9 }
10 |}
4 G
Frequency: At most once per hour v

Perform the action when...
a violation first occurs for each device
additional violations have occurred
a violation has started clearing

a violation has been cleared

{node}\n{severi

259

Filled in example:

1

QWO dH U W

"

{

"title"™: "No response from node localhost™
"body": {
"text": "J — K : localhost (127.0.0.1)
I
"button": {
"label": "Open",
"url”™: "https://10.10.42.90/#action=vi
}
}
4 G »
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Webhook Setting Explanation

webhook url Enter the URL generated on Mattermost/Slack/Teams/Line.
Channel Enter the channel to post the notification to. (Mattermost only)
A user Enter the user who will post the notification. (Mattermost only)

a violation first occurs for Notifications will be sent on a device-by-device basis at the first
each device violation.

additional violations have = We will notify you if the number of violations increases.
occurred

a violation has started Notifies you when the status automatically transitions to “Clearing”.
clearing

a violation has been Notifies you when the status automatically transitions to “Cleared”.
cleared
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8.9.5.3 Set up Ping monitoring You can add an ICMP monitor for ping monitoring. The “Default”
ThirdEye monitor settings are automatically applied. A monitor called “ICMP Ping (Default)” is auto-
matically assigned to monitored devices added manually or through discovery. Ping monitoring starts
immediately after addition.

This section describes the steps to add a monitor with specific conditions to monitored devices.
Conditions:

Monitoring interval: 5 minutes

Alert condition: Twice in 10 minutes if there is no response.

1. From the list of monitored devices on the Inventory tab, doubleclick the device for which you
want to set up a monitor.

9 Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v scorreale Logout Set:
5! [=] ¥ vendor/Model/0s: Cisco ~ Add Criteria ~ g -] =5 Device = Inventory @ Tools “ Change & Smart Change
E = IP Address Hostname HW Vendor Model Device Type Serial# Traits
M © 1012809 CR4-B Cisco CRS-4/5 Router SMA1125020H
ﬁ © 1012808 CRI1-A Cisco CRS-8/5 Router TBA09500075
@ © st CR12-B Cisco CRS-8/5 Router TBA09500081
%‘ © 10.128.0.181 VASTDCC-fwivalp Cisco ASAS5550 Firewall JMX1419L13)
© 10.1280.182 ho-waas1 Cisco OF-VWAAS-ESX Switch VMuware-42
© 101280171 kpb031102r210-swa Cisco $G300-10PP Switch PSZ18391FN8
© 10128092 SCES000 Cisco SCEB000 Content Engine FOX1537GIR3
© 10128076 SCEB000 Cisco SCEB000 Content Engine FOX1414GAXK
© 1000227 Cisco29605 Cisco Nexuss548 Switch $51143708V7
© 1000126 abc Cisco CSR1000V Router 9EOUQZIVKIE TEda
© 10128065 hot-n-hol-4 Cisco 1760 Router FOC064508KX. [icmp I ncm Xsnf
C 4 1-970f97 b Results per page
V=

CR11-A-10.128.0.8
CR11-A - 10.128.0.8  actions EDEDEIDEHCED General | Monitors  Violations ~ SNMPTraps  Compliance  Attachment  Hardware Interfaces  ARP/I

= Detail

2. Click the -# I button. in the bottom left of the window, and then click [ICMP] in the pop up menu.

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All>
;! {2l ¥ Vendor/Model/0s: Cisco ~ Add Criteria ~ g 2 = Device & Inventory @ Toc
g = 1P Address Hostname HW Vendor Model Device Type Serial
M © 1012809 CRa-B disco CRS-4/S Router SMA1125020H
S © 108 RIT-A disco CRS-8/S Router TBA09500075
@ © 11807 CR12-8 cisco CRS-8/S Router TBA09500081
F © razsoie VASTDCC-fwivalp cisco ASASS50 Firewall IMX1419L13)
© 101280182 hg-waas1 disco OE-VWAAS-ESX Switch VMware-42
© 101280171 kpb0311021210-swa disco 5G300-10PP Switch PSZ18391FNS
© 10128092 SCEB000 disco SCEB000 Content Engine FOX1537G9R3
© 10128076 SCE000 disco SCEB000 Content Engine FOXI4T4GAXK
© 1000227 Cisco29605 disco Nexuss54 Switch 551143708V7
© 1000126 abe disco CSR1000V Router 9IEQUQZIVKSE
© 10128065 hot-n-hol-4 disco 1760 Router FOC064508KX
C 4 1-970f97 b
[—=—p—=—
CR11-A-10.128.0.8
CR11-A-10.128.0.8  actions General | Monitors | Violations  SNMPTraps  Compliance  Attachment
B petall From Template.

2V From Monitor Set.
New

@ Agent-D

@ Catch All Trap

@ wrre

1) Icmp

. SNMP

B SNMP Trap

€3 1cp port

¢ 0O
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3. Enter any monitor name (“Ping” in the example below).

CR11-A - 10.128.0.8
CR11-A - 10.128.0.8

= Detail

actions..

icmp ;| ncm S snmp ; ssh | telnet
Ping

General

Number of ICMP packets:

ICMP failure behavior:

Monitors Violations SNMP Traps

7

Compliance

Period: 1 G

(@ Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

Attachment Hardware Interfaces

History: (O=—— 3 months

QO onelcMmP packet (roundtrip time measurement will be less accurate)

@® Automatic retries

O No retries

< ¢ Triggers

4. In the [Period] field, specify the interval (“2” in the example below).

Cisco2960S - 10.0.0.227

= Detail

actions...

icmp , ncm Jsnmp ;. ssh ] telnet
Ping

Number of ICMP packets:

ICMP failure behavior:

y

Period: FIR min }

® Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

History: O—— 3 months

O One ICMP packet (roundtrip time measurement will be less accurate)

@ Automatic retries

O No retries

5. Use the [History] slider to specify a data retention period of 3, 6, or 12 months.

Cisco2960S - 10.0.0.227

= Detail

actions...

icmp , ncm Jsnmp gssh] telnet
Ping

Number of ICMP packets:

ICMP failure behavior:

4/ Triggers

5

Period: I min ]

@ Two ICMP packets (roundtrip time measurement will be the lesser of twa packets)

History: O—— 3 months

O One ICMP packet (roundtrip time measurement will be less accurate)

@ Automatic retries

O No retries

ARP,

Sz

6. Use the “Number of ICMP packets” and “ICMP failure” options to select the ICMP transmission

and retry counts.

Cisco2960S - 10.0.0.227

== Detail

actions...

icmp , ncm /. snmp , ssh | telnet
Ping

Number of ICMP packets:

ICMP failure behavior:

« ¢ Triggers

d

Period: 2 m

@ Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

History: {3 months

C‘ One ICMP packet (roundtrip time measurement will be less accurats)

@ Autcmatic retries

O Ne retries

7. Click [Trigger] and then select [No Response Threshold] from the pop up menu.

3

Ping

Number of ICMP packets: () Two ICMP packets [roundtrip time measurement wil

Period: I min ]

History: Q=== 3 months

(save | close |

be the lesser of two packets)

®) Ore ICMP packet (roundtrip time measurement will be less accurate)

£ No Response Trreshold
L}

7 Time window

@ Anomaly Alert

/¢ Triggers

Automatic retries
No retries
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8. Enter the following items.

Ping 7 Period: : D History: {J——3 months

Number of ICMP packets: @ Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

O One ICMP packet (roundtrip time measurement will be less accurate)

ICMP failure behavior: @ Automatic retries
O No retries
&'/ Triggers
CNo Response Threshold
Time window: 6 m Count: 3
Alert Policy: ‘ Simple Incident Policy Severity:  Warning v Message: | No response from node

Monitor Setting Explanation
Time window Set the period for executing the process. (Minimum value: 1 minute)

The period that is used as the basis for counting how many times the
process defined in the policy must be executed within a specified period of

failure.

Count Set the number of times the process must fail within the set period before
executing the process. (Minimum value: 1)

Alert Policy Specify alert policy.

Severity Select the severity from the following: (Initial value: warning)

“Emergency”, “Alert”, “Critical”, “Error”, “Warning”, “Notification”,
“Information”, “Debug”

Message Set the message displayed when a failure is detected.
*In order to display the message, the “Incident Registration” action must
be defined in the alert policy.

The different alert severity icons are shown in the correspondence table below:

Security level Status Severity status icon
High emergency (V)
alert @
critical (%)
Priority error
warning
notification
information L
Low debug
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9. Click [Save].
Ping 7 period: G Hisor: O— 3 montns Save | Close

Number of ICMP packets:

wo IEMP packets roundirip fime measurement will be the lesser of two packets)

One ICMP packet (roundtrip time measurement will be less accurate]
|1CMP failure behavior: Automatic retries

Na retries

No Response Threshold

Time window: [ min ] Count:

Alert Policy: | Simple Incident Policy .| Severity: Warning w Message: |No response from node
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8.9.5.4 Collect SNMP information You can add an SNMP monitor to obtain MIB information
such as CPU usage rate and traffic volume from monitored devices.

This steps to obtain the CPU usage rate (cpmCPUTotalIminRev) of a monitored Cisco device are ex-

plained below:

1. From the list of monitored devices on the Inventory tab, doubleclick the device for which you
want to set up a monitor.

e

aung aAgpaiyl

[l ¥ Vendor/Model/0s: Cisco =

Dashioards | Inventory | Changes | Jobs | TerminalProxy | Search | Compllance
Add Criteria *| @] 6]

Hostname

= 1P Address
© 101280182
© 101280171
© 1012809
© 10128076
© 1000227
© 1000126
© 10128065
© 10128060
© 1000121
© 1000250
@ 1000227
1000153
1000223
@ 1012805
W 1000209
@ 1000101
W 10128010
C 4 1-970f97 b

Cisco29605 - 10.0.0.227
Cisco2960S - 10.0.0.227  actions

= Detail

-
Kpb031102:210-s12
SCES000

SCEB000
Cisco29605

abe

hotn-hol-d

scesoo

[0y

CSR1000V

Cisco29605
RouterM
cR3-A

CEDEDEIDEDETD

=)

Monitors  Incidents  Map  MIBs

HW Vendor

Model
OE-VWARS-£SX
$G300-10°P

SCEs0o0

SCEB000

Nexwsss48

CsRi000v

1750

scesooo

crs.4/S
ciscorsixe
cevChasssNSKCSS48p
CsRio00v

CsRi000V

CRs-4/5
WS-C29605-24TS-L
CsR1000V

CRs-4/5

2. Click the L button in the bottom left of the window, and then click [SNMP] in the pop up menu.

© Dushborss

¥ Vendor/Model/0s: Cico ™ % Add Criteria ~| | |

aung akgpaiyl

B

= 1P Address
© 101280182
© 101280171
© 1012809
© 10128076
© 1000227
© 1000126
© 101280865
© 10128060
© 1000121
© 1000250
@ 1000227
1000153
1000223
@ 1012806
@ 1000219
@ 1000101
W 10128010
C 4 1-970097 b

Cisco29605 - 10.0.0.227
Cisco2960S - 10.0.0.227  actions.

= Detail

From Tempiste
Y From Moniitor Set.
New

Agent0

4 Cten Al Tr3p
HrTP

) e

s

B s\ Trap

@ 1cp port

[}

[}

[

|7

Inventory  Changes  Jobs Terminal Proxy  Search  Compliance.

hq-vaast

Kpb031021210-508
ScEso00
SCES000
Cisco29605
abe
hot-nehol-4
SCES000
r-A
dsco1921
Nexusssagp
mint

CsR1000V

Cisco29605
Router
CR3-A

icmp | ncm Lsnmp LsshY telnet

Monitors  Incidents  Map  MiBs

HW Vendor

Cisco
Cisco
Cisco

265

Model
OEVWARS-£SX
SG300-100P

scesooo

Scesooo

Nexusssds

CsRi000v

1760

SCEsoo0

CRs-4/5
aIscots21xe
cevChassisNSKCS48p
CsRi000v

csRiooov

crs4/S
WS-C29605-24TS-L
csRiooov

CRs-4/5
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3. Enter any monitor name (“Cisco CPU” in the below example).

Cisco2960S - 10.0.0.227

Cisco2960S - 10.0.0.227  sctions.. icmp ¥ ncm {snmp Y ssh telnet Gen
= Detail Cisco CPU 7 veiot| 1 @D History: O—3montns
Name o Type

4 Add | o0 4 [ Derived Metric

Index: | none Display String: | none

4. In the [Period] field, specify the interval (“1” in the example below).

Cisco2960S - 10.0.0.227

Cisco2960S - 10.0.0.227 adtions.. ncm I Gen:
= oetail Cisco CPU 7 bt 1 @I tisto: O— 3 months
4 aga| 5 7 it Derived Metric
Nex} one Display Srng: | none
5. Use the [History] slider to specify a data retention period of 3, 6, or 12 months.
Cladde0s. 1000227 .
= petail Cisco CPU 7 peot| 1 @D Histon: O—3 months

qFAdd | s 4 [ Derived Metric

e |

6. Click the [+ button and then click [MIB Library].
Cisco CPU ¥ 4 Period: 1 m History: O—— 3 months

Name oD

oe Add | o6 2 B Derived Metric

, MIB Library...

g Custom OID...
Filter: |
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7. In the “Find OID” window, enter the MIB OID or name (“cpmCPU” in the example below) in
the OID search field, select the MIB you want to add, and click [OK].

Find OID
| cpmCPU
Name oID MIB
cpmCPU 1.3.6.1.4.1.9.9.109.1.1 CISCO-PROCESS-MIB
cpmCPUTotalTable 1.3.6.1.4.1.9.9.109.1.1.1 CISCO-PROCESS-MIB
cpmCPUTotalEntry 1.3.6.1.4.1.9.9.109.1.1.1.1 CISCO-PROCESS-MIB
cpmCPUTotallndex 1.3.6.1.4.1.9.8.109.1.1.1.11 CISCO-PROCESS-MIB
cpmCPUTotalPhysicallndex 1.3.6.1.4.1.9.9.109.1.1.1.1.2 CISCO-PROCESS-MIB
cpmCPUTotalSsec 1.3.6.1.4.1.9.8.109.1.1.1.1.3 CISCO-PROCESS-MIB
cpmCPUTotal1min 1.3.6.1.4,1.9.9.109.1.1.1.1.4 CISCO-PROCESS-MIB
cpmCPUTotal5min 1.3.6.1.4.1.9.9.109.1.1.1.1.5 CISCO-PROCESS-MIB
cpmCPUTotal5secRev 1.3.6.1.4.1.9.9.109.1.1.1.1.6 CISCO-PROCESS-MIB
cpmCPUTotal TminRev 1.3.6.1.4.1.9.9.109.1.1.1.1.7 CISCO-PROCESS-MIB -

ﬂ Cancel

8. Click [Save] in the upper right-hand corner of the window.

Cisco CPU vk 1 @D Hston O3 montns save | _close

Name on

epmCPUTetaliminer 1361419310911117

4 asa 7 a8 Deved et | gpes

Type mis

SNMPU2-SMiGaugez2 CISCO-PROCESS-MIB

Index:| CISCO-PROCESS-MIB:comCPUTotalindex (SNMPV2-SM Unsigned32)

it

After saving, data collection will begin.

device details screen.

CR11-A - 10.128.0.8 Cisco2960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions.
= Detail Cisco CPU
Cisco CPU Index
Period: Tm CISCO-PROCESS-MIB/cpmCPUTotalTable 1

Display String:

If successfully acquired, the data will be displayed on the

General Monitors Violations SNMP Traps Ce It Al d Interfaces ARP/MAC/VLAN

4 cpmCPUTotaliminRev
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8.9.5.5 Set and monitor thresholds

You can set thresholds for the data you retrieve and raise alerts
when violations occur.

The following steps will create a threshold for the previously created SNMP monitor.

1. From the details screen, doubleclick the monitor for which you want to set thresholds or click
[Edit].

Cisco2960S - 10.0.0.227

2]
Cisco2960S - 10.0.0.227 actions. General  Monitors  Violations = SNMP Traps  C Attack d Interfaces  ARP/MAC/VLAN
= Detail Cisco CPU
Cisco CPU Index 4 cpmCPUTotal1minRev
Period: 1m CISCO-PROCESS-MIB/cpmCPUTotalTable 1

Last Captured: 2023/10/25 16:29

LIEANREIT 31}

2. Click [Trigger], then click [Time Window] in the pop up menu.

Cisco CPU & Period: Il min ] History: {Om=== 3 months Save | Close
Name oD Type MIiB

cpmCPUTotalTminRev 1.3.6.1.4.1.89109.1.1.1.1.7 SNMPvZ-5MI:Gauge32 CISCO-PROCESS-MIB

E,? No Response Threshold
## Time window
@ Anomaly Alert
% Add | i & [ Derived Metric |« Triggers

Index: ‘C\SCDJROCESS—M\B:ECWCDJ'Q:a ndex (SNMPv2-5MI:Unsigned3. Display String: | nore

Filter: ‘
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The image below is an example of setting an alert to be issued when the CPU usage rate exceeds 80%.

77 Time Window Trigger
CC-:tcra=| (- B

Alert Po ':_-,':| Simple Incident Policy Severity: Warning v

Time window: R i ] Count: 3

“‘essage:| Node is in violation of trigger condition, times within

3. Enter the following items:

Setting Explanation
Conditional You can specify conditions using the following items
is (equal)

is not (not equal)
> (less than, the value on the right is smaller)
< (greater than, the value on the right is greater)

contains
does not contain
Alert Policy Specify alert policy.
Severity Select the severity from the following: (Initial value: warning):

“Emergency”, “Alert”, “Critical”, “Error”, “Warning”,
“Notification”, “Information”, “Debug”

Time window Set the period for executing the process. (Minimum value: 30
seconds)
The period that is used as the basis for counting how many times the
process defined in the policy must be executed within a specified
period of failure.

Count Set the number of times the process must fail within the set period
before executing the process.
(*Minimum value: 1)

Message Set the message when executing the process.

The different alert severity icons are shown in the correspondence table below:

Security level Status Severity status icon
High emergency (&)
alert ©
critical @
Priority error
warning
notification
information @
Low debug
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>

Interfaces ARP/MAC/VLAN

Cisco2960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions... icmp . ncm [ snmp L ssh ] telnet General  Monitors  Violations ~ SNMP Traps  Cq At
= Detail Cisco CPU P Period: @D  History: O—— 3 months Save | Close
Cisco CPU .
Period: 1m CISCO-PROCESS-MIB/cpmCPUTotalTable :
P 4 add | & 2 [ Derived Metric | &+ Triggers
Index: ‘ CISCO-PROCESS-MIB:cpmCPUTotalIndex (SNMPv2-SMI:Unsigned32) Display String ‘ none

Filter: ‘

7/ Time Window Trigger

Cor\dmor\al:‘ cpmCPUTotaliminRev X > E
Alert Pohcy:‘simplelr\(ider\( Policy . Severity: Warning v
Count:

Time window:
Message:‘ Node @TTE) is in violation of trigger condition, times within @D
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8.9.5.6

Monitor SNMP traps (OID specification) You can monitor specified SNMP traps and

configure different actions for each. By setting the OID of an SNMP trap in advance, you can execute
actions based on those settings when the corresponding SNMP trap is received. There is also a setting

to monitor all SNMP traps.

1. From the list of monitored devices on the Inventory tab, doubleclick the device for which you

want to set up a monitor.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy = Search  Compliance  Monitors  Incidents Map  MIBs
I
= [J] ¥ Interface IP: 1000227 ~ Vendor/Model/OS: Cisco ~ Add Criteria v | &)| ©
g Kliy
a = IP Address Hostname HW Vendor Model Device Type
M © 1000227 Cisco29605 Cisco Nexus5548 Switch
< y .
'@ @ 1000227 Nexus5548P Cisco cevChassisNSkC5548p
O © o027 Cisco29605 Cisco Nexus5548 Switch
s
)
1
C 4 1-303 b
2 |~
Cisc02960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions... icmp | ncm Isnmp Issh telnet General  Monitors

= Detail

2. Click the [ * button at the bottom left, and then click “SNMP Trap”.

Cisc02960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions...

= Detail

icmp | ncm L snmp Lssh telnet General

From Template.

Y From Monitor Set...
New

Agent-D

@ Catch All Trap

@ Hre

1) IcMP

" SNMmP

B SNMP Trap

2 7cp port

Ewmw@
&

Violations

Monitors  Violations

Network:

<All> v scorreale Logout Settings Help

< Device & Inventory @ Tools 4 Change & Smart Change Ml Reports

3. Enter any monitor name (“Link Down” in the example below).

Cisco2960S - 10.0.0.227

Cisco2060S - 10.0.0.227  actions. General | Monitors
= Detal Link Down 4

Violations

MIB Library...

Serial# Traits 5
ssi43708v7 Licmp Y ncm Lsnmp Jssn teinet
D ED @D © D
ssitasrony7
Results per page: | 254 v
=
SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN
SNMP Traps Compliance Attachment Hardware Interface
>
SNMP Traps Co At o Interfaces ARP/MAC/VLAN

5 Add Custom Trap...

®» 4 - ]
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4. Click the [MIB Library] button near the top of the window.

Cisco2960S - 10.0.0.227 >

Cisco2960S - 10.0.0.227 actions... General  Monitors  Violations ~ SNMP Traps  Compli A d Interfaces  ARP/MAC/VLAN
= Detail Link Down V4 MIB Library... | % Add Custom Trap... Close
a | 2 |l | K| @G =]

5. Enter the trap OID or name (“linkdown” in the example below) in the OID search, select the trap
to monitor, and click [OK].

OID#EFE

| inkdown

£8 0ID MIB

linkDown 1.3.6.1.2.1.11.0.2 V1-TRAP

inkDown 1.3.6.14.1.5951.1.1.0.5 NS-ROCT-MIB
linkDown 1.3.6.1.6.3.1.1.5.3 IF-MIB
portlinkDown 1.3.6.14.1.52.0.260 CABLETRON-TRAPS
interfacePortLinkDown 1.3.6.14.1.52.0419 CABLETROMN-TRAPS

yrifPpLinkDown 136141,

YAMAHA-RT-INTERFACES
YAMAHA-RT-INTERFACES
YAMAHA-RT-INTERFACES
FOUNDRY-5N-NOTIFICATION-MIB

yrifTunnellinkDown
yrifPpAnonymousLinkDownWithUser...
snTrapL4LinkDown

managementPortLinkDown SWLZMGMT-MIB -

ﬂ vl

6. Enter a message for when a failure occurs.

Cisc029605 - 10.0.0.227 >
Cisco2960S - 10.0.0.227 actions.. General  Monitors  Violations ~ SNMP Traps  Compli Al ol Interfaces  ARP/MAC/VLAN
= Detail Link Down V4 MIB Library... | # Edit Custom Trap... save | Close

B |IF-MIB.linkDown (1.3.6.1.6.3.1.1.5.3)

Message: ‘ linkdown

Name oip - Type MIB

ifindex 1361212211 IF-MIB:Interfacelndex

ifDescr 1361212212 SNMPv2-TC:DisplayString

ifAdminStatus 1361212217 INTEGER

ifOperstatus 1361212218 INTEGER

4 Add | 7 Edit| X Remove | [ Derived Metric | o Triggers | Inde: | (EXEED
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7. Click [Trigger] and then click [Raise Trigger Alert].

Cisco2960S - 10.0.0.227
Cisc02960S - 10.0.0.227

= Detail

actions..

>

icmp , ncm 2 snmp ;2 ssh [ telnet General Monitors Violations SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN
Link Down Ve MIB Library... | ¥ Edit Custom Trap... Save | Close

B IF-MIB.linkDown (1.3.6.1.6.3.1.1.5.3)

Message: ‘ linkdown

Name oD - Type MIB
ifindex 13.6.1.2122.1.1 IF-MIB:I nterfacelndex

ifDescr 13.6.1.21.22.1.2 SNMPv2-TC:Displaystring

ifAdminStatus 1361212217 INTEGER

ifOperStatus 13.6.1.21.22.1.8 INTEGER

A Raise Trigger Alert
X Clear Trigger Alert
4 Add | 7 Edit | 3 Remove | [ Derived Metric | ¢ Triggers |  Index: |(IEEED

8. Select the “Conditional”, “Alert Policy”, and “Severity” settings.

(The image below is an example of setting an alert for the “Link Down” monitor.)

Cisco2960S - 10.0.0.227

= Detail

actions...

icmp ;. ncm 2 snmp 3 ssh ] telnet General Monitors Violations SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN
Link Down V4 MIB Library... ‘ # Edit Custom Trap... ‘ Save | Close
muescr 1500202202 SNMIPVZ-1 CUISpIaysTing .
ifAdminstatus 136.121.221.7 INTEGER
ifOperStatus 13.6.1.2.1.2.2.1.8 INTEGER

4 Add| 7 Edit| X Remove | [ Derived Metric | '/ Triggers |  Index: | @EED

A Raise Trigger Alert

Conditional Trigger alert occurs based on the following condition (otherwise unconditionally)

‘ 10001

Alert Policy: ‘ Simple Incident Policy Severity: Warning v

Alert Setting

Explanation

Conditional

Alert Policy
Severity

If you check [Trigger alert occurs based on the following condition
(otherwise unconditionally)], you can specify the conditions using the
following items.

is (equal)

is not (not equal)

> (less than, the value on the right is smaller)

< (greater than, the value on the right is greater)

contains

does not contain

Specify alert policy.

Select the severity from the following: (Initial value: warning):
“Emergency”, “Alert”, “Critical”, “Error”, “Warning”, “Notification”,
“Information”, “Debug”

(*chart of the correspondence between severity and icon border/status
icons is shown in the table below.)
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The different alert severity icons are shown in the correspondence table below:

Security level Status Severity status icon

High emergency (¢)
alert @
critical (%)
Priority error
warning
notification

. .
information ©
Cisco2960S - 10.0.0.227 actions, icmp . ncm 2 snmp § ssh [ telnet General Monitors Violations SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN
= Detail Link Down 7 " MiB Library... | 7 Edit Custom Trap... save | Close
escr IS SNMPV- G LISpiaystTng R
ifAdminStatus 13.6.1.2.1.22.1.7 INTEGER
ifOperStatus 1361212218 INTEGER

4 Add| 7 kdit| X Remove | ] Derived Metric | ¢ Triggers | index | (ITTED

A Raise Trigger Alert
Conditional: & Trigger alert occurs based on the following condition (otherwise unconditionally)
‘ 10001

Alert Policy: | Simple Incident Policy Severity: Warning v
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8.9.5.7 Monitor SNMP traps (all) You can monitor all SNMP traps. By setting “SNMP Trap (All)”
in advance, you can perform common actions based on those settings when receiving an SNMP trap.
This is useful when you have not clearly decided which traps to monitor, or when you want to monitor

all SNMP traps and register incidents.

The “SNMP Trap (All)” and “SNMP Trap (Optional)” settings can be used together. If used
together, the “SNMP Trap (optional)” setting takes precedence.

1. Click the Inventory tab, and doubleclick the device for which you want to set up a monitor.

e Dashboards  Inventory  Changes  Jobs
I
= [ ¥ Interface IP: 1000227 ~
=
= IP Address Hostname
Q.
M © 1000227 Cisco2960S
'}'<p © 1000227 Nexus5548P
@ © o027 Cisco2960S
&
©
|
C 4 1-303 b
Cisco2960S - 10.0.0.227
Cisco2960S - 10.0.0.227 actions...

= Detail

Vendor/Model/0S: Cisco ™

Terminal Proxy  Search  Compliance

Add criteria | @] ©|

HW Vendor
Cisco
Cisco

Cisco

icmp L ncm L snmp Lssh telnet

Monitors Incidents Map MiBs
Model Device Type
Nexus5548 Switch
cevChassisN5kC5548p
Nexus5548 Switch

= =
General  Monitors Violations

Network: ~ <All> v scorreale Logout Settings Help

5 Device & Inventory @ Tools “% Change % Smart Change Ml Reports

Serial# Traits
S51143708V7 (icmp L ncm X'snmp L'ssh telnet ]
SS1143708V7 [icmp I ncm L'ssh telnet ]

Results per page: 254 v

>

SNMP Traps Compliance Attachment Hardware Interfaces ARP/MAC/VLAN

2. Click the L*] button. at the bottom left, and then click “Catch All Trap (All).”

Cisc029605 - 10.0.0.227

Cisco2960S - 10.0.0.227

= Detail

actions. icmp [ ncm Lsnmp ssh ] telnet

From Template..
2V From Monitor Set..
New

) Agent-D

& Catch Al Trap
&) nrTe

1) IcMP

_ SNMP

B SNMP Trap
7 Tcp port

General  Monitors
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3. Enter any monitor name.

Trap all

Maonitor to handle all the incoming traps

« ¢ Triggers

4. Click [Triggers], then click [Catch All Trigger Alert].

Trap all

N ! Catch All Trigger Alert bming traps

« < Triggers

5. Specify the alert policy.

Trap all

Meonitor to handle all the incoming traps
« ¢ Triggers

A CatchAll Trigger Alert

Alert Palicy: | Simple Incident Policy

6. Click [Save].

Trap all

Meonitor to handle all the incoming traps
« ¢ Triggers

A Catchall Trigger Alert

Alert Policy: | Simple Incident Policy

276

Save | Close

Save | Close

Save | Close

Save | Close

With the above settings, alerts will be issued for all SNMP traps received from monitored devices.
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8.9.5.8 Configure monitoring settings for multiple devices using monitor sets ThirdEye’s mon-
itor settings include a function called “Monitor Set” that combines multiple monitors into one. Monitor
Sllets allow you to apply configured monitors to many devices at once.

1. Click [Monitors] > [Set] > [Add].

e Dashboards  Inventory  Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents ~Map  MIBs Network: ~ <All> v scorreale Logout Settings Help
-

Sets  Templates Alert Policies  Violations ~ SNMPTraps  Syslog
< Add 4 & & import | o0

Period Detail

Search: ‘ Monitor Set
Name Type
[+] agentd-linux

[+] agentd-windows

auns akgpaiy

[+] aruba
[+] Cisco

[+] cisco-1

[+] Default

[+] Juniper

[+] Linux

[+] pagemiddle
[+] stephen

[+] stephenvl
[+] WatchGuard

2. Enter the monitor set name and click [OK].

Create Monitor Set

Monitor Set Name:

system default

(] Automatically apply monitors to new devices.

OK Cancel

Setting Explanation

Automatically apply monitor to ~ When a device is added to a monitor included in this monitor
new devices set, it will be automatically assigned if it is able to communicate

with the device.

auns akgpaiylL @

3. Select the monitor set you created.

Dashboards  Inventory  Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents ~Map  MIBs Network: | <All> v scorreale Logout Settings Help

Sets  Templates  AlertPolicies  Violations ~ SNMP Traps  Syslog

Search“”"“‘f" Set < Add | ¥ Add monitor | Edit | (5 Export | &) Import | 3¢ Remove |

Name Type Period Detail
[+] agentd-linux
[+] agentd-windows
[+] aruba
[+] Cisco
[+] cisco-1
[+] Default
[+] Juniper
[+] Linux
[+] pagemiddle
[+] stephen
[+] stephenv1
[] system default
No Monitors

[+] WatchGuard
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Monitors can be added with the [Add Monitor] button using the same method as when setting individual

monitors.

4. Click [Add Monitor] and set the monitoring items.

Network: ~ <All> Vv scorreale Logout Settings Help

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents ~Map  MIBs
—{ Sets Templates AlertPolicies Violations SNMPTraps Syslog
g Search: ‘ nitor Set 47 Add | " Add monitor | # Edit | &5 | Export | & |Import | 3¢ Remove
% e . N From Template..
@ ype Period e
®  [4] agentd-linux
7 Agent-D...
£ [+ agentd-windows G
®  [+aruba i

[+] Cisco o)icrey

[+] cisco-1 B SNMP Trap.

[+] Default " SNMP..

[+] Juniper &2 1ce port..

[+] Linux [ Veenter.

[+] pagemiddle (1 vMware Guest..

[+] stephen [ vmware Host...

€3 Xen Server...

[+] stephenv
[-] system default
No Monitors

[+] WatchGuard

[Add Monitor] dropdown menu options:

Menu option

Explanation

Add from template
Agent-D

HTTP

ICMP

SNMP

SNMP traps (all)
SNMP trap (optional)
TCP port

VCenter

VMware Guest
VMware Host

Xen Server

Add a monitor from the created monitor templates to Template.

Add a monitor for Agent-D.

Add a monitor for http or https.

Add monitoring by ICMP Ping.

Add a monitor to specify the MIB object to be monitored from the MIB
table.

Add a monitor to watch all SNMP traps.

Adds a monitor to watch the specified SNMP trap.

Adds a monitor for the specified TCP port.

Add a monitor to obtain vCenter resource information.

Add a monitor to obtain VMware guest resource information via vCenter.
Add a monitor to obtain VMware host resource information via vCenter.
Add a monitor to check memory usage of Citrix Xen Server.

278 Copyright © 2025 LogicVein, Inc.



Example of screen after adding monitor (Cisco example from above)

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MiBs Network: ~ <All> v  scorreale Logout Settings Help
—{ Sets Templates AlertPolicies Violations ~SNMPTraps  Syslog
=
S| search: | Monitor Set ‘ o Add | " Add monitor | # Edit | ) Export | ] import | % Remove |
Q.
.I"<I1 Name Type Period Detail
®  [+] agentd-linux
D 4] agentd-windows
@  [+] aruba
[] Cisco
'_ cisco CPU SNMP. m CISCO-PROCESS-MIB/cpmCPUTotalTable
" CPUStats SNMP 30s HOST-RESOURCES-MIB/hrProcessorTable
1)) ICMP Ping ICMP 30s ICMP echo
" Interface Stats SNMP m IF-MIB/ifTable
B Link-down Trap SNMP Trap n/a IF-MIB/linkDown
B Link-up Trap SNMP Trap n/a IF-MIB/linkUp
[+] cisco-1
e Dashboards  Inventory ~ Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents ~Map  MIBs Network:  <All> v  scorreale Logout Settings Help
; &l ¥ Vendor/Model/Os: Cisco ¥ *  Add Criteria v | )| © 5 Device & Inventory @ Tools “4 Change # Smart Change Ml Reports
g: = IP Address Hostname HW Vendor Model Device Type Serial# Traits
M © 1012809 CR4-B Cisco CRS-4/S Router SMA1125020H n
‘(<p ©@ 1012808 CR1T-A Cisco CRS-8/5 Router TBA09500075 ncm
O © 1012807 CR12-B Cisco CRS-8/S Router TBA09500081 Licmp I ncm Lsnmp Lsshil 't
7 © 1012018 VASTDCC-fwivalp Cisco ASA5550 Firewall IMX1419L13) [firewall Y icmp ] ncm L'snmg
© 101280182 hq-waas1 Cisco OE-VWAAS-ESX Switch VMware-42
© 101280171 kpb031f02r210-swa Cisco $G300-10PP Switch PSZ18391FN8
# 1012809 SCFRONN Cisen SCFRONN Content Fnaine FOX1537GARR
e Dashboards ~ Inventory  Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network: | <All> v  scorreale Logout Settings Help
;_' =] ¥ Vendor/Model/0S: Cisco ¥ *  Add Criteria v | &J| © ) Device & Inventory @ Tools “% Change % Smart Change Ml Reports
g: = IP Address Hostname HW Vendor Model Device Type % Backup Traits E
M © 1012809 CR4-B Cisco CRS-4/5 Router
L3 . @ Collect neighbor data
® © 1012808 CR1T-A Cisco CRS-8/S Router
g) @ 1012807 CR12-B Cisco CRS-8/S Router N EDEDEIDEDC
%’ © 10.1280.181 VASTDCC-fwivaTp Cisco ASA5550 Firewall
- - = "
© 10.1280.182 hg-waas1 Cisco OE-VWAAS-ESX Switch —— [icmp I'ncm J'snmp L'ssh]
© 101280171 kpb031f02r210-swa Cisco 5G300-10PP Switch W Associate Monitor Sets... [ snmp I ssh )
© 10128092 SCE8000 Cisco SCE8000 Content Engine
© 10128076 SCE8000 Cisco SCE8000 Content Engine £, Configure Maintenance Windows...
© 1000227 Cisco29605 Cisco Nexus5548 Switch @
© 10.00.126 abc Cisco CSR1000V Router Edit
© 10128065 hot-n-hol-4 Cisco 1760 Router # Edit device properties
© 10128060 SCEB000 Cisco SCE8000 Content Engine 2] populate device end of sale licmp X ncm Ysnmp L ssh ]
= " )
© 1000121 CR3-A Cisco CRS-4/S Router 9 nssociate tags [icmp { ncm Ysnmp Lsshy tf
@ 1000227 Nexuss548p Cisco cevChassisNSkCS548p g Dissociate tags icmp { ncm Xsnmp Lesh]
Add to map..
10.0.0.153 mint Cisco CSR1000V Router " snmp JI
&% Add to map with hierarchy...
10.0.0.223 CSR1000V Cisco CSR1000V Router EEEIDEdC
» - ¥
@ 1012806 Cisco CRS-4/S Router B4 Disable NCM features [ snmp I'ssh 1 §
8 annnnan roooAncac P B L sl PR FAsATA A e AT, SATEIR. ST, SR, &
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7. Select the monitor set you want to apply and click [OK].

Associate Monitor Sets

Search: ‘ Monitor Set

Name
agentd-linux
agentd-windows
aruba

Cisco

cisco-1

Default
Juniper

Linux
pagemiddle
stephen
stephenvi
system default

WatchGuard

-

Cancel |

With the above operations, the application of the monitor set is completed. The [Details] column in
nthe left panel displays a list of monitors being monitored. You can doubleclick the device to expand
it and see if the monitor is reflected in the [Details] column.

CSR1000V - 10.0.0.223

= etail

Cisco CPU (Cisco)

Period: 1m

ICMP Ping (Cisco)
Period: 305

Interface Stats (Cisco)
Period: 1m
Link-down Trap
Period: n/a

Link-up Trap (Cisco)

Period: n/a

actions..

CISCO-PROCESS-MIB/cpmCPUTotalTable

2
+ B
- =

ic

IF-MIB/ifTable

IF-MIB/linkDown

6
§

IF-MIB/linkUp

#lz|u|x|e|@]

elnet
Cisco CPU
Index

2

ICMP Ping
Round-trip Time: 27.51ms
Packet Loss: 0%

Interface Stats

Index a ifinOctete.derivative

280

s SNMP Traps

Compliance  Attachment  Hardware Interfaces  ARP/MAC/VLAN

-~ cpmcPUTotalimin

Last Captured: 2023/10/25 17:06

Last Captured: 2023/10/25 17:07

#OutOctats-darivative
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8.9.6 Pinginreal time

You can ping a monitored device from the device list or map from the right-click menu. The transmis-

sion interval is 2 seconds at startup, but you can change it from the screen that appears after executing
Ping.

e Dasht ds. 1 tory Chang Jobs Terminal Proxy Search Compliance
; (5] = search IP/Hostname: 10.0.0.153 ~  Add Criteria | &J| ©

g-. = IP Address Hostname Network Adapter HW Vendor
Ln =4 10.0.0.153 _;’ Backup Cisco 108 Cisco

D B open Terminal

2 B Open Native Terminal

o E} Show Terminal Proxy Logs

Eﬂ Compare Configurations
& Display Job History
1)) Ping

L Configure Maintenance Windows...
0—%3 Add to map...

0%: Add to map with hierarchy...
Edit Launchers...

When you click Ping, the following screen will be displayed and the ping result will be displayed.

10.0.0.153 - test0322 Ping
|F e
i so0
| - 40
(- 30
- 20
\ 10
" _
03:25:00 03:30:00
Period: 2% ¥ Duration: 10m v~ ﬂ
Timestamp Latency (ms)
2024/03/12 03:30:38 6.48 -
2024/03/12 03:30:40 3.78
2024/03/12 03:30:42 0.87

Click [Export] on the right side of the screen to export the ping results to a CSV file.
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8.9.7 Check the received Syslog
From Rev. 20221026.0600, you can now check syslog on the [Syslog] tab.
Click the [Download] button to download the syslog file.

Click the [View] button to view the syslog on your browser.

© Dnbomds Inventory  Changes Jobs | TerminalProxy Search Compliance | Monitors _Incidents  Map | MiBs Networic | <All> ' scorreale Logout Settings Help
i Sets Templates  AlertPoliies  Violations  SNMPTmps  Syslog
=2 Follow | <&, Download | % Delete
5
File Name FiloSize
g
sysoglog 203w
o
@ | wiogloglox ss321K6
=
&

Log: syslog.log Clear | Mark

Following
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8.9.8 Advanced Syslog file settings

8.9.8.1 Set Syslog file retention period/size Set the retention period for Syslog files.
1. Click Settings on the Global Menu.
2. Click [Syslog] and set each item.

Server Settings

Data Retention Enable Syslog Server

System Backup Enable realtime backup

Mail Server Log size (MB) | 10 ﬁ
SNMP Ti

faps Log count 2 ﬁ

N

Users

Days to keep | 3
Roles id

i v
External Authentication Time Interval |gilong
Custom Device Fields [J DNS resolve the sender address

Memo Templates

Launchers Syslog Rules
SaBtges Filter Action
Networks Level : = Any file : syslog.log
Network Servers
Syslog
Software Update
Web Proxy
Change Approvals
Cisco API
Device Label
SNMPv3 User v ﬂ ‘
oK Cancel
Items Explanation
Enable Syslog server Set enable (start)/disable (stop) the
Syslog server.
Enable realtime backup Enable/disable realtime backup while
leaving the syslog server on.
Log size (MB) Specify the size of the syslog file.
Log count Specifies the number of rotated files to
keep.
Days to keep Specifies the number of days to retain
rotated files.
Time interval Rotates syslog files at specified time
intervals.
DNS resolve the sender address Performs a reverse DNS lookup for the

Syslog source IP address and records
the host name in the Syslog file.

3. Click [OK].
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8.9.8.2 Set up Syslog rules According to set conditions, you can sort Syslog output destinations,
forward Syslogs to other hosts, and exclude unnecessary messages.

To add a Syslog rule:
1. Click Settings on the Global Menu.
2. Click Syslog, then the L* button under [Syslog rules].

Server Settings

Data Retention Enable Syslog Server

System Backup Enable realtime backup
Mail Server Log size (MB) | 10 ﬂ
SNMP T
aps Log count 2 ﬁ
Users =
Days to keep | 3 ~

Roles
i v
External Authentication Time Interval |gNoRg

Custom Device Fields [0 DNS resolve the sender address

Memo Templates

Launchers Syslog Rules
Smart Bridges Filter Action
Networks Level : = Any file : syslog.log

Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User - ® |5 K
oK Cancel

3. In the left sidepanel, click on [Syslog Filter] and [Syslog Action] to configure settings.

Add Rule

Syslog Filter Log Level Any v (Jinclude higher levels

Syslog Action IP Address ® Single O Range

e

Hostname ‘

essge |

Time From: 0 g 0 ﬂ To: |0 %: 0 ﬂ
@sun @mon BTue @Bwed @BThu @@Fi @ sat

Add Rule

Syslog Filter Action Output to file v

Syslog Action
| File Name syslog log

E.g. syslog.log
Split files by:

@® None

O Log level
O IP Address
O Hostname
QO Time

OK | cancel
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Syslog filter Items

Filter

Explanation

Log level

IP Address

Hostname

Message

Time

Day of week

Filter by Syslog level. If you enable the “Include
higher levels” option, filtering will be performed at
the selected level and above.

Filter by IP address.

[Single] filters by a single IP address

[Range] filters by IP range

If not entered, filtering by IP address will not be
performed.

Filter by hostname.

If not entered, filtering by host name will not be
performed.

Filters syslogs containing the specified string.

In the “Message” field, you can filter by partial
match.

Uppercase/lowercase letters are case sensitive.
Filtering based on regular expressions (Regex) is
not supported.

If not entered, message filtering will not be
performed.

Filter by time.

Syslogs received within the time specified by the
start time and end time are subject to filtering.
Filter by day of the week.

Syslog action

Action Item

Explanation

Output to file File name

Split files by

Forward Transfer format

Target IP/Host name
Port

285

Specify the Syslog file name to
output.

Divide the output Syslog file into
specified units.

None: Do not split

Log Level: Divide by log level
IP address: Divide by IP address
or octet (1st, 2nd, 3rd)

Hostname: Split by host name
Time: Divide into selected time
units

Select the transfer format from
Syslog and SNMP.

Specify the forwarding destination.
Set the forwarding destination port
number.
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Action Item Explanation

Protocol Select the transfer protocol from
UDP or TCP.
Displayed when the transfer format
is Syslog

Spoofed source IP Displayed when the transfer format
is Syslog

Community Specify the SNMP trap community.

Discard

Displayed when the transfer format
is SNMP

Excludes the Syslog specified by the
Syslog filter and will no longer log
it to the Syslog file.
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4. After setting, click [OK].

y

Add Rule
Syslog Filter Action Qutput to file v
Syslog Action
‘ File Name error log
E.g. error.log
Split files by:

@ None

O Log level

O IP Address

O Hostname

O Time

OK | Cancel

5. Click [OK] on the server settings screen.

Server Settings

Data Retention Enable Syslog Server

System Backup Enable realtime backup
Mail Server Log size (MB) | 10 ﬂ
SNMP Ti -
raps Log count 2 ﬂ
Users -
Days to keep | 3 =
Roles

i v
External Authentication Time Interval | HOng

Custom Device Fields [CJ DNS resolve the sender address

Memo Templates

Launchers SEEp M=
Smart Bridges Filter Action
Networks Level : = Any file : syslog.log

Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPV3 User > ¥ | | &
OK Cancel
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8.9.8.3 Save syslog files to external storage Normally, received Syslogs are saved to a local sys-
log.log file, but by linking with an NFS/SMB server, they can be saved to external storage.

You must restart the ThirdEye appliance for this setting to take effect.

1. Click Settings on the Global Menu.

i Smart Change ii Reports

=

2

2. Click [Syslog] and check “Logging to external storage”.

Server Settings
Data Retention ~ Enable Syslog Server
System Backup Enable realtime backup

Mail Server Log size [ME) | 20 ﬂ
SNMP Traps logcount |5 ﬂ
Users

Days to keep | 2 ﬂ

Roles

External Authentication Time Interval (Hone ¥
Custom Device Fields DMNS resolve the sender address
Memo Templates External Logging

Launchers
Log to external attached storage

Smart Bridges

Metworks
Syslog Rules

This “External logging” option is displayed when linked with an NFS/SMB server.
3. click [OK].
4. Click [OK] on the reboot confirmation screen.

ThirdEye must be restarted for the settings to take effect. Click OK and ThirdEye will automatically
restart.

Changing the syslog.log file location from local to external storage copies the local file to
external storage. However, changing the syslog. log file location from external to local storage
does not copy the files to external storage locally. This is not supported for security reasons.
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8.9.9 ICMP polling
ThirdEye’s ICMP monitor consists of the following settings:

* Interval
e ICMP Send Count
* Retry

ICMP timeout is always 2 seconds and cannot be changed.

A description of each item is shown below:

ICMP Ping 7 Period:| 30 E History: (O——— 3 months

Number of ICMP packets: @ Two ICMP packets (roundtrip time measurement will be the lesser of two packets)

(O One ICMP packet (roundtrip time measurement will be less accurate)

ICMP failure behavior: ® Automatic retries
() No retries
« 7 Triggers

€2 No Response Threshold

Time window: 2 m Count: 3

Alert Policy: ‘ Simple Incident Policy Severity:  Warning v Message: ‘ No response from node
Item Explanation
interval ICMP monitor polling interval
ICMP transmission count Select the number of ICMP packet

transmissions from the following.
sent twice
For “roundTripTime”* (response time)
that can be monitored with the ICMP
monitor, the smaller value of the two
times is saved.
send once

retry Separately from the number of ICMP
transmissions, select whether to
perform retries.
automatic retry
If there is no response to the first poll
and automatic retry, automatic retry
will not be performed in the second
and subsequent polls.
none
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8.10 Operation image 1

Setting details
Item Setting value
interval 30 seconds
ICMP transmission count Send once
retry automatic retry
Explanation

If you set the interval to 30 seconds, a ping (in this case 1 time) and 5 retries will be executed within 30
seconds. The retry interval is dynamically averaged based on the monitor’s polling interval, here 5.2
seconds.

8.11 Operation image 2

Setting details
Item Setting value
interval 5 minutes (300 seconds)
ICMP transmission count sent twice
retry automatic retry
Explanation

If the ICMP transmission count is “send 2 times”, pings will be sent 2 times and then retries will be
performed 5 times.

The retry interval is dynamically averaged based on the monitor’s polling interval, but is up to 25
seconds, so a long interval will perform as shown above.

Time required until alert occurs:
Theoretical value: 30 seconds (2+5.2*5+2) if the interval is set to 30 seconds.
Additionally, ThirdEye has “response confirmation” and “period” as triggers for generating alerts.

In the response confirmation trigger, you can use “count” and “period” to generate an alert if “there is
no response N times within a certain period of time.”

In the below case, an alert will be generated if there is no response twice within 3 minutes.

Sample image

€2 No Response Threshold

Time window: 2 m Count: 3

Alert Policy: | Simple Incident Policy Severity:  Warning v Message: | No response from node

290 Copyright © 2025 LogicVein, Inc.



In period triggers, you can use “conditions” in addition to “count” and “period” of response confirma-
tion triggers. The “condition” can be the round trip time (RTT) of the ping response packet and the
packet loss percentage.

By using these conditions together, it is possible to perform monitoring. For example, even if a ping
response is returned from the monitoring target, the RTT does not reach the level expected by the user,
so it is judged as NG and an alert is generated.

Sample image

#/ Time Window Trigger
Conditional:‘ © 200 -
Alert Po\icy:‘ Simple Incident Policy Y Severity: Warning h
Time window: I i ) Count: 3
Message:‘ Node is in violation of trigger condition, times within
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8.11.1 Monitoring using Agent-D

Monitoring using an SNMP agent requires installing the agent on the monitored device, and if there are
many targets to be monitored, installation alone can take a lot of time.

Agent-D is an SNMP agent for server monitoring. By installing Agent-D on a Windows or Linux-based
OS, you can monitor the server’s CPU, memory, logs, etc. It allows you to bulk distribute (install) on
monitored devices, and reduce installation time.

8.11.1.1 Install on Linux Download the installer from ThirdEye and install it on any Linux. Sup-
ported OS are RedHat Linux 7/8, CentOS 7/8, and Ubuntu.

1. Click Settings on the Global Menu.
]

Network: Demo Vv scorreale Logout Settings Help

- Device k= Inventory @ Tools “% Change % Smart Change LY Reports

Software End ... Software End ...  Traits Violation
Licmp Y nr Yo
@ No response f...
aoa

2017/03/01 2022/02/28 [icmp I ncm Lsnl
No response f...
No response f...

2. Click [Agent-D] and the ledt sidepanel, then click [Download Linux Standalone Installer].

Server Settings

System Backup “  Click download link to download Agent-D installation files of the required installer type.
Mail Server Download Windows Domain Installer

SNMP Traps Download Windows Standalone Installer

Users Download Linux Standalone Installer

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label
SNMPv3 User

Agent-D

3. Copy the downloaded file to the installation destination Linux server.

4. Unzip the downloaded file using the unzip command.

292 Copyright © 2025 Logic Vein, Inc.



293 Copyright © 2025 LogicVein, Inc.



5. Run install.sh.

6. Enter ThirdEye’s IP address and press the [Enter] key.
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8.11.1.2 Install on Windows Download the installer from ThirdEye and install it on any Windows
server. Windows OS Server versions 2016, 2019, and 2022 are supported.

1. Click Settings on the Global Menu.
-

Network: Demo Vv scorreale Logout Settings Help

" Device = Inventory @ Tools % Change % Smart Change ] Reports

Software End ...  Software End ...  Traits Violation
GEDED €1
D @D €1 No response f...
Licmp Y rem Lol

2017/03/01 2022/02/28 [icmp I ncm Isnl
No response f...
No response f...

2. Click [Agent-D] in the left sidebar, then click [Download Windows Standalone Installer].

Server Settings

System Backup “ Click download link to download Agent-D installation files of the required installer type.
Mail Server Download Windows Domain Installer

SNMP Traps wnl in ndalone Installer

Users Download Linux Standalone Installer

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label
SNMPv3 User
Agent-D

_ OK | Cancel
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3. Copy the downloaded file to the Windows server where you will install it.

4. Unzip the downloaded file and doubleclick the file “agent-d-standalone.msi” to run it.

5. Click [Next].

ﬁ Agent-D Setup

flex]

Welcome to the Agent-D Setup Wizard

The Setup Wizard will install Agent-D on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

Cancel

6. Enter ThirdEye’s IP address or hostname and click [Proceed].

Installation will begin.

]ﬁ LegicVein Agent-D Installer — *
Please enfer the IP Address / Hostname of LogicWein Server / Bridge.
IP Address/Hostname I
1 Agent-D Setup - *
Installing Agent-D @
Please wait while the Setup Wizard installs Agent-D.
Status:
I —
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7. Click [Finish].

ﬁ Agent-D Setup

Completed the Agent-D Setup Wizard

Click the Finish button to exit the Setup Wizard.

o
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8.11.1.3 Windows service monitoring Use Agent-D to obtain information about Windows services
on the installed Windows server. By setting thresholds for service status, you can issue an alert when
the threshold is exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >
[Templates] tab.

» Windows Service Status

The [Agent-D] > [Agent-D] > [Windows Services] plug-in can be set up as as a monitor for a Windows
server device:

1. Doubleclick the device for which you want to configure a monitor to open the device details.

amnsoAapayL @

2. Click the L] button, then click [Agent-D].

netd248 - 10.0.0.248
netld248 - 10.0.0.248  actions. EDCEDEDEDD

= oetail ICMP Ping
Cateh Al Trap (Defaul) Roundtrip Time: 036me
Perio /o Packet Loss o%
CMP Ping Defaut)

Period: 305 ICMP echo

HTTP

) icvp
MysaL
PostgresQL

SNMP
3 SNMP Trap
© 1cp port

&
]

[
2sli[x]e =

3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifes the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

netld248 - 10.0.0.248
netld248 - 10.0.0.248  actions.. EDCEDEDEDD

B | Detal Windows Service 7 Perio| 1 @)  Histo: O——3months

Catch All Trap (Defaut)
Period: /a Please select a plugin by dlicking the *Plugin Library... button
ICMP Ping (Defaut)

Period: 30s ICMPecho ', Plugin Library...

298 Copyright © 2025 LogicVein, Inc.



4. Click [Plugin Library...].

netid248 - 10.0.0.248

netld248 - 10.0.0.248  scuons.

B Detail Windows Service ?  peiod| 1 (@ Histor: O—3months
Cateh All Trap (Defauit)
Period: n/a Please select a plugin by clicking the “Plugin Library...” button
ICMP Ping (Default)
Period: 05 (VP echo |, Plugin Libary... 2 %

5. Select [Windows Services] and click [OK].

Find Agent-D Plugin

Search Plugins

Name - n

s -- Sy e e "
Linux/Windows CPU Collects metrics on the system CPUs

Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.

Windows Memory Collects system memory metrics.

Windows Process Collects process metrics.

Windows Services Report Windows service status.

Windows System Collects metrics about system performance.

0K | Cane
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6. Add the service name to be monitored by entering it in the [service_names] field Service name
is an exact match. (uppercase and lowercase letters are not sensitive)

Windows Service ? peios| 1 @D History: O—3monns

Report Wind status.

the following values:

© Q] titotsenicemames

P e |peyvnlpeym—] yrz—

6. Check the items you want to obtain in [Output Fields] and click [Save].

Windows Servic

) rewi| 1 @D oo O morte sove| e |

Pugin sy, | B Dervea etnc < 4 oggens

Now, Agent-D will send the service information and you can check it in the device details.

Windows Service

Service Name - Display Name State Startup Mode

AJRouter "AllJoyn Router Service™ 1 3
ALG “Application Layer Gateway Service” 1 3
ApplDSve “Application Identity” 1 3
Appinfe “Application Information” 1 3
AppMgmt “Application Management” 4 3
AppReadiness "App Readiness” 1 3~
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8.11.1.4 Windows event log monitoring Use Agent-D to obtain Windows event log information
for the installed Windows server. An alert can be issued when an event log containing a specific string

is detected.
The following templates are registered in advance as monitors for HDD monitoring on the Monitors >
[Templates] tab.

* Windows Event Log Monitor

1. Doubleclick the device for which you want to configure a monitor to open the device details.

Inventory  Changes  Jobs Terminalproxy  Search  Compliance  Monitors incidemts Map  MIBs . Ntvon e <All> v scorreale Logout _Settin

@ oo
S~ sechierio 0153+ | Addcriteria ~| @| © <5 Device &3 Inventory W Tools “ Change & smart change |
g: = 1P Address Network Adapter  a HWVendor  Model DeviceType 05 Version Serialt Backup Durat...  End Of Sale End Of Life Software End .. ~ Software End ... Traits Violation
me td ®o Nesw mp. [ Lo Lo Lic
<
o
o
£
&
c " esulspo page
@ Monitors | Violations  SNMP Traps | Attachment It

[ 014 o w [ [
o o
on o
o 24 o 0
Captured: 2024/
Total () Used @) Used (%)

Last Captured 2024/03/2

2. Click the [* button, then click [Agent-D].

netld - 10.0.0.183 adtions.. http _ https [ icmp Zsnmp.

= Detail ICMP Ping
Catch All Trap (Default) Round-trp Time: 0.06ms
Period: n/a Packet Loss: o

ICMP Ping (Default) Linux CPU S
inux tats

Period: 305
A UsageUser (%) Usage System... Usage
242 437
463 1244
From e ( 212 550
Y- From Monitor Set. cuz an A
New
Agent-D Linux Disk Stats
Device - Free (B)
HrTe dm-0
) 1cve
raotfs
MysaL
sdat
| Postgresal
SNMP
B SNMP Trap
@ 1cp port
* |7 X | =

3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifes the interval.
The [History] slider specifies a data retention period of 3, 6, or 12 months.

Windows event Log 7 st 1 @D sy O3 monhs )
Phugin ubray..

4. Click [Plugin Library ...].
Windows event Log 7 weros| 1 @D Hstory: O— 3 months dlose

Please select a plugin by clicking the "Plugin Library..” button

Plugin Library..
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5. Click Windows Eventlog, then click [OK].

Find Agent-D Plugin

‘ Search Plugins

Name 4. Description

Agent-D Status Monitor Agent-D status and enable debug logs.
Linux Processes Collects system process metrics.

Linux/Windows CPU Collects metrics on the system CPUs

Disk

Linux/Window: cts metrics about disk usage

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.
Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

6. Check the event logs you want to monitor.

Windows event Log 7 beiod| 1 @D Histor: O—3months save | | Close
Moritors the Windows event og

Plugin Config
e Acvanced Configuration
Moritor sstem log
Moritor appiiation log
Monitor security log

Output Fields

Name. Type

aeated tmestamp

record id integer

event id integer

level integer

source string

message sing .
Plugin Ubrary... ¢ * 74 Trggers

7. Click [Use advanced settings] to specify in XML format.

Windows event Log 7 Period: (I min } History: (O—— 3 months

VIONITOTS TNe WINAOWs event 10g.

Plugin Config

Use Basic Configuration

XML Query - Enter the XML query following the Windows Event Log Query Schema

<QueryList>
<Query Id="@">
System">*</Select>
Application">*</Select>
<Select Path="Security">*</Select>
</Query> -
</QuerylList> 4

Output Fields

Name Tune

8. Check the items to be retrieved in [Output Fields].

Windows event Log .7 Period: L in ) History: (O—— 3 months Save | Close

MIONITOTS Tne WINaows event iog. -

Plugin Config
Use Basic Configuration
XML Query - Enter the XML query following the Windows Event Log Query Schema

<QueryList>
<Query Id="0">
<Select Path="System">*</Select>
<Select Pat pplication”>*</Select>
<Select Path="Security">*</Select>
</Query> -
</QueryList> “

Output Fields

Name Type

created timestamp

record_id integer

event_id integer

level integer

source string

message string .

Plugin Library... ar S 4/ Triggers
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9. Click [Save].

Windows event Log 7 Period:| 1

VIONITOTS TNe WINows event iog.

Plugin Config
Use Basic Configuration

XML Query - Enter the XML query following the Windows Event Log Query Schema

<QueryList>
<Query Id="e">
<Select Path="System">*</Select>
<Select Path="Application">*</Select>
<Select Path="Security">*</Select>
</Query>
</QueryList>

Output Fields

Name
created
record_id
event_id
level

source

[ N<N<N<N<]

message

. Plugin Library... Derived Me v 24 Remove & Triggers

Windows EventLog

| 2021/03/23 [ - | 202100323 [E

Time Level
2021-03-23709:39:23.544
2021-03-23T09:36:22,.759
2021-03-23709:27:50.760
2021-03-23T09:25:48.828
2021-03-23709:18:43,694
2021-03-23T09:12:43.909
2021-03-23709:11:24.890
2021-03-23709:11:24.874
2021-03-23709:10:54.851
2021-03-2370%:10:54.819

IS NN NS

NI NN

History: (=3 months

Type
timestamp
integer
integer
integer
string

string

Source

“Service Control Manager”
“Service Control Manager”
“Service Control Manager”

Service Control Manager”
“Service Control Manager”
“Service Control Manager”
"Service Control Manager”
“Microsoft-Windows-Security-SPP”
“Microsoft-Windows-Security-SPP"

"Microsoft-Windows-Security-SPP”

303

Now, the event log information will be sent from Agent-D and can be checked in the device details.

“Network Setup Service H—E Z... ~
“Network Setup Service S—E 2.
“Windows Modules Installer £—...
“Windows Modules Installer £—...
“Microsoft Account Sign-in Assista...
“Microsoft Account Sign-in Assista...
“Software Protection #—E g ...
V7 bozPRET-EAD 202..
"S> ZEZEE (slui.exe) VK8

WIROITREY-EALK. v
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8.11.1.4.1 Distribute and install Agent-D using Group Policy on domain controllers You can
install Agent-D on multiple servers in bulk using new or existing Active Directory group policies. You
can download the MSI file by clicking Settings > [Agent-D] > [Download Windows Domain Installer]

in the Global Menu.

System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label
SNMPv3 User
Agent-D

Server Settings

= Click download link to download Agent-D installation files of the required installer type.

Download Windows Domain Installer

Download Windows Standalone Installer

Download Linux Standalone Installer

OK Cancel

Please check the Microsoft Docs guide “Install software remotely using Group Policy” for details:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-

install-software
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8.11.1.5 Install on Linux

8.11.1.5.1 Distribute and install Agent-D from ThirdEye For Linux, if you are in an environment
where you can SSH into Linux from ThirdEye, you can install Agent-D from the ThirdEye menu. By
selecting devices at once, similar to configuration backup, you can distribute to many devices at once.

1. Set the authentication information (username/password) for SSH connection.

Credentials

Network Groups 10.0.0.0/8 Add address:
i 192.168.0.0/16 (IP, CIDR, Wildcard, or Range)
Credentials VTY Username: ‘ Ivi
LAB1
VTY Password: ‘ """"
CORE
LAB2 Enable Username: ‘ Ivi
Enable Secret/Password: ‘ -------
SNMP Get Community: ‘ public

SNMPv3 Authentication Username: ‘

SNMPv3 Authentication Password: ‘

SNMPv3 Privacy Password: ‘

Database Username:

|
| %] ¢ %] 0| & Detabase passworc: ‘

2. Add a Linux device to monitor.

Add Device

IP Address: | 192.168.40.200

Default to Linux for SSH hosts with no supported adapter

3. With the Linux device to be monitored selected, click [Agent-D Linux Installer] on the Inventory
menu.

DeviceType 05 Version Serialt BackupDurat.. EndOfSale  End OfLife
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If [Agent-D Linux Installer] is grayed out and cannot be selected, there may be no Linux adapter
assigned to the selected device. Make sure that a Linux adapter is assigned to the target device.
You can check from [Edit device properties] in the device menu:

Edit Device

IP Address: ‘ 10.0.0.143

Hostname*: ‘

Adapter: Linux v
Network: Default v
Identified Byt: IP Address v
End Of Sale: click to edit -zf
End Of Life: click to edit i
Software End Of Sale: | click to edit -T
Software End Of Life: | click to edit -T

Custom Fields

Custom 1: click to edit
Custom 2: click to edit
Custom 3: click to edit
Custom 4: click to edit
Custom 5: click to edit

*Edits to the hostname will be overridden on next detected change.

+tWhen a device is identified by Hostname, the hostname will never be automatically

updated.
Save | Cancel

4. Click [Install/Update] > Execute.

Agent-D Installer

Operation  Install/lUpdate v

Execute | Cancel

5. The installation will execute and the results will be displayed in the bottom half of the screen.

Install Agent-D
Install Agent-D (2024/05/09 08:01)

Hostname

+ devstorage

ot

1P Address Network Duration (seconds)
100405 Defauit "
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8.11.1.6 CPU monitoring Use Agent-D to obtain CPU information for the installed server. By
setting thresholds for CPU usage, etc., you can issue an alert when the threshold is exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >
[Templates] tab.

* Linux CPU Stats

* Windows CPU Stats
The plugin in the [Agent-D] > [Linux CPU] window can set up as a monitor for a CentOS device.
(Refer to the 5.3.7 Monitor SNMP traps (all) section for instructions.)

1. Doubleclick the device for which you want to configure a monitor to open the device details.

uuuuuuu

2. Click the L* ] button, then click [Agent-D].

devstorage - 10.0.40.5

devstorage - 10.0.40.5 actions... oo
From Template...
om fempate ICMP Ping

Hjoeta From Monitor Set...
Catch All Trap (Default) - Round-trip Time: 0.35ms
Period: n/a ) Agent-D Packet Loss: 0%
ICMP Ping (Default) 3]
Period: 30s HTTP ICMP echo
1) 1IcMP
| mysaL
_| PostgresaL
" SNMP
B SNMP Trap
£ 1cp Port
&
@
|
()
F|Z|l|X|e 3
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3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifes the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

0 a

devstorage - 10.0.40.5

devstorage - 10.0.40.5  actions.. Monitors  Violations
= petail | Linux CPU Stats | berot| 1 @D History: O— 3 montns

Catch All Trap (Default)

Period: n/a Please select a plugin by clicking the “Plugin Library..." button

ICMP Ping (Default)

Period: 30s ICMP echo Plugin Library... v *®

4. Click [Plugin Library...].

devstorage - 10.0.40.5

devstorage - 10.0.40.5  actions.. Monitors  Violations
= Detail | Linux CPU Stats| | eerot| 1 @D ristory: O— 3 months

Catch All Trap (Default)

Period: n/a Please select a plugin by clicking the "Plugin Library..." button

ICMP Ping (Default)

Period: 30s ICMP echo Plugin Library... = ®

5. Select [Linux CPU] and click [OK].

Find Agent-D Plugin

‘ Search Plugins

Name 4 Description

Agent-D Status Monitor Agent-D status and enable debug logs.
Linux Processes Collects system process metrics.
Linux/Windows CPU Collects metrics on the system CPUs
Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.
Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

-
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6. Check the items to be acquired in Plugin Config.

devstorage - 10.0.40.5 actions..
- i -~
== Detail Linux CPU Stats 7 Period: 1 History: {—— 3 months
Catch All Trap (Default) catchalltrap
Period: n/a Collects metrics on the system CPUs
ICMP Ping (Defaulty
Period: 30s ICMP echo  Plugin Config
D Collect raw CPU time metrics (collect_cpu_time)
D Compute and report the sum of all non-idle CPU states (report_active)
Output Fields
Show Advanced Metrics
Name Type
usage_user float
usage_system float
usage_idle float
float
”» S D gn
Item Description

Collect raw CPU time metrics
(collect_cpu_time)

Compute and report the sum of
all non-idle CPU states
(report_active)

Collects the time the CPU was used. If it is not checked, no

value will be displayed even if you check the field starting from

time_ in Output fields.

Calculate the total value of values other than

idle/guest/guest nice. If there is no check, no value will be
displayed even if time active/usage active is checked in the

Output fields.

7. Check the items to be retrieved in Output Fields and click [Save].

Linux CPU Stats 4
|__J LOMpUTe and report tme sum of ail NON-Idle LFU STates (report_actve)
Output Fields
Show Advanced Metrics
Name
usage_user
usage_system

usage_idle

usage_nice
usage_iowait

Plugin Library... | [ Derived Metric | < ®

Period: L min )

History: (O——3 months

Type
float
float
float
float
float
float

/¢ Triggers

Save | Close
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In Agent-D’s Output Fields, common monitoring items are checked by default. To view other
monitoring items, click “View details”.

Now, Agent-D will send the CPU information and you can check it in the device details.

Jevstorage - 10.0.40.5  actions.. icmp L snmp L ssh] agent-d

= Detail CPU Stats

CPU Stats (Linux) { snmp hrProcessorloadAvg: 1.05
Period: 30s HOST-RESOURCES-MIB/hrProcessorTable  Index ~ hrProcessorLoad
dd Genuinelntel: Intel(R) Xeon(R) CPU E5-2660 v4 @ 2.00GHz (196608)
Period: 1m Linux/Windows Memory metrics  Genuinelntel: Intel(R) Xeon(R) CPU £5-2660 v4 @ 2.00GHz (196609)
Disk 1/O @IT)  Genuinelntel Intel(R) Xeon(R) CPU F5-2660 v4 @ 2.00GH; (196610)
Period: 1m UCD-DISKIO-MIB/diskiOTable  Genuinelntel: Intel(R) Xeon(R) CPU F5-2660 v4 @ 2.00GHz (196571)
ICMP Ping (Default) @D  Genuinelntel: Intel(R) Xeon(R) CPU ES-2660 v4 @ 2.00GHz (196612)
Period: 305 ICMP echo
Interface Stats (Linux) em 94
Period: 30s IE-MIB/ifTable  Active: 5593673728

Available: 32532316160
Storage Stats (Linux) [ snmp Bufered ——
Period: Sm HOST-RESOURCES-MIB/hrStorageTable |\ o 16260596480

Free: 23281385472
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8.11.1.7 Get the overall CPU usage Agent-D’s CPU monitor obtains information on a per-core
basis. Click [Calculated Metrics] to get the overall CPU usage.

1. Doubleclick the CPU monitor to open it.

2. Click [usage active] from [Output Fields] menu.

Linux CPU stats & Period: 1 D History: O=—— 3 menths Save | Close
Compute and report the sum of all nen-idle CPU states {report_active) -

Qutput Fields
Show Advanced Metrics

Name Type

aS Lrage_usei st
usage_system fioat -
usage_idle float |
[ usage_active fioat

usage_nice fioat

usage_iowait fioat -
-

. Plugin Library... | E Derived Metric | h « ¢ Triggers

3. Click [Derived Metrics] > [Metrics over indexes] > [Aggregation of Multiple Indexes].

Name Type

B Uaye_user nuat
-
usage_system float
usage_idle fioat |
7 o -
£ usage active ﬁ Metrics over indexes... v E Aggregate of metric..
usage_nice ﬂ Conditional Count...
usage_iowait float -
- ﬂ Advanced metric expression..
. Plugin Library... | E Derived Metric | Py « ¢ Triggers

4. Change the metric name (The usage_active aggregate in the example above) to something
meaningful and choose the aggregation type.

5. Click [Save].

With the above steps, you can display the aggregated value of usage acticve for each index (each core).
By setting a threshold for this, it is possible to monitor the overall CPU usage rate.
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8.11.1.8 Memory monitoring Use Agent-D to obtain memory information for installed servers. By
setting thresholds for things like memory usage, you can issue an alert when the threshold is exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >

[Templates] tab.

* Linux Memory Stats

* Windows Memory Stats

The [Agent-D]>[Windows Memory] plug-in can be set up as as a monitor for a Windows server device:

1. Doubleclick the device for which you want to configure a monitor to open the device details.

ouE

awsoAZPIYL D

inra.vi.cojp - 192.168.30.111

2zl

*|

2. Click the [ * button, then click [Agent-D].

DESKTOP-A5PCUQL.intra.l...

DESKTOP-A5PCUQL.intra.lvi.co.jp - 192.168.30.111

= Detail

Catch All Trap (Default)

Period: n/a

ICMP Ping (Default)
Period: 30s

Windows Memory Stats

Period: 1m

catchalltrap

ICMP echo

From Monitor Set...

New

From Template..

zed metrics
) Agent-D

L}
HTTP
1) 1IcMP
MysaL
PostgreSQL
" snmP
B SNMP Trap
31 1cp port

(< Jem=al 5]

actions... icmp Jsnmp [ agent-d
ICMP Ping
Round-trip Time: 0.57ms

Packet Loss:

B

Windows Memory Stats
Waiting for a request from Agent-D...
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3. Enter any monitor name, and set the interval and data retention period.

The [Period] field, specifes the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

actions...
Windows Memory Stats 7 period| 1 @D History: =3 months

Collects system memory metrics.

Output Fields
Show Advanced Metrics
Name

Available_Bytes float

float

float

float

ol
Available_MBytes

float

[ Derived Metric | x /7 Triggers.

4. Click [Plugin Library...] and select [Windows Memory] and click [OK]

Find Agent.D Plugin

€ 4 1-aeis b search Plgins

162.168.4039

192.168.40.59 adtions.. icmp L SAMp_ Vit snj
B .pest CPU stats

Please select a plugin by clicking the “Plugin Library.

an
ICMP echo |, Plugin Library...

oK Cancel

5. Check the items for which you want to obtain data in [Output Fields], and click [Save].

—"—_ |
192.168.40.59

192.168.40.59 actions... Monitors  Violations  SNMP Traps  Attachment Interface:
= Detail

CPU Stats Period: L in ) History: =3 months Save | Close

Catch All Trap (Default)

Period: n/a Collects system memory metrics.
ICMP Ping (Default)

Period: 30s ICMP echo  Output Fields

Show Advanced Metrics

Name

Type

active integer
available integer
free integer
total integer
used integer
available_percent float

= Plugin Library... | | Derived Metric | ® 4 Triggers

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other
monitoring items, click [View details].

Now, Agent-D will send the memory information and you can check it in the device details.
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8.11.1.9 HDD monitoring Use Agent-D to obtain the HDD information of the installed server. By
setting thresholds for HDD free space, usage rate, etc., you can issue an alert when the thresholds are

exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >

[Templates] tab.
* Linux Disk Stats

* Windows Disk Stats

The [Agent-D] > [Linux Disk] plug-in can be set up as a monitor for a CentOS device:

1. Doubleclick the device for which you want to configure a monitor to open the device details
window in the bottom half nof the screen.

Inventory  Changes  Jobs

© Dashbourss

Terminal Proxy  Search  Compliance  Monitors Incidents  Map  MIBs

= ] v searchIP/Hostname: 152.166.40.59 Add Criter Laliie)
= aciwin s @ 6]

= IPAddress ¥ Hostname Network

192.168.40.59 Default

sunsaAgpal

C 4 1101 b

192.168.40.59
192.168.40.59

= Detail

actions..

Catch All Trap (Defautt)
Period: n/a

cPU stats

Period: 1m

ICMP Ping (Default)

Period: 305

HWVendor  Adapter Model Device Type  OS Version

icmp snmp agent-d

CPU Stats
Waiting for  request from Agent-D.

catchalltrap’

elsz]uix|e|®

2. Click the L] button, then click [Agent-D].

DESKTOP-ASPCUQL.intra.l...

DESKTOP-ASPCUQL.intra.lvi.co.jp - 192.168.30.111

= Detail
Catch All Trap (Default)
Period: nfa
ICMP Ping (Default)
Period: 30s
Windows Memory Stats

Period: 1m

Serialit EndOfsale  End Of Life

actions... icmp ; snmp | agent-d
ICMP Ping
catchalltrap Round-trip Time: 0.57ms
Packet Loss: 0%
From Template..  [cMpacho | WWiNdows Memory Stats
From Monitor Set... EnE Waiting for a request from Agent-D...
o zed metrics
Agent-D
HTTP
1)) ICMP
MysQL
PostgreSQL
" SNMP
B SNMP Trap
22 TCP Port

Software En...
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3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifes the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

'
1000143 ping jenkins - 1004025

1000143 stins Montors | Vieations_ SNMP Trape_ Asachment
linux dis| 7] peion 1 History: O3 months
inWindowsCPU matic. Pless seec  plugin by clcking the Pgin Lirry.* bution

4. Click [Plugin Library...].

1000183 riog Jenking - 1004025
1000143 sciens Monitors | Vistions | SNMP Traps | Atachment
= oeui [ 7] veot] 1 @D oy Ot monns

Ui oy st

i 1 u fease select  plugin by dicking the “Plugn Library.* utton

Pugini

5. Select [Linux/Windows Disk] and click [OK].

LIveNX Server 2340 LiveAction-23.0...
Find Agent-D Plugin

‘ Search Plugins

Name - Description

Agent-D Status Monitor Agent-D status and enable debug logs.
Linux Processes Collects system process metrics.
Linux/Windows CPU Collects metrics on the system CPUs
Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.

Jin Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

6. Inthe “ignore_£s” field, specify file systems to exclude from data collection.

Several file systems are preset in the exclusion list. Edit as necessary using the ~ (Add),
or .~ (Edit) buttons.

linux disk ./ Period: L min } History: (O—— 3 months

ignore_ts

; Q List of filesystem types to ignore when collecting stats.

&| £ tmpss

‘ | devtmpfs
J 4| devts

‘ 4| is09660
J 4| overlay

(| ] auts

%] # squashts

+ (Delete),
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7. Check the items you want to obtain in [Output Fields] and click [Save].

Show Advanced Metrics

Name

Type
free integer
total integer
used integer

used_percent float

Plugin Library... | [ Derived Metric | - ® /4 Triggers

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other
monitoring items, click “View details”.

Now, Agent-D will send the HDD information and you can check it in the device details.

Device - Free (B) Total (B) Used (B) Used (%)

dm-0 37487988736 39692279508 2204291072 5.35
dm.2 19181060096 198721336 1.03
sdai 803228344 147611648 15.49
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8.11.1.10 Process monitoring Use Agent-D to obtain information about installed server processes.
By setting thresholds for process status, memory usage, etc., you can issue alerts when thresholds are
exceeded.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >
[Templates] tab.

* Linux Process Stats
* Windows Process Stats
The [Agent-D] > [Windows Process] plug-in can be set up as a monitor for a Windows server device:

1. Doubleclick the device for which you want to configure a monitor to open the device details.

OuE

awsohapayL @

2. Click the [* button, then click [Agent-D].

netld - 10.0.0.183

netld - 10.0.0.183 adtions

From Template...

= Detail ICMP Ping
From Monitor Set...
Catch All Trap (Default) New halltrap Round-trip Time: 0.06ms
ot Packet Loss: 0%
Period: n/a ) Agent-D =
ICMP Ping (Default) ﬂ icmp
Period: 30s HTTP ICMP echo Linux CPU Stats
CcPU 4 Usage User (% Usage System...  Usage Idle (%) Usage Active (... Usage Ni
Linux CPU Stats 1) 1emp g (&) ISy 2 ) g ¢ g
Period: 1m | mysaL PUmetrics | SPU4 2R i 200
4.63 12.44 82.89
Linux Disk Stats K PostgresQL coud e 1 o
. - SNMP . . cpub 212 6.60 20383
Period: Tm disk metrics =
B SNMP Trap cpu? 211 332 9433
3 1cP Port
& Linux Disk Stats
El:lj Device - Free (B) Total (B)
6 dm-0 43052273664
15047131136
& | 7 X ‘ = ro.otfs

3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifes the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

Process ./ Period: U min ] History: {J=—— 3 months

Please select a plugin by clicking the "Plugin Library..." button

, Plugin Library... w #
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4. Click [Plugin Library...].

Process 7 Pperiod: 1 History: {J—— 3 months

Please select a plugin by clicking the "Plugin Library..." button

, Plugin Library... ¥ Lad

5. Select Window Process and click [OK].

Find Agent-D Plugin

‘ Search Plugins

Name ~ Description

LA s T LU Sy AL PIORCas 1 i, R
Linux/Windows CPU Collects metrics on the system CPUs

Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event log.
Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

l Windows Services Report Windows service status.
Windows System Collects metrics about system performance.

6. Add the process name to be monitored by entering it in the [Processes] field.

sove | close

7. Check the items you want to obtain in [Output Fields] and click [Save].

Process P pwiod| 1 @D Hetory O—3montis swe | clos

Output Feds
shon

e

ot

ot

ot

In Agent-D’s Output Fields, common monitoring items are checked by default. To view other
monitoring items, click “View details”.

Now Agent-D will send the process information and you can check it in the device details.

Windows Process

Process = Percent Process... Virtual Bytes Working Set Private Bytes Thread Count Handle Count
conhost 0 2203509063680 24780800 6057984.00 4 306
conhost#1 2 24100864 4 306
gsrss 2 4661248 2281472 10 502.00
gerssEl 0 2203401546784.00 3932160.00 1712128.00 9 160
corssE2 0 2203465809920 5982528 2994176 10 373
ctfmon 0 2233468431360 21942272 7856128 ] 434 -
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8.11.1.11 Monitor the number of processes If you want to monitor the number of running pro-
cesses, you need to add a metric to count the number of processes.

1. Open the process monitor by doubleclicking it.

2. Click [Calculated Metrics] > [Metrics over indexes] > [Total Condition Passed].

Process Period: L i History: (O—— 3 months
| I~
Output Fields
Show Advanced Metrics

Name

Type
Percent_Processor_Time float
O percent_User_Time float
Virtual_Bytes float
Working_Set B Metrics over indexes... v B float
Private_Bytes [ conditional Count... float
Thread_Count float

[ Advanced metric expression...

Plugin Library... ‘ | Derived Metric 44 Triggers

3. Change the count metric name to something meaningful, and set the calculation formula.

(In the figure below, the metric name has been changed from the initial value “count-metric” to
“notepad-count”)

Process Period: (I in ) History: (O—— 3 months
& viruar_syres

Toat
Working_Set

float
Private_Bytes float
Thread_Count float
Handle_Count float
notepad-count f (nteger)

Plugin Library... ‘ [ Derived Metric ¢ Triggers

notepad-count

Used to derive the count of indexed rows that match the conditional expression, such as count of running processes instance with a given name.

Expression: ‘ notepad

* For Windows, set the process name to “Process”.

Setting calculation formula example: process contains {Process name}

squid-count

Used to derive the count of indexed rows that match the conditional expressior

Expression: squid

* For Linux, set the process name to “process_name”.

Setting calculation formula example: process_name contains {Process name}

‘ notepad-count g ‘

Used to derive the count of indexed rows that match the conditional expression, such as count of running processes instance with a given name,

Expression: notepad

4. Click [Trigger] > [Time Window].

Process 7 bero a1 Q@ vistor O—3months
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5. Once the Count has been set, set conditions using metrics.

#/ Time Window Trigger
Conditonat (s

Alert Pohcy:‘ Simple Incident Policy Severity: Warning A

Time window: 5 @ Count: 3

Message:‘ Node is in violation of trigger condition, times within

Menu item Explanation

Conditional You can specify conditions using the following
items:
is (equal)
"is not" (not equal)
">" (less than, the value on the right is smaller)
"<" (greater than, the value on the right is greater)

6. Set other items (“alert policy”/“severity”/*“Time window”/“count/message”).

7 Time Window Trigger
Conditiona o
Alert Pol\ty:‘ Simple Incident Policy Severity: Warning v
Time wmdow:’75 [ min } COunt:’73
Message:‘ Node is in violation of trigger condition, times within
Item Explanation
Time window Set the period for executing the process.
(Minimum value: 1 minute)
The period that is used as the basis for counting
how many times the process defined in the policy
must be executed within a specified period of
failure.
Count Set the number of times the process must fail
within the set period before executing the process.
(Minimum value: 1)
Alert Policy Specify alert policy.
Severity Select the severity from the following: (Initial
value: warning)
"Emergency", "Alert", "Critical", "Error",
"Warning", "Notification", "Information",
"Debug"
Message Set the message displayed when a failure is

detected. *In order to display the message, the
“Incident Registration” action must be defined in
the alert policy.

7. Click [Save].
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8.11.1.12 Text log monitoring Use Agent-D to obtain log information for the installed server. You
can issue an alert when a log containing a specific string is detected.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >
[Templates] tab.

* Linux Syslog Monitor

* Windows Log File Monitor

Here, we will explain how to set up the [Agent-D] > [Log Fie Monitor] plug-in as a monitor for a Linux
device.

1. Doubleclick the device for which you want to configure a monitor to open the device details.

@ Osbowds  invertory | Cranges | Jobs | TerminslProcy  Seach | Complance  Meritors incidents | Map  MISs
;_i [l ¥ Search IP/Hostname: 1000248~ Add Criteria ¥ | &) ©
g = 1P Address Hostname Network Adapter HW Vendor ~ Model Device Type 05 Version Serialit
M © 10002 netid2s Default Logicvein logicvei
<
o©
173
£
T
C 4 t-tet b

netid248 - 10.0.0.248

netld248 - 10.0.0.248  actions.

= Detail ICMP Ping
Catch AllTrap (Defaut) Round-trip Time: 0.40ms
Period:n/a Packet Loss: %
ICMP Ping (Defaut) a»

Period: 305 ICMP echo.

2. click the [* button, then click [Agent-D].

netld248 - 10.0.0.248

netld248 - 10.0.0.248 actions... http | https | icmp L snmp

= Detail ICMP Ping
Catch All Trap (Default) Round-trip Time: 0.45ms
Period: nfa Packet Loss: 0%
ICMP Ping (Default) [icmp ]
Period: 305 ICMP echo

From Template..

From Monitor Set...
New

Agent-D

d
HTTP

1)) IEMP

MysaL
Postgresal

" SNMP

B SNMP Trap

2 1cpPort

e

)
EIEANTNE A
3. Enter any monitor name, and set the interval and data retention period.
The [Period] field, specifes the interval.

The [History] slider specifies a data retention period of 3, 6, or 12 months.

/var/logs/messages 7 period:| 1 @D History: O—— 3 months
Please select a plugin by clicking the "Plugin Library...” button

Plugin Library...
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4. Click [Plugin Library ...].

/var/logs/messages ?  beriod| 1 @D History: O—3months Close
Please select a plugin by clicking the “Plugin Library... button

g by |

5. Select [Log Fie Monitor] and click [OK].

Find Agent-D Plugin

Search Plugins

Name & Description

Agent-D Status Menitor Agent-D status and enable debug logs.
Linux Processes Collects system process metrics.
Linux/Windows CPU Collects metrics on the system CPUs
Linux/Windows Disk Collects metrics about disk usage.

Linux/Windows Memory  Collects system memory metrics.

Log File Monitor Monitor log files on Linux or Windows.
Windows CPU Collects metrics about CPU usage.
Windows Disk Collects metrics about disk usage.
Windows Event Log Monitors the Windows event Iog.
Windows Memory Collects system memory metrics.
Windows Process Collects process metrics.

-

0k Cancel

6. Add the absolute path of the log file to be monitored in the [files] field.

Security settings must be configured in advance so that the Agent-D program can read the target log
file. It runs as the “SYSTEM” user on Windows and as the “telegraf” user on Linux.

/var/logs/messages ) peiot| 1 Q@) Histon: O—3 monts [save | close

gy (32| 6 e £ i

7. Enter grok patterns and grok cusom_patterns.

r— DR Y — [l [o=
P ————

Plugin Confi

Lt ustom patems vesd n gk paters.
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8.11.1.13 Syslog monitoring Use Agent-D to capture syslog information that is forwarded to Third-
Eye. An alert can be issued when an event log containing a specific string is detected.

The following templates are registered in advance as monitors for HDD monitoring on the Monitors >

[Templates] tab.
* ThirdEye Syslog Monitor

Agent-D is pre-installed on ThirdEye, but is disabled by default. If you want to enable/disable Agent-D,

you must restart ThirdEye.

This section will explain how to enable ThirdEye’sAgent-D and set the ThirdEye Syslog Monitor as a

monitoer on the [Templates] tab.

1. Click Settings.

Network:

<All> Vv scorreale Logout Settings Help

! Device [ Inventory & Tools " Change 1?, Smart Change i; Reports

Software End ... Software End ...  Traits Violation

2. Select [Network Servers], check [Enable Agent-D for monitoring this server], and click [OK].

Data Retention
System Backup
Mail Server
SNMP Traps

£ Users

' Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Server Name: support3eye

Hostname/IP Address: | 10.0.0.183

User login idle timeout (minutes): | 30 j

Enable the Terminal Server Proxy (SSH)

Terminal Server Proxy SSH port: 2222
Enable HTTP for web client

Enable HTTP to HTTPS redirection
Enable DNS Lookup

(] Manage by hostname
Enable Agent-D for monitoring this server

Enable SNMP for monitoring this server ~ Configure SNMP Host

CORS Origin whitelist (Access-Control-Allow-Origin):
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3. Click [OK] on the reboot confirmation screen.

ThirdEye must be restarted for the settings to take effect. Click [OK] and ThirdEye will automatically
restart.

Server Settings

Data Retention Server Name: support3eye
System Backup

Hostname/IP Address: | 10.0.0.183
Mail Server

P o Traps User login idle timeout (minutes): | 30 ﬂ
'€ Users Enable the Terminal Server Proxy (SSH)
@ Roles Terminal Server Proxy SSH port: 2222
: External Authentication Enable HTTP for web client
Custom Device Fields e

Memo Templates Restart Required

Launchers

Some changes require the server to be restarted. Would you like to continue?
Smart Bridges

Networks
oK Cancel | :

Network Servers
CORS Origin whitelist (Access-Control-Allow-Origin):
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

.. Device Label

SNMPv3 User - %
OK | Cancel

4. Check for the message “Restarting services ...” and wait a few minutes.
5. A login screen will be displayed. After logging in, click the [Devices] tab.
6. Register ThirdEye’s own IP address as a monitored device from Inventory > [Add Device].

7. Doubleclick to open device details.

© ouborss Changes Jobs  TermimalProxy  Serch | Complance | Monitors | Incdents | Map  Miss
Hu et 1000183~ Add Cr @ o

E |

5 = s Nework  Adipter - WWendor  Mode DwkeType  Osvesion  seia Sadapount.. Endofsae  EndofLife

i © oo et vert Netsp COEDE
&

o

2

19

H

C 4 -t b Rt per page: | 25

netld - 1000.183
netld - 10.0.0.183  acionc.

= Detail

Monitors _ Violations  SNMP Traps | Attachment  Inter

Cateh Al rap (Defaut)

st Capturect 2004105721 08:41
Linux CPU Stats

Py o UsageUser(%) UsageSystem.. Usageldie (%) UsageActive(.. UsageNice (%) Usagelowalt(.. Usagelrq()  UsageSoftirq.. UsagesSteal (%) UsageGuest(.. Usage Gues..
ot 202 a1 206 2 [an 02 0
s 45 124 8289 1 a0 0 0 0 0
i coug 212 0 2083 1 a1 a 0 0 0 0
cout 211 a2 pry [ 0 a 9 0 0 a
Lot Captured: 2024/03/20 075
Linux Disk Stats
Device - Free(®) Total 8) Used (&) Used ()
amn 5052273664 so973642752 521363088 1554
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8. click the L button, and then click [Add from Template].

netld - 10.0.0.183
netld - 10.0.0.183

= Detail

actions... it ttns 1 icmp  snmp . ssh ] agent-d
prem—

From Template... i e

. o
2V From Monitor Set... Packet Loss: 0%
Catch All Trap (Default) New ichalltrap
Period: n/a ©) Agent-D Linux CPU Stats
ICMP Ping (Default) 3] icmp CcPU « Usage User (%)  Usage Sy
Period: 30s &5 wrTe ICMPecho  cpud 242
Linux CPU Stats ) 1cmp cpus 463
Period: 1m =) MysaL PUmetrics  cpub 212
Linux Disk Stats = PostgresQl cpu? 211
X _ SNMP . R
Period: 1m @ disk metrics
SNMP Tra| . .
P Linux Disk Stats
G 7cp port .
ﬂ Device - F
Ej dm-0
D rootfs
sdal

a
EIEAR MR

9. Select ThirdEye Syslog Monitor and click [OK].

Select Template

Search: | Monitor Template
Name
() Linux Process Stats R

Linux Syslog Manitor

) Linux/Windows CPU Stats

7) Linux/Windows Disk Stats

) Linux/Windows Memory Stats
ThirdEye Syslog Monitor
Windows CPU Stats

() Windows Disk Stats

.} Windows Event Log Monitor

() Windows Log File Monitor

) Windows Service Status

Windows Memory Stats

) Windows Process Stats

1-740f74 P

10. Check the items you want to obtain in [Output Fields] and click [Save].

There is no need to change the [files] or [grok patterns] settings that are already set in the template.

ThirdEye Syslog Monitor

Monitor log files on Linux or Windows.

Plugin Conf

files

K] rimmenertiogriogpiosig

grok patterns

’ oo 1 @) iston: O—3months Save | Close

L @ Ustof absolute paths offles that needs
On Linux make sure the ‘elegraf” ser

ed.
o the fls,

st of Grok pattems to be used to parse logs. @

s

Ccustom_patterns

Output Fields

Name
tacity
loglevel
host
descrpt

Type
string
stiing
sting
string
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With the above steps, you can obtain the Syslog information sent to ThirdEye.
Syslog messages are displayed in the “Conditional” field.

ThirdEye Syslog Monitor : /usr/share/netld/log/syslog.log

2021/03/23 [ -| 2021/03/23 i

Time Facility Log Level Hostname/IP Address Description
“LOCALT “WARNING “10.00.249° <188>760137: May 15 10...
LOCALT WARNING 10.0.0.249 <188>760136: May 15 10...
“LOCALT “WARNING “10.0.0.249 * <188>760135: May 15 10..
“LOCALT “WARNING 249 <188>760134:

LOCALT “WARNING 249 " <188>7601
2021-03-23T09:3629.000  “LOCALT “WARNING 100.0.249 <188>760132:
2021-03-23T09:36: “LOCALT “WARNING “10.0.0.249 <188>760131: May 15 10...
2 “LOCALT “WARNING "10.0.0.249 <188>760130: May 15 10...
2 LOCAL7 “WARNING 10.0.0.249° " <188>760129: May 15 10...

23T09:3608.000  “LOCALT “WARNING “10.00.249 <188>760128: May 15 10... v
4 1-10 4
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8.11.1.14 Trigger an alert if any string is included The contents of the [Windows Event Log
General] tab are displayed in the message field of the Agent-D Windows Eventlog plugin. By setting
a filter condition that this “message” field contains a specific string, you can trigger an alert if the
Windows event log contains any string.

1. Doubleclick the event log monitor to open it.
2. Click [Trigger]| > [Time window].

Output Fields

Name Type
created timestamp
record_id integer
event_id integer
level integer
source string
message (':? No Response Threshold string

7V Time window
Plugin Library... « ¢ Triggers

3. Set conditions in the “Conditional” field.

Plugin Library... é 4/ Triggers
7 Time Window Trigger
Conditional: CIEID security

Alert Policy: | Simple Incident Policy Severity: Warning v Automatically coalesce occurrences into a single violation

Time window: LI min } Count: 3
Message: Node is in violation of trigger condition, times within
Setting Item Explanation
Conditional You can specify conditions using the following
items:
contains

You can select other conditional expressions (is,
is not, >, <,not contains), but if you want to
set a condition that includes a specific string, use
contains.
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4. Set other items (“alert policy”/“severity”’/“period”/“count/message”).

Plugin Library... 47 Triggers

7 Time Window Trigger

Conditional: (T CHERD securi

Alert Policy:| Simple Incident Policy Severity: Warning v Automatically coalesce occurrences into a single violation

Time window: Ll min ] Count: 3

Message: Node is in violation of trigger condition, times within

Item Description

Time window Set the period for executing the process.
(Minimum value: 1 minute) The period that is
used as the basis for counting how many times
the process defined in the policy must be
executed within a specified period of failure.

Count Set the number of times the process must fail
within the set period before executing the
process. (Minimum value: 1)

Alert policy Specity alert policy.

Severity Select the severity from the following: (Initial
value: warning)

"Emergency", "Alert", "Critical",
"Error", "Warning", "Notification",
"Information", "Debug"

Message Set the message displayed when a failure is
detected. *In order to display the message,
the “Incident Registration” action must be
defined in the alert policy.

5. Click [Save].
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8.11.1.15 Alert when logs above a certain level occur An alert can be triggered when an event
with a specific log level such as “Critical” or “Error” occurs in the Windows event log. Here, we will
use an example of setting up an alert to be issued when an event with a log level of “error” or higher
occurs.

1. Doubleclick the event log monitor to open it.
2. Click [Trigger]| > [Time window].

Output Fields

Name Type
created timestamp
record_id integer
event_id integer
level integer
source string
message (':? No Response Threshold string

7V Time window
Plugin Library... : ¥ « ¢ Triggers

3. Set the condition using Agent-D’s “level”.

#/ Time Window Trigger
Condil\onal:‘ @ 33

Alert Policy:‘ Simple Incident Policy Severity: Warning v Automatically coalesce occurrences into a single violation
Time window: LI i } Count: 3
Message:‘ Node is in violation of trigger condition, times within
Item Explanation
Conditional You can specify conditions using the following
items:
is (equal)

is not(not equal)
> (less than, the value on the right is smaller)
< (greater than, the value on the right is greater)
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4. Set other items (“alert policy”/“severity”’/“period”/“count/message”).

#/ Time Window Trigger

Condihonal:‘ @ °3

Alert Pol\(y:‘ Simple Incident Policy

Time window: S in |

Severity: Warning

Count: 3

v

Automatically coalesce occurrences into a single violation

Message:‘ Node

is in violation of trigger condition,

times within

[tem

Description

Time window

Count

Alert policy
Severity

Message

Set the period for executing the process.
(Minimum value: 1 minute)

The period that is used as the basis for counting
how many times the process defined in the
policy must be executed within a specified
period of failure.

Set the number of times the process must fail
within the set period before executing the
process. (Minimum value: 1)

Specify alert policy.

Select the severity from the following: (Initial
value: warning)

"Emergency", "Alert", "Critical",
"Error", "Warning", "Notification",
"Information", "Debug"

Set the message displayed when a failure is
detected. *In order to display the message, the
“Incident Registration” action must be defined
in the alert policy.

5. Click [Save].
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8.11.1.16 Trigger an alert if any string is included The content of the Syslog message is displayed
in the “description” field of the Agent-D “Log File Monitor” plugin. By setting a filter condition where
the “description” contains a specific string, you can trigger an alert if the Syslog message contains the
specific string.

1. Doubleclick the [ThirdEye Syslog Monitor] monitor to open it.
2. Click [Trigger]| > [Time window].

Output Fields

Name Type
facility string
loglevel string
host string
description string

(:’ No Response Threshold
¥ Time window

oF Add « ¢ Triggers

3. Set the “Conditionnal” using “description”.

7/ Time Window Trigger
Conditonal error

Alert Pohcy:‘ Simple Incident Policy Severity, Warning v [ Automatically coalesce occurrences into a single violation

Time window: LI min } Count: 3
Message:‘ Node is in violation of trigger condition, times within
Item Explanation
Conditional You can specify conditions using the following
items:

contains (include)

You can select other conditional expressions (is,
is not, >, <, not contains), but if you want to
set a condition that includes a specific string, use
contains.
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4. Uncheck “Automatically coalesce occurrences into a single violation”.

P Add | oo &'/ Triggers

7 Time Window Trigger
error

Alert Pohcy:‘ Simple Incident Policy Severity: Warning v () Automatically coalesce occurrences into a single violation

Time window: LI min ] Count: 3

Message:‘ Node is in violation of trigger condition, times within

In ThirdEye, violations that share the same trigger and index are aggregated into one monitored
log file with the name “Index”. Unchecking “Automatically coalesce occurrences into a single
violation™ allows violations to occur for each log that matches the conditions.

Conditional:

However, violations and emails will occur more frequently than when grouped. And a message
with the same trigger and index will still be aggregated if the first violation has not been cleared.
In such cases, only the most recently detected message will be displayed.

5. Set other items (“alert policy”/“severity”/“period”/“count/message”).

G0 Add | oo < Triggers

7/ Time Window Trigger
Conditional: error

Alert Pohty:‘ Simple Incident Policy 9 Severity: Warning ~ [ Automatically coalesce occurrences into a single violation
Time window: 5 m Count: 3
Message:‘ Node is in violation of trigger condition, times within
Item Description
Period Set the period for executing the process. (Minimum value: 1
minute).

The period that is used as the basis for counting how many times
the process defined in the policy must be executed within a
specified period of failure.

Count Set the number of times the process must fail within the set
period before executing the process. (Minimum value: 1)

Alert Policy Specity alert policy.

Significance Select the severity from the following: (Initial value: warning)

"Emergency", "Alert", "Critical", "Error", "Warning",
"Notification", "Information", "Debug"

Message Set the message displayed when a failure is detected.
*In order to display the message, the “Incident Registration”
action must be defined in the alert policy.
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6. Click [Save].

ThirdEye Syslog Monitor 7 period| 1 History: O3 months save Close

W] e

grok custom patters

4 (@] stof cstom pattems used i ok pottems. @

Output Fields

Name Type
facity sting
logleve sting
host sing
descrpton sting

S add| o ¢ Triggers
# Time Window Trigger
Conditional Peontain: Yd

Alert Policy: Simple Incident Policy Severity: Warning v () Automatically coslesce occurrences into a single violation
Time window: 5 comt| 3

Message: Node @I is in vioation of trigger condiion, times vithin CIITTID
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8.11.1.17 Grok Patterns A grok pattern is composed of:
%{PATTERN NAME:FIELD NAME:MODIFIER(optinon)}
and the content that matches the PATTERN NAME defined by the regular expression put into FIELD_NAME.

Use grok pattern to enter a formula to split a single line of log and include the characters that match
the specified field.

Example:

Logmessage "Aug 20 11:15:40 192.168.0.1 ERROR systemd: Started Hostname Service."
Equation:

%{SYSLOGTIMESTAMP: timestamp}\s%{IPORHOST: iporhost}\s %{ LOGLEVEL:level}\s%{GREEDYDATA :me
Save the value "Aug 20 11:15:40" in the field called “times” using the pattern SYSLOGTIMESTAMP.

grok pattern: %{SYSLOGTIMESTAMP:timestamp}

Save the value 192.168.0.1 in the field called “iporhost” using the pattern IPORHOST.

grok pattern: %, {IPORHOST:iporhost}

Save the value in the field called “level” using the pattern ERROR called “LOGLEVEL”.

grok pattern: %{LOGLEVEL:1level}

Save the value of "systemd: Started Hostname Service." in the field called “message” using
the pattern GREEDYDATA.

grok pattern: %{GREEDYDATA :message}

8.11.2 Grok custom patterns
You can define a new PATTERN_NAME to be used with grok pattern.
Create it using the following syntax: PATTERN NAME(regular expression)

Check the items you want to obtain in [Output Fields] and click [Save].

var/logs/messages ) et @D — s o

Now, Agent-D will send log information and you can check it in the device details.
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8.12

Incidents

The Incidents main tab in centralizes network issue management by aggregating monitoring system
violations into trackable incidents. It automatically groups related events under unique IDs to avoid
duplication, provides status updates (e.g., resolution marking), and retains historical data until manual
closure. Key features include filtering/sorting tools, email notifications, and audit trails for investigat-
ing network health events.

8.13 Anomaly Alert

This feature is utilized to determine the parameters for an alert. It will run for a 14-day period to define
the parameters.

8.14 Enabling a device

1. Select ther device in the Inventory tab.

2. In the [Monitor Tab], double click to select the incident detail to apply the anomaly alert.

3. Click the [Triggers] button, and select [Anomaly Alert].

MIBs  Playbook  Wi-FiClients ~Network  <All> W terrance Logout Settings Help

@ Dushboards | Inventory  Changes | Jobs  TerminalProxy Search Compliance | Monitors | Incidents  Map
—{ Sets Templates AlertPolicies Violations SNMPTraps  Syslog

=2

S Search: ‘ Monitor Set

Q

\T<T'| Name Networks Type Period Detail Apply to new devices
@[] autotest Default, Osaka DC2, Tokyo DC1, Uta..

w

= 1)) autotest device down IcMp m ICMP echo

S

® [+ Cisco Default, Osaka DC2, Tokyo DCT, Uta..

[+] Cisco CUCM
[+] Defautt

Default, Osaka DC2, Tokyo DC1, Uta...

Default, Osaka DC2, Tokyo DC1, Uta

Default, Osaka DC2, Tokyo DC1, Uta

Period: LI min

(®) Two ICMP packets (rounditrip time measurement will be the lesser of two packets)

[+] Dell
4 1-140f14 P

History: {O=== 3 months

autotest device down

Number of ICMP packets:
© One ICMP packet (roundirip fime measurement will be less accurate)
I E @ Automatic retries
V' Time window
@, Anomaly Alert
&7 Triggers

QNo Response Threshold

Time window: ER i }

O No retries

Count: 3

v
Results per page: 100 v

Devices associated with selected Monitor

Close
4 Add | &

Alert Policy: | Autotest Policy Severity: Warning

335

IPAddress = Hostname Network
1000.10 Default a
100034 Default
1000126 tech126222 Default
1000128 tech12888 Default
1000153 testintralvicojp  Default
1000222 tech-15.intravic.. Default

Message: | No response from node 1000225 AlOvThunder  Default
1000249 Device1 Default
1002243 apresia2ia2 Default
1002244 Default
1003.1 Default
100312 public Default
10040121 simulatorintra.lv... Defsult
10.095.1 Default
AAANE AIVE Mimmm ACDA Pinéanils v

4 1-s8ofse P Results per page: 500
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4. Add in your message, click [Save] then [Close].

This will cause the anomaly alert to run for 14 days, during which time it will learn the parameters to

alert on.

Dashboards  Inventory =~ Changes Jobs  Terminal Proxy = Search  C i Zero-Touch Map MIBs  Playbook N
;_I 5| [d] ¥ search IP/Hostname: -Any- ~ | Addcriteria v | )| © =
i Groups = IP Address Hostname Network Adapter Model Device Type HW Vendor 0S Version Serial# E
m @ Gisco (80) © 1098.0.2 HND-Switch-0 Default Cisco Meraki MS120-8 Switch Cisco MS 16.8 Q2AX-HDSD-W36N 2
ﬁ firewall (7) @ 10.0.0.227 Training20240910  Default Cisco Nexus Nexus5548 Switch Cisco T.1(4)N1(1) SS1143708V7 2
(=IJ T @ 101520171 Lnh021F1r2 10 cwa  Mafaulk Ficcn Small Rucin €R200_10PP Qwitch Ciccn 14088 PC712201FNIR >
5 ﬂﬂ&ﬂ C 4 1-230f23 b
—_— |~ |
tech - 10.0.0.124 ciscoasa - 10.128.0.124 asa-gw - 10.128.0.123 ¢ Training20240910 - 10.0.0....
Trainin920240910 - 10.0.0.227 actions... icmp | ncm [ snmp yssh ] telnet General Monitors  Violations SNMP Traps ~ Compliance
= Detail Cisco WLC - MemoryUsage 7 perod| 1 D History: O——3 months

Catch All Trap (Default) catchalltrap

Period: n/a

Cisco WLC - MemoryUsage i

Period: Tm clsSysCurrentMemoryUsage

TCIPPing (Defautty

Period: 30s ICMP echo .

Add | oo 2 | Derived Metric | ¢ Triggers
 S—
Index: ‘ none Display String: | none
Filter: ‘ 1

Linked Device:
None Selected

#/ Time Window Trigger

Cor\dmor\al:‘ clsSysCurrentMemoryUsage X > E

Alert Pohcy:‘ Simple Incident Policy

Time window:| 3

Severity: Warning v

Count: 3

Message:‘ Node

Anomaly Alert

Anomaly Metric: clsSysCurrentMemoryUsage v

is in violation of trigger condition,

Alert Pohcy:‘ Simple Incident Policy

times within

Severity: Warning v

Message: usage

| Learning Progress: e

in learning from 05/10/2024 till 19/10/2024. (1 of 14 days)
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8.15 Map

The Map tab provides network visualization and spatial infrastructure management capabilities. It
allows hierarchical mapping (country > city > building) with automatic device synchronization from
inventory updates, and integrates seamlessly with monitoring systems.

In the Map tab, you can:

* Monitor in real-time using color-coded alerts.
 Perform wireless client tracking.
* Customize icons/backgrounds customization.

8.15.1 Set up the map

Maps are display features that allow you to visually manage your network configuration. By adding
monitored equipment to the map as objects, you can visually display device failure conditions.

8.15.2 Create a map
You can create a map object and create multiple map objects to create a hierarchical monitoring map.

1. Click the [ button at the bottom left of the screen.

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs

It

1y

n
3
2
S
3

g

Map Name v

aung ak3pi

q 4 Create Map...

1] ¢|
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2. On the [New Map] screen, enter the map name and click [OK].

New Map

Map Name:

‘ LVIMAP

oK ‘ Cancel‘

If more than one Managed Network is visible, this screen will also include the option to explicitly
select which Managed Networks the map is associated with.

The selected Managed Network will impact which maps are visible to other users. For a user
to have access to a map, they must have access to every Managed Network associated with the
map.

When a map is created as a “child” of another map, the “child” map will not be associated with
Managed Networks beyond that of the parent. If new Managed Networks are added, their parent
map will be automatically updated to include them.

3. The saved map will be displayed in the “Map Name” list in the left sidebar.

é Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors

= | search . LVIMAP
-

=~ Search by:

Map Name v

LVIMAP

ayung aAgp
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Clicking on a map in the map list in the “Map Name” left sidebar will create a new map below the
selected map:

Inventory  Changes Jobs Terminal Proxy Search = Compliance  Zero-Touch

—

Compliance Policy = Rule Sets

% Category:  <All> v Create | Categs Description:
E Rule Set Adapter Config Category
[Ty 105 Interface Auto-Duplex/Speed Ciseo 105 frunning-config
=3 105 Secure Enable Passwords Cisco 105 frunning-config
M 105 Telnet Restricted Access Cisco 105 /running-config
-a 105 55H-only Restricted Access Cisco 105 frunning-config
73 105 Disabled Unneeded Services Cisco 105 frunning-config
U1 105 Session Idle Timeout Cisco 105 frunning-config
L 105 Auto-Duplex/Speed Cisco 105 frunning-config
105 Rule Cisco 105 frunning-config
[ASA] No console logging Cisco ASA frunning-config
TestRule Cisco 105 frunning-config
Juniper Test Juniper SereenOS feaved
set-active-config Juniper JUNOS fset-active-config
always violate Cisco 105 frunning-config
NTP Rule Cisco 105 frunning-config
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8.15.3 Insert a device into the map

1. To add a device to a map, doubleclick the map in the “Map Name” list in the left sidebar, and

click [Edit].

Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MiBs

=i [searer | 2] ¢| vimap2
__" Search by:

=3 Map Name Rt

m

5 | ) vmaae

@ LVIMAP2

B

2. Click [Insert Device] in the right sidebar.

Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MiBs

= [ searcn L iz e] tvimaAP2
=r

_—" Search by:

E'.I Map Name v

o (=) Lvimar

‘:_’f LVIMAP2

2

-

340

Metwork:  Default ~ admin Logout Settings Help

Metwork:

& Edit | A View

Default % admin Logout Settings Help

General

Map Name: ‘ LvVIMAP2

(] Automatically update after discovery

Device Label Format:

X

Link Label Format:

% Insert Device ‘ é%lnsert Map ‘

Edit

Background

Background Image

Image: | .Y J

Scale: 100%

Background Color:
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3. Select the device you want to insert into the map and click [OK].

Select Device

Select device to add...

IP Address 4 Hostname Network

10.0.0.249 Default -
10.0.0.250 1921CiscoRouter Default

1003.12 Si-R-G200 Default

1003.13 Si-R220DV3506 Default

100.3.14 Si-R80brinV0203 Default

1003.15 5i-R-G100-LVI Default

100.3.18 PureFlow Default

100.3.20 shibatatest Default

100.3.198 Default

10.0.3.200 LOGICVEIMNteCh Default

100.3.249 W5_C3650-24T5-1lvitech Default -
4 1170617 b Results perpage: 254 W

Topology
Create links
Link to existing nodes

OK Cancel

Note

When multiple Managed Networks are visible, the “Insert Device” dialog will only show selected
devices visible in the Global Menu drop-down menu. This is regardless of the Networks setting

for the current map.

When inserting a device into the Map from a Managed Network that is not already associated
with the Map, the Map (and any parent maps) will need to be updated to include the additional

Managed Networks.

4. After a device object is inserted, Click the I@l button.

e Dashboards Inventory Changes Jobs Terminal Proxy Search Compliance Monitors Incidents Map MiBs
;_I Sear a| | *LvimaP2

_—" Search by:

% Map Name w

ﬁ -] Lvimap

® LVIMAP2 ) 10.0.3.15

7 10.0.3.20

&

10.0.3.12

5 &

10.0.3.13 10.0.0.250 D
!
10.0.3.14
10.0.3.18
341

Network:  Default

% admin Logout Settings Help

[Hlsave | @ piscard | 4 view |

General

Map Narre:| LVIMAP2

(] Automatically update sfter discovery

Device Label Format:

Link Label Format:

Edit

5 Insert Device |

5% Insert Map ‘

Background

Background Image

Image: |

i

Background Color:
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8.15.4 Create a topology map

From revision 20210730.0146, a function to automatically create L2 maps based on ARP/MAC address
tableS, CDP, and LLDP information has been implemented. This information is obtained using SNMP
when adding a device or updating device information.

When using the topology function:
* It must be possible to retrieve information from the device using SNMP polling.

* Maps using the topology feature are created based on information at the time of information
acquisition. The configuration information in the topology map is not always up-to-date.

1. From the map list in the left panel, doubleclick the map to which you want to add a device, and

click [Edit].

9 Fyzak—F FTIAA FERE ¥3F  F-IHLTOFS B8R  E-H- 12272k YT MIB admin OJ72F 8& ~LT
=l 4] mR 7 mE
i Hex

m =

<

o

{
H=—o—o
CIE *|%| (5=

2. Click [Insert Device].

e Dashboards  Inventory  Changes Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents ~Map  MiBs Network: | <All> ¥ admin Logout Settings Help
;! - 4| svimap2 [l save | @ piscard | 4 View
a Search by: General
m Map Name v Map Name: | LYIMAP2
® U0 wvae (O Automatically update after discovery
LVIMAP2

e Device Label Format:
5 \

Link Label Formt:

Edit
& Insert Device &% Insert Map
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3. Select the device you want to insert into the map, check “Create link”, and click [OK].

8 Dashboards

Search by:
Map Name
[ vimap
LVIMAP2

auns aAgpa

Inventory  Changes

Jobs.

Terminal Proxy

*LVIMAP2

Search  Compliance  Monitors Incidents ~ Map

MiBs

Network:  <All>
Select Device
Select device to add.
1P Address 4 Hostname Network
1110 Default
10.0.0.1 sales-demo-LiveNX.intr... Default
10.0.0.2 Default
10006 Default
10008 Default
10009 Default
10.0.0.10 Default
10.0.020 Default
100021 Default
10.0.029 Default
10.0.0.30 Default
4 1-2s40t348 b Resuls per page: | 254 v/

(% create links

Topology

Link to existing nodes

4. After the device object is inserted, click [Save] to complete your edits.

9 Dashboards
-

Search by:
Map Name

10 wimap

aung aAgpaiy

LVIMAP2

Inventory  Changes

=1

10.0.0.153

Jobs  Terminal Proxy  Search Monitors  Incidents

3] e| *vIMAP2

Compli

10.0.0.249

Map

MiBs

Hostname
ifName
Interface
Description
MAC
Address
mTY
Speed
Interface
Type
Interface
1P(s)

343

10.0.0.250

10.0.0.249
Ivicisoc2960s
N
[}
CC-D5-39-E9-C0-40

1500
1 Gbps

other

10.00.249

10.0.0.250
Test 20231214
N
1
E0-5F-B9-BA-4D-61

1500
1 Gbps

ethernet

Cancel

Network:

<All>

v admin Logout Settings Help
[l save | @ iscard | 4 View
General
Map Name: | LVIMAP2

(J Automatically update after discovery

Device Label Format:

Link Label Format:

Edit
4 Insert Device | % Insert Map
Background
Background Image

Image: e
x o
Y. o
Scale: 100%
Background Color:

v admin Logout Settings

1]l save ‘ @ piscard ‘ sV
General
Map Name: | LVIMAP2
() Automatically update after discovery

Device Label Format:

Link Label Format:

erface Description
Edit
4P Insert Device % Insert M
Node
Position
X ‘ 520
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8.15.5 Create a location map with custom fields

You can use information from custom fields to create maps. By selecting a device, you can create a
location map for the selected device.

e Dashboards  Inventory  Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> ¥ admin Logout
;! [l ¥ Vendor/Model/0s: Cisco ¥ *  Add Criteria v‘ Gl‘ (3‘ 3 Device & Inventory @ Tools 4 Change & Smart ¢
g = 1P Address Hostname Network HW Vendor  Adapter Model DeviceType  OS Version Serial# End Of Sale End Of Life Software End ... Software End ... Custom 1 Traits Vic
M @ 1012809 CR4-B. show_and_tell Cisco Cisco 10S CRS-4/S Router 431 SMA1125020H  2014/08/15 2021/08/31 Ivitemp Licmp X ncm Lsnl
‘f<b © 1012808 CR11-A show_and_tell Cisco Cisco 10S CRS-8/S Router 431 TBA09500075 2013/07/31 2020/07/31 Ivitemp
©® © 1807 CRI12-8 show_and_tell  Cisco Cisco 105 CRS-8/5 Router 431 TBAOSS00081  2013/07/31 2020/07/31 Witemp
g © o018 VASTDCC-fwiva... Default Cisco Cisco ASA ASAS550 Firewall 80(4) IMX1419L13) 2013/09/16 2018/09/30 D ED!

@ 1000277 Nexiis5548 Default Cisco. Cisco Nexiis Nexi1s5548 Switch 7AUDNTN SSI143708V7 2015/09/76, 2020/09/30 Lo Yo el

1. In the Inventory tab, click [Devices] in the right panel, then click [Add to map].

g Dashboards  Inventory ~ Changes Jobs TerminalProxy  Search  Compliance  Monitors lIncidents Map  MIBs Network:  <All> ¥ admin
;! (] ¥ Vendor/Model/os: Cisco ~ % Add Criteria ~| | ©| < Device &5 Inventory @ Tools % Change &
g: = IP Address Hostname Network HW Vendor Adapter Model Device Type 0S Version Serial# End Of Sale End Of Life Software End ... S z Backup
M © 1012809 CR4-B show_and_tell  Cisco Cisco 10S CRS-4/S Router 434 SMAT125020H  2014/08/15 2021/08/31 Rediscovel
< . @ Collect neighbor data
® © 1012808 CRI1-A show_and_tell  Cisco Cisco 10S CRS-8/S Router 431 TBAIS00075  2013/07/31 2020/07/31
© © 101207 CRI12-B show_and_tell  Cisco Cisco 10S CRS-8/S Router 434 TBAI500081  2013/07/31 2020/07/31 N
7 © 12008 VASTDCC-fwiva... Default cisco Cisco ASA ASAS550 Firewall 8064) IMX1419L13) 2013/09/16 2018/09/30 %

© 1000227 Nexuss548 Default Cisco Cisco Nexus Nexusss48 Switch 7A@N1(T) SSI43708v7  2015/09/26 2020/09/30 Nonitors

© 101280182 hq-waas1 Default Cisco Cisco WAAS Plat... OE-VWAAS-ESX  Switch 551 VMware-42 2V Assodiate Monitor Sets..

© 101280171 kpb031f02r210-... Default cisco Cisco Small Busi... SG300-10PP Switch 14088 PSZIB391FNE  2018/05/10 2023/05/31

© 10128092 SCEB000 Default Cisco Cisco SCE SCE8000 ContentEngine  3.7.2-p3 Build 352 FOX1S37GSR3  2015/10/01 2020/09/30 £, Configure Maintenance Windows

© 1000153 bbbb Demo cisco Cisco 10S CsR1000V Router 15.4(1)54 9IAOHFGQVZF6

@ 10.128.0.76 SCE8000 Default Cisco Cisco SCE SCE8000 Content Engine 3.7.2-p3 Build 352 FOX1414GAXK 2015/10/01 2020/09/30 Edit

© 1000227 Nexusss4s Demo Cisco Cisco Nexus Nexusss48 Switch 7A@N1(T) SSI43708v7  2015/09/26 2020/09/30 # Edit device properties

© 1000223 CSR1000V Demo Cisco Cisco 105 CSR1000V Router 17.35 IMTTHUSFGVS 51 Populate device end of sale

@ 10128065 hot-n-hol-4 Default Cisco Cisco 105 1760 Router 122015211 FOC064508KX P Associate tags

© 10.1280.60 SCEB000 Default Cisco Cisco SCE SCE8000 ContentEngine  3.7.2-p3 Build 352 FOX1414GAXK  2015/10/01 2020/09/30 Wplissociateitags

© 1000121 CR3-A Demo Cisco Cisco 10S CRS-4/5 Router 431 SMAT125020L  2014/08/15 2021/08/31 ﬁi:: IZ ::2 it ey

© 1000227 Nexus5548P demo1 Cisco Generic SNMP cevChassisNSkC...

@ 1012806 Default Cisco Cisco 10S CRS-4/S Router 431 SMA1125020L  2014/08/15 2021/08/31 i‘ Parape——

@ 1000249 Ivicisoc2960s  Default Cisco Cisco 10S WS5-C29605-24T... Switch 15,2 FOCIT2IWISR  2015/11/06 2020/11/30 2017/05/01 2022/04/30

@ 1000101 RouterM Default cisco Cisco 10S CSR1000V Router 15.4(1)54 9AUDO9IHDKI 2019/06/17 2024/06/30

2. Select a custom field and click [Create].

Serial#

IJMX1328L0KD
JMX 13281 0KDY
1
1

<
Path field:
T
T
TBADS500061

SMA1125020H
TBA10380117
SMA124506YQ

End Of Sale

End Of Life

Software End ...

Add Location Map

Custom 1 v

2013/07/31
2014/08/15
2013/07/31
2014/08/15

2020/07/31
2021/08/31
2020/07/31
2021/08/31

344

Select the device field that contains the paths to use when creating the map hierarchy.

Create | Cancel

Software End ...

= pevice g2 Inventory =’ |Q0Is

Custom 1
05-01-2022
05-01-2022
05-01-2022
lvitemp
lvitemp

lvitemp

» Lnange

= >ma

- Traits
Licmp ] ncm Bsn
firewall ] icmp 1
@I @D
LicmpY ncr Yen
Licmp Y ncrn Y on
Licmp ] ncm Lsn
EDEdE
Licmp ] ncm Lsn
Licmp Y ner en
Licmp Y e n
Licmp Y ncrn o1
Licmp ] ncm Lsn
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3. Click [OK].

e Dashboards

Inventory

Changes Jobs Terminal Proxy Search Compliance

o | ‘ Search
Search by:
Map Name
-] Lvimap
LVIMAP2

LVIMAP3

auns aAgpaiy

Ivitemp

J themp

0.128.0.9 10.128.0.8 10.128.0.7

Results

Devices added to maps: 3
New maps created: 1

Monitors Incidents Map MIBs

345
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8.15.6 Set object icon
You can change the icon of an object.

1. Doubleclick the map to open it, and click [Edit].

e Dashboards  Inventory  Changes Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v admin Logout Settings Help
;_I ‘Z:—mw | Wvitemp 7 Edit |/ View
g sty
Map Name v
m Mep
D Hwmee
® iR 0.128.0.9  10.128.0.8  10.128.0.7
-]
= LVIMAP3
o
itemp

2. Select the object for which you want to set an icon.

e Dashboards  Inventory ~ Changes Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network: ~ <All> v admin Logout Settings Help
[ save | @ iscara | 4 view |

; Search | *lvitemp
B General
m fap Name, ¥ Map Name: | Ivitemp
T Huwwe O Automatically update after discovery
7 (N 0.128.0.9  10.128.0.8 10.128.0.7
& Device Label Format
& v
s
vitemp

Link Label Format:

Edit
45 Insert Device 52, Insert Map
Node
Position
[0
wfo

Icon

Image: K|

¢]e] X Remove |

3. In the Map tab, the “General” window is located in right sidebar. From the edit menu, click the
[...] button in bottom of the [Image].

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> v admin Logout Settings Help
= | search | *lvitem || save | @ piscard |/ View
3 | p
a Search by: General
m Mapjihlame M Map Name: | Ivitemp
< |
@ [wimae () Automatically update after discovery
» WIMAP2 0.128.0.9 10.128.0.8 10.128.0.7
15 Device Label Format:
= LVIMAP3
o
Ivitemp

Link Label Format:

Edit

& Insert Device &% Insert Map.
Node

Position

X:| 240

ﬂ v:|0

Icon

e

¢o X Remove |
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4. A file selection screen will be displayed.

Click the 5] button, and upload the file.

Name Size

Select a file

Cisco 72.16 MB

5. Select the icon you want to upload.

Name

= Cisco
big-ip.txt
Cisco.png

6. Select the file you want to set as the

Name

£ Cisco
big-ip.txt
Cisco.png

Upload Files

ol

MD5 Hash

Drag and Drop your files here

or
Browse

Maximum File Size SMB

Select a file

Size
72.16 MB
2.92KB
7.77KB

Cancel

slls]

MDS5 Hash

03fa8084eba11b7cc93971845b81ce69
303f07a3f53a91dc01249a8f3a2be77e

Cancel

icon image and click [OK].

Select a file

Size
72.16 MB
2.92KB
7.77KB

347

slls]

MDS5 Hash

03fa8084eba11b7cc93971845b81ce69
303f07a3f53a91dc01249a8f3a2be77e

Cancel
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The object’s icon will change to the selected image.

9 Dashboards
= [ search
=
Search by:
Map Name
] vimap
LVIMAP2

auns aAgpal

LVIMAP3

Ivitemp

Inventory

Changes

Jobs  Terminal Proxy  Search

| *lvitemp

0.128.0.9

10.128.0.8

Compliance

10.128.0.7

Monitors

Incidents

Map

348

Network:  <AlI> Vv admin Logout Settings He
| save | @ Discard |/ Vies
General
Map Name: ‘Mtemp
(J Automatically update after discovery

Device Label Format

Link Label Format;

Edit
< Insert Device 2 Insert Mag
Node
Position
x ‘ 230

V.’O—

Icon

Image: | /Cisco.png X ..

¢e] K Remove
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8.15.7 Connect two objects with a line
You can connect objects such as maps and devices with Link Lines.
The thickness of the Link Line cannot be changed.

1. Doubleclick the map to open it, and click [Edit].

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents ~Map  MiBs Network:  <All> ¥ admin Logout Settings Help
;‘s‘:r h <] Ivitemp 7 Edit | View
S searchby:
2 Map Name v bl
m P cisco
G
(=n LVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7
H LVIMAP3
vitemp

2. To select the devices, hold the [Ctrl] key on your keyboard, and click the two devices you want
to connect with the Link Line. With the devices selected, click [Insert Link Line].

g Dashboards  Inventory  Changes Jobs  TerminalProxy  Search  Compliance ~ Monitors Incidents Map  MIBs Network:  <All> ¥ admin Logout Setting
;_I Search | Ivitemp @ piscard | ,
S search by General
=1 = alialn
i Map Name cisco Map Name: | vitemp
< [
@ [wimae (O Automatically update after discovery
» LVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7
& Device Label Format:
§ LVIMAP3
vitemp

Link Label Format

Edit
4 Insert Device % Inse
Node
& Link
Icon
{ Image:

2].0] T

3. Once the Link Line is inserted, click [Save].

If you want to delete the Link Line, select the two devices and click [Delete link line]

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy ~ Search  Compliance  Monitors Incidents Map  MIBs Network: | <All> ¥ admin Logout Settings Help
; Search &/ *lvitemp [l save | @ piscard | 4 view
g Search by: General

m Map Name — Map Name: | Ivitemp

<

o -1 wimap () Automatically update after discovery

(7] VIMAP2 0.128.0.9 10.128.0.8 10.128.0.7

£ Device Label Format:

= LVIMAP3

®

vitemp

Link Label Format:

Edit

5 Insert Device &% Insert Map.

Background
Background Image

mage|

ﬂ x o
v fo

Scale: 100%

Background Color:
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8.15.8 Attach an interface to a link line

From revision 20210730.0146, you can attach a device interface to a Link Line. By associating a device
interface with a Link Line, when a failure (such as a LinkDown trap or a traffic threshold exceeded)
occurs on that device interface, an item is added to the device object depending on the severity of the

failure event. The color of the Link Line will change.

Example of status when device interface is not linked to the Link Line:

Inventory Changes Jobs Terminal Proxy Search

& Ivitemp

e Dashboards

_' ‘ Search
-

= Search by:
Map Name

-] Lvimap

0.128.0.9 10.128.0.8

LVIMAP2
LVIMAP3

auns ak3p

Ivitemp

Compliance

Monitors Incidents MIBs

Map

10.128.0.7

Example of status when device interface is linked to the link line:

10.0.0.250

D) Omshboards inventory | Changes Jobs TerminalProxy  Search  Compliance  Moritors Incdents  Map  MiBs
o search £ ¢| *LVIMAP2
ES
' searchby:
2 v
i iicp oo
HIGR
p o wvaR ( ]
F e X5,
B 1000153 10.0.0.249
itemp
10.0.0.153 Hostname bbb hicisoc2960s
ifName ) “
Interface .
Descripti n e
MAC o 5 5-39-£9-C0-
ool 00-50-56-ACE-ES  CC-D5-39-£9-C0-40
T 1500 1500
Speed 1Gbps 1 Gbps
Intert
ethemet other
Type

1721602

1. Doubleclick the Map to open it and click [Edit].

) Dashboards inventory  Changes Jobs TerminalProxy Search Compliance  Monitors Incidents | Map | MIBs

)¢ tvIMAP2

T
* Search by:
Map Name v

=] vimap

LWVIMAP2 0.0.0.153

3
Y
ul
<
o
4 10.0.0.250
?

LVIMAP3

Ivitemp

10.0.0.249

350

1000249

Network:  SAII> v admin Logout Settings Hel|

7 kdit | /% View

Copyright © 2025 LogicVein, Inc.



2. Right-click the Link Line, and click [Edit Link Line].

e Dashboards

Inventory Changes  Jobs Terminal Proxy Search

— | ‘ Search
=
Search by:
Map Name
=1 imap
LVIMAP2

ayns afgpai

LVIMAP3

lvitemp

0.0.0.153

Compliance Monitors Incidents Map MIBs.

. 8] 4] LvIMAP2

10.0.0.250

@ Edit Link
& Remove Link

10.0.0.249

3. Select an interface from the [Edit Link] pull down menu for the device, and click [OK].

w
b

Search by:
Map Name
-] LvimaP

LVIMAP2
LVIMAP3

aung aAgpayL @

lvitemp

0.0.0.153

Jobs Terminal Proxy Search Compliance Monitors Incidents Map MIBs

34 LVIMAP2

10.0.0.250

10.0.0.249
Edit link

Select an interface for the link and add a customized label.

10.0.0.153

VirtualPortGroup0 (-1) v
10.0.0.249

Port-channelt (-1) v
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4. Click [Save].

e Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Incidents ~ Map  MIBs

Map Name v

-1 imap
LVIMAP2

0.0.0.153 10.0.0.250

ayng akgpaiy

LVIMAP3

Ivitemp

10.0.0.249

This completes the linking between the Link Line and the interface.

Network:  <All> v admin Logout Settings Help

@ iscard || view |

Map Name: ‘ LVIMAP2
() Automatically update after discovery

Device Label Format:

Link Label Format:

4 Insert Device i Insert Map |

When a violation occurs on the associated device’s interface, the color of the Link Line and device

object change.

'O
{n) 4
DR
{u)

B=—o—=

352
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8.15.9 Setting the display format of icon labels and link lines

You can customize the display format of the strings (labels). You can also customize the evice objects
Link Lines for each map.

1. Doubleclick the map, and click [Edit].

2. In the “General” right sidebar, change the settings for [Device label format] and [Link line label
format].

You can specify any string.

Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network: ~ <All> v admin Logout Settings Help

; [searen & | “vIMAP2 [l save | @ piscard | 4 view |
i Search by: ‘W‘. General

GRS e O Automatically update after discovery

) LVIMAP2 ).0.153bbbb + 10.0.0.250Test 20231214 Device Label Format:

%’ LVIMAP3

vitemp

Link Label Format:

10.0.0.249lvicisoc2960s

=

The objects available for each label format are shown in the table below.

Device label format

Menu Item Explanation

IP address Display the device’s IP address. (initial
value)

hostname Display the device hostname.

network View your device’s network.

adapter Show device adapters.

device type Display the device type of a device.

hard bender Display the device’s hardware vendor.

software vendor Display the device’s software vendor.

OS version Display the device OS version.

Model Display the device model.

Serial number Display the device serial number.

custom 1 Display custom 1 information for the device.

custom 2 Display custom 2 information for the device.

custom 3 Display custom 3 information for a device.

custom 4 Display custom 4 information for a device.

custom 5 Display custom 5 information for a device.

new line Insert line breaks in labels.
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Link Line label format

Menu [tem Explanation

ifName Display the value of ifName.
(initial value)

Interface Index Display ifIndex.

Interface Description Display ifDescr.

MTU Display ifMtu.

Speed Display ifSpeed.

Mac Address Display ifPhysAddress.

new line Insert line breaks in labels.

3. Click [Save].

g Dashboards  Inventory  Changes  Jobs  TerminalProxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  <All> v admin Logout Settings Help
| /| *LVIMAP2 [l save | @ piscard | 4 view |
a Search by: General
f Map Name v Map Name: | LVIMAP2
€ o
© [mae ab, s () Automatically update after discovery
LWIMAP2 1.0.153bbbb

@ 10.0.0.250Test 20231214 Deice Label Format
= LWIMAP3
o

vitemp

Link Label Format:

10.0.0.249lvicisoc2960s

100%
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8.15.10 Change the default device label format for maps

You can specify the default device label format when creating a new map. Maps will automatically
reflect any changes in the settings. Changes will not be reflected in previously created maps.

1. Click Settings on the Global Menu.

7 All Bookmarks

Network: <All> v admin Logout Settings Help

# Edit ‘ /- View ‘

2. Click [Label Format] and set the label format to “Default Device Label Format for Maps”.

The gray default “IP address” is used for the “Default Device Label Format”. It is the default label
format of the Live Ping feature and Maps.

Server Settings

Data Retention Default Device Label Format:

System Backup ‘

Mail Server Map Default Device Label Format:

SNMP Traps ‘

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

oK Cancel
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8.15.11

1. Doubleclick the map to open it and click [Edit].

e Dashboards  Inventory  Changes
= sear h
=
S search by:
% Map Name
T e
@ hitemp
e
=
@
{

Jobs

Terminal Proxy ~ Search  Compliance

Ivitemp

0.128.0.9

10.128.0.8

Monitors

Incidents  Map  MiBs

Set the map background image

alialn
cisco

10.128.0.7

Network: Default

v scorreale Logout Settings Hell

7 Edit | 4 Vien

2. In the Map tab, the “Background” options are located in the bottom of the right sidebar. Click

the [...] button to the right of the [Image] field.

© Pashborrds
= | search
¥

S search by,

i Map Name
ﬁ ] wimap

@ Ivitemp

ayn,

Inventory  Changes

Jobs  Terminal Proxy  Search  Compliance

Ivitemp

0.128.0.9

10.128.0.8

Monitors

cides

nts

Map | MiBs

alinln
cisco

10.128.0.7

356

Network:  Default

v scorreale Logout Settings Help

@ piscard | /- View

General

Link Label Format:

Edit
< Insert Device % Insert Map

Background

Background Image

Image:
x 0
oo

Scale: 100%

Copyright © 2025 LogicVein, Inc.



A file selection screen will be displayed.

3. Select the file you want to set as the background image and click [OK].

Select a file
/ FIEIP d X
Name Size MD5 Hash
Iz Cisco 72.16 MB
big-ip.txt 292 KB 03faB8084ebal11b7cc93971845b81cebd
Cisco.png 7.77 KB 303f07a3f53a91dc01249a8f3a2be77e
usmap.jpg 508.94 KB bfd90d5cc415e08d710896f0aa25380d

Client files can be uploaded to the ThirdEye server. Click the . button to display the client-side
file selection dialog. Then select the file to upload and click [Open].
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4. Click [Save] to complete your edits.

e Dashboards  Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents ~Map  MIBs Network:  Default v scorreale Logout Settings Helf
;l [srcn Q] *lvitemp [Hisave | @ oiscard | 4 view
i Ss’;v(h by: J valts General

S rap Name - i diel I vepneme[wemn
g 4] imap A D A () Automatically update after discovery

g Witemp 10.128.0.7 Device Label Format:

g | D

Link Label Format:

ey =

RTH DAKOTA | (4 o
{ 5 Insert Device ‘ o2 Insert Map
i Al Background

Background Image

v ’0—

Scale: 100%

Background Color:

8.15.12 Set up the map tree
You can insert a Map as a child of another map, and display them in a tree structure,

1. From the Map list on the left side of the screen, doubleclick the desired parent Map, and click
[Edit].

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors Incidents Map  MIBs Network:  Default ¥ scorreale Logout Settings He
;_l Search Q Ivitemp 7 Edit|  Vie
Es:rchb':. §R qn alialn
v

i Map Name X5 x5 cisco
g -1 vimap
0 e 0.128.0.9  10.128.0.8 10.128.0.7
F WIMAP3

vitemp

2. Right click on the Map screen, and select [Insert Map] from the right-click menu.
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g Dashboards
= | search
=
E Search by:
Map Name
m P
g -] vimap
[ LVIMAP2
-
= LVIMAP3
®
Ivitemp

Inventory ~ Changes  Jobs  TerminalProxy ~ Search  Compliance  Monitors

0.128.0.9 10.128.0.8

(=~

Incidents  Map  MiBs Network: Default

10.128.0.7

4 Insert Device...
&% Insert Map..
Insert New Map.
Insert Text
Insert Dummy Node
& select Background...
2 Insert New Device.
Refresh layout
Reload Links

V scorreale Logout Settings Hi
@ piscard |/ Vie
General
Map Name: | Ivitemp
(O Automatically update after discovery

Device Label Format:

Link Label Format:

Edit

4 Insert Device 42 Insert Ma

Background
Background Image

Image: K -

X 0
v: 0
Scale: 100%

_

Background Color:
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3. Select the map you want to insert as a child and click [OK].

Select Map

Select map to add to map...

lvitemp1
Search by:
Map Name

Cancel

If the selected Map is not associated with any other Maps in the Managed Networks, the Maps in

Managed Networks will need to be updated.
4. After the child Map is inserted, click [Save].

£) Dashboards inventory  Changes | Jobs TerminalProxy  Search Compliance  Monitors Incidents  Map  MiBs
=1 *lvitem

=] P

S search by: \I

F  Map Name v ol

L il

B [ wimap

» LWVIMAP2 0.128.0.9 10.128.0.8 10.128.0.7
& LVIMAP3

b

Ivitemp

LVIMAP

Once the child is added, it will be viewable in a tree view in the left sidebar.
the tree by clicking the [+] or [-] symbols to the left of the map name.

360

Network:  Default v scorreale Logout Settings Help

[l save | @ Discard | - View

General

() Automatically update after discovery

Device Label Format:

Link Label Format:

<P Insert Device % Insert Map
Nod
Position
x| 222
v | 225
icon
Image:
IR ¥ Remove

You can expand or collapse
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8.15.13 Troubleshooting using Maps
8.15.14 Checking failed devices

When a device failure is detected, the border color of the object on the map changes to match the severity
level set on the monitor. A status icon indicating the severity level is then displayed in the upper left
of the object. When the status of an object lower in the hierarchy changes, the change is reflected in

Map Objects higher in the hierarchy. This behavior is the same for maps registered as widgets on the
dashboard.

#0 usm

aung ahgpaylL @

10.0.0.153bbbb

‘‘‘‘‘‘‘

UT  10.0.0.112uetsu

10.0.0.121CR3-A
NM

ccccccc
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Doubleclick a Map Object to move to a lower level. You can also display the desired map by using the

Map Tree.

Changes  Jobs  Terminal Proxy  Search = Compliance  Monitors

9 Dashboards  Inventory
=] ‘ Search
=
S Search by:
2 MapN
lame v
m P
"fb (-1 usmap
w [+] . Rack
£
s
@

) ﬂﬂ Rack

10.0.0.101RouterM

10.0.0.112uetsu

10.0.0.121CR3-A

10.0.0.149¢csr1000v_inspection

362

Incidents  Map

(o g Raed (g Lasd Bod L] R Bond B bt B A B B P e R
(|| ||| O| =[] | &= || ||| |S|=]r>

Lnd
=

|

r
>
=

|

ro|rofr!
S|=1~
S=E

b =t )
= =

|

==
= =

!

=
=

~l
=

|
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8.15.15 Check the details of the problem

Once you have identified the location of the problem, doubleclick the failed device to display the [De-
vice Details] for more details about the problem. On the [Device Details] > [Violations] screen, you
can check the failures that have occurred in the device.

e Dashboards  Inventory  Changes  Jobs  Terminal I Proxy  Search  Compliance ~ Monitors  Incidents  Map  MIBs.
= [seare %] | Rack
=
ER
Map Name
m P

10 Rack i
3

10.0.0.101RouterM

LA

10.0.0.112uetsu

ZIE]]

uetsu - 10.00.112
uetsu - 10.0.0.112

S. Message
Node tech122

Network | <All> ¥ scomesle Logout Settings Help

7 et/ View

General | Monitors | Violations SNMP Traps | Compliance Attachment  Hardware | Interfaces | ARP/MAC/VLAN
L]

Cleared Inde Created Updated.

s 23/04/25 155749 230812013227

You can check the details of failures on the Incidents tab. The Incidents tab creates an incident for the
first violation event detected based on the alert policy settings assigned to the monitor. Each incident is
automatically assigned a unique incident number. Violation events detected by the same monitor, and
configured with the same alert policy are aggregated into the same open incident to avoid duplicating
incidents. Aggregation of the these types of incidents will continue until the incident status is saved as
“Resolved”. Note that users cannot delete incidents.

1. Doubleclick the incident row you want to check.

2. You can check the event details in the [Details] section at the bottom of the window.

9 Dashboards  Inventory  Changes Jobs  Terminal Proxy  Search  Compliance = Monitors  Incidents  Map

= || ~ status: Open, Working ™ Add Criteria ¥| )| ©
=
=S P Key Status Summary
o
No response from node LAB-BR1-RT107e (and 20 others))
J  ows [open
o
[’ No response from node 82_WIN-BD75A458622 (and 22 other(s))
=2 © e D
=
@
No response from node 192.168.42.57
Q T2 @
Node test is in violation of trigger condition. 3 times within 3min
O Ten D

{ 1-160f16 b

“ TE-35 No response from node LAB-BR1-R... ~ ZED

Details

Severity: Warning

Status: Open N
Priority: Hadiumy

Violation Detail

S. IP Address Hostname Network Message
10022 1X2021 Demo No response from node X2021
1006253 2560 Nema Na rasnanse fram nade (3560

MIBs

{ Nodes B riggers [ Y Violations |

[ Nodes 128Y iggers 4 Violations |

[Nodes Bilriggers 11

Resolution:

o Network:

363

Created
23/08/22 15:43.08
5 months ago
23/09/05 09:43.12
4 months ago
23/02/07 23:45.44
ayearago
23/11/12 18:55.10

2 months aao

——p———

£, Audit Log

Pending

Demo
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8.15.16 Mark the incident as “resolved” after handling the problem

Close the incident when the problem has been resolved. Select [Resolved] from the [Status] pull-down
menu and click [Save].

Dashboards  Inventory ~ Changes  Jobs  TerminalProxy  Search  Compliance  Monitors  Incidents  Map  MIBs Network:  <All> ¥ scorreale Logout Settings Help

() v status: Open, Working ™ % | Add Criteria ~| @] ©

P oKy St Summary Assignee Crested Updated~
No responsa from node MikiaTik RouterBoard 951U and 10 othe(s) e ) 2401714 185059 241/1a 85128 ~
© T [opcn) unassigned.
o “riggers 1] Vioations 12 afew seconds ag0 ina few seconds

No response from node LAS-8R1-RT107e (and 20 ctherts)

No response from node 82 WIN-BD7SA458622 (and 22 others)

aung aA3payL @

O s

Q te3s Open

[Sh=) [ooen]

4 1oty b

No response from node 192.168.4257

@M TE-35 No response from node LAB-BR1-R...

Details

Severity: Warning

Status: Resolved

riority: Medium

Violation Detail

S. PAddresz  Hostrame Network Message

100624 LASSR1.ETI0e  Demo No response from node LAB-8R1-AT107
Demo. No responsefrom nde PA-VM
Demo Noresponse fom node shibata
-1 Demo No response from node W, C3650-24T5-1

Demo No response from node LAB-RTXT200-SNMP
Demo No respons from node test
Demo Noresponse fom node mint

The status display will change to “Resolved” and the closing process will be completed.

unassigned

unasigned

[ Nodes B8 iggers LY violations £4097607

unassigned

Loodce Bl incoee T viclotions HRBeal
Resolution:
v e Network:

23/08/22 1543.08
5 months sgo
23/09/05 09:43.12

24/01/14185058

& few seconds ago

4 months ago
25/02/07 23:45.44
=~

£, Audit Log

Fixed

Demo

Click [Close] to close the [Incident Details] screen.

364

24/01/14 185123
a fewseconds ago
2001712 1851.12

afewseconds aco

ciose
People
v Assignee:
Dates
Created: 23/08/22 15:43.08
Updated: 24/01/14 18:50.58
& Export
Cloared occurmences Created Updsteaw |
24/01/14 185057 395755 23/08/22 154304 24/01/14 18:5057
240114 185057 /0929034300 2410114165057
240114 185057 Z3j06722 154320 2410114 185057
2470114 185057 25/08/22 164319 24/01/14 185057
240114 185057 e 2sssan 240114 185057

20/01/14 185057
24/01/14 185057

23/12/14 024236
23/10/01 21:19.49

26/01/14 185057
20/01/14 185057
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8.16 MiIBs

The MIBs (Management Information Base files) tab provides centralized management of MIBs, which
define standardized metrics for SNMP device monitoring. This interface allows you to search compiled
MIB definitions, add/remove MIBs from the system library, and configure SNMP monitoring parame-
ters. MIBs hierarchically organize network device attributes through Object Identifiers (OIDs). OIDs
enable consistent interpretation of metrics like interface status, CPU utilization, and system uptime.

8.16.1 Compile the MIB
You can add uncompiled MIB files to ThirdEye.
1. Click [Library] at the bottom left of the MIB screen.

(©) Deshboards | inventory | Changes | Jobs | TerminalProxy | Search | Compliance | Monltors | incldents | Map | MiBs

= Filter: | OID/Name Overview
=

Name oI

ansafgpa1

< Library

2. The library screen will be displayed. Click the L+ (“Add”) button.

Library

57 Add

MIB File Status
&) mib-jnx-Isys-sp-cpu.txt

&) LS100-MIB.mib
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A file selection dialog will be displayed.
3. Select the MIB file to compile and click [Open].

Compilation is complete when the MIB file is displayed in the list, and the v icon is displayed to the
left of the MIB file.

Library

5 Add

MIB File Status
& mib-jnx-lsys-sp-cpu.txt

© Ls100-MIB.mib
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8.17 Playbook

The Playbook tab is a workflow automation interface designed to simplify and automate network man-
agement tasks using your custom scripts.

8.17.1 Playbook Features

* Drag-and-Drop Interface allows design and implement complex automation workflows.

» Customizable Plays allows the creation of individual plays for specific tasks can then be com-
bined into larger “Playbooks” for more comprehensive automation.

* Push-Button Execution allows push-button execution of complex tasks.

 Streamlined Workflow allows the facilitates the automation of repetitive tasks.

Playbook example:

Backup Device Backup all
@ Device Search Target Devices

_—e device changed =—
device *— [~
unchanged #—

Device Selection failures &
Run Code Prerequisite-check e isite - it
RuleseVerify prerequisite - if
Py 5 . needed
* device output #
T ® texiToValidate validResult ®
error ® i
violation ®
P
e TR
E Upload File Upload file Run Code Verify files
et s output * ——e device output 8 —;
error * error &
Upload Fie ottty
 TEeasts i mitaem
-{5) Run Code Extecute install Run Code Restart
e
——® device output &————— ¢ device output *—,
error '\ emor '
A
contig teemizai A I
e s e e \ =
A
\ /./
\ ~
\ e
a Memo mema topic ) E v @ Email Email update
'd
content #———— o content
[ memozator o
someone@yourcompany

Cc

Limit content to

All Content v
I want to see
Counts and Summary Data ~
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8.17.2 Setup and configuration
At the top of the page, click on the Playbook tab. Then click on the < 4d button.

9 Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs | Playbook Network: ~ <All> VoS
;_| Playbooks [ Import 4 History

3. (5] ¥ Type: -Any- - Name: -Any- - Author: -Any- - & o E -

Lﬂ Status: -Any-

(3

o Name: -Any-

c,

£ Add Criteria ¥ | &

In the [Add New Playbook] popup window, enter the “Name” of the job, and a corresponding “Descrip-
tion”, then click [OK].

Add New Playbook

Name:

Job - Show Version

Description

show version for devices

ok close

On the right side of the screen, is the [Node] panel. These are the different options to configure a job
to run. These are the current nodes, more will be added in future releases:

Node Option Explanation

And Only proceed after both inputs have received a signal

Backup Device Run a device backup

Chat App Webhook to send messages to either Teams/Slack/Mattermost/Webex

Compliance Violation Get information from a Compliance Rule Set configured to run this
playbook

Device Search Search for devices in the inventory to be acted upon

Email Send an email with tabular data

Incident Get information from an alert policy configured to run this Playbook

Memo Save a note

Regex Match Execute a regular expression against the output of a node

Rule Set Run a Rule Set against the output of a node

Run Code Run a block of code on your devices

Run Code with Run a block of code on your devices a number of times or until it is

Automatic Retry successful

Schedule Schedule this playbook to run automatically

Sleep Delay for a number of milliseconds before forwarding input

Upload File Send a file to your devices
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8.17.2.1 Create a playbook From the node panel, click and hold a node, and drag it to the playbook

field. Once the node is in the play field, click the

the node a description.

Unsaved  Job - Show Version

Humble;GIacierD}

@ Device Search
device @

Device Selection

Enter new alias

This alias will be used in the nofifications

Select Devices

OK | Cancel

button in the top right corner of the node to give

z
g
g
13

And
@ Only proceed after both inputs have
received a signal.

TH\) Backup Device
Run a device backup.

Chat App (Webhook)
Send basic results to a chat app via
webhook

Compliance Violation
Get information from a Compliance
RuleSet configured to run this Playbt

Device Search
Search for a numbe devices in the
inventory to be actdd upon.

Email
Send an email with tabular data to
someone.

Incident
Get information from an alert policy
configured to run this Playbook.

g
25
33
5
S
5

NOoNsRolojcgole

On the node, click on [Device Selection]. In this screen you have 3 options:

Option Explanation
All Devices Select all devices in the Inventory tab
Search Select the [Add Criteria] and select options to
select devices
Static List Select devices from the Inventory tab and add to
the selection
Device Selection
(O All Devices (@ Search () Static list Networks: Default
Search IP/Hostname: -Any- hd :id Criteria ™
Search = IPAd.~ Host.. Netw.. A nterfacelP jel Devic.. OSV.. Serial# Back.. Traits  Viola...
© 1111 Default Admin 1P [ http [ ht -
@ 10001  salesd.. Default Li Hostname NX  Server  232.1 LiveActi... 1s
@ 10002 Default f:ttuéhanged [http [ ht{
10.0.0.6 Default End Of Sale No resp...
m 10.0.0.8 Default End Of Life No resp...
10.0.0.9 Default Software End Of Sale No resp...
10.0.0.10 Default Software End Of Life M No resp...
10.0.0.20 Default Tags No resp...
10.0.0.21 Default Vendor/Model/OS [P Node 1...
10.0.0.29 Default Device Type No resp...
100030 Default Serial# No resp...
10.0.0.31 Default LERE No resp...
100032 Default Conﬁg Text Noresp..
P 1254 of 299 > N i?:;my specified. This job will execute against all devices within the
3 Monitor

Maintenance Window

Device Traits
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Enabling “Search” allows you to narrow your search using multiple criteria.

O All Devices

tndor/Model/OS: Cisco

== IP Ad..~ Host...

FPR410...
SIMO000...

Cust1
asa-gw
ciscoasa

ciscoasa

VASTDC...

Netw...

Default
Default
Default
Default
Default
Default
Default
Default

@ Search () Static list

Device Selection

v X |Device Type: Firewall | > X
Adap... HW.. Model Devic...
Cisco A... Cisco FPR-41... Firewall
Cisco A... Cisco ASA5585 Firewall
Cisco A... Cisco WS-SVC... Firewall
Cisco A... Cisco PIX-520  Firewall
Cisco A... Cisco ASA5510  Firewall
Cisco A... Cisco ASAS5510  Firewall
Cisco A... Cisco PIX-520  Firewall
Cisco A... Cisco ASA5550 Firewall

370

oS V...
2.3(1.88)
9.1(6)6
41(5)

9.1(6)
9.1(6)

8.0(4)

Networks: Default

Add Criteria ~

Serial#

IMX232...
JAD125...
SADO70...

IMX132...
IMX132...

IMX141...

Back...
Tm17s
6s
1s
9s
9s
1s
1s
1s

Traits Violation

No respon...
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Add another node from the node table.
Select [Run Code] to change the description.

Click on [Code Editor] to enter any cli command for the devices you have selected.

</ Run Code run cli command
® device output @ -
error ® -
Code Editor
S -

Code Editor

Commands

1 sh version

- Prompt: ([ Don't Exit .

el
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For Results you have three options:

Option Explanation
Send email with results Move email node to play field
Search Send results with webhook to
Teams/Slack/Mattermost/Webex/Line
Static List Both email and webhook
@ Device Search Select Devices o Run Code run cli command
device ® 7 ® device output ®

. . - error ® - - -
Device Selection b - C

sh version

Code Editor

@ Email send to email Chat App (Webhook) send to teams
® content ® content
To: Webhook URL
’ someone@yourcompany C ‘ url for hook
Cc: Chat Application
‘ Microsoft Teams v
Limit content to Limit content to
Errors Only v Errors Only v
I want to see I want to see
Counts and Summary Data v Counts and Summary Data v

In the “Email” and “Webhook™ windows, you can click the pulldown menus to select reporting options.
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Next, connect the nodes.

Run Code run cli command
@ Device Search Select Devices .
/0 device output ®
device ® error @

Device Selection sh version

Code Editor '

Chat App (Webhook) send to teams

® content

Webhook URL

url for hook

Chat Application
Microsoft Teams v

Limit content to

Errors Only v

| want to see

Counts and Summary Data v

@ Email send to email

® content

To:

‘ someone@yourcompany

Cc:

Limit content to

Errors Only v

| want to see

Counts and Summary Data v

To remove a node, or a connection, select the desired item, and on your keyboard, click [Backspace].
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8.17.2.2 Compliance/Incident issues

Incidents and Compliance issues.

Compliance Issues

1. Click the Compliance > [Rule Sets] tabs.

2. Select a Rule Set in the “Rule Set - ntp test”.

You can select a Playbook job to run remediation for both

3. Click the [Remediation job or playbook] button in the lower right of the page.

show version for devices

Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search | Compliance |Monitors  Incidents Map MIBs  Playbook
- Compliance Policy
=. Category: <All> v 57 Create | ' Rename ‘ [ Copy ‘ K Delete Category | Description:
% Rule Set Adapter Config Category
&< | 105 Session Idle Timeout Cisco 10S /running-config
(]
(n 10S Disabled Unneeded Services Cisco I0S /running-config
c,
2| 105 SSH-only Restricted Access Cisco 10S /running-config
10S Telnet Restricted Access Cisco 10S /running-config
10S Secure Enable Passwords Cisco I0S /running-config
105 Interface Auto-Duplex/Speed Cisco 10S /running-config
IP Loggin Cisco 10S running-confi
99ing / g-con’ig Remediation job or playbook
(3560 Template Cisco I0S /running-config
SNMP Server Community String Cisco 10S /running-config Bemediationlichly Remediation Playbook
snmp-server-rule Cisco 10S /running-config Name Memo
Server Host Cisco 10S /running-config Job - Show Version
1P Permit Cisco 10S /running-config
IP Permit 2 Cisco 10S /runnina-confia
Rule Set - ntp test
Violation Message: | ntp test
Match Expression Action
ntp server ~ip~ Violation if not matched
Variable Type Restriction
ip regex £(10.0.0.254)%
O ignore Case Remediation job or playbook:  ntp fix () |
© Dwhboards Inventory  Changes  Jobs  TerminalProxy | Search Monitors Incidents Map  MIBs Playbook
—|  Compliance Policy,
g’. Category: | <All> v 4 Create | < Rename | (1) Copy | % Delete | . category | Desciption
ﬁ'l. Rule set Adapter Config Category
'S 1ossessionde Timeout Cisco 105 /running-config
¢ 105 Disabled Unneeded Services Cisco 105 /running-config
% 105 SSH-only Restricted Access Cisco 105 /running-config
105 Telnet Restricted Access Cisco l0S Jrunning-config
105 Secure Enable Passwords Cisco l0S Jrunning-config
10 Interface Auto-Duplex/Speed  Cisco 10S Jrunning-config
1P Logging Cisco 108 Jrunning-config Remediation job or playbook
3560 Template Cisco 105 Jrunning-config
SNMP Server Community String Cisco 105 /running-confi Remeditonjohy| Remediation Playbook
snmp-server-rule Cisco 105 /running-config Name Memo
Server Host Cisco l0s Jrunning-config Job - Show Version show version for devices
P Permit Cisco l0S Jrunning-config
1P Permit 2 Ciscol0S Jrunnina-confia
Rule Set - ntp test
Violation Message: | ntp test
Match Expression Action
ntp server ~ip~ Violation if not matched
oK | cancel
Variable Type Restriction
‘p regex (10002505
O ignore Case Remediation job or playbook:  ntp fix @
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Incident Issues

1. Click the Monitors > [Alert Policies] tabs.

2. Add a “Alert Policy Name”, or select an existing Alert Policy.

3. Click [New Action]. (You have the option to add [Send to Playbook]).

e Dashboards

aungaAgpaiyL

Sets

4

Inventory Changes Jobs

Templates Alert Policies Violations

Alert Policy Name
PadLight only
Simple Incident Policy

stephen

1-30f3 | 4

Simple Incident Policy

m Incident

Priority: Medium v

Terminal Proxy

SNMP Traps

Default Assignee: ‘ Enter assignee user name

Search C

[ |

Syslog

Actions

E-mail rec\pienls:‘ Enter e-mail addresses separated by spaces «

Map MIBs Playbook

n Email
{#} Execute
©® SNMP Trap
@ Runlob
Mattermost (webhook)
Slack (webhook)

E-mail Cc rec\pienls:‘ Enter e-mail addresses separated by spaces «

Frequency: At most once per minute
View email customizations
Send an Incident email when...
System Actions
a violation first occurs for each device
additional violations have occurred
a violation has started clearing
a violation has been cleared
User Actions
a user clears a violation

a user modifies an incident

Teams (webhook)
\_DNS Re-resolve
% Send To Playbook
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Once added, select the “Playbook to Run”, Frequency”, “Perform the action when...” options.

Simple Incident Policy 7 New Action

Send an Incident email when...

System Actions

a violation first occurs for each device
additional violations have occurred

a violation has started clearing

a violation has been cleared

User Actions

a user clears a violation
a user modifies an incident

for user actions, ignore frequency and send email immediately

=42 Send To Playbook

Playbook to Run: | ntp fix

Frequency: Immediately v
Perform the action when...

a violation first occurs for each device

additional violations have occurred

a violation has started clearing

a violation has been cleared
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Compliance example:

"{%J| Run Code run correction code 7

® device output @

error .7 .

® Compliance device 7

Violation w/compliance err

violation @7 .
config t

ntp server 10.0.0.254
exit

wr mem

exit

s
Email

Z @ send email
’ ® content
To:
’ someone@yourcompany
Incident example:
Run Code run correction code 7

Incident Incident issue 7 o o
/—0 device output ®:
incident @—— : : /
error .7
config t
ntp server 10.0.0.254
exit

wr mem
exit

@Email send email

<

—® content

To:

someone@yourcompany
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Next, connect the nodes.

Chat App (Webhook) send to teams

® content
Webhook URL
Run Code run cli command o] Garr el
@ Device Search Select Devices .
/. device CUIBLERY Chat Application
ice ®
d=vice error ® Microsoft Teams v

Errors Onl v
Code Editor | L

........ s s - _ | want to see

Counts and Summary Data v

@ Email send to email

® content

To:

‘ someone@yourcompany

Cc:

Limit content to

Errors Only v

| want to see

Counts and Summary Data v

To remove a node, or a connection, select the desired item, and click on [Backspace] on your keyboard.
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8.18 Wi-Fi Clients

The [Wi-Fi Clients] tab provides centralized monitoring of wireless client devices connected via Wire-
less LAN Controllers (WLCs). It displays real-time status, access point associations, and network de-
tails (MAC/IP addresses, SSID, connection duration). You can customize client labels/icons, and view
historical data. Integrated mapping shows client locations relative to access points for troubleshooting.

8.18.1 Managed Network Restriction for Multi-Tenancy

Managed Networks allow administrators to logically group devices, either by IP space or other criteria.
This functionality is particularly useful for Managed Service Providers (MSPs) that oversee multiple
customers within a single platform.

In a multi-tenant environment, an MSP may require full visibility and control over all customer net-
works, while ensuring that individual customers can access only their own devices. To enforce these
boundaries, Network Restriction settings can be applied to user accounts.

By configuring users with specific network restrictions, administrators can limit access to designated
Managed Networks, preventing users from viewing or interacting with networks belonging to other
customers. This ensures proper data isolation while maintaining centralized management capabilities.

This setup is ideal for organizations hosting multiple customers on a single system while maintaining
security and data separation.
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8.18.2 WMI Monitoring

ThirdEye uses the HTTP/SOAP based WS-Management protocol to retrieve WMI objects. The follow-
ing objects can be obtained at the time:

Win32_PerfFormattedData_Perf0S_Processor (CPU Monitoring)
Win32_PerfFormattetedData_PerfDisk LogicalDisk (Disk Monitor)
Win32_PerfFormattedData_Perf0S_Memory (Memory Monitoring)

8.18.3 Configuration on Windows

The Windows Remote Management (WinRM) service is required to remotely manage Windows sys-
tems. Currently, WinRM is already installed on systems supporte by Microsoft.

To get started, run the winrm quickconfig command from the command prompt or Powershell. This
command sets the default configuration for WinRM. After executing the command, you can check the
current configuration by executing winrm get winrm/config/service:

PS C:\\Users\\Administrator\> winrm get winrm/config/service
Service
RootSDDL =
0:NSG:BAD:P(A;;GA;;;BA)(A;;GR;;;IU)S:P(AU;FA;GA;; ;WD) (AU;SA;GXGW; ; ;WD)
MaxConcurrentOperations = 4294967295
MaxConcurrentOperationsPerUser = 1500
EnumerationTimeoutms = 240000
MaxConnections = 300
MaxPacketRetrievalTimeSeconds = 120
AllowUnencrypted = false
Auth
Basic = false
Kerberos = true
Negotiate = true
Certificate = false
CredSSP = false
CbtHardeninglevel = Relaxed

DefaultPorts
HTTP = 5985
HTTPS = 5986

IPv4Filter = *

IPv6Filter = *
EnableCompatibilityHttpListener = false
EnableCompatibilityHttpsListener = false
CertificateThumbprint

AllowRemoteAccess = true

PS C:\\Users\\Administrator\>
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You can also get the configuration of the current listener by running winrm enumerate
winrm/config/listener:

PS C:\\Users\\Administrator\> winrm enumerate winrm/config/listener
Listener

Address = *

Transport = HTTP

Port = 5985

Hostname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

ListeningOn = 127.0.0.1, 192.168.40.66, ::1,
2001:0:348b:£fb58:1077:394:3f57:d7bd, £d14:5839:664d:40:58c0:c882:310d:3

8.18.4 Non-secure HTTP connection settings

By default, only encrypted traffic si allowed. If you want to monitor using HTTP, execute winrm set
winrm/config/service '@{AllowUnencrypted="true"} to allow unencrypted traffic

PS C:\\Users\\Administrator\> winrm set winrm/config/service
\'@{AllowUnencrypted="true"}\'
Service
RootSDDL =
0:NSG:BAD:P(A;;GA;;;BA)(A;;GR;;;IU)S:P(AU;FA;GA; ; ;WD) (AU;SA;GXGW; ; ;WD)
MaxConcurrentOperations = 4294967295
MaxConcurrentOperationsPerUser = 1500
EnumerationTimeoutms = 240000
MaxConnections = 300
MaxPacketRetrievalTimeSeconds = 120
AllowUnencrypted = true
Auth
Basic = false
Kerberos = true
Negotiate = true
Certificate = false
CredSSP = false
CbtHardeninglevel = Relaxed

DefaultPorts
HTTP = 5985
HTTPS = 5986

IPv4Filter = *

IPv6Filter = *
EnableCompatibilityHttpListener = false
EnableCompatibilityHttpsListener = false
CertificateThumbprint

AllowRemoteAccess = true
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8.18.5 Authentication settings

If you want to use Basic authentication, run winrm set winrm/config/service/auth
'@{Basic="true}. If the system is not joined to a domain (WORKGROUP), enable Basic
authentication.

PS C:\\Users\\Administrator\> winrm set winrm/config/service/auth
\'e{Basic="true"}\'
Auth
Basic = true
Kerberos = true
Negotiate = true
Certificate = false
CredSSP = false
CbtHardeninglevel = Relaxed °
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8.18.6 Monitor Settings

8.18.6.1 Credential settings Register the username and password used for authentication in the
credentials.

Set the Username to “VTY Username” and the password to “VTY Password”.

8.18.6.2 Monitoring Wireless LAN Controllers A WLC monitor can now be added to a wireless
LAN controller running Cisco IOS XE. The WLC monitor periodically polls the monitored WLC de-
vices via HTTPS to obtain a list of connected clients, the access points to which each client is connected,
and other relevant information. It can then see which clients are associated with an access point based
on data points such as MAC address, IP address, and date and time of last discovery. Additionally, it
is possible to display the clients associated with each access point on a map.

8.18.6.2.1 WLC Monitor Settings
1. Add the wireless LAN controller to the inventory.
The adapter of the wireless LAN controller must be “Cisco 10S”.
2. Set the credentials required to log in to the wireless LAN controller.

“VTY Username” and “VTY Password” are used for authentication.
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3. Add a “WLC (Cisco IOS XE)” monitor to the wireless LAN controller.

C9800-WLC - 192.168.1.61

C9800-WLC - 192.168.1.61 | Default  actions.. L snmp

= Detail

From Template...
From Monitor Set...
New

2 , Agent-D

ﬂ Catch All Trap

-7 DHCP

DNS
HTTP

1)) 1ICMP

T, MysaL

) NP

@ PostgreSQL

" SNMP

B SNMP Trap
7 TCP Port

e
&
|

2 WLC (Cisco 10S XE)

[ wmi
)

Linked Device: >
None Selected ILI - =

WLC monitors may now be added to Wireless Lan Controllers running the Cisco IOS XE Operating
System. Monitored devices will be polled periodically via https for a set of connected clients as well
as some associated information, such as which Access Point each client is connected to. This allows
for the querying of clients based on data points such as MAC, IP Address, or when the client was last
seen. It also allows for the display of clients on Maps under their associated Access Point.

4. Configure the monitor settings.

Set the monitor name, interval, data storage period, and optional triggers, then click [Save]. When data
collection is complete, a table will appear showing the AP name and the number of clients currently
connected.

Wi-Fi
Access Point 4. Number of Clients

(¥}

CO9120AXE-Q

C9120AX1-Q 10
Last Captured: 2025/05/01 11:56
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8.18.6.2.2 WLC Monitor Settings The Wi-Fi Clients tab provides details on the clients acquired
by the WLC monitor.

ompliance  Monitors Incdents  Map  MiBs | Plybook  Wi-ri Clents Networe <All>
v % addciteiay| @ 6
Name

eunsafgpayl @

ININERINEN RN NN IR NN T

-8

AGvSE

Item Description

Status The following two types of icons are displayed:
@ Indicates that the client has been recognized as a client at least once
in the past but is not currently connected.

Indicates that the client is currently connected.

Icon An image used as the icon for the node representing the client on the
map. Any image can be uploaded and set.

SSID The SSID name to which the client is connected is displayed.

Access Point
Name

IP Address
IPv6 Address
MAC

Last Checked

Last Seen

Displays the name of the access point to which the client is connected.
A name may be associated with a client to make it easier to identify in
this table and in maps.

The IP address used by the client is displayed.

The IPv6 address used by the client is displayed.

The MAC address of the client is displayed.

Displays the date and time when ThirdEye last checked client
information in the WLC.

The date and time the client was last connected is displayed.

The SSID, access point, IP address, [Pv6 address, MAC information is the same as the information
available in the [Monitoring] > [Wireless] > [Client] window of the WLC’s Web Management Console.

The name and icon can be customized by clicking the Edit button in the upper right corner. Since this
customization is associated with the client’s MAC address, the customization will be applied even if
the client gets a new IP address.
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8.18.6.3 Displaying Clients on a Map

1. Add the access point to the same management network as the wireless LAN controller. Make
sure the hostname of the access point is set correctly.

2. Verify that the access point has been given an “ap” trait.

Hostname Adapter 0S Version Serial# SW Vendor Last Backup Traits
€9800-WLC Cisco 10S 16.12.4a FCL245100KU Cisco 2025/04/21 1856 CED E Ed

When the “WLC (Cisco IOS XE)” monitor on the wireless LAN controller completes data collection,
the access point will automatically be assigned an “ap” trait.

3. Insert the access point with the “ap” trait into the map.

When an access point is selected while editing the map, a new option “Show Wi-Fi Clients” becomes
available. When this option is enabled, all clients connected to the access point will be displayed in a
vertical column under it. It is not possible to change the display direction of the clients or move the
placement of the displayed clients.

4. Select the access point and activate the “Show Wi-Fi Clients” option.

<| *WiFi network

(C9800-WLC192.168.1.61

D 4 tnsert Device i nsert map
Background
[c9120AXE-Q192.168.1.63]

sackground Imege

wwwww =l
. .

IRV | e Y eckground color
J84:1b:77:

.
af:8d:c

5. Save the map.

The name set in the Wi-Fi Clients tab will be used to label the clients that appear on the map. If no
name is set, the client’s MAC address will be displayed. The name and icon can be edited in the Wi-Fi
Client tab or by right-clicking on the client icon on the map. The client icon on the map will also be
automatically updated when the client is disconnected or moved to another access point.
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8.19 Viewing tools

The Viewing Tools menu allows you to determine the real-time status of the selected device. It is also
possible to export all detected results as a CSV file. When using the viewing tool, a dedicated tab will
be opened in the status panel, so exporting can be done using the = button located in the top right
corner.

== Device &= Inventory & Tools \}. Change '%- Smart Change ii Reports
End Of Life { DNS Lookup Software End OfL... | |
Interface Brief
0% Show Commands
IP Routing Table
Live ARP Table
2021/08/31 Ping
Port Scan
SMNMP System Info.

Traceroute

8.19.1 DNS lookup

The DNS Lookup window displays the device’s DNS information.

DNS Lookup
DNS Lookup (2024/06/10 09:24)

Hostname 1P Address Network Resolved Name
v 3eyeintralvicojp. 1004045 Default 3eyeintravicojp
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8.19.2 10S Show commands

The IOS Show Commands window displays the results of the device’s “IOS Show commands” request.
Select the “show” command you want to run first from the list, and click [Execution] to issue the
command.

10S Show Commands

[) show access-lists
[ show arp

C] show cdp

C] show flash:

C] show interfaces

[_] show spanning-tree
() show version

[] show ip arp

[] show ip bgp

[[] show ip eigrp neighbors
] show ip ospf

[ show ip route

C] show ip vrf

Execute | Cancel ‘

This command can only be run on devices that are compatible with Cisco IOS.

388 Copyright © 2025 LogicVein, Inc.



An ARP screen showing the results of executing the command will be displayed.

105 Show Commands
10S Show Commands (2024/06/10 09:26)
Hostname IP Address
v 1234 10.0.0.223

show arp
Protocol Address Age (min} Hardware Addr Type Interface

Internet 10.0.0.94 232 0050.50ac.40d4 ARFR GigabitEthernetl
Internet 10.0.0.85 o] 0050.50ac.dB84c ARFA GigakitEthernetl
Internst 10.0.0.98 v] 0050.56ac.0fa% LRPL GigabitEthernetl
Internet 10.0.0.117 1] 0050.5kac.4e86 LARPFL GigabitEthernetl
Internet 10.0.0.124 [ 0050.50ac.6f%  ARFA GigabitEthernetl
Internst 10.0.0.170 7] 0050.56ac.8f688 LRRPR GigabitEthernetl
Intern=t 10.0.0.183 "] 0050.56ac.d5eb LRPL GigabitEthernatl
Internet 10.0.0.223 - 0050.5kac.2dd0 ARFR GigabitEthernetl
Internet 10.0.0.240 o] 0050.50ac.eeld4 ARFR GigabitEthernetl
Internst 10.0.0.250 v} 205f.b%ba.4d60 ARPL GigabitEthernetl
Tnternst  10.0.0.253 n S5nRa.3RARA_N1Ne  ZRPL inakhitRthernat]

8.19.3 IP Routing table

The IP Routing table window displays the device’s routing information.

IP Routing Table

IP Routing Table (2024/06/10 09:27)_1234-10.0.0.223

Destination Mask Next Hop Interface
10000 255.255.255.0 0000 GigabitEthernet 1
1000223 255.255.255.255 0000 GigabitEthernet
00.00 0000 1000254

This function cannot be executed when multiple devices are selected.

8.19.4 Ping

From the Ping window, you can ping a device and check the response.

Ping
Ping (2024/06/10 09:27)

Hostname 1P Address Network Bytes ™ Min (ms) Avg (ms) Max (ms) Stddev (ms) Pt Loss (%
v 1234 1000223 Defautt 64 254 0394 0433 0493 o
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8.19.5 SNMP System Info
The SNMP System Info window displays the device’s SNMP system information.

=T
SNMP System Info.
SNMP System Info. (2024/06/10 09:28)
Hestname 1P Address Network System Description System UpTime
v 1234 1000223 Default Cisco I0S Software [Amsterdam], Virtual XE Software (X86_64_LINU... 14 hours, 10:37.93

System Contact System Name
_1234intralvicojp

Cw 1 a ]

al XE Software (XB6_64_LINUK_TOSD-UNIVERSALKO-M), Version 17.3.5, RELEASE SOFTWARE (£2)

8.19.6 Interface Brief

The Interface Brief window displays detailed information such as the open/close status of each interface

of the device, device IP address, etc.

> n sy
SNMP System Info. Interface Brief
Interface Brief (2024/06/10 09:28) 1234-10.0.0.223
Admin  Line  Description w» MAC (hex) If Speed High Speed
@ @ GigabitEthernet3 192.168.2.1 005056AC6816 1000000000 1000
7 & nuo 4204967295 10000
@ @ Gigabitethernett 1000223 005056AC20D0 1000000000 1000
@ @ GigabitEtheret2 192.168.1.1 005056ACDD03 1000000000 1000
7 2 Voo 4204967295 10000

This function cannot be executed when multiple devices are selected.

8.19.7 Traceroute

From the Traceroute window, you can perform a traceroute to the device and display the response.

L > e g

Traceroute
Traceroute (2024/06/10 09:29)_1234-10.0.0.223
™ Hostname 1P Address. Probe 1 (ms) Probe 2 (ms) Probe 3 (ms)
v 10040254 10040254 0353 0789 0786
v 1000124 1000124 0320 0221 0196
43

This function cannot be executed when multiple devices are selected.
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8.19.8 Port Scan

The Port Scan window displays device port opening/closing information.

=

Port scan >
Port Scan (2024/06/10 09:29) =
Hostname 1P Address  Network @Y wh@2)  telnew23) hitp(80) hitps(443)

23 1000223 Default L 4 2@ ¥ @

8.19.9 Live ARP Table
The Live ARP Table window displays the live status of the ARP table.

Live ARP Table
Live ARP Table (2024/06/10 09:30)_1234-10.0.0.223

IP Address MAC
v 192168.21 00-50-56-ac-68-16
v 1000253 5c-82-38-65-01-0c
v 1000.124 00-50-56-ac-6f-9a
v 100094 00-50-56-ac-40-dd
v 19216811 00-50-56-ac-dd-03
¥ 1000254 00-2a-10-b7-82-f1
v 1000.117 00-50-56-ac-4e-86
¥ 1000.170 00-50-56-ac-9f-89
v 100.095 00-50-56-ac-d8-4c
v 1000223 00-50-56-ac-2d-d0
v 100.0.240 00-50-56-ac-ee-14
¥ 100.0.183 00-50-56-ac-d5-eb
v 100098 00-50-56-ac-0f-29
v 1000.250 £0-5f-b9-ba-4d-60

This function cannot be executed when multiple devices are selected.
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8.20 Change tools

The [Change] submenu collects operations related to modifying the configuration of the selected device.
In this section, we will explain each function in the [Change] submenu.

» Change & Smart Change Il Reports
Command Runner

Enable of Dhsable Interfaces

Login Banner (MOTD])

Mame Servers Manager

NTP Servers

Port WLAN Assignment

SNMP Community Strings

SHMP Trap Hosts

Syslog Hosts
05 Image
AlliedTebesis 05 Software Dustribution
ASA 05 Software Destribution
105 Software Distribution
Manage 05 Images
MEC WA Software Distribution
Retrieve 05 Image Files
Yarnaha RT Firrrware Distribution
Static Routes
Add Static Route
Delete Static Route
Users
Add User Account
Change Enable Passwornd
Change Local User Password
Change VTY Password
Dedete User Account

8.20.1 Command Runner

Command Runner is a useful tool when performing the same operation repeatedly on multiple devices.
For example, you can run commands of over 100 lines to many devices at once. Commands that can be
performed include downloading and uploading configurations. After entering the required items, click
the Execute button.

Command Runner

Specify the commands to run against the devices

show version
show running-config
show interface

QOverride the default prompt regex: |

Response timeout (seconds): 60 ﬂ

[ Perfarm backup after tool completes Execute | Cancel

The [Override the default prompt regex] field specifies a regular expression to match a particular type
of prompt. The prompts to be matched are like PS1 variables in shell scripts. This field required if a
command responds with an unusual prompt.

For example, some interactive commands may prompt for the next input with a simpler “<” instead of
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“f\<’9

the usual “<username>#" prompt. In these cases, you must specify using the regular expression
(at the beginning of the line). Otherwise, it will be impossible to distinguish between the output result
of the command and the prompt.
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8.20.2 Enable or Disable Interfaces

Change the Admin Status of the device interface. Please note that this function cannot be executed
when multiple devices are selected.

From the [Select Interfaces] field, select the interface for which you want to change the Admin Status

(multiple selections are possible), select [Up/Down] from the pull-down menu, and click the Execute
button.

Enable or Disable Interfaces

Select Interfaces

Admin

Interface

up mgmtQ

up Ethernet1/1

up Ethernet1/2

down Ethernet1/3

up Ethernet1/4

up Ethernet1/5 M

Up/Down  UP ~

[C) Perform backup after tool completes Execute | Cancel

8.20.3 Login Banner (MOTD)

Set the device login banner.

Login Banner (MOTD)

" Login Banner

" |Welcome to LogicVein Network

o [J Perform backup after tool completes Execute | Cancel
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8.20.4 Name Servers Manager
Add or delete a “Name Server Address”.
Add an address
1. Click [Change] > [Name Server Manager].

2. Enter the IP address in the “Name Server Address” field.

Name Servers Manager

Name Server Address

Name Server Action (add/delete) add v

Domain Suffix Name

[] Perform backup after tool completes

The Execute button, will become clickable.

3. Click Execute.

Name Servers Manager

Cancel

Name Server Address 10.0.0.66

Name Server Action (add/delete) add v

Domain Suffix Name

[ Perform backup after tool completes

395
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Delete an address
1. Click [Change] > [Name Server Manager].
2. Enter the IP address in the “Name Server Address” field.

3. Change the “Name Server Action” to “delete”.

Name Servers Manager

Name Server Address ‘

Name Server Action (add/delete)

Domain Suffix Name add
delete
("] Perform backup after tool completes Cancel

The Execute button, will become clickable.

4. Click Execute.

If no IP Address is selected, clicking the [Name Server Manager] tool will act on all addresses
in the Inventory window list.

Confirm Execution

No devices are selected. The current search criteria will be used to execute against 246 devices.

Would you like to continue?

Yes | No
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8.20.5 NTP Servers

Add/remove NTP servers to your device.

NTP Servers

NTP servers to add | 192.168.0.100

NTP servers to remove |

(") Perform backup after tool completes Execute | Cancel

8.20.6 Port VLAN Assignment

Perform VLAN port settings for the device’s access port. Please note that this function cannot be
executed when multiple devices are selected.

Select the interface on the screen. Select the interface for VLAN settings (multiple selections are
possible), and select the VLAN. Select the VLAN to be assigned from the field and click the Execute
button.

Port VLAN Assignment
mgmt0
Ethernet1/1
Select Interfaces Ethemet1/2
Ethernet1/3
Ethernet1/4
Ethernet1/5 v
Select a VLAN
Name Number
default 1
VLANCO12 12
VLANCO002 2
[ Perform backup after tool completes Execute | Cancel |
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8.20.7 SNMP Community Strings

Add/delete SNMP communities to/from devices.

o uuuy LS [EEENTECY

SNMP Community Strings

New Community String

Community String | public
Access Type RO +

Delete Community String

Community String | Ivi

Access Type RO ~

[ Perfarm backup after tool completes Execute | Cancel

8.20.8 SNMP Trap Hosts
Add/delete SNMP trap host settings for devices. It is effective for batch setting of new NMS installa-
tions.

SNMP Trap Hosts

New Trap Host Name |

Trap Host Name/Address | 192.168.0.100

New Community String |

Community String | public

Action (add/delete) add oA

(") Perform backup after tool completes Execute | Cancel

8.20.9 Syslog Hosts
Add/delete Syslog hosts to/from the device.

Syslog Hosts

Logging hosts to add: ‘ 192.168.0.100

Logging hosts to remove: ‘

[_J Perform backup after tool completes Execute | Cancel
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8.20.10 AlliedTelesis OS software distribution

You can remotely distribute the OS to AlliedTelesis devices. To use this function, you must save the
OS in advance.

AlliedTelesis OS Software Distribution

Select an O% image file to push |
Destination flash location | flash
Optional

Destination flash directory |
[ remave the existing image from flash
|_] Boot from the new image

1 [ relcad after image push

Timeout [default 300 second)

[ Perform backup after tool completes Execute | Cancel

Item Explanation

Select an OS image file to push ~ When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so
select the image you want to upload.

Destination flash location Specifies the storage drive provided by the device.
Remove the existing images After image transfer, remove the existing image file.
from flash

Boot from the new image After image transfer, boot with new image

Reload after image push After image transfer, reload the system.

Timeout (default 3000 seconds)  Timeout setting for setting transferring time
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8.20.11 ASA OS software distribution

You can remotely distribute the OS to Cisco ASA devices. To use this function, you must save the OS
in advance.

ASA 0S Software Distribution

Select an ASA OS image file to push ... ‘

Destination flash location ‘ flash
Optional

() Remove the existing image from flash
[ Boot from the new image

() Reload after image push

[ perform backup after tool completes Execute | Cancel

Item Explanation

Select an ASA OS image file = When you press the [...] button on the right side, a window will

to push appear where you can browse the registered OS images, so select
the image you want to upload.
Destination flash location Specifies the storage drive provided by the device.

Remove the existing images After image transfer, remove the existing image file.
from flash

Boot from the new image After image transfer, reload the system.

Reload after image push Timeout setting for setting transferring time
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8.20.12 10S software distribution

You can remotely distribute IOS to Cisco IOS devices. To use this feature, you must save the 1OS in
advance.

105 Software Distribution

Select an 10S image file to push ... ‘

Destination flash location ‘ flash

Optional

Destination flash directory ‘

Destination flash partition ‘
(] Remove the existing image from flash
(J Boot from the new image

(J Reload after image push

Minimum DRAM in Kilobytes (from CCO)

() Perform backup after tool completes Execute | Cancel

Setting Explanation

Select an 10S image file to push  When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so
select the image you want to upload.

Destination flash location Specifies the storage drive provided by the device. Depending
on the model, flash/usbflashO/nvram - The content that can be
specified differs.

Destination flash directory A directory within the destination drive partition. If the

directory does not exist, a directory with the specified name will
be automatically created.

Destination flash partition Partition of the destination drive. The command will fail if the
specified partition does not exist.

Remove the existing images After image transfer, remove the existing image file.

from flash

Boot from the new image After image transfer, reload the system.

Reload after image push Timeout setting for setting transferring time

Minimum DRAM in Kilobytes Please check the DRAM capacity of the image to be submitted

(from CCO) and enter it. Check if there is enough free space on the device

before deploying the image
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8.20.13 Manage OS Images

Save the OS image used for software distribution on the server’s file system. Click the (= button and
add the OS image file.

Select a file

/ Ll
Name Size MD5 Hash
o Cisco 72.16 MB

Cancel

You can add a directory on the server’s file system by clicking the [“2] button.

#

Name Size MD5 Hash

Select a file

Cisco 72.16 MB

New Folder

Specify the folder name.

Cancel

Cancel

Once the OS image is added to the list, click the [OK] button.

Adding the OS image may take some time. If it takes too long or is not added, check the specified
directory and try adding the file again.
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8.20.14 NEC WA software distribution

NEC WA software can be distributed remotely to the OS. To use this function, you must save the WA
software in advance.

NEC WA Software Distribution

Select an OS image file to push ...
Optional

() Remove the existing image from flash
() Boot from the new image

(0 Reload after image push

() Perform backup after tool completes Execute ‘ Cancel ‘

[tem Explanation

Select an OS image file to push When you press the [...] button on the right
side, a window will appear where you can
browse the registered OS images, so select
the image you want to upload.

Remove the existing images from flash After image transfer, remove the existing
image file.

Boot from the new image After image transfer, reload the system.

Reload after image push Timeout setting for setting transferring time

8.20.15 Retrieve OS image files

Downloads the OS image from the specified device and saves it to the database. Downloaded images
can be uploaded again later.

Retrieve 05 Image Files
Retrieve OS Image Files (2024/04/09 09:27)

Hostname 1P Address Network Elapsed Time (seconds) 05 Image
va 1000128 Demo. 0 packages.conf
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8.20.16 Yamaha RT Firmware Distribution

Yamaha RT software can be distributed remotely to the OS. To use this function, you must save the

Yamaha RT software in advance.

Yamaha RT Firmware Distribution

Select a Yamaha firmware file to push ...

TFTP Option

-

Specify the destination exec Flash ROM area Number. (i.e: 1 or 0 or blank)

[ Copy current firmware to internal Flash ROM area (for multiple flash supported device only)

Optional

[CJ save and send temporary configuration for upgrade (Recommendations)

Minimum free memory (percentage)

Waiting timer (default 300 second)

[ Perform backup after tool completes

Execute | Cancel

[tem

Explanation

Select a Yamaha firmware file to push
Specify the destination exec Flash
ROM area Number. (i.e: 1 or 0 or
blank)

Copy current firmware to internal
Flash ROM area (for multiple flash
supported device only)

Save and send temporary
configuration for upgrade
(Recommendations)

Minimum free memory (percentage)

Waiting timer (default 300 seconds)

Select target firmware file

For models that support multiple firmware, you can select
ROM area number (1,0). If not specified, the running
firmware will be upgraded.

Back up the running firmware on models that support
multiple firmware.* 1

Save the settings and execute the command before
uploading the firmware.*2

It is possible to cancel the firmware upgrade if the
configured memory is exceeded*3

Specify standby time in environments with high network
communication delays
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1. *Since Rev.14.01.14, firmware will be backed up in these cases.

No. Revisioni

Q- -Rev.14.01.114
*:1---Rev.14.01.14.

4

If this check is performed on a model that does not support multiple firmware, the firmware
upgrade will be aborted. The upgrade will also be canceled if the ROM number of the revision
destination and the ROM number of the running firmware are the same.

2. *The following command will be executed:
login timer [timer]
show config \| grep "tftp host"
tftp host [NetLD IP]

3. *If the memory usage is below, firmware upgrade will be canceled by setting 80.

CPU: 0%(5sec) - - - @%(1min) - - - @%(5min) - - - -Memory: - 82% used:
Packet-buffer: - -@%(small) - @%(middle) - -7%(large) - @%(huge) used:
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8.20.17 Add Static Route

Enter the required information, click Execute to add the route.

Add Static Route

Destination

Destination Address(IP Address) | 10.0.100.0

Destination Mask(IP Mask) | 255.255.255.0

Gateway

Gateway Address(IP Address) | 10.0.0.30

() Perform backup after tool completes Execute | Cancel

8.20.18 Delete Static Route

Select and delete an existing static route configuration.

Delete Static Route

Select Static Routes

Gateway Destination Mask Destination Address
10.0.0.254 0 0.0.0.0
0 0.0.0.0

(7] Perform backup after tool completes Execute | Cancel

8.20.19 Add User Account

Add a new user account to your device. Please note that this function cannot be executed when multiple
devices are selected.

Add User Account

User Data

Username ‘ logicvein

PSS P

Priviege ~ SU w

("] Perform backup after tool completes Execute  Cancel

8.20.20 Change Enable Password

Change the Enable Password or Enable Secret settings for your device:
* If Enable Password is set, Enable Password is changed.
 If Enable Secret is set, Enable Secret is changed.

* If both are set, Enable Secret will be changed.
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‘Change Enable Password

User Data

New Password

Password: Confirm:

| [ Verify credentials after change is executed

[) Perform backup after tool completes Execute ‘ Cancel |

If static credentials are being used, by checking “Confirm credentials after change”, the credentials will
be automatically changed, and you will be checked to see if you can log in with thempassword you set.
8.20.21 Changing Local User Password

Change the password for the user account set on the device.

Change Local User Password

User Data

Username ‘ logicvein

New Password

Password: Confirm:

[ Verify credentials after change is executed

(1) Perform backup after tool completes Execute | Cancel
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8.20.22 Change VTY Password
Change the device’s VTY Password settings.

Change VTY Password

User Data

New Password

Password: Confirm:

[C] Verify credentials after change is executed

[ Perform backup after tool completes Execute | Cancel

Just as with changing Enable Password by checking “Confirm credentials after change”, the credentials
will be automatically changed.

Test your new password after changing.

8.20.23 Delete User Account

Delete an existing user account configured on the device. Please note that this function cannot be
executed when multiple devices are selected.

Delete User Account

User Data

Username | logicvein

[ Perform backup after tool completes Execute | Cancel
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8.21 Change advisor

Change Advisor analyzes current/specified configurations and outputs any changes in configuration. It
generates necessary CLI commands for configuration changes, allows command review/editing before
execution, and logs execution results in job history.

Change Advisor is not available on some devices.

8.21.1 Change advisor setup
1. Doubleclick the device in the device view.

2. Select a configuration from configuration history or draft.

3. Click the ® button.

- a

2

General  Monitors  Violations ~ SNMP Traps ~ Compliance  Attachment  Hardware  Interfaces  ARP/MAC/VLAN  Memo
Last Backup: 2024/06/06 23:04 (Duration: 10s) &l Q ﬂ ﬂ ﬁ y
Snapshot Config Timestamp Size User &
2024/06/03 23:04 /running-config 2024/06/03 23:04 2094 n/a
/startup-config 2024/06/03 23:04 2094 n/a
2024/06/01 23:03 /running-config 2024/06/01 23:03 2097 n/a
/startup-config 2024/06/01 23:03 2097 n/a
2024/05/26 23:03 /running-config 2024/05/26 23:03 2074 n/a
Serial#:  9VOINVIMGOX /startup-config 2024/05/26 23:03 2074 n/a
Device Type: Router 2024/05/23 23:03 /running-config 2024/05/23 23:03 2071 n/a
/startup-config 2024/05/23 23:03 2081 n/a
2024/05/16 23:04 /running-config 2024/05/16 23:04 2174 n/a

4. Change Advisor starts and presents commands in the lower panel.

Current: /running-config (2024/06/03 23:04) /running-config (2024/06/01 23:03)
1 version 15.4 1 version 15.4
2 service timestamps debug datetime msec 2 service timestamps debug datetime msec
3 service timestamps log datetime msec 3 service timestamps log datetime msec
4 no platform punt-keepalive disable-kernel-core 4 no platform punt-keepalive disable-kernel-core
5 platform console virtual 5 platform console virtual
6 ! 6!
7 hostname tech 7 hostname shibata
8! 8!
9 boot-start-marker 9 boot-start-marker
10 boot-end-marker 10 boot-end-marker
11 ! 11 !
12 ! 12t
13 enable secret 5 $1$CJ4w$Jqpqf3dnt/%oC8gR2MEAEL 13 enable secret 5 $15CJ4wSJqpqf3dnt/90CEgR2MEAEL
14 enable password 1vi 14 enable password 1lvi
15 ! 15 !
16 no aaa new-model 16 no aaa new-model
17 ! 17 !
18 ! 18 !
19 ! 19 !
20 ! 20 !
21 ! 21!
22 ! 22!
23 ! 231!
24 24
25 25
26 ! 26 !
27 ! - 27 !

Recommended commands:

configure terminal
no hostname tech
hostname shibata
exit
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8.21.2 Execute commands using change advisor

Commands output by Change Advisor can be executed on the device. Double check the command you
want to run before executing the suggested command. If an incorrect command is antered, you can
directly edit the output command.

Recommended commands:

configure terminal
no hostname tech
hostname shibata
exit

To proceed, click [Run], then [Yes].

N ]

Confirm Tool Execution

.g This tool will change a device. Do you want to continue?
(] Don't show this dialog again
Yes | No

You can check the result after executing the command. Change Advisor execution results and history
are also displayed in the job history.

tech - 10.0.0.124 Change Advisor
Change Advisor (2024/06/10 09:20)

Hostname 1P Address Network Duration (seconds)
v tech 1000124 Default 1

TFTP is the primary communication protocol for Configuration Restore and Draft Configuration
upload. Therefore, restore and upload functionality is not available on devices that do not im-
plement TFTP. However, the Change Advisor function can be used by most models as long as
CLI login (telnet/SSH) is supported. Therefore, you can use the Change Advisor function as a
substitute even in environments where uploading is not possible.
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8.22 Smart change

The smart change feature is similar to the command runner, but with more flexibility. Instead of issuing
one fixed command, you can create a template of the command and set template variables to change
the value of the variable for each device.

For example, if you want to change the password of a device, but you want to set a different password
for each device, you will need to run a job for each device in the command runner.

However, by using smart change, you can change passwords into variables and assign different values
to each device, allowing you to set different passwords in one job.

8.22.1 Create a smart change job

Smart change jobs can be created from the Jobs> [Job Management] tab. More information is available
in the Job management section.

To create a job:

1. Click the [Job] > [Job Management] tabs, then click [New Job] > [Smart Change].

Approval Requester Approval Status Memo

bretw Rejected
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2. Enter the job name and comment, select the function, and click [OK].

e

Create Smart Change Job

Job Name:

| Cisco enable

Network:

| Default,Osaka DC2,Tokyo DC1,Utah DC

Comment:

[ Use remediation job.

(O Use the same replacement values for all devices in the job.

(@) Use unique replacement values for each device in the job.

0K Cancel
Item Explanation
Job name Enter the name of the smart
change job.
Comment Enter a comment (description)

Use remediation job

Use the same replacement values for all devices in the job / Use
unique replacement values for each device in the job

for the smart change job.
Select whether to use smart
change jobs as repair jobs.

If selected, additionally select
an adapter.

Choose one. When executing a
command, you can choose
whether to execute it with the
same value in the variable or
with a different value.
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3. In the template, enter the base command.

“Cisco ensble
5 Template " ReplacementValues & Devices (4 Schedule Job Approvals Log [~ Email Notification @

Commands Replacements

- =

4. Select the part you want to change as an alternative value, click the L* button.

1ail Notification | | |l
Commands Replacements

1 config t

2  enable password password
3 exit

4 write mem

Prompt: _iﬂ :fer
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5. Enter a name for the alternative value and select a type.

Add Replacement

Selection:  password

Mame newpassword

Type Text v

Use selection as default value

Item Explanation

Text Any text

IP address IP address. If a value other than the correct IPv4 or IPv6 format
is entered, an error will be reported.

Hostname Hostname

IP address or hostname IP address or host name

Choice When entering an alternative value, you will be able to select it

from a drop-down list. It is safe because only the preset values
will be entered.

Condition selection Provide a checkbox to enable or disable it. For devices marked
as disabled, the alternative value is an empty string.

Variable parts are displayed in yellow.

Commands Replacement

2 newpassword
2 enable password [newpassword} B
exit

4 write mem
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6. Add the device you want to run on the Devices tab.

Doty trvectory |SCsosslitotlTonionl ooy

=l [L] ¥ Vendor/Model/0S: Cisco - Add Criteria ¥ g ﬂ

=
= = IPAddress Hostname
% 1000250 1921CiscoRouter
‘g <1 1000250 1921CiscoRouter
@ @ 1000223 1234
% @ oo aaa
@ 192168161 €9800-WLC
© 1000249 Ciscol-Alntralvicojp
© 1000155 cisco155
© 1000156 cisco156
) 1000157 ciscol57
) 1000.158 cisco158
) 1000.161 ciscol61
© 1000162 ciscol62
© 1000163 cisco163
© 1000164 ciscol6d
) 1000165 cisco165
© 1000193 CiscolSEVM
© 1000241 CSR1000v241

C 4 1-:of2 P

*Cises enable
8 Template ' Replacement Values = Devices
1P Address
1000.128
192.168.1.61

Add selected from devi

Search  Compliance  Monitors

Incidents  Map  MIBs

O Use the same replacement values for all devices in the job. @ Use unique replacement values for each device in the job.

7. On the Replacement Values tab, enter the values.

*Cisco enable

25 Template " Replacement Values

IP Address 4 Hostname
10.0.0.128 aaa
192.168.1.61 C9800-WLC

“ Network Adapter HW Vendor Model Device Type OS Version Serial#
Tokyo DC1 Cisco 10S Cisco CISCO1921/K9 Router 15.4(3)M5 FGL15082638
Default Cisco 10S Cisco CISCO1921/K9 Router 15.4(3)M5 FGL15082638
Default Cisco 10S Cisco CSR1000V Router 1735 9IMTTHUSFGVS
Default Cisco 10S Cisco CSR1000V Router 154(1)54 9J4PBT3SEIN
Default Cisco 10S Cisco C9800-L-C-K9 Wireless Controller 16.124a FCL245100KU
Default Cisco 10S Cisco cat29xxStack Switch 152(2)E FOC1721W1SR
Default Cisco 105 Cisco ciscoCSR1000v
Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9WISFRHUOS9
Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9C7MSLOVDAS
Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9HBTH501Y6X
Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9W3FWU98YQD
Default Cisco 10S Cisco CSR1000V Router 15.4(1)54 9PBMWOQGSSD
Default Cisco 10S Cisco CSR1000V Router 154(1)54 902BEAJWQHS
Default Cisco 10S Cisco CSR1000V Router 154(1)54 9EAVH)S54U7
Default Cisco 10S Cisco CSR1000V Router 154(1)54 9SNXXGSYIKM
Default Cisco ISE Cisco ciscolseVmK9
Default Cisco 10S Cisco CSR1000V Router 17.3.5 9RZGBSSUNKA
L v | a |
B Schedule Job Approvals Log  [%7] Email Notification
~ Hostname Network
aaa Default
C9800-WLC Default
= Devices % Schedule Job Approvals Log  [~] Email Notification
Network newpassword | password(1
Default
Default

Alternative data can be can be imported/exported via Excel file using the =/ (export) or |# (import)

buttons.
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8. Add triggers on the [Schedule] tab by clicking the the L*] button in the lower lefthand corner of
the window.

*Cisco enable

5 Template L Replacement Values =1 Devices @) Schedule O Job Approvals Log [*7] Emaiil Notification

Trigger Next Fire Time(GMT-5)

Trigger

Name: | schedule
@once Obpaily Oweekly O Monthly O Cron

o s |wewoee  [F

Timezone: (GMT-06:00) Central Time v

Filter: <No Filter> v

save | Cance
N

9. Click the [El button to save the job.

“Cisco enable
£ Template O Replacoment Values | 53 Devices | () Schodule () Job Approvals Log | (7] Email Notification B &2&
Commands Replacements

2 newpassword

End

O Dontext
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8.23 Device EOS/EOL management

To manage EOS/EOL, “End of Product (EOS)”/“End of Support (EOL)” columns have been added to
the inventory. EOS/EOL information can be configured manually or by importing from an Excel file,
or automatically configured for Cisco devices using the Cisco Support API.

St~ vendorodeios: cico v ¢ Addcitria ~| @ K < Device 3 inventary @ Tools % Change & Smart Change Al Reports
£ @ wisor e et Cirot0s cien s ot 21 a0 s Y e apeda
S @ waos i Dot Cscot0s csoo asus Router ey Toncssocors s smm v aEDaDa
& @ wizmos rap Default Cisco 105 cisco rs-ars Fouter 431 SMAZI0201 65 s 20217001 apada
@ rasen NER5 Detaut Cixco 05 Ciseo crs-ters Router 421 TeAc01T s 20307721 2020731 aDc
¥ wizon wra Default Cisco 105 Cisco rsars Fouter 431 SMAIZIG0P 45 a1 2021001 a»aEda
@ oison crss Default Cico 105 Cisco crs-ars Router 431 SMAIZBE0NO s 2017815 202170831 D
@ 1012022 Default Cisco105 cisco 5165 Router 431 ToAss201ST 6 20n0rm 202070731 aDaEd
@ w.2802 Dottt Cical0s Cico s Router 421 SMALS0RG 6 20140815 20217081 aada
@ azmoz EX Default Cisco 105 cisco ASRSUEAC  Rouler 430 FonsMene 2
@ was0ts NERs-4 Detautt ciscol0s s crs-ais Router 41 swarssoRG 56 aapers e
8.23.1 Manual setting
8.23.1.1 Procedure
1. Select the device to set EOS/EOL.
@ Do mentory  Changes sobs Tominlproxy | Sach | Complance  Moniors | lncidets  Nap. it Netwark: | <All> v scorreale Logout Settings Help
;_I [l v Vendor/Model/0s: Cisco v % Add Criteria ~| @ © < Device &3 Inventory @ Tools “ Change & Smart Change . Reports.
S = paddes Hostname Network Adapter  ~ HWVendor  Model DeviceType 0 Version Serialt Backup Durat.. EndOfSale  EndOflife  SoftwsreEnd.. SoftwareEnd.. Traits Violtion | ]
B9 omor N Dot Cicolos oo s 16 Router sz Aot Tmios s w0
S @ wizos na Defalt ciscolos cisco crs-ays Router 431 ToAosso007s 55 201370731 20200731
@ @ w07 =i Defaul cicolos ciso s s Router 31 TRt 5 om0
& @ 101209 creg Default Ciscol0S Gisco RS 45 Router 431 SMAT125020H 65 2014708115 2021/08/31
@ 1028011 NERa-B Default Gisco 105 Ciseo Rs-16/5 Router. 421 TRAIORONT  as 20130731 2070007731
@ 10126012 NERS-A Default Cisco 05 cisco crsass Router 431 SMAI4s06Q 108 201408715 202100731
@ 1128013 Defaut Ciscol05 oo -4 Router 431 SMATSEOP 45 2014708715 202108731
@ 10128014 Default Ciscalos Ciseo crss Router 431 SMAIZEHO 45 204708715 20208731
@ 10128016 Default Ciscolos cisco crs-ars Router 431 SMAT2M607TZ 16 201408715 202108731
@ 10128018 Dt Ciscol0S cisco s 1658 Rover 431 Foxieosy 13 2021/08/06 202508751
@ 10128020 Defau Cisco 105 Ciseo cns-8/5- Router 431 TeMIGE  1ds 2021108706 2026708731 apada
W oazoz Default Ciscol0s Cisco RS0 Router 431 6 201370131 202000131 aEDE
@ 10128025 Detault Cisco05 Cisco RSA65E Router P Foxtexaney s 0010806 2006/0831 a
v a

10128024 Deaut Cicol05 cisco s 1675 Rovter 421 TeAlGO0IS s 201307731 2020007731

2. Click [Edit device properties] from the inventory menu.

[ Dahboards | imventory | Changes Jobs  TermialProxy | Search  Compliance | Monitrs lncidents | Map  Migs Network: <All> v scomeale Logout Settings Helj
St~ vendormodsios: cico - Addcriteria ~| @ © < Device [ Inventory @ Tools % Change. & smart Change &l Report
g_ = 1P Address Hostname Network Adapter “ HW Vendor Model Device Type. 05 Version Serial#t Backup Durat...  End Of Sale. End Of Life & mackup Violation
M @ 101801 News Detaut Ciso 105 aio as s Router 421 TAOMOS  1miss s R
bl o B R i o % v g | Moo dan
@ @ wimor izn Detaut ciworos csxo s Router o Taaosoooen 5 s e :
& @ 1009 RaB Defaut Cisco 105 Gisco R4S Router 431 SMATI25020H 65 2012/08/15 2021/08/31

@ 0mon Neras Deault Giscolos Cisco w165 Router 421 T 14 o3 0001 :

@ oo nesa Detaut ciso 105 cio s s outer e swnzes0s0 105 awonns 2vows T

@ ovsen v Defat Cixor05 cixo crsrs router a swksan 4 40515 F07UOBA 2 socite Monitor et

@ oo s Detaut ciso 105 a0 as s outer P swa2IGs0 45 aonts vy

@ 02016 k6.5 Detaut cxolos cio s s outer 3 swnez 16 w0875 2020875 L Confiure Maintenance Windows.

@ 1008 NERI-A Default Cisco 105 cisco cRs-16/58 Router 431 FoxiE00eY 13 20708/05 207608731 ¢

@ 028020 NER2 Default Cisco 105 cisco chsas Houter 431 ToMTGIY s 2021700006 2026/08/31 it

@ oz ua Defat Goo105 o crsaers Reuter e Tt s oo e 7, e popenes

@ ez s Detaut caeoros o asesn o P rousiouer  us wriowes sy | T romlte deikeendof e

@ 02024 NER3-A Default Cisco 108 Cisco RS-0 Router 421 IBAI030005 75 230131 202001731 Sheanie B

@ 0oz neRsa Defat Gseolos cio s Router 31 skt s ouans  ovows : e apeda

W im0z epe-sw2-a0 Default Cisco 105, cisco ASR99220C  Router 434 foxnesRia s :a, A map with hirachy @D

@ ooz s Detaut Gxolos axo ASRI00GAC Router 430 FoasuGEs 2 apada

@ oamors  nesa Datault Cico 105 Ciso crsars outer 431 stz s S W B e e s
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3. Select the product end of life and end of support dates and click [Save].

Edit Device

Adapter: Cisco 10S

Network: Default

End Of Sale: 2023/08/31

o
v

(]

End Of Life: 2024/05/21 [~]
(]

®

Software End Of Sale: | 2023/10/04

Software End Of Life: | 2024/05/21

Custom Fields

Custom 1: click to edit ®)
Custom 2: click to edit alil
Custom 3: click to edit )
Custom 4: click to edit )
Custom 5 click to edit g

By following the above steps, the date set in the column will be displayed.

onsoA3paYLD
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8.23.2 Automatic configuration
8.23.2.1 Prerequisites
* The ThirdEye you are using must be able to connect to the Internet.

* You must log in with your Cisco account and obtain an API key and secret code before accessing
Cisco Smart Net Total Care.

* Valid Cisco Smart Net Total Care (SNTC) required.
Please see below for information on obtaining API.

(https://developer.cisco.com/docs/support-apis/#!user-onboarding-process)

8.23.2.2 Procedure (online environment)

1. Click Settings.

Network: ~ <All> Vv scorreale Logout Settings Help

o Device &= Inventory @ Tools " Change % Smart Change Ml Reports

f Sale End Of Life Software End ... Software End ... Traits Violation |
)8/31 2024/05/21 2023/10/04 2024/05/21 [icp I ncm Isn
18/31 2024/05/21 2023/10/04 2024/05/21 [icmp I ncm Lsn
)8/31 2024/05/21 2023/10/04 2024/05/21 [ icmp I ncm L'sn
)8/31 2024/05/21 2023/10/04 2024/05/21 [icmp I ncm J'sn|
)8/31 2024/05/21 2023/10/04 2024/05/21 [icmp ] ncm Jsn|
)8/31 2024/05/21 2023/10/04 2024/05/21 [icp I ncm Isn
)8/15 2021/08/31 [icmp I ncm Lsn
)8/15 2021/08/31 [icmp I ncm Lsn
)8/15 2021/08/31 [icmp I ncm Jsn|

2. Click on Cisco API.

Server Settings

Data Retention

i lient Id: hi Kk
System Backup Cisco Client Id 383se6shnne3bwqqbzkw,

Mail Server Cisco Client Secret:| sessssssssssnsnssesneas
SNMP Traps
Test Authentication
Users
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

OK ‘ Can:el‘
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3. Enter your API key and secret code and click [OK].

Data Retention

Cisco Client Id:

System Backup
Mail Server

SNMP Traps

Test Authentica

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

Cisco Client Secret:

Server Settings

383sebshnne3bwqqgbzkw,

0K ‘ (‘ancel‘

By clicking Authentication Test, you can check whether the ID and Secret code you entered can be

used.

4. Select the device to obtain EOS/EOL.

@ oo oy Changes | Jobe  Terialbiony | Semch  Complane | Miors
S+ vendormodel/os: o~ % add criria ~| @) Y|
E Hostname  Network Adpter & HWVendor  Model
B wom  wmew osa cuoios oo asos
S woomon  ama [ crotos o v
2 @ w07 Default Cixo 105 Cisco s
& @ oo Dot Cical0s Ciseo sy
@ oo s [ cioros cieo
@ omo  nmsa Outl Ciotos o
@ oo ava et Cacatos o
@ 1028078 choh Defaut Cieo 105 cisco.
@ om0 nenes Dot catos o
@ 10128018 NERI-A Defait Cisco 105 cisco. cRs-16/5B
@ oo nes Dufat cisotos cieo s s
@ om0z auwa Dot cicatos cieo s
@ oveoss s Detaut ceatos cieo a5
@ omon  neea Dot ciatos o aasags
@ om0 s Dt ceatos cieo casas
@ 10128027 cpe vz a0 Default Cioo 05 cisco SR 9922 DC
P spRz Default

20020

Ciscot05 cio ASR05AC

2

5. Click “Populate device end of sale

sale End Of Life
31 2024/05/21
31 2024/05/21
31 2024/05/21
31 2024/05/21
31 2024/05/21
31 2024/05/21
15 2021/08/31
15 2021/08/31
15 2021/08/31
/06 2026/08/31
106 2026/08/31
31 2020/07/31
/06 2026/08/31
/31 2020/07/31
15 2021/08/31
ins 2021/08/31
31 2020/07/31
/06 2026/08/31
15 2021/08/31
31 2020/07/31
129 2023/09/30

Netwark <All>

Incidents  Map  Migs
< Device 53 ventory B Tools

DeviceType  OSVersion  eralt BackupDuat.. EndOfSale  EndOflfe  SoftwareEnd.. SoftwarsEnd ..
Router 121 TBAIDMODIS  imi%s s awemspt oo aoamser
Rauter 41 TBANSO0TS e B S NP Ty PR Y P
Router 421 TeapssonoEt s s awemspt oo aoamser
Rauter 431 SuaS0OR 6 dovess eamspy  aa0e oooans
Router s21 s s waws e mepons ez
Reuter 431 Sunizisosn 105 awaoes wesmse e aemse
Router 421 suaizsoser s omapsis aozneat
Router 431 SUAZIR0S80 s aapons 2020
Router 421 suaidgoTz s omapss ozt
Router 431 Foxigsoansy 136 aorone 202eue
Router 431 oG s w20z
Router 421 Tmams01sT 6 oo e
Rauter 431 FoxigRonsy o s ooremeat
Router 121 Tealoso0ts 75 oo e
Rauter 431 suaasOs 6 s oot
Router 434 roxneseia s
Reuter

430 roxisyGes 2

from the Device menu.

Network: ~ <All> v scorreale Logout Settings Help

=~ Device & Inventory @ Tools “ Change & Smart Change Ml Reports
% Backup

@ Rediscover

® Collect neighbor data

Monitors

2 Associate Monitor Sets...
., Configure Maintenance Windows.

Edit
7 Edit device properties

7 Populate device end of sale

P Associate tags

W Dissociate tags

&8 Add to map.

&% Add to map with hierarchy.

¥
B4 Disable NCM features

2017/03/01 2022/02/28

420

v scoreale Logout Settings Help

» Change tchenge Wl Reports
s Viton

a
L=}
a
Da
apada
= @
a
@D 1
a
Da
ap
a
Lo}
a
a
apa@da
eapada
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6. Click “Yes” on the screen below.

Populate End of Sales?

Are you sure you want to populate end of sales data for the selected devices?

Using the above steps, EOS/EOL information will be automatically acquired and registered in the
column.

(© Dehbourds inventory  Changes | Jobs | Terminalroxy | Search | Compliance | Monitors | incidents  Map _ MiBs Network  <All> ¥ scomreale Logout Settings Help.
;_! [ v Vendor/Model/os: Cisco = % Add Citerla ~| @ ©| < Device 53 Inventory @ Tools % Change & Smart Change W Reports
S = 1P address Hostname Network Adapter  ~ HWVendor  Model DeviceType  OS Version Seriali BackupDurat.. EndOfSale  EndOflife SoftwareEnd.. SoftwareEnd.. Traits Violation
?‘n @ 1012801 NER VI Default Cisco 105 Cisco RS 16/S Router 421 TBAI03001S Tm1ss 2023/08/31 200405721 2023/10/04 2024105721
S @ w208 A Default cisco 105 cisco crs-/5 Router 431 TAcos0007s s 230881 2020521 20231004 2024105721
@ @ 101207 cri2g Default Cisco 105 Cisco crs-a/s Router 431 Tenoos00081 55 2023/08731 2024705721 2023710104 2024705721
F @ w0109 s Default Cisco 105 Gisco crs4ss Router 431 SMATIZS020H 65 e aaos21 20004 20405721
@ 1012801 NER4-B Default Cisco 105 Cisco CRS-16/S Router 421 TBA10380117 s 2023/08/31 2024/05/21 2023/10/04 2024/05/21
@ 10128012 NERS-A Default Cisco 105 cisco CRs-4/5 Router 431 SMAIZAS06YQ 105 202370831 202470521 2023/10/04 2024705721
@ 0o cra Deaut Cisca 105 Cio crsass Router 431 Sanzs09 45 T |
@ oms0ns s Defaut Cisco 108 cisco RS Router 431 SMA12360980 45 o815 2021/081
@ 10128016 NERE-B Default Cisco 105 Cisco cRs-4/s Router 431 SMAT26077Z  T6s 2014/08/15 2001/08/31
@ 02s01s NeRA Default Gisol0s G CRS-16/58 Router 431 FOXIG0Q08Y 135 2020806 2026081
@ 0ee00  Neos Defaut Cisco 105 Gisco CRs-9/5-8 Router 431 ToMIGHTE  1ds 0210006 2026/0831
@ 002 cria Default Cisco 105 cisco crs 1575 Router 431 ToAOBS20157 65 T
M anavenac nEna A [y - ne - e acic o o asa enviesnnney o anan ine me. e meran _|
¢ 1oaroter b Results per page: 254 v
o |
Populate End Of Sale >
Populate End Of Sale (2024/05/21 09:55)
1P Address Network End Of Sale End Of Life Software End Of Sale Software End Of Life Hardwares updated Messages
10126013 Default 2014108714 2021/08/30 7
10128014 Default 2014708714 2021708730 7s
10128016 Default 2014/08/14 2021/08720 s
10128018 Default 2021/08/05 2026/08/20 ss
10128020 Default 2021/08/05 202610830 38
10128022 Default 201310730 2020007730 0
10126025 Default 2021/08/05 2026/08/30 55
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8.23.2.3 Procedure (offline environment) If ThirdEye cannot connect to the Internet, it will not
be able to retrieve the end-of-sale date from the Cisco server. However, you can export your inventory
as a csv file and use it for import into Cisco services. You can then export the csv file from your Cisco
service and import it into ThirdEye to update the end of support date. Note that Cisco services do not
include the end-of-sale date in the export file.

To export a csv file that can be used for import into Cisco services, select Export Inventory as CSV
from the inventory menu.

ansafgpayL @

Dashboards

[£] v Vendor/Model/0s: Cisco =

= 1P Address
@ 1012801
@ 1012808
@ 1012807
@ 1012809
@ 10128011
@ 10128012
@ 10128013
@ 10128014
@ 10128016
@ 10128018
@ 10128020
W 1012002
@ 10128025
@ 10128024
@ 10128026
@ 10128027
@ 1018008

Inventory

Hostname
NERS-LVI
RI1-A
w12
ra-B
NER4-B
NERS. A
R7-A
re-B
NERG &
NERI-A
NER2-B
wRi-A
NER1-A
NER3-A
NERS-A
epc-sw2-a0

p-RT>

Changes

Jobs  Terminal Proxy  Search
Add Criteria ~ | G| ©
Network Adapter -
Default Cisco 105
Default Cisco 105
Default Cisco 105
Default Cisco 105
Default Cisco 105
Default Cisco 10§
Default Cisco 10S
Default Cisco 10S
Default Cisco 10S
Default Cisco 10S
Default Cisco 10S
Default Cisco 105
Default Cisco 105
Default Cisco 105
Default Cisco 105
Default Cisco 105
Nefanlt Cisen 106

Compliance

HW Vendor
cisco
Cisco
cisco
Cisco
Cisco
Cisco
Cisco
cisco
Gisco
cisco
cisco
cisco
Cisco
Cisco
Cisco
Cisco

Cisen

Monitors

Model
CRs-16/5
crs-5/5
R0/
crs-4s5
RS16/5
crs4ys

crs 45

RS 45

RS 45
CRs-16/58
Rs-0/5-5
CRs-16/5
CR-16/5-5
CRs-16/5
crs-4ss
ASR-9922-DC

ASR-9N06-AC

Incidents  Map

Device Type
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

Router

miss
05 Version Serialt
421 TBA10340015
431 TBA9500075
431 TBAS500061
431 SMATI25020H
421 TBA0380117
431 SMA1245061Q
431 SMAT2360980
431 SMAT2260980
431 SMAT2460772
431 FOX1630008Y
431 TEM 16378539
431 TBAS520157
431 FOX1630008Y
121 TBAT0340015
431 SMAT24506vQ
434 Fox1716GP7Q

FOX1534GEV0

422

Backup Durat...
1m19s

End Of Sale
2023/0831
202370831
2023/0831
202370831
202370831
2023708731
2014/08/15
2014/08/15
2014/08/15
2021/08/06
2021/08/06
201370731
2021/08/06
201300731
2014/08/15

End Of Life
202410521
2024105721
2024105721
2024105721
2024705721
2024/05/21
2021/08/31
2021/08731
2021/08/31
2026/08/31
2026/08/31
202000731
2026/08/31
202000731
2021108731

Network:  <All> Vv scorreale Logout Settings Hel

< Device & Inventory @ Tools “4 Change & Smart Change M. Repor

Credentials

Software ation

® o
2023710700 = Protocols
Global Maintenance Windows
20231070
2023/10/0¢
202371070
202310704

Maintenance Window History
Add

# Add new device

53 Discover new devices

20231070 o

B9 Export inventory as Excel file.

]

Expart inventory with configurations as ZIP file.

®

Save inventory import Excel template.

& | Import/update inventory rom Excel fle
Cisco SNTC portal

&9 Export inventory as Cisco cov fle.

89 Import/update end of lfe from Cisco csv fil..

U
B Device Togs
X Delete device
ECURL T
7N T e

Copyright © 2025 LogicVein, Inc.



8.24 Change data retention period

Data retention period sets the data retention period and automatic deletion timing.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Delete expired data weekly at this time:

Sunday v |15 §1 0 ﬂ

Duration to keep job execution history:
3 Months v
Duration to keep configuration history:
Forever v
Duration to keep terminal proxy history:
3 Months v
Duration to keep SNMP Traps:
2 Weeks v
Duration to keep violations:

2 Weeks v

OK ‘ Cancel‘

Field

Explanation

Delete expired data weekly at this time

Duration to keep job execution history

Duration to keep configuration history

423

Data that has passed a certain period
of time is automatically deleted every
week on a specified day and time.
(Initial value: Monday, 6:00)

Specify the data retention period in
the following items. (*However, if
you specify “No expiration date”, the
data will not be deleted)

Specify the retention period for data
on the [Job] > Job History tab from
one of the following options. (Initial
value: 3 months)

"Forever", "3 months", "6
months", "9 months", "1 year"
Specify the configuration retention
period for each monitored device
from the following: (Initial value:
Forever)

"Forever", "6 months","1 year",
"2 years","3 years", "4 years",
"5 years",'"6 years","7 years"
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Field

Explanation

Duration to keep terminal proxy history

Duration to keep SNMP trap

Duration to keep violations

Specity the retention period for data
on the Terminal Proxy tab from one
of the following options. (Initial
value: 3 months)

"Forever", "3 months", "6
months", "9 months", "1 year",
"3 years"

Specify the retention period for data
on the Monitors > [SNMP Trap] tab
from one of the following options.
(Initial value: No deadline)

"No deadline", "2 weeks", "3
months", "6 months", "1 year"
Specify the retention period for data
on the Monitors > [Violations] tab
from one of the following options.
(Initial value: No deadline)

"No deadline", "2 weeks", "3
months", "6 months", "1 year"

424
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9 System backup/restore

A system backup is a backup of the entire {{ProductName}}. You can backup/restore various settings
and monitor data (polling, SNMP traps, etc.).

To perform a system backup, click Settings > [System Backup] .

9.1 Perform system backup automatically

Automatica system backups are enabled by default. If you want to disable it or change the time for
automatic nsystem backup, change the contents in the red frame below.

Server Settings

Data Retention Enable daily system backup

ZFEIIEET A Perform the system backup daily at this time: 16 ~| ;|0

Mail Server
SNMP Traps Number of backups to keep: 1 W

Users
Roles

External Authentication Perform System Backup Now
Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
Networks
MNetwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco AFI

Device Label

SNMPwv3 User

Agent-D -

OK Cancel

Item Explanation

Enable daily system backups Enable daily system backups.
If this setting is enabled, a system
backup will be performed at the
specified time. (Initial value: Enabled)
Perform the system backup daily at this time Specify the execution time for daily
system backups.
(Initial value: 7:00)
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9.2 Perform a manual system backup

To perform a manual system backum, click [Server Settings] in the Global Menu, then click [Perform

System Backup].

Data Retention

Server Settings

Enable daily system backup

SZiEulBEE D Perform the system backup daily at this time: 16 ﬂ ;|0 ﬂ

Mail Server

SNMP Traps Number of backups to keep: 1 W

Users

Roles

External Authentication Perform System Backup Now

Custom Device Fields Last sucaessful sustem hackin neformed- 2024/071/08 160 (Download)

Memo Templates
Launchers
Networks
MNetwork Servers
Syslog

Software Update

Web Proxy
Change Approvals
Cisco AFI

Device Label
SNMPwv3 User
Agent-D

Restore System Backup
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The button is grayed out while a backup is in progress. Once the button becomes clickable, the latest
system backup date and time is updated, and the process is complete.

Server Settings

Data Retention Enable daily system backup

System Backup 16 N 0 a

Perfarm the system backup daily at this time:
Mail Server

SNMP Traps Mumber of backups to keep: 1w

Users

Roles

External Authentication Perform System Backup Now

Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
MNetworks
Metwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco API

Device Label

SNMPwv3 User

Agent-D -
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9.3 Change the number of system backups retained

You can select the number of system backups. The default value is 7. Any data that exceeds the selected
number of backups is deleted.

Depending on the environment and length of operation period, the number of system backups can
accumalate, and consume up disk space. Disk space usage can be reduced by reducing the number of
system backups.

Server Settings

Enable daily system backup

Data Retention

System Backup
Mail Server
SHNMP Traps
Users

Roles

External Authentication 30 l'm System Backup Now
Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
Networks
MNetwork Servers
Syslog

Software Update

Web Proxy Restore System Backup
Change Approvals

Cisco AFI

Device Label

SNMPwv3 User

Agent-D b

OK Cancel
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9.4 Save to external storage

By default, system backup files are stored inside the virtual appliance. However, you can configure
external storage to store them automatically outside the virtual appliance. Supported protocols are

NFS/SMB.

To set up external storage:

1. Click the [5] key on your keyboard, and select [Admin Tools].

LogicVein - Core Server

https:--192.168.40.122

Networking:

: 192.168.40.122 Netmask: 255.255.255.0
92.168.40.254 DNS: 192.168.0.3 192.168.0.3

Hostname: netld Interface: etho

NTP

Server: pool.ntp.oryg S$5H Server: Running
Time: 2021-03-23 07:54 UIC Backup: Local

IPu6 Addr: fd14:5839:664d:409:20c:29ff :febb:bafd
HAC Addr: 00:0C:29:B6:BA:FI

Revision @ 20210316.0604
05 Version: 2019.24.0-202103160604
0VA Build : 1615874999

Settings menu:

[11
=[2]
[31
[41
[51
[61
[71

Static IP Address
DHCP

35H Server

Import Data

Admin Tools
Reboot

Power Off

2. Click the [4] key on your keyboard, and select [Configure a remote filesystem for backups].

Networking :

IP Address: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.168.40.251 DNS: 192.168.0.3 192.168.0.3

Hostname: netld Interface: ethd

: pool.ntp.org 55H Server: Running
021-03-23 08:00 UTC Backup: Local
d14:5839:664d :40:20c: 29ff i febb:bafd
0:0C:29:B6:BA:FI

Revision : 20210316.0604
05 Version: 2019.24.0-202103160604
ovA Build : 1615874999

Admin Tools menu:

Run Config Diff Cleanup

Vacuum Database

Reset Admin Passuword

Configure a remote filesystem for backups
Reset Admin Dashboard API Token

Configure Built-in Agent-D
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3. Select the server type.

Netuworkin
IP Address: 192.168.40.122 © 255.255.255.0
192.168.40.254 : 192.168.0.3 192.168.0.3
netld Interface: ethd
pool.ntp.org 55H Server: Running
2021-03-23 08:00 UTC Backup: Local
TIPub Add: £d14:5839:664d:40:20c:29ff : febb:bafd
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
03 Version: 2019.24.0-202103160601
0vA Build : 1615874999

Configure an NF5-SMB backup share folder:

[1]1 Configure an NFS server
[2]1 Configure an SMB server

430 Copyright © 2025 LogicVein, Inc.



4. Enter the required information and press [Enter].

Networking :

1 192.168.40.122 1 255.255.255.0
1 192.168.40.254 1 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Seruver: pool.ntp.org S5H Seruver: Running
Time: 2021-03-23 08:00 UTC Backup: Local
1Pub Addr: £d14:5839:664d:40:20c:29ff :febb:bafd
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
05 Version: 2019.24.0-202103160604
0vA Build : 1615874999

Configure an NFS5-SMB backup share folder:

[1]1 Configure an NFS server
[2]1 Configure an SMB server

[Remote NFS path: _

[tem Explanation

Remote NFS/SMB path Network path/IP address

Username Username set on the server. (For SMB only)
Password Password set on the server. (For SMB only)
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5. Select [1] or [2].

IP Address: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Server: pool.ntp.org S5H Server: Running
Time: 2021-03-24 0Z:40 UIC Backup: Local
IPub Addr: fAd14:5839:664d:40:20c:29ff :febb:bafd
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
08 Version: 2019.24.0-202103160604
0vA Build : 1615874999
Configure an NFS-SMB backup share folder:
[11 Configure an NFS server
[2]1 Configure an SMB server

[Remote NF3S path: 10.0.111.1:-datastore

alidating configuration

[Baving configurations...

onfigurations verified successfully. Do you want to?

[11 Copy existing backups to the NFS-SMB and delete
[2] Delete existing backups

Selection Explanation

[1] Copy existing backups to the NFS/SMB and delete Copy existing backups to
NFS/SMB and then delete
them

[2] Delete existing backups Delete existing backups
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The console screen settings are now complete.

{{ProductName} } will restart automatically, and you can check the settings on the console screen.

LogicUein - Core Server

hitps:,/192.168.40.122

Networking :

IP nddress: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: etho
NTP Seruver: pool.ntp.org S5H Seruver: Running
Time: 2021-03-24 0Z2:46 UTC Backup: 10.0.111.1:/datastore
1Pu6 Addr: fd14:5839:664d:40:20c:29ff :febb:bafd
MAC Addr: 00:0C:29:B6:BA:FI

Revision : 20210316.0604
05 Version: 2019.24.0-202103160604
0UA Build : 1615874999

Settings menu:

[11 Static IP Address
=[2]1 DHCP

[31 SSH Server

[4] Import Data

[5]1 Admin Tools

[6]1 Reboot

[?]1 Power Off
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9.5 Create system backup zip file
To create a backup zip file on external storage:
1. Open the backup folder. The folder name will be in the format “(backup_YYYY\\MM\\DD)”.
2. Save the following three items to a zip file:
* pgsql (folder)
* version.txt (file)

* complete (file)

9.6 Restore system backup from zip file

To restore system backup from a zip file, select the backup source and restore destination. It must be
the same version (revision).

For information on how to check the version:
1. Log in as a user with administrator privileges.

2. Click Settings on the Global Menu.

i smart Change ii Reports

E|
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3. Click [System Backup] > [Restore System Backup].

Server Settings

Data Retention Enable daily system backup

System Backup

Mail Server

Number of backups to keep: 1 W

SHNMP Traps
Users
Roles

External Authentication

Perform the system backup daily at this time:

16

Perform System Backup Now

Custom Device Fields
Memo Templates
Launchers

Networks

MNetwork Servers
Syslog

Software Update

Last successful system backup performed: 2024/01/08 16:02 (Download)

Web Proxy

Restore System Backup

Change Approvals
Cisco AFI

Device Label
SNMPv3 User
Agent-D

4. Select the file you want to restore, and click [Open].

@ Open
&« v > Downloads > backup
Organize ~ New folder
> Home I Name Date mod f\éd
B] Gallery v Today

5 backup_2024-01-08 1/9/2024 10:36 AM

> @ OneDrive - Persc

& Desktop »

- Downloads #

Type

Compressed (zipp...

OK Cancel

Search backup

I
4

o e

392,152 KB

File name:

~ | Compressed (zipped) Folder ~

435

Open Cancel

Copyright © 2025 LogicVein, Inc.



5. Click [Yes] on the warning screen.

Server Settings

Data Betention Enable daily system backup

SEEI A Perform the system backup daily at this time: 16 ﬂ ;|0 ﬂ
Mail Server
SNMP Traps Number of backups to keep: 1 W
Users
Roles
External Authentication Restore Backup Warning
Custom Device Fields
i i ion!
IR AT T You are t_r)rlng to perform a destructive action! _
Server will restart after you upload a backup file for restoring.
Launchers Are you sure you want to proceed?

Metworks
File Name: backup_2024-01-08.zip

Metwork Servers

Syslo
— Yes | Cancel

Software Update

Web Proxy Restore System Backup ‘
Change Approvals

Cisco API

Device Label

SNMPwv3 User

Agent-D -

OK Cancel
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6. The file will be uploaded, and the restoration will begin.

Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Mema Templates
Launchers
MNetworks
Metwork Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label
SNMPw3 User
Agent-D

Server Settings

Enable daily system backup

Perform the system backup daily at this time: 16 ~ ;|0

MNumber of backups to keep: 1

Perform System Backup Now
Last successful system backup performed: 2024/01/08 16:02 (Download)

Uploading File

Uploading file...

Restore System Backup

oK Cancel

System backup/restore is now complete.

After uploading, the service will automatically restart and return to the login screen.
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10 Reboot/Shutdown

Reboot and shutdown operations are performed using the keyboard on the virtual machine console.

LogicUein - Core Server

10.1

Netu

Revi
0s v
oua

orkin

sion

ersion:
Build :

1 192.168.40.122
192.168.40.254 DNS:
netld Interface:

S5H Server:

i 2021-03-23 07:54 UTC Backup:

htips:~-192.166.40.122

pool.ntp.org

Netmask:

255.255.255.0
192.168.0.3 192.168.0.3
etho

Runming

Local

£d14:5839:664d :40: 20c :29ff : febb : baf9

20210316.0604
2019.24.0-202103160604
1615874999

Static IP Address

DHCP

SSH Server
Import Data
Admin Tools

Reboot

Power Off

Restart procedure:

1. Click the [6] key on your keyboard.

2. Choose [Reboot].

3. Press the [Y] key on your keyboard to execute.

Lo i

Revi
0s U
ova

cUein

sion
ersio
Build

re Server

https:/-192.168.40.122

192.168.40.122

i 20210316.0604

2019.24.0-202103160604
1615874999

Settings menu:

Static IP Address

DHCP

SSH Server
Import Data
Adnin Tools

Reboot.

Power Off
fire you sure you want to REBDOT 7 (y-/N) [default: NI

Netmask:
192.168.40.254 DHS:
netld Interface:
SSH Seruver:

Backup:

255.255.255.0
192.168.0.3 192.168.0.3
etho

Runming

Local
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10.2 Shutdown procedure:
1. Click the [7] key on your keyboard.
2. Choose [Power Off].
3. Press the [Y] key on your keyboard to execute.

LogicUein - Core Server
htips:,/192.168.40.122

Networking :
IP Address: 192.168.40.122 Netmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3

Hostname: netld Interface: etho

NTP Server: pool.ntp.org SSH Server: Rumming
Time: Z2021-03-23 07:55 UTC Backup: Local
IPub Addr: £d414:5839:664d:40:20c :29ff : febb :baf9
MAC Addr: 00:0C:29:B6:BA:FI

Revisiol 20210316.0604
05 Version: 2019.24.0-202103160604
0UA Build : 1615874999

Settings menu:

Static IP Address
DHCP
SSH Server
Import Data
Admin Tools
Reboot
[?]1 Power Off
fire you sure you want to POWER OFF 7 (y/N) [default:
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11 Uninstall

11.1  Uninstall
1. Shut down {{ProductName}}.

2. After the shutdown is complete, delete the {{ProductName}} virtual machine from the virtual
host OS.

Example of deletion screen in VMware ESXi:

(11 s¢-10.0.0.184-test-LD b ¥ $ © ACTIONS v

B Actions - 5¢-10.0.0.184-test-LD
Summary Monitor Configure Permissions Datastores
— Power »
Guest OS: Other (64-bit)
Compatibility: ESXi 6.0 and later (VM version1{ ~ CUeSt©OS >
Powered Off VMware Tools: Not rqnn|ng, version:214748364 Snapshots »
More info
DNS Name: netld [ Open Remote Console
IP Addresses: _ _
Host: simplivity-01.intra.lvi.co.jp (5 Migrate..
Launch Remote Console @ Clone >
Fault Tolerance L4
VM Hardware VM Policies >
Template >
Related Objects
Compatibility >
Cluster Cluster-01
Export System Logs...
Host [@ simplivity-Ol.intra.l
ey 5 Edit Settings...
Networks ¥ Labo Network Move to folder...
Storage 8 eng-support Rename...
Edit Notes...
Tags Tags & Custom Attributes »
Assigned Tag Category Add Permission...
Alarms »
Remove from Inventory
< | e +  Detalls Delete from Disk
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Example of deletion screen in Windows Hyper-V:

| Hyper-V Manager
File Action View Help

Actions
| Virtual Machines
£ HOST2
Name State CPU Usage Assigned Memory Uptime
New

B wl-accT Off Crtical

I FS Off-Critical If:', Import Virtual Machin...

Hyper-V Settings...
Virtual Switch Manage...

s Virtual SAN Manager...
Edit Disk...
Inspect Disk...

. Stop Service

The selected virtual machine has no checkpoints Remove Server
Refresh
View

Help

s

Help

Created: 17170001 12:00:00 AM Clustered:
Configuration Version:

Generation: 2

Notes: None

Summary Memory Networking Replication

11:03 AM

£ Type here to search f 2 : > Yy P 7 dg

This completes the uninstallation of {{ProductName}}.
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12 Inquiries

If you have any problems or questions while using {{ProductName} }, please contact our support team:
LogicVein Support Desk Contact information: Email: support@logicvein.com
Before have the following information ready:

1. Product name

. Product version information (including revisions)

2
3. Product serial number ({{ProductName}} license information)
4. Specific issue(s) and questions.

5

. A screenshot of the issue (if possible).
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