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1: Introduction

This document is a manual for the network fault monitoring software "NetLD." This section explains various

settings and operation methods for NetLD.

1.1 About NetLD

NetLD is a network configuration management tool that can be used in a wide range of environments, from small

to large network environments. With NetLD, you can:

e  Inventory management (customize display, sort, search)

e  Trail management with terminal proxy

e  Email notifications

e  Configuration backup and generation management

e  Change settings of network devices (router/switch/firewall, etc.)
e  Syslog monitoring

e  Command runner

e  OS updates

1.2 About NetLD edition

Function Enterprise
Discovery o
Config management | config backup o
generational o
management
Compare o
export o
Config change bulk change o
restoration o
change tools o
draft config o
Terminal proxy Telnet/SSH connection | o
Saving operation o
history
Job o
Compliance o
Report o
Zero-touch (optional) o
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1.3 Environmental Settings

NetLD is available as a virtual appliance and supports below platforms:

e  VMware ESXi (version 7.0 or higher)

e  Windows Hyper-V (Windows Server 2016 or later)
e  Amazon Web Services %

e  Nutanix AHV

e Linux KVM

e  Microsoft Azure

To use NetLD, you need the following environment:

project Recommendation Default smallest

hard disk HDD1: 2.5 GB HDD1: 2.5 GB HDD1: 2.5 GB
HDD2: 50 GB or more HDD2: 50 GB HDD2: 50 GB

HDD provisioning thin or chic thin or chic thin or chic

memory 8 GB or more 16 GB 8 GB

CPU 8 virtual CPUs (cores) or 16 virtual CPUs (cores) 4 virtual CPUs (cores)
more

other noteworthy things

Both thin and thick HDD provisioning types are supported.
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1.4 List of ports used

The ports that NetLD uses for communication are shown below. If you need to access your device through a

firewall, change your firewall's communication settings to ensure the required ports are open.

UDP
function protocol port Communication direction
/TCP
67 UDP NetLD («) Destination
DHCP
68 UDP NetLD (—) Destination
Zero-Touch HTTP 80 TCP NetLD («) Destination
TFTP 69 UDP NetLD («) Destination
ICMP - - NetLD («) Destination
SSH, Telnet 22,23 TCP NetLD (—) Destination
automatic discovery SNMP 161 UDP NetLD (—) Destination
ICMP - - NetLD (—) Destination
] SSH, Telnet 22,23 TCP NetLD (—) Destination
Send settings
) ) TFTP 69 UDP NetLD («) Destination
(restore configuration)
FTP 20,21 TCP NetLD («+) Destination
Settings using NetLD (—) Destination
o SSH, Telnet 22,23 TCP
modification tools
Trap sending SNMP Trap 162 UDP NetLD (—) Destination
SNMP monitoring SNMP 161 UDP NetLD (—) Destination
Trap reception SNMP Trap 162 UDP NetLD («) Destination
Real-time change NetLD («) Destination
. Syslog 514 UDP
detection
SSH, Telnet 22,23 TCP NetLD (—) Destination
SNMP 161 UDP NetLD (—) Destination
backup*
TFTP 69 UDP NetLD («) Destination
FTP 20,21 TCP NetLD («) Destination
. SSHor HTTPS | 2222,443 | TCP NetLD («) Client PC
terminal proxy
SSH, Telnet 22,23 TCP NetLD (—) Destination
_ HTTPS 443 TCP NetLD (<) Client (GUI)
Web terminal
SSH, Telnet 22,23 TCP NetLD (—) Destination
client HTTPS 443 TCP NetLD (<) Client (GUI)
External authentication LDAP 389 TCP NetLD (—) Authentication server
function RADIUS 1812 UDP NetLD (—) Authentication server

* The appropriate settings for the protocol you use will depend on the type of device you are using.

For example, for IOS devices, "CLI (Telnet, SSH) only or both CLI and TFTP"
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2: Installation

2.1

Deployment to VMware ESXi

This section describes the deployment procedure to VMware ESXi. Here we will explain using ESXi 6.5 as an

example.

1.

2.

Log in to the Web Ul and click "Create/Register Virtual Machine" from the virtual machine.

“I7 Navigator + | & Lvisupport est -virtual Machines
~ [g Host
Manage 1 Create / Register VI EP | C Refresh
Monitor ) Wirtual machine ~ | Status ~
[ (@ netid-cors-2016.02 0201708222101-appliance @ Nomal

Select Deploy a virtual machine from an OVF or OVA file and click Next.

) New virtual machine

R4 1 Select creation type

2 Select OVF and VMDK files

Select creation type

How would you like to create a Virtual Machine?

3 Select storage
4 License ag

Create a new virtual machine

5 Deployment options
6 Additional settings
T Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option guides you through the process of creating a
virtual machine from an QVF and VMDK files.

Back

Next Finish Cancel

=

10
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4.

appliance.ova" and click Next.

After entering the desired virtual machine name, drag and drop the OV A file "lvi-core-****-

51 New virtual machine - NetLD-Virtual Appliance

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

R ciLECEE Enter a name for the virtual machine.

5 Deployment options
‘ NetLD-Virtual Appliance

6 Additional settings
Virtual machine names can contain up to 80

T Ready to complete

X @ netld-core-2016 02 0201712061116-appliance ova

characters and they must be unigue within each ESXi instance.

Finish Cancel

P

Back

Select your storage and click Next.

"ﬁ New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select e datastore in which to store the configuration and disk files.
b4 3 Select storage

4 License agreements The following datastores are accessible from the destination resource that you selected. Select the destination daiastore for the

5 Deployment options virtual machine configuration files and all of the virtual disks.

6 Additional settings ) .

7 i e Name ~  Capacity ~ Free ~  Type ~ Thin pro... v | Access v
Datastore(192 168.30.105) 105.07 GB 93.52 GB NFS Supported Single
datastore1 325GB 31.55 GB VMFS5 Supporied Single

2items

Back - Finish Cancel

B

1
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5. Select the network and disk provisioning you want to deploy and click Next.

51 New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance

+ 1 Select creation type
+ 2 Select OVF and VMDK files

Deployment options

Select deployment options

+ 3 Select storage

A4 4 Deployment optioi

5 Ready to complete WIS NAT

VM Network

| Disk provisioning ® Thin * Thick

Finish
4

ﬁ New virtual machine - NetLD-Virtual Appliance - NetLD-Virtual Appliance
¥ 1 Select creation type Ready to complete
¥ 2 Select OVF and VMDK files Review your seftings selection before finishing the wizard
+ 3 Select storage
+ 4 Deployment options

Product Unki
b4 5 Ready to complete 1oaue nnown

VM Name NetLD-Virtual Appliance

Disks disk1.vmdk, disk2.vmdk

Datastore Datastore(192.168.30.105)

Provisioning fype Thin

Network mappings NAT: VM Network

Guest 0S Name Other Linux 64-Bit

2
' Do not refresh your browser while this VM is being deployed.
L.y
I Back ] Next I Finish ] I Cancel l
4

After deployment is completed, please start the new virtual machine.

12
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2.2 Deployment to Windows Hyper-V

This section describes the deployment procedure to Windows Hyper-V. Here we will explain using Windows

Server 2016 as an example.

[Prerequisites]

e  Hyper-V must be installed in Roles and Features.

e At least one virtual switch is required.

1. Start Hyper-V Manager and click New — Virtual Machine.

ia Hyper-V Manager = o X
File ~Action View Help

o= Quick Create...

ﬁ New 2 Virtual Machine...

Actions
B Import Virtual Machine... Hard Disk... ! WRP10 =
Hyper-V Settings_. ) Floppy Disk... CPU Usage Assigned Memory Uptim W Gk Coata: .
Virtual Switch Manager... No vitual machines were found on this server o "
Virtual SAN Manager.. (% Import Virtual Machine..
Edit Disk.. | " Hyper-V Settings..
Inspect Disk.. rgﬁm 23 Virtual Switch Manager...
Stop Service @ Virtual SAN Manager..
No vitual machine selected
Remove Server wa Edit Disk.-
Refresh <& Inspect Disk...
Help ®) Stop Service
X Remove Server
Details
© Refresh
No tem selected View 4
H Hep
2. Enter a name for your virtual machine and click Next.
58 New Virtual Machine Wizard X
o= Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: | netlD 18
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options Store the virtual machine in a different location
Summary Location: l < \Virtual Machines\ Browse...

A\ 1f you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

S | [ e
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3.

4.

Select "1st generation” and click "Next".

New Virtual Machine Wizard

Before You Begin

Specify Name and Location

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

a Specify Generation

Choose the generation of this virtual machine.

(® Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

A Once a virtual machine has been created, you cannot change its generation.

Set the startup memory and click Next.

New Virtual Machine Wizard

= Assign Memory

Before You Begin

Specify Name and Location

Specify Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory: 8192 MB

[[] use Dynamic Memory for this virtual machine.

o When you dedde how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

<Previous Finish
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5. Select the virtual switch you want to connect to and click Next.

&8 New Virtual Machine Wizard X

a Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify nd Location virtual switch, or it can remain disconnected.

Specify Generation Connection: netlD “

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

<Previous Finish Cancel

6.  Select "Attach a virtual hard disk later" and click "Next".

[Z8 New Virtual Machine Wizard X

a Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
ify Namme and Loafion storage now or configure it later by modifying the virtual machine’s properties.
Specify Generation O Create a virtual hard disk
ion M = Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Name netlD 18.vhdx
ation: C:\Virtual Machines\netlLD 18\Virtual Hard Disks\ Browse
Summary

127 GB (Maximum: 64 TB)

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users\WPalmer\Documents\Virtual Machines\ Browse.

@ Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

<Previous Finish Cancel
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7.  Click Finish.

[E8 New Virtual Machine Wizard X
a Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
Specity fame = Location following virtual e,
Specify G ation Description:
Assign Memory Name: netiD 18
: Generation: Generation 1
Sonbos tietu Memory: 8192 MB
Connect Virtual Hard Disk Network: netLD
Hard Disk:  None
To create the virtual machine and dose the wizard, dick Finish.
< Previous Nex m Cancel
8.  The virtual machine will now be created.
9.  Next, assign the two VHDX files to the created virtual machine.
10. Right-click the virtual machine you created and click Settings.
[ Hyper-V Manager = [m] X
File Action View Help
e @ BE
E Hyper-V Manager = Actions
E WRP10 Virtual Machines e B -
:ame Sfate CPU Usage Assigned Memory Upti ‘ p—
Connect.. New »
Settings... [ import Virtual Machine...
= Start [] Hyper-V Settings...
Gedest 28 Virtual Switch Manager..
o bd vitual machine has no checkpoints. @ Vi'.‘”a' SANManager-.
& Edit Disk..
bt <& Inspect Disk...
Rename.. 3
Delete.. W) Stop Service
netlD 18 bl X Remove Server
I 1 b ] © Refresh
Created: 9/26/201874756PM  Clustered: No R
Configuration Version: 83
Generation: 1
Notes: None -
Ej Settings...
Summary Memory Networking O start
< > Eg Checkpoint v,
|Displays the virtual machine settings user interface.
16 Copyright (C) 2024 LogicVein, Inc.



11. Select "Processor” and change "Number of virtual processors".

E} Settings for netLD 18 on WRP10 = x
netlD 18 ~ 4 > | O
! Hardware ~ D Processor
B* Add Hardware
B8 BIOS You can modify the number of virtual processors based on the number of processors on
B pc the physical computer. You can also modify other resource control settings.
oot from CD
@ Ssecurity Number of virtual processors: *3"]
Key Storage Drive disabled
s Memory Resource control
8192 MB You can use resource controls to balance resources among virtual machines.
3 Processor X
rtual proces: H o
4 Vi A S Virtual machine reserve (percentage):
=] - IDE Controller 0 Percent of total system resources: (o]
# o Hard Drive
<file> Virtual machine limit (percentage): | 100
= W e Cmuo_'er x Percent of total system resources: 50
../ DVD Drive
None Retatoe weltiits 100

&8 scsi controller L
U Network Adapter
netiD
com 1
None
com 2
None
Diskette Drive
None

A\ Hyper-V is not configured to enable processor resource controls.

IR

»

ent

Name
netlD 18
Integration Services
Some services offered
Checkpoints
Standard
Smart Paging File Location
:\Virtual Machines\netlD 18 v

'E 8 E B

12.  Select "IDE Controller 0" and click "Add".

[ Settings for netLD 18 on WRP10 — X

netLD 18 | 4 » DO

R Hardware ~ 8 1DE Controlier 1
B* Add Hardware
BIOS You can add hard drives and CD/DVD drives to your IDE controller.

Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
@ security
Key Storage Drive disabled DVD Drive
W Memory
8192mMB
3 Processor
1 Virtual processor
= I IDE Controller 1
) DVD Drive You can configure a hard drive to use a virtual hard disk or a physical hard disk after
= you attach the drive to the controller.

None

&# scsi Controller
# [ Network Adapter
netlD
COM 1
None
COoMm 2
None
Diskette Drive
None

s @

»
v

il

Name

netlD 18

Integration Services

Some services offered
Checkpoints

Standard

Smart Paging File Location
C:\Virtual Machines\netiD 18
% Automatic Start Action

Restart if previously running ~

m

B s
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Click Browse.

7 Settings for netLD 18 on WRP10

- X
netlD 18 4 | O
! Hardware s Hard Drive
B* Add Hardware
[ s10S You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from CD operating system is installed on this disk, changing the attachment might prevent the
o R virtual machine from starting.
Security ‘ o
Key Storage Drive disabled Controller: Location:
¥ Memory IDE Controller 0 ~ 1(in use) |
8192 MB Media

[ processor
4 Virtual processors
= ¥ IDE Controller 0
# o Hard Drive
<file>
== Hard Drive
<file>
= | IDE Controller 1
) DVD Drive
None
&4 scsI Controller
 Network Adapter
netlD
@ com1
None
@ com2
None
[ Diskette Drive
None
A M

Name

netlD 18
U Integration Services
Some services offered
4 Checkpoints

Standard

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Specify the full path to the file.

@ virtual hard disk:

| New ear trspect

0 If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the associated file.

| Remove |

Add "disk1" and click "OK".

> ThisPC * Windows8 OS (C) » Virtual Machines * netlD 18 v 0 Search netlD 18

New folder

-~
Name

Virtual Machines
- disk1vhdx
s disk2vhdx

Date modified Type Size

9/26/2018 TA7 PM File folder
9/27/2018 9:42 AM Hard Disk Image File 1810432 KB
9/27/2018 942 AM Hard Disk Image File 8192 KB
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Repeat steps 15 to 18 to add disk2.vhdx.
Click “OK”.

[ Settings for netLD 18 on WRP10 = X
netlD 18 4 » | O
# Hardware Advanced Features 2
r Add Hardware
[ BIOS MAC address
Boot from CD O Dynamic
@ searity @® Static
Key Storage Drive disabled
W Memory 00 |- 00 |- 00 |-/ 00 |-| 00 |- 00 |
8192 MB ' '

[ Processor
4 Virtual processors
= | IDE Controller 0
ws Hard Drive
disk2.vhdx
«a Hard Drive
disk1.vhdx
= [ IDE Controller 1
../ DVD Drive
None
& scsl Controller
= U Network Adapter
nettD
Hardware Acceleration
Advanced Features
@ com1
None
@ com2
None
[ Diskette Drive
None

A n t

Ii] Name
netlD 18
u Integration Services

Some services offered

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.

[[] Enable MAC address spoofing

DHCP guard

DHCP guard drops DHCP server messages from unauthorized virtual machines

pretending to be DHCP servers,
[[] Enable DHCP guard

Router guard

Router guard drops router advertisement and redirection messages from

unauthorized virtual machines pretending to be routers.

[] Enable router advertisement guard

Protected network

Move this virtual machine to another duster node if a network disconnection is
detected.

[ Protected network

Port mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
mpyhgmandwtgohgpac’cet;mdfwwar&gﬁ'\empiestomom

virtual machine configured for monitoring.
Mirroring mode: None

(I

Cancel Apply |

After deployment is completed, please start the added virtual machine.
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2.3 Deploying to Linux KVM

This section describes the deployment procedure to Linux KVM.

Launch “Virtual Machine manager”

From the file menu, click New Virtual Machine

Select “Import an existing disk image” and click ‘“Next”

Specify the uploaded file in “Specify the path of the existing storage”

In “select the operating system you want to install”, select “Generic or unknown OS”

Enter the resources you want to assign and click Next

Enter a name for the virtual machine and check “Customize settings before installation”

Open Network Selection, select the device that matches your network environment and click “Finish”
Click on “IDE Disk1” and change the Disk Bus to “SCSI”

Click on “Add Hardware” and add at least SOGB of storage

© © N o g Bk~ w b e

[
= o

Click Begin Installation

After deployment is completed, please start the added virtual machine.
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2.4 Deploying to Nutanix AHV+

This section describes the deployment procedure to Nutanix AHV.

1. Login to Nutanix Prism and go to “Settings” from the pull-down menu at the top of the screen
2. Click “image settings” from the menu on the left

3. Click upload image

4.  Enter a name and storage container

5. Specify the qcow? file in “Upload a file” and click “Save”

6.  Once the upload is complete, go to “Virtual Machines” from the drop-down menu at the top of the screen
7. Click Create Virtual Machine

8.  Enter the VM name and resource you want to allocate

9.  Click Add new Disk

10. Select “Clone from Image Service” from the Operation dropdown menu

11. Select the image you created from the Image dropdown and add it

12.  Click “Add new Disk” again

13.  Set the size to at least 50GB and add it

14. Add a NIC by clicking “Add New NIC”

15.  Click Save

After deployment is completed, please start the added virtual machine.
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2.5 Deploy to Microsoft Azure

This section describes the deployment procedure to Microsoft Azure.

1. Loginto Azure and go to the “Storage Accounts” service

2. Click an existing storage account or click “Create” to create a storage account
3. Inthe storage account menu, click “Data Storage” -> “containers

4.  Click on an existing container or create a container from “containers”

5. Click upload

6.  Select the VHD file you downloaded

7. Open “Advanced settings” and change the Blob type to “Page blob”

8.  Click Upload

9. Once the upload is complete, go to the “disk” service

10.  Click Create

11.  Select your subscription resource group and region

12.  Enter the disk name

13.  Change the source type to “Storage Blob” and select the file where you uploaded the source blob
14.  Change the OS type to “linux”

15. In the size section, click change size

16. Select the “storage type” that suits your environment (SSD is recommended)
17.  Select the top 4GB and click ok

18.  Click Review and create

19.  Check the details and click “Create”

20.  Once creation is complete, click Go to Resource

21. Click Create VM

22.  Enter the virtual machine name

23.  Select the resources you want to allocate to the virtual machine by size

24. Go to the disk tab

25. In the Data Disk section, click “Create and connect a new disk”

26. In the Size section, click change size

27.  Select the “storage type” that suits your environment (SSD is recommended)
28. Select 64GB or larger disk and add a data disk

29.  Verify that the host cache is “read/write”

30.  Go to the “Network” tab and configure the network settings to suit your Azure environment
31. Click Review

32. Check the details and click “Create”

This completes the deployment on Azure.

22 Copyright (C) 2024 LogicVein, Inc.



2.6 Deploying to AWS

1.  Loginto AWS EC2 and click “launch Instance”

2. Set name and tags optionally

3. Click Browse more AMI at Application and OS images
4.

Select Community AMIs, enter “lvi-core” in the search field, and perform a search

Quickstart AMIs (0) My AMiIs (20) AWS Marketplace AMIs (839) ‘Community AMIs (1)
Commonly used AMis Created by me AWS & trusted third-party AMIs Published by anyone
Refine results lvi-core (1 filtered, 1 unfiltered) 1

Clear all filters

@ Community AMIs
Community AMIs contain all AMIs that are public, therefore anyone can publish an AMI and it will show in this catalog. This catalog can also contain paid products. When using community AMIsit is best

v Operating system practice to ensure you know and trust the publisher before launching an AMI.

¥ Linux/Unix
lvi-core-2024.03.0-202406180814
[ Al Linux/Unix

[J Amazon Linux aws ami-0addbeaddecdafaf -
[J Cent0s lvi-core-2024.03.0-202406180814

[J Debian OwnerAliasi—  Platform: Other Linux  Architecture: x86_64  Owner: 511691617191  Publish date: 2024-06-19  Rootdevice type:ebs  Virtualization:hvm  ENA enabled: Yes

[ Fedora

5. Select an instance type based on the sizing guidelines

6.  After creating a key pair in Key Pair (login), click download key pair

7. Inthe network settings, assign a group. You can choose an existing security group or create one, you can
add a new security group

8. Under Configure Storage, click add new volume and set the size to at least 50GB

9.  Once configured, click launch instance
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2.7 Configuring Network Settings

In the network settings, configure the host name and IP address to be given to NetLD. By default, the IP address

etc. will be obtained from DHCP. In an environment without a DHCP server, perform various settings using the

following steps.

*Network settings are operated using the keyboard on the virtual machine console.

1. Press the “1” key on your keyboard [Static IP Address] and choose.

2.  Press the “1” key on your keyboard [ethO (Primary)] and choose.

LogicVein - Core Seruver

Networking :

IP Address:
Gateway:
Hostname :
NTP Server:

Time:

Revision

0S UVersion:
OVA Build :

httpsiss

Netmask:

DNS:

netld Interface:
pool.ntp.org SSH Server:

NTPD Not Runming
2019-01-15 09:20 UTC

: 20181006 .0406

2017 .02.0201810060406
1538767061

Settings menu:

Static IP Address

=[2]1 DHCP

[31 S5H Server
[4]1 Import Data
[51 Set up Master
[61 Set up Slave

[7]1 Reboot

[81 Pouer Off

etho
Not Rumning

Gateway:
Hostname :
NTP Seruver:

Time:

Revision

DS Uersion:
OVA Build :

Netmask:

DNS

netld Interface:
pool.ntp.ory S8SH Seruver:

NTPD Not Runming
2019-01-15 09:2Z7 UTC

: 20181006 .0406

2017.02.0201810060406
1538767061

Interface Settings menu:

[11 ethd (Primary)
[2]1 ethl (Optional)

[31 Configure Static Route (Optional)

etho
Not Rumning
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3. The following network setting items will be displayed in order. Enter the value using the keyboard and

press the "Enter" key to proceed.

Items Explanation Required
items

Hostname Hostname used by the virtual appliance must

NTP Server Address of the NTP server used by the virtual appliance st

(IP address or hostname)

IP Address IP address used by virtual appliance must

Netmask Subnet mask of the above IP address must

Gateway Gateway IP address must

DNS 1/2 DNS server IP address —

4. A confirmation message will be displayed. Press the "Y" key on your keyboard to save the settings.

Networking :
IP Address:
Gateway:
Hostname: wnetld
NTP Server: pool.ntp.org 55H Server: Not Running
NTFD Mot Running
Time: 2019-01-15 09:25 UTC

Revision : 20181006.0406
0S Version: 2017.02.0201810060406
DVA Build : 1538767061

Interface Settings menu:
[1]1 eth® (Primary)
[2]1 ethl (Dptiomal)
[31 Configure Static Route (Optional)

Enter STATIC network settings:

: 192.168.0.3
© 192.168.30.41
: 255.255.255.0
: 192.168.30.254

Do you want to SAVE and APPLY these settings? (ysM) [default: M1 _

That's all for the settings. After configuration, the service will restart automatically.

25 Copyright (C) 2024 LogicVein, Inc.



2.8 Apply the license

Apply your license and activate your product.

1. Access NetLD by entering its address in your web browser.

https://<Address>/

% <Address>Specify the IP address or FQDN (Fully Qualified Domain Name).

2. The license authentication screen will be displayed. Copy and paste activation key or serial number,
enter it, and click [Activate].

e Ifyou can't connect to the internet : activation key

e Ifyou can connect to the internet  : serial number (Number consisting of 25 alphanumeric characters)

Update License

In order to proceed, enter the server's activation key below. If you have not yet received
an activation key, please contact support.

Serial#: 16710-4FE93-740EB-98948-AC197

Activation Key:

TYALDg/ cljtdSCEFP/ ZSMUBSEgoVy
il g ] govyg

2E81zUDFCpGh2 SwlhaRGxWEYav1Lo+tb fWoTQkEPSzrVM=

] Activate | Cancel

The service will restart automatically and license application will be completed.

26 Copyright (C) 2024 LogicVein, Inc.



2.9 Initial settings (detailed settings)

After applying the license, the [Advanced Settings] screen will be displayed the first time you access it. On this

screen, you can set the admin user's password and mail server.

Welcome

Admin User

Server Default Locale

% English ~

The timezone used when sending ema Timezone: (GMT+09:00) Tokyo ~
Server
Mail Server
Aavn;ced Settings Test Email Configurations.
Items Explanation Required
items
admin user settings admin user email address —
admin user login password must
Locale settings Language when sending email —

Time zone when sending email —

server settings Browser tab display name —

Host name or IP address used for link addresses in emails,

etc.

Email settings SMTP server host name or IP address —

Email address when sending email —

Sender name when sending email —

To set a password, the following conditions must be met:

e  Must be at least 8 characters

e  Must not be a character string that is easy to guess (person's name,

Notice

proper noun, dictionary word, commonly used password)
e  Character strings that do not repeat the same characters or are arranged

in an easy-to-understand manner

After setting, click [Finish] and proceed to the login screen.
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3: Login/Logout

To log in/log out, please follow the steps below.

3.1 Login

1. Access NetLD by entering its address in your web browser.

https://<Address>/

X <Address>Specify the IP address or FQDN (Fully Qualified Domain Name).

2. Onthe login screen, enter your username and password to log in.

=~ netLD

Enterprise

.| Username: }

Password: ’

I

*For a new installation, "2.4 Initial settings” to set the password for the admin user.

After logging in, the NetLD top screen will be displayed.

3.2 Logout

1. Click [Logout] at the top right of the screen.

§ mamery  Congm  om  Twmesirasy  Sews  Cempasce Zars-bsuen

T VedeeMode/O8 iz * 0 ada i ™| &

ou i

ludaauz gpau
o

After logging out, the NetLD login screen will be displayed.
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4: Basic settings

This section describes the basic settings for managing with NetLD.

4.1 Set credentials

If you want to manage device, you need to set the credentials (VTY username/password, SNMP community etc.)
set on the managed device in NetLD. Set the credentials on the device tab under [Inventory] — [Credentials].

There are two ways to set credentials: "dynamic" and "static".

Items Explanation

dynamic Set common credentials for address ranges.
This is useful when common credentials are set for monitored devices.

*Up to three credentials can be registered in one network group.

static Set credentials for each IP address.

Use this when different credentials are set for each monitored device.

411 Set common credentials

If you have set common credentials for monitored devices, use "Dynamic" to set them.

1.  Select the Devices tab and click Inventory > Credentials.

~ Device] & Inventory @ Tools “% Change # Smart Change
-+i] Credentials I

=
Add

' Add new device
= Discover new devices

Import/Export
B | Export inventory as Excel file...
B | Export inventory with configurations as ZIP file...
B | Save inventory import Excel template...
B | Import/update inventory from Excel file...

Cisco SNTC Portal
é Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage

'-Q Device Tags

K Run Startup Wizard
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2. Click (Add) or Add new network group.

Credentials

Network Groups

Use network groups to define groups of devices that require specific credentials for authentication.
57 Add a new network group. | I

w

3. Enter the network group name, select Dynamic, and click OK.

New Network Group

Enter a new name for this network group.

‘ new networks

® Dynamic - Credentials by CIDR, Range, Wildcard
e.g.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

(O Static - Credentials by specific IP address
e.g.) 192.168.1.1

oK Cancel

4.  Enter the address range of the network group in the [Add Address] field, and click [+ (Add)].

Credentials
Network Groups
*new networks (IP, CIDR, Wildcard, or Range) -
_
Credentials VTY Username:

New Credentials
VTY Password:

Enable Secret/Password:

Enable Username: |

SNMP Get Community:

SNMPv3 Authentication Usemame:|

SNMPv3 Authentication Password: |

ﬂﬂ ﬂ SNMPV3 Privacy Password: |
Ll
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5.  Seteach item.

Credentials

Network Groups Add address:

*new networks (IP. CIDR. Wildcard. or Rang

Credentials VTY Username:

New Credentials
VTY Password:

Enable Secret/Password:

Enable Username: |

SNMP Get Community:

SNMPv3 Authentication Username:

SNMPv3 Authentication Password: |

%] ] SNMPG Privecy Pessword: |
ok | canca
Items Explanation
VTY Username Enter the username/password required to log in to the network
IVTY Password device.
Enable Username Enter the username/password to enter enable mode.
/Enable Secret/Password
SNMP Get Community Enter the SNMP community to use when making an SNMP Get
request.
SNMPv3 Authentication Enter the authentication username defined in SNMPv3
Username
SNMPv3 Authentication Enter the password for the community defined in SNMPv3
Password
SNMPv3 Privacy Password Enter the password used for encryption when communicating via
SNMP.

*It is possible to omit inputting items that are not required.

6. Click OK to save your settings.
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4.1.2 Set credentials for each device

If you are setting different credentials for each monitored device, use "Static" to set them.

1.  Select the Devices tab and click Inventory > Credentials.

= Device @ Tools " Change i} Smart Change

' Credentials

. Protocols

Add
= Add new device
&= Discover new devices

Import/Export

121

Export inventory as Excel file...

121

Export inventory with configurations as ZIP file...

E

Save inventory import Excel template...

121

Import/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage
D Device Tags
Lol

K Run Startup Wizard

2. Click + or Add a new network group.

Credentials

Network Groups

Use network groups to define groups of devices that reguire specific credentials for authentication.
i 57 Add a new network group. | I
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3. Enter the network group name, select Static, and click OK.

4,  Click +.

Network Groups

*test group

%]

New Network Group

Enter a new name for this network group.

test group

O Dynamic - Credentials by CIDR. Range, Wildcard
eqg.) 192.168.1.0/24 172.16.0.1-172.16.0.10 10.0.0.*

@ Static - Credentials by specific IP address

5.  Enter the IP address and set each item.

e.g.) 192.168.1.1
Credentials
Find:
IP Address VTY Username
4 1-00f0 4
Credential Set

=i}

cance‘

) -=

Enable Username SNMPv3 Username

OK | Cancel

IP Address:

VTY Username:

VTY Password:

Enable Username:
Enable Secret/Password:

SNMP Get Community:

SNMPv3 Authentication Username: |

SNMPv3 Authentication Password: |

SNMPv3 Privacy Password:

Cancel

Items

Explanation

IP address

Enter the IP address of your network device.
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Items Explanation

VTY Username Enter the username/password required to log in to the network
IVTY Password device.
Enable Username Enter the username/password to enter enable mode.

/Enable Secret/Password

SNMP Get Community Enter the SNMP community to use when executing an SNMP Get
Request.

SNMPv3 Authentication Username | Enter the authentication username defined in SNMPv3.

SNMPv3 Authentication Password | Enter the password for the community defined in SNMPv3.

SNMPv3 Privacy Password Enter the password used for encryption when communicating with
SNMP.

*It is possible to omit inputting items that are not required.

6. Click OK.
7.  Click OK to save your settings.
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4.2 Add device

When adding devices to NetLD, use one of the following methods:

Items Explanation

manual Add a device by directly entering the device's IP address. Add one unit at a time.

discovery Automatically discover and add devices within the specified IP address range.

import This function reads device data from an XLSX file. Export the template file for import and
enter information about the monitored devices in that file.

4.2.1 Register one device at a time

1.  Select the Inventory button > Add new device.

' Devic| Tools % Change ‘b Smart Change

~+:| Credentials
% Protocols
Add

' Add new device

ISCOVEr New devices
Import/Export
B | Fxport inventory as Fxcel file...
BE | Export inventory with configurations as ZIP file...
[ | Save inventory import Excel template...
B | Import/update inventary from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage

I\,} Device Tags

i Run Startup Wizard

2.  Enter the IP address of the device you want to add and click OK.

Add Device

IP Address: | 10.0.0.249

Cisco 108 A

[l o

Once NetLLD completes collecting information from the monitored devices, the added devices will be added to

the device list.
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Inventory ~ Changes  Jobs  Terminal Proxy  Search  Compliance  Zero-Touch

5] v SearchiP/Hostname: 10.0.0.248 ~  Add Griteria ~ | &) ©

= IP Address Hostname Adapter HW Vendor Model
g 10.0.0.249 Cisco 105

asiudJaaug gnau -

*Even if it is not possible to communicate with the target IP address, the device will be added, but the host name

and interface information will not be obtained.

4.2.2 Register devices on your network

1. Select the Inventory button and click Discover new device.

= Device W Tools "4 Change i} Smart Change

“+1| Credentials
¥ Protocols
Add
= Add new device
':ﬂ Discover new devices I

Import/Export

B | Export inventory as Excel file..

121

Export inventory with configurations as ZIP file...

121

Save inventory import Excel template...

121

Import/update inventory from Excel file...
Cisco SNTC Portal
@ Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage
[Q Device Tags
Lald

A Run Startup Wizard

2. Specify the IP address range to discover, and click +.

Discover Devices

Specify the networks and addresses that you would like to discover. Boundary Networks: 10:0.0.0/8.172.16.0.0/12.192,166.0.0/16,FC00:/7
IP Address/CIDR Crawl the network from the specified addresses
IP Address/CIDR: I Ia [ Include existing inventory in addresses to discover

— - [[] Default to Linux for SSH hosts with no supported adapter
Iress Range

IP Address Wildcard
Single IP Address

Import from CSV

Additional SNMP Community String:

Cancel
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Items

Explanation

Refer to the device's routing table

and add discovery targets

Add a discovery target network by referring to the discovered device's

routing table.

Refer to the routing table of already
registered devices and add

discovery targets.

If there is already a registered device, add a discovery target network by

referring to the routing table of the registered device.

Assigning a Linux adapter to an
SSH host that cannot identify the

adapter

Assigns a Linux adapter when the adapter for configuration backup

cannot be recognized.

3. The input information will be added to the bottom left of the screen. Click Run.

4.  Discovery will start and the discovery results will be displayed at the bottom of the screen.

asuduaiuz gusu 4

@D

Once discovery is complete, discovered devices are automatically added to NetLD.

Discovery has a setting called "Perimeter Network", which allows you to limit the scope
of discovery to the range specified in "Perimeter Network". Several ranges are specified for

"Perimeter Network" by default, so edit "Perimeter Network" as necessary.

Discover Devices.

Specify the networks and addresses that you would like to discover Boundary Networks: 10.00.0/8,172.16.0.0/12,192.168.0.0/16 FCO:/7

IP Address/CIDR

O Include existin
) Pnfmralt 4 i

—

entory in addresses to discover

IP Address/CIDR:

s CCL bnrte suith mm i ad A At

Supplement

Discover De

Specify the networks and addresses that you would likeg
Y - Edit Discovery Boundaries

IP Address/CIDR
The following boundaries will be used when running discovery.

ses to discove

IP Address/CIDR: Discovery will only be attempted against addresses that fall within
these networks. ith no supportad adapter

IP Address Range J SoEEEE A

10.0.0.0/8 - . "

J no suppeorted adapter
IP Address Wildcard
%] 1721600712 T e Te e
Single IP Address J19216800£1’ AR SO
. s k=]

Import from CSV J

FCO0:/7
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4.2.3 Import registration from Excel file
Information on monitored devices can be imported from an Excel file. A template for import is provided, so
please export the template file in advance, fill in the information of the monitored device in that file, and then

import it.

1. Select the Inventory button and click — [Save inventory import Excel Template].

‘fjlnvemoﬁ @ Tools "4 Change % Smart Change

% Protocols
. Global Maintenance Windows
+. Maintenance Window History
Add
= Add new device
&= Discover new devices
Import/Export
Hl | Export inventory as Excel file...
B | Export inventory with configurations as ZIP file...
B Saeinenion imont Fxcol tomplaic
I B | Import/update inventory from Excel file... I
Cisco SNTC Portal

@ Export inventory as Cisco csv file...

@ Import/update end of life from Cisco csv file...
Manage

J Device Tags

2. The file opening screen will be displayed. Select "Save file" and click [OK].
*The file name will be "NetLD-inventory-template.xIsx" and will be saved in XLSX file format.

3.  Edit the saved file, enter information in the following fields, and overwrite and save.

L M

2 1721601 |Default . - Demo*01
3 1721602 |Default Demeo—02
4 1721603 |Default Demo—03
5 1721604 |Default Demo—04
6 (1721605 |Default Demo—03
T 1721606 |Default Demo—06
8 1721607 |Default Dema—07
9 1721608 |Default Demo-038
10 1721609  |Default Demo—08
11 17216.010 |Default Demo—10
12
Items Explanation Required Input example
items
IP Address Enter the device's IP address. must 192.168.1.10
Network Select the network name to which you want to add the must Default
device.
Adapter ID Select your device's adapter. — Cisco 10S
*In the current version, there is no need to specify this
item.
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Hostname Enter the device hostname. —

End Of Sale Enter the sales end date in the format "yyyy/mm/dd". — 2022/1/1
End Of Life Enter the support end date in the format "yyyy/mm/dd". — 2022/12/31
Custom 1~5 Enter the information for "Custom Device Field". —

4.  Click Inventory > Import/Update Inventory from Excel File.

5.

6.

&= Inventory @ Tools ™ Change % Smart Change

| Credential

% Protocols
Global Maintenance Windows
. Maintenance Window History
Add

= Add new device
&= Discover new devices

Import/Export
B | Export inventory as Excel file...
B | Export inventory with configurations as ZIP file...

h} Saveinventory import Bxcel template

Bl | Import/update inventory from Excel file...

LECO NTUFOTtal
@ Export inventory as Cisco csv file...
@ Import/update end of life from Cisco csv file...
Manage
Q Device Tags

A file selection dialog will be displayed. Select the edited file and click Open.

Organize ~ New folder

“ Home Name Date modified Type Size

> @ OneDrive - Persc |~ Teday
netLD-inventory-2023-09-20 9/20/2023 11:27 PM Microsoft Excel W...

@l Desktop

| Downloads

A confirmation message will be displayed. Click OK.

Device Import Results

14 devices updated.

ok |
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5: Use operations

This section describes operations used in daily operations.

5.1 Get Device Configuration

In NetLD, obtaining the device configuration is called a "Backup". To backup, NetL.D connects to the device via

SSH or Telnet and retrieves the configuration using show commands, tftp commands, etc.

5.1.1 Prerequisites

Before performing a configuration backup, ensure the following requirements are met:

e  The username and password for logging in to the device have been set.

Refer to 4.1 Set credentials, and make sure that the credentials have been set.

e  The model supports configuration backup by NetLD.
For a list of supported devices, see the following web page:

https://logicvein.com/supported-devices

5.1.2 Run a backup

To perform a backup, select the target device and click Backup from the device menu.

H v sesch oo s~ asaciunn <] @ © _

Hostnaree Matwork Adagter

1003120 MiroTik RouterBieard 55.. Core MikroTik Router0s

§

161248 FCL285100K

a1z V8IFZZHTIS EE%
vaz1t oueasT
6200 6

asiudJaul gnau —+

neo AZ2cadbl-BMI0S8ABA.. B

When you run the backup, the execution results will be displayed at the bottom of the screen.

o imeckory  Changes Jobs  Terminal Py Sasech _ Complence _ Zavo-Touch Metmors Gore

The status summary list for backup execution is as follows.

Inventory  Changes  Jobs  TerminalProxy  Sessch  Compliance  Zewo-Touch Herws

< e 5 oy s % 0

« Core ¥ somsale Logout Settings Help

| T T e ]

o5 wemion Serisie Backaip Durstion Ena Of Sale Endof Ute

(e Moot A 05 Versen. Siate Backup Durtion 4 sae ndotute SoftmaraBndOfSse  Sofimare O

Icon Explanation

Backup successful, changes made.

device. It will also be displayed during the first backup.

Q Displayed when a difference is detected between the last backup and the configuration on the

Backup successful, no changes.

Displayed when the configuration data on the device is the same as the last backup.
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Icon Explanation
Backup failed due to credentials mismatch.
) The registered credentials are incorrect. Click on the result shown on the right to see the
credentials used for the backup. Please check the Inventory — Credential settings.
Backup failed.
-

Configuration could not be obtained. Double-click the icon to view details.

5.1.3 About the status after backup

After the backup, the status icon displayed on the left side of the device view will change. The icons used for

backup status are as follows.

Icon

Status

Condition description

@

Backup complete

Configuration acquisition has completed successfully.

Configuration mismatch

There are differences between the device's running-config and startup-

config. Double-click the icon to see the comparison results.

Credential mismatch

You cannot log in with the registered credentials and the backup is

failing. Please check your credential settings.

6 1 Backup failure Backup has failed for some reason.
L2 Backup not executed No backups have been performed.
o Warning This device violates a compliance policy with severity set to Warning.
'# error This device violates a compliance policy with failure level set to Error.
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5.1.4 Check the obtained configuration

You can check the acquired configuration from the device details screen.

| ooy Changes  jobs  Termimai Proxy  Search  Complamce  Zers.Touch Hemor:  Core. ¥ scomedls Logowt Settings B
3 [l semenwpeamama: 1acnzs0 +  Asacrmen | @ © < D S inventory B Tocks % Crange. & Smart Cuange. Wi Bepe
e = S e =
e = == = e s Ee—

i
ey prrm——
o
T iesee . 10n0250
%I-Imr‘—lmﬂ.m astions., Gunersl  Compliance  Mtahment  Hardware  Imedaces  ARP/MACVLAN  Mem
— po ———
—
e
You can check the contents by double-clicking on the config.
2019/12/12 23:14

$15%1 Tnsb fnrSPapIzxHVCORFE 9AN,

22z seszica-id commen
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5.1.5 Comparison of configs
You can compare the configurations by selecting two configurations and clicking [Compare button].

*Multiple selections can be made by holding down the "Ctrl" key while selecting.

R . etwon:_Core [ e )
< Dre ety T Yy Cumge $ S e

o [ ¥ Search B/Hosiname: 1000250~ AddCaterla | @] &
L rve— Honama Hetwork adupter o vesdor Moser Devica Type 05 ersion Sersis Backup Duration Ena orsue esaorne SoftasraEnd Of Sale  Seftusce Exd OF
B @i o - pain o f— - — - "
i
q c R Resuls b g 2
o
T icore - 1000250
U ivicore - 10.0.0250  astore. General  Complance  Atachmemt  Hardware  Inferfaces  ARF/M
f ot 1 T=1
p— Contiy Timestam Sam e
eaes 123 s 1230 e s
s 1233 sz i
e 123 e i
s samin
e Do i AT o -
G5 Wersion: 154CIMS ™ kmin
004027251433 12350 acmin
12062 admin
oeamns 1135 12308 admin
+am62 s

When you compare configurations, configuration differences are highlighted in color. Each type of difference is
displayed in a different color, with red representing deleted parts, yellow representing changed parts, and green
representing added parts.

[}

cisco1921labo.intra. jp - /startup-config (2019/06/14 18:00) cisco1921labo.intra. jp - /startup-config (2019/07/24 18:00)
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5.2 Make an SSH/Telnet connection to the device

You can connect to monitored devices via SSH/Telnet from the device list. This feature is called "terminal

proxy." A terminal proxy automatically saves the commands and output you run on your terminal.

5.2.1 Preparation before use

There are two ways to use terminal proxy: using a web browser and using Tera Term. When using Tera Term, the

following preparations are required.

e  Install Tera Term on the terminal to be operated
The terminal proxy calls Tera Term on the PC you are operating.

e Installing browser integration

It is necessary to link the browser connected to NetLD and Tera Term.

This preparation can be done from the screen that appears when you start the terminal proxy for the first time.

The installation procedure for [Step 2] "Browser Integration" is described below. For information on installing Tera

Term, please check the Tera Term manual.

1. Click Install Integration and download registration entries file.

Terminal Integration

Step 1: Tera Term Download

Downlead and install Tera Term. If Tera Term is already installed, skip this step

Download Tera Term

Step 2: Browser Integration

Terminal integration must be installed before you can use the terminal launch feature. Click on the 'Instail Integration’ button and run the Registration Entries file.

Tnstall Integration For Tera Term 5
Install Integration For Previous Tera Term Versions

2. Run the downloaded registration entries file.

Preparation is now complete.

Regarding "Browser Integration" in [Step 2], you may need to reconfigure if

supplement

you clear your browser's cache or update NetLD.
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5.2.2 Start the terminal proxy
*If a device configuration backup has been obtained when you start the terminal proxy, you can skip selecting the

protocol and entering the user name/password after starting the terminal proxy.

5.2.21 Use web browser
1.  Select the [Inventory] tab.

2.  Right-click the device to which you want to connect the terminal and select [Open Terminal].

-q{, Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

| ¥ Search IP/Hostname: 10.00.250 ~  Add Criteria v | | ©
= IP Address Hostname Network Adapter HW Vendor Model
| 10.0.0.250 %, Backup Core Cisco 105 Cisco CISCO1921/K9

I Tr Open Terminal I
K} Open Native Terminal

T_, Show Terminal Proxy Logs
;:' Compare Configurations
& Display Job History

test

Test2

Test3

asiuddajuz gmau -

Web Browser

3. The terminal will open in a separate browser tab, and the device's login screen will be displayed. Enter

your username and password to log into your device.

Terminal - 10.0.0.153 - test0322

test0322>enable

Password:
test03224#
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5.2.2.2 Use Tera Term

1.
2.
3.

*Tera Term will start and the device login screen will be displayed.

Select the [Inventory] tab.
Right-click the device to which you want to connect the terminal and select [Open Native Terminal].

The Select Protocol screen is displayed. Select the connection protocol and click OK.

-\‘fz Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

: = ¥ Search IP/Hostname: 10.0.0.250 ~ Add Criteria ™ @ (3

IP Address Hostname Network Adapter HW Vendor Model

13
I

) 1000250 % Backup Core Cisco 105 Cisco CISCO1921/K9

Ef Open Terminal
IE Open Native Terminal I

&} Show Terminal Proxy Logs

é’j Compare Cenfigurations
@ Display Job History
test
Test2
Test3

asiuddaaul o7

Web Browser

Enter your username and password to log

into your device.

T 192.168.40.222 - netlD VT - O X

5.2.3 Check the operation log

1.

Select the Terminal Proxy tab.

*f Inventory ~ Changes  Jobsl|l Terminal Proxy [l Search  Compliance  Zero-Touch

¥ Search IP/Hostname: 10.00.250 ~  Add Criteria ¥ | G| ©
= IP Address Hostname Network Adapter HW Vendor Model |
10.0.0250 Wicore Core Cisco 105 Cisco CISCO1921/K9 |

asiudJaajug guau
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2. Double-click the log you want to view from the list.

*You cannot check the session log while connected.

§ Wy G o TamiesPo  Sewh  Complanes | Zes Toueh e Gare
o Gl ¥ Dwiee a7 Use i 7% SesiosDate Ay T % Tew Ary - S )
e Gaca scoraR S s — manim aansiarszs auoen 1525 I

icare - 10.8.0258 - Tarmi...

Ivicore - 10.0.0.250 - Terminal Log  [§2024/06/10 15:26:02 - 15:26:09 (7 seconds)

asiudaa)y

test0322 - 10.0.0.153 - Terminal Log 2024/03/12 03:21:34 - 03:21:41 (7 seconds)

test0322>enable

Password:

test0322#sh version

Cisco IOS XE Software, Version 03.11.04.5 - Standard Support Release

Cisco I0S Software, CSRL000V Software (X86_64_LINUX IOSD-UNIVERSALK9-M), Version 15.4(1)S4, RELEASE SOFTWARE (fc
Technical Support: http://www.cisco.com/techsupport

10 |Copyrignt (c) 1 2015 by Cisco Systems, Inc.

11 |compiled Fri 05-Jun-15 23:15 by mcpre

© @ o e R

12
13

14 Cisco TOS-XE software, Copyright (c) 2005-2015 by cisco Systems, Inc.
15 A1l rights reserved. Certain components of Cisco IOS-XE software are
16 licensed under the GNU General Public License ("GEL") Version 2.0. The

17 software code licensed under GPL Version 2.0 is free software that comes
18 with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
19 GPL code under the terms of GPL Version 2.0. For more details, see the
20 documentation or "License Notice" file accompanying the IOS-XE software,
21 or the applicable URL provided on the flyer accompanying the IOS-XE

22 software.

Click [ (Export)] at the top right of the log screen to save session data as a text file. The file name is

s

“termlogs”.YYYY-MM-DD.zip” and are compiled in ZIP file format. "YYYY-MM-DD” indicates the date of saving.

2004/06/10 1526

{ Iwvemtory Changes Jobs  Terminal Proxy  Search  Compliance  Zeve-Touch Metwork  Core
N I

LI P — Devics Hostrasna Make/Moce Protacol User Clisot 1P Adrass Sassion Staet - Session ena
B @ oonzs ocare o 1500192169 s — a6z 100 s 1526

m

B v b

q Wicsrs - 10.0.0250 - Termi..
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5.3 Check the Up/Down status of the device interface

On the device details screen, you can check the status of the device's interface. To use this function, SNMP

communication with the monitored device must be possible.

1. From the list of monitored devices on the [Inventory] tab, double-click the device for which you want to

check interfaces.

f e Ghange  Jobs  Teminfrogy  Seeh  Complance  ZewTouch Hetwosk: . Care ¥ oreie Logout Setings Halp

3~ S o 1020350+ piicsmin <] @ 6 5 e ey @ ts % Cunge $ Smae e B Bepons

¥ o Moo T
s c

End0f e SoftmwsEnd OfSale  Softwars End OF...

e
EsFRBRMTED
ot o pemSerees e TG EDSFROADE

48 Copyright (C) 2024 LogicVein, Inc.



5.4 Jobs

The Jobs tab consists of a Job History tab and a Job Management tab. In the job history, you can view the results

of past job executions. The Job Management tab allows you to create, edit, manage and run jobs. You can also set

the created job to be automatically executed periodically.

The Job History subtab has the following buttons:

Items Explanation

Open Results

Opens the execution results of the selected job.

Compare Results

Compare the results of two selected jobs.

Cancel Cancels the selected running job.

Job Approvals Log View the job approval log.

The Job Management subtab has the following buttons:

Items Explanation

Audit Log View audit log of the selected job.

Open Job Open the properties of the selected job.

Delete Delete the selected job.

Rename Renames the selected job.

Copy Copy the selected job.

Run Now Run the selected job immediately.

New Job Create a new job. You can add jobs for EOL/EOS, tools, discovery,
neighbors, backups, bulk changes, and reports.

Filter Register a cron-style filter.

5.41 Create ajob

Jobs can be created from the submenu under Job Management — New Job. Various types of jobs are registered

in this submenu, but the general flow of creating the job remains the same regardless of the type of job.

[Flow of job creation procedure]
1.  Decide on a job name and select the functions you want to use.

2 Enter the required parameters.
3. Select the target device.
4

Finally, enter the job trigger (execution frequency).

Below, we will create a job as a trial and explain how it works screen by screen. Click New Job — Tools.
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5.41.1 Decide on a job name and choose a function

First, enter a job name of your choice. It would be a good idea to add comments in the comments section that
will be easy for others to understand later. Next, choose your tool. You can select almost all the available tools from
the Tools menu — View tools and Change menu on the Device tab. This time, we choose to change Enable

Password.

Create Tool Job

Job Name:

| enable password

Netwaork:
| Default -
Comment:
Tool:
Change Enable Password v

oK Cancel | |

5.4.1.2 Enter the required parameters
Then, in the new tab that opens, enter the required parameters. To change Enable Password, enter the password

string to be changed in the password field.

“enable password
Input Parameters  Devices  Schedule  Job Approvals Log  Email Notification ]

User Data
MNew Password
password: Confim:

Verify credentials after change is executed

5.4.1.3 Select target device
Select the device on which you want to run this job on the Devices subtab. There are three selection methods:

"All devices/Search/Static list".

[All devices)

This applies to all registered devices.
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*enable password

Input Parameters Devices Schedule

@) All Devices () Search () Static list

[Search]

Job Approvals Log

Email Notification

Devices that match the search criteria will be targeted. However, since the search is performed when the job is

executed, it does not only target devices that are displayed in the search results list when the job is created. If a

device matching the search conditions is added after job creation, that device will also be targeted.

“enable password
Input Parameters  Devices  Schedule  Job Approvalslog  Email Notification
D) All Devices @) Search
Vendor/Model/0s: Cisco ~ *ll Add Criteria
= IPAddress - HW Vendor Model Device Type
) 1000101 R2 Default Cisco Router
£ 1000112 vetsu Default Cisco R
¥ 000121 CR3-A Default Cisco R
#) 1000124 bbbbb Default Cisco 10S Cisco C v R
1000126 test Default Cisco 105 Cisco CSR1000V Router
¥ 1000128 A Default Cisco 105 sco CSR1000V Router

[Static list]

In the static list, you can add the devices selected in the Devices tab, and the added devices will be targeted.

05 Version
1541154
154(1)54
431
15.4(1)54
15.4(1)54
154

SVOINVIMGOX

SEOUQZIVKIE

Q14P87ISEIN

Backup Durat...

Networks: Default

End Of Sale

2014/08/15

Software End ...

2019/06/17

Software End ...

024/06/30

Violation

End Of Life

Traits
mm I m Node test is i.
hl'p& jomp e

-1/ Inventory  Changes Jobs Terminal Proxy = Search  Compliance  Zero-Touch
T3 [El ¥ searchIP/Hostname: -Any- = Add Criteria ¥ g ﬂ
m
= P e P
ofe o0 MikroTik RouterBoard 95.. Core MikroTik RouterOS MikroTik RBI51Ui-2HnD Router 62 4ACI04AE34C4 55
Mo 192.168.2083 SF300-24 Core Cisco Small Business Cisco SF300-24 Switch 14115 DNI144402YT 285
2o wiesie C9800-WLC Core Cisco 10S Cisco €9800-L-C-k9 Wireless Controller 16.1242 FCL245100KU 1s
q 1002244 Apresia3424GT-S5 Core Apresia Apresia Apresia3424GT-SS Switch 73801 225
o 10.0.2.10 AvayaERS4850GTS Core Extreme ERS Extreme 4850GTS-PWR+ Switch 561052 131P222H7099 235
e SRGI00- V! Core Fotow SRS Fujitsu Si-R G100 Router V0211 T00a6367 4s
g © 1002243 apresia2142 Core Apresia Apresia Apresia2124GT-552 Switch 62001 165
© 1000206 bigip1 Core F5 BIG-IP F5 Networks BIG-IP Virtual Edition Load Balancer 160 422cadb1-b343-859d-b0... 8s
© 1000217 apcHost Core APC Smart-UPS APC Smart-UPS 750 Power Supply V6.0.6 111625110998 385
@ 100230 Summitdsi Core Extreme Extremeware Extreme Summitdsi Switch 7323 0145M-01540 295
© 1000223 1234 Core Cisco 10S Cisco CSR1000V Router 1735 IMTTHUSFGVS 1s
© 1002242 FTOS Core Dell PowerConnect Dell 560-01-GE-44T-AC Switch 8338 SHFM135E00136 8s
© 1002245 LVI-BrocadelCX Core Foundry Fastlron Brocade 1CX6610-24 Switch 08.0.10dT763 BXP3842K00) 7s
© 1002245 Apresial3200 Core Apresia Apresia Apresial3200-52GT Switch 8.10.02 02110383 9s
© 1000227 Nexuss548 Core Cisco Nexus Cisco Nexus5548 Switch TA@N1(1) S51143708V7 7s
© 192.168.20.225 ApresiaLightFM116GT-SS ... Core Apresialight Hitachi FM116GTSS Switch 11201 168632124961 185
© 19216820223 2cm7004-2 Core Opengear Opengear ACM7004-2 Resilience Gateway 4136 7004208093470 1s
C 4 1-2300f855 b
I ZS p—
*enable password
Input Parameters  De) Job Approvals Log  Email Notifieation
O All Devices O Sears Networks: Core
Network
1002.10 AvayaERS4850GTS Core
1002244 Apresia3424GT-55 Core
1003.120 MikroTik RouterBoard 951Ui Core
192.168.1.61 C9800-WLC Core
192.168.20.83 SF300-24 Core
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5.41.4 Add atrigger
Finally, add the trigger. Click the Schedule subtab. You can add new triggers using the + button.

¥ & |
*enable password

Input Parameters Devices Schedule Job Approvals Log Email Notification

Trigger Next Fire Time(GMT-5)

‘

Create a trigger by setting the date and repeat frequency. When you have finished entering all information, click

the Save button.

Trigger

Name: | schedule

@®once O Daily O wWeekly (O Monthly (O Cron

‘4 ﬂ‘ 19 ﬂ 2024/03/12

Timezone: (GMT-06:00) Central Time 7

Filter: <No Filter> v

Save | Cancel

Items Explanation
name Trigger name
time Time and date to run the job

Select from the following 5 types of execution schedules

Once... Execute only once at the date and time set in the time.

) Daily: Execute every n days (starting point is the 1st of the current month)
Schedule unit o

Weekly: Execute on a specific day of the week
Monthly: Execute every specified month

Cron: Run at the specified date and time in cron format
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Items Explanation

time zone Time zone
Select the registered schedule filter in "Filter Settings". Timings that match this

filter
filter will be removed from the trigger.

Finally, at the top right of the status pane/EIRemember to press the button to save your job settings. Unsaved

changes will still exist.
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5.4.2 Job history

The [Job] — [Job History] subtab displays a list of past job execution history. Past job execution status is
recorded along with the status of whether the job was successful or failed.
The status icon is displayed on the left side of the job history list. The status icons and their meanings are as

follows:

Icon Explanation

e I was able to successfully connect to all devices.

Processing failed on some devices.

e Processing failed on all devices.

5.4.3 Job approval function

The approval function is a function that allows a job created or edited by an applicant to be executed when an
approver such as a superior approves the job. Jobs that do not have approval will not be able to run. By using this
function, you can achieve secure operations such as preventing erroneous operations and strengthening compliance.

*This approval function is only valid for jobs that change the settings of network devices.

Approval process

1. The applicant creates/edits a job and makes an [approval request] (approval request)

2. The person in charge of approval checks the approval request from the [Job Approval Log] in the
relevant job.

3. If there are no problems, perform [Approval]. If there is a problem, select [Reject] or [Comment] from
the confirmation screen and contact the applicant.

4.  After [approval] is performed, the applicant executes the corresponding job.

5.4.3.1 Set permissions for approval function

Set approvers for registered permissions. Users assigned the configured permissions can approve jobs.

1.  Click Settings.
2. Select Permissions and select the desired permissions.

3. Specify the permission details and click [OK].

The authority related to the approval function consists of the following two authority contents.
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Permissions Explanation

Permission to authorize tool Permission to approve jobs that have been requested for approval
execution. (approval request).

Permission to run tools without Permission to execute a job without requesting approval.
authorization.

mWhen setting the approver's permission, check "Permission to approve tool execution."

Server Settings

Data Retention Administrator Add a role:

System Backup w

Mail Server approver

SNMP Traps
Users
Rales
External Authentication E
Custom Device Fields
Memo Templates Permission to run a tool.

Launchers

Smart Bridges Permission to approve a tool job execution.

Networks Permission to run a tool job without approval.

Network Servers Permission to run a Smart Change job.

Syslog Permission to create/update/delete a Smart Change job.
Software Update Permission to run a tool which changes a device configuration.
Web Proxy [J) permission to run a report.

Change Approvals
Cisco APl Select All | Select None

Device Label

SNMPv3 User -
oK Cancel

mWhen setting the requester's permission, uncheck "Permission to approve a tool job execution."

Server Settings

Data Retention Administrator Add a role:
System Backup operator "
Mail Server approver
SNMP Traps requester
Users
Roles
External Authentication
x|
Custom Device Fields
Memo Templates [0 Permission to run a device discovery job.
Launchers
Smart Bridges [ Permission to run a Populate End Of Sale job.
Networks
Network Servers [ Permission to run a tool.
Syslog

Software Update
Web Proxy
Change Approvals

Cisco API Select All | Select None

Device Label

SNMPv3 User -

oK ‘ Canre
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5.4.3.2 Submit an approval request (submit a job)

Requester can request approval when creating or editing a job.

1. Create/edit jobs.
2. Open the [Job Approval Log] tab, enter a message in the message field, and click [Request Approval].
When the application is completed, "Request" is displayed in the [Job Approval Status] column.
mDisplay example of the [Job approval status] column

mList of display contents in the [Job approval status] column

Job approval status Explanation

No Requested Job approval request is not set.
Requested Job execution approval is requested.
Approved Job execution is approved.

Rejected Job approval request rejected.
Closed Job is closed. This status is set when:

Execute the job

Closed by administrator/job requester

*1f you want to execute a closed job, you will need to request
approval again.

5.4.3.3 Approve an approval request (approve the job)

Approver can approve jobs (approval requests) applied by requester.

1. Open the Job Management tab.
2. Open the job that has been requested for approval.
You can filter the jobs to be displayed from the "Job Execution Approval Status" at the top of the [Job

Management] screen.
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Job History

Inventory Changes

| ¥ Approval Status: -Any-

Nar -Any-
D Requested
D Approved
add

[ Rejected
Ay D Closed

At D Not Requested

Adc

p Cisco Access Lists

p Cisco Interfaces

p Cisco Show Commands

=

)

@ 4

g

Core discovery
Daily changes
enable password
Full backup

Full Compliance

Huawei OS Push

Job Management

Search

Add Criteria ~ g ﬂ

Zero-Touch

Type

Smart Change
Smart Change
Smart Change
Smart Change
Tocl

Tool

Tool

Discovery
Report

Tool

Backup
Report

Smart Change

3. Check the job details and open the [Job Approval Log] tab.

4.  Enter your message in the message field and click Approve.

If you have a problem, enter your message in the message field and click Reject or Comment.
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5.4.3.4 Check the record up to approval

On the [Job History] screen, select the target job and click [Job Approval Log] to check the record (messages) up

to approval.

*The [Job Approval Log] button is enabled only for jobs executed after approval.

5.4.3.5 Notification of approval function

When a job is applied for, executed, or completed, notifications can be sent via SNMP trap or email to the

relevant job user.

5.4.3.5.1 SNMP trap settings

Send a trap when an approval event occurs from the SNMP trap settings on the server settings screen.

A trap is sent when a job is requested/executed/approved/rejected/closed.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

5.4.3.5.2 send e-mail

Server Settings

Send traps when...

device configuration changes are detected
devices are added and deleted

a backup fails

(7) a job completes with errors

(] the compliance status of a device changes

[ the status of bridge changes
[ L n

a change approval action occurs

e T ——

Trap forwarding:

[0 Forward all received traps

Trap receivers:
Community Host Port

public 10.0.0.93 162

Version

2¢

oK Cancel

By setting the email address in the user edit on the server settings screen, you can send an email when an

approval event occurs. An email will be sent when a job is requested/submitted/approved/rejected/closed.

In order to send email, you need to configure the email server in advance.
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Additionally, if there is a job approval request, a banner will be displayed.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

SMTP Host:

protection.outiook com

From Email Address:

support3eye@Ivi.co.jp

From Name:

support3eye

(] Server requires authentication
(J Use secure smtp
Automatically upgrade STARTTLS negotiation

Mail server username:

Mail server password
Default email language 5

Default email time zone

(GMT+09:00) Tokyo

5.4.3.6 Change the number of required approvals

OK | Cancel

You can specify the number of approvals required before a job created or edited by an applicant can be executed.

The required number of approvals can be set from [Settings] — [Change Approvals]. The configurable range is 1 to

3.

System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fi
Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
‘Web Proxy

elds

Change Approvals

Cisco API
Device Label
SNMPv3 User
Agent-D

Server Settings

o ‘ B
Minimum required approval count: | 1 =
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5.4.4 Check past job history

You can check the job history from the [Job] tab — [Job History], and the jobs that have been executed so far are

nn

displayed. Job types include Report/Discovery/Neighbor/Backup/Tool, and information such as "when", "who",

and "what was done" is recorded. You can also view the published report by double-clicking on the report job.

[Column list]

Items Explanation
Name Displays the name of the job.
Job type Displays the job type.

Start date and time

Displays the start date and time when the job was executed.

End date and time

Displays the completion date and time when the job was completed.

User

Displays the name of the user who executed the job.
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5.5 Remove device

1.  Select the device you want to delete on the Inventory tab. *Multiple selections possible

Cunges M TPy Sach | Gl Zesewh o e Core [P ——

|

e e %y e § et e W
wor

- South bcatsar by~ Adsnenn=| @) &

ouE

s Hostmame: Mtk
Ly
see0E E

asiudaaug gpau
co000

2. With the device selected, click Inventory > Delete Device.
3. Aconfirmation message will be displayed. Click Yes.

Remove?

Are you sure you want to remove the selected devices?

10.0.0.112 - uetsu

5.5.1 Delete job
1.  Click the [Jobs] tab — [Job Management].

Inventory  fChanges = Jobs = Terminal Proxy  Search  Compliance = Zero-Touch
Job History Job Management

2| = Approval Status: Requested ~ *  Add Criteria v | ()| ©

Name Type

» enable password Tool

asiudJaaug gmau

2. Select the job you want to delete and click [Delete].
3. Click Yes on the confirmation screen.

Delete?

Are you sure you want to delete the selected job?

The selected job will be deleted from the job management list.
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6: Advanced Setting

1.

Select the device to obtain EOS/EOL.

Zorn Toueh

Hetwark:  Core L ——

3 Devee S vestory B ool Y Ouege & Smart Cange Wi ey

2.

3.

o -

o —— = = o —

e AR B e BN i

e —— e — =t

e — e — S emoR—

= = e =

it T —r A e

s = e — —n

= e —— .

Click Edit Device Properties from the device menu.

Network:  <All> ™~ fujimura Logout Seftings Help

del

2000R

1dard PC (i440FX..
ware Virtual Platf...
ware Virtual Platf..
2000R

2000R

1dard PC (i440FX...
'276-2-DAC
180brin

Device Type

Switch
Server
Server
Server
Switch
Switch

Server

Infrastructure Mana...

Router

s Version | % B2kup
B Collect neighbor data

V0220

4180-3487.

31053stuint

3.1053sfvirti

Vo220
Vo220

EAL:2
V02.03

End Of Sale

2021/11/03

# Edit device properties 2021/05/18

| Populate device end of sale | 2017/0%/05
415.0-3457. B Associate tags

W Dissociate tags

00001073

2018/10/08

2024/06/14

= inventory @ Tools % Change & Smart Change Ml Reports

End Of Life =

-

2024/07/18
2024/03/31
2022/10/03

2024/06/30

2024/03/31

Select the product end of life and end of support dates and click Save.

Adapter:

Edit Device

Cisco 108

Dtosilt

End Of Sale:

End Of Life:

Software End Of Sale:

Software End Of Life:

2023/08/31
2024/05/21
2023/10/04

2024/05/21

0000

Custom 1:
Custom 2:
Custom 3:
Custom 4

Custom 5:

‘Custom Fields

(g

Save | Cancel

By following the above steps, the date set in the column will be displayed.

asiuduaug gnau

Inventory  Changes  Jobs  TerminalProxy  Search  Comphiance  Zero-Touch
il ¥ VenderModelfos: Cezo 7

o
©
]
©
©
v
v
v
v
-

1P Ackdress
192160208
192168151
000223
100022
1921680254
0a1005
1001005
0010058
10010030
wa0a87

Hostname
SF300.24
coe00-9C
N

Mensssas
hogwi3
5co,10.0,100.83
eaen 10.0,300.85
oco_10.0.100.68
coen_10.0,100.90
coco 10,0300 87

Add Criterla * G 6

Adspter
Caco Small Bus
csco s
Cico 105
Caco Mes
Cocn 05
Coco s
Caco s
Cacntcs
Com 105
Cacats

Mol Device Type
SF200.24 Suich
oLk Wireess Conroter
csaiooy Reursr
Nansssan Suitch
WS- C3650. 2475 Stz
csiooy Router
csninoov Reursr
csmivooy Router
CsRioon Reuter
cswanoov Router
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08 Version
14118
161248
s
AN
1681
18454
1541154
15458
1541158
154msa

Serisia
LMD
FOL25100K)
SMTTHUSFGYS
ssinasToRvT
FDOTEIAG
TGN
PEMWOOGSSD
HVEIRCSIZY
9GVIGOWIREG
seAnIssaUT

Newore | Ce

< Devier 1
Backup Duration nd O Sale. End OF Life
2 2024708015 004014
s maamens aemera
" 049615 20240814
= 2024008015 004mens
5 202406115 20240514
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6.1 Automatic configuration

6.1.1 Prerequisites

The NetLD you are using must be able to connect to the Internet.

You must log in with your Cisco account and obtain an API key and secret code before accessing Cisco Smart

Net Total Care.

*Valid Cisco Smart Net Total Care (SNTC) required.

*Please see below for information on obtaining API.

(https://developer.cisco.com/docs/support-apis/#!user-onboarding-process)

6.1.1.1
1.  Click Settings.

Procedure (online environment)

i Smart Change ii Reports

2. Click on Cisco API.

Server Settings

Data Retention

Cisco Client Id:
System Backup

Mail Server Cisco Client Secret: | ssessessecsessesaescs

SNMP Traps
- Test Authentication |
Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update

Web Proxy

Cisco API

SNMPv3 User -

63

383se6shnne3bwagbzkw,

=

OK Cancel
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3. Enter your API key and secret code and click OK.

Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Cisco Client Id:

Cisco Client Secret:

383sebshnne3bwqggbzkw,

Test Authentication

OK | ('ancel‘

4. By clicking Test Authentication, you can check whether the ID and Secret code you entered can be used.
5. Select the device to obtain EOS/EOL.

asludJuajug gpau -+

Inventory  Changes  Jobs  TerminalProxy ~ Search  Compliance  Zero-Touch
v Add Criteria ¥ | G| ©

Network Adapter

Oetaut Cisco ASA
Detauit Cisco 105
Defautt Cisco 105
Defautt Cisco 105
Detautt Cisce 105

HW Vendor

Caco
Cisen
Ciseo
caco
Cseo

Cisco

Model Device Type 05 Version

Router
Router
Router
Router

Router

Route

1340088 9J4PETISEN

6. Click "Populate device end of sale" from the device menu.

Device Type
Router
Firewall
Router
Router
Router
Router
Router
Router

Router

Metwork:

Default ~  fujimura

Newworc  Default v shibata logout Settings Help

<5 Deviee Iivvertory W Tools s Change & smart Crange W) Repons

SW Vendor End Of Sale End Of Life Software End Of Sale  Software End Of L.

2014008115 2021/08/31

Logout Settings Help

%5 Device & Inventory @ Tools % Change & Smart Change Wl Reports

a
0S Version % Backup

End Of Sale

154054 H Collect neighbor data
9.12(2) -
15.4{1)54

]
15.4(1)54 BT
154(2)5 # Edit device properties
154(1)54 Populate device end of sale
17.33 ssociate tags

15.4(2)8 P Dissocizte tags

15.4{1)54 SYY87SDFSBM

7. Click "Yes" on the screen below.

Populate End of Sales?

End Of Life =

-

Are you sure you want to populate end of sales data for the selected devices?

64

Yes | | No
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8.  Using the above steps, EOS/EOL information will be automatically acquired and registered in the

column.

3 [ ¥ vendorModeyos: Gsco % | Addcriteria ¥| @ 6| < pevice Eimvertory @ Tooss % Change & smart Crange Ml re
LA — Networ Acepter W vencor freem Device Type 05 version et swendor v sue software End 1L
oe asusrzz et cacossh cas ssas et s savcoue o
ma router70 Defauit Cisco 105 Cisco CSR1000V. Router 154(1)54 9YY579DF3EM Cisco
= 3 00010 Routerh Defaut cien 105 cao csioov Router 1544 SAUDOSHDK) cso
0 @ oo caa Detault Creo 08 == crsas Router 31 swatr2sez0L = s014108/15 202108731
T @ ooz w Detaut ceo 105 cso esionov Router 15454 seauazvise cso
3@ o0z A Detaut ceo 105 cso esionov Router Ts4gss surersen cso
1234 Default Cisco 105 Cisco CSR1000V. Router 1735 IMTTHUSFGVS Cisco
Newss30 Defat Ciseo Nexs cso Nexus3séa swich TH@NIG) ssiasToeT cso
ieere Defaut cien 105 cso aiscoreaie Router 154G FeL1s082638 cso 809729 20230930
. Defait Cieo 105 cao WSCOR02TTL  Swteh Foc1 1172900 cao 20r4m0731 290
© 100625 a0 Defait Cieo 105 cso We.C3360.247 Suieh : oO1241X0RF eso
@ 10101 NeRs-v1 Detaut ceo 105 cso crs-167s Router 421 TeAi030015 cso T R
C 4 1-66ofe6 b Results per page: | 254
T
p soie , soie » saie
Populate End Of Sale (2024/06/21 11:35)
1P Address Network End OF Sale End OF Lite Software nd Of Sale Software End Of Life Hardvares updated Messages
e vt s aueias P
Detaut EOX informaton does no st fr e o,
Detaut s £OX iformtion daes nt existfor thefo
Detaut 4 £OX information ages nt st for thefo.
Deteut 20201030 202510 29
1012 Deteut 2 £OX iformation daes nc et for thefo.
10128061 Detaut s £OX iformation caes ne et for thefo.
10128017 Detaut 2000823 200670523 2
10128081 Detaut £OX informaton does not st fr e o,
192168130 Detaut 20re/0s/04 2023031 &
1000250 Detaut 20ie0929 20230930 4
1821684089 Deteut 20y 2021130 0
18 Defaut 20201030 2020 103
141583066401 000e2 5o ichodcEd  Defeut 2010929 20239130 2

6.1.1.2 Procedure (offline environment)

If NetLD cannot connect to the Internet, it will not be able to retrieve the end-of-sale date from the Cisco server.
However, you can export your inventory as a csv file and use it for import into Cisco services. You can then export
the csv file from your Cisco service and import it into NetLD to update the end of support date. Note that Cisco

services do not include the end-of-sale date in the export file.

To export a csv file that can be used for import into Cisco services, select “Export Inventory as Cisco csv file”

from the inventory menu.

Network:  Core ¥ scorreale Logout Settings H

< Device & Inventory @ Tools “4 Change & Smart Change Ml Rep

End Of Sale End Of Life -+ Credentials > Life
-
1969/12/31 1969/12/31 <= Protocols
Add
1969/12/31 1969/12/31
i Add new device
1969/12/31 1969/12/31
I 2 =3 Discover new devices
1969/12/31 1969/12/31 pe———
1969/12/31 1969/12/31

& Export inventory as Excel file...
[ | Export inventory with configurations as ZIP file.
[ Save inventory import Excel template...

B | Import/update inventory from Excel file...

scaallo ol
I 889 Export inventory as Cisco csv file.. I
#30 [mport/update end of life from CISCO s file.
Manage

1 Device Tags
K Delete device
A Run Startup Wizard
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6.2 Compliance overview

By setting a compliance policy, you can automatically ensure that unintended settings are set on a device's
configuration. For automatic detection, you need to create a compliance rule. A rule is constructed using the

following four matching conditions.

e Ifmatched, excluded

e Ifit doesn't match, it's not applicable
e Ifmatched, violation

e Ifit doesn't match, it's a violation.

Each condition has a single search string and checks if the given configuration matches that string. A collection
of compliance rules is called a ruleset. Rule sets can also be created freely.

In addition, policies are provided to manage compliance on a larger scale. A policy is created by combining
multiple rule sets, but it also has information such as the list of devices to which it applies, the severity of violations

(errors, warnings, or notifications), and the history of violations.

6.2.1 Rule
6.2.1.1 Ruleset tab

The Rulesets tab manages rulesets.

~f Inventory Changes Jobs TerminalProxy Search ~ Compliance Zero-Touch

Compliance Policy  Rule Sets

M Category: <All> v Description

& Create |

Category

Category
T Ruleset

H

50 105
0108

105 Interface Auto-Duplex/Speed
105 Secure Enable Passwords

105 Telnet Restricted Access
105 SsH-only
105 Disabled

icted Access

eded Services

asiudaajuz g

105 Auto-Duplex/Speed
105 Rule
[ASA] No console logging

Rules subtab

0105
<0105
o105
<0105
<0105
<0105

glealaaaaaanle

5c0 105
Juniper Screen0s
Juniper JUNOS
Cisco 105

Cisco 105

Double-clicking each ruleset in the Rulesets subtab displays its contents in a new tab in the status pane. The new

tab has two subtabs, the General subtab and the Rules subtab.

Ruie Set - 105 Disabled Unneeded Services

e e

e e
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Items Explanation
Violation
Enter the message that will be displayed if the rule is violated.
message
Start end Specify the range to search for the string specified in the "Match" item. This
field appears when Apply to Blocks is selected on the General subtab.
Specifies the string to be searched for. You can convert a string into a variable
Consistent by enclosing it between "~ (tilde)".
Example: interface gigabitEthernet ~INT_NUM~
Select matching conditions.
e Ifit doesn't match, it's not applicable
Action e Ifmatched, excluded
e Ifit doesn't match, it's a violation.
e Ifmatched, violation
Variable Displays the value when a variable is used in the string specified in the
"Match" item.
Specify four possible types of matches. If it does not match the type, it will be
excluded from the search conditions.
o  Text: Matches all text.
e [P address: Matches only strings representing IP addresses.
Type e  Hostname: Matches hostname.
e  Word: Matches words.
e  Regular expression: Search for matching strings using regular
expressions.
Filter Enter the string or value to search for. If * is entered, it means "any value is
fine"

General subtab

The General subtab is a tab where you can set the rule description and scope of application. Writing explanations
for rules is important for later maintenance. Consider what happens when your current administrator leaves your
company. In order to properly manage compliance, successors must understand the written rules, but it is generally

extremely difficult to infer the purpose of a rule just from its definition. That's it. In order to maintain stable

maintenance no matter what happens, we add at least a minimum amount of explanation to the rules, and if

possible, add an easy-to-understand explanation.

In addition to adding a description of the currently selected rule, you can also configure the rule itself.
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ot e

Items Explanation
Category
Description Enter a description for the rule.

Applies to the whole config

Applies the rule to the entire configuration.

Apply to block

Divide the configuration into blocks and apply rules to each

blog.

Template

The configuration is compared line by line from the template,

and if there is a difference, it will be a violation.

Partial Template

Restrict the visibility of this rule set

to the following networks

Enabling the check limits the networks to which the rule

applies.

6.2.1.2 Creating a new rule

Here, we will explain how to create a new rule with screenshots. As an example, let's generate a violation when

the SNMP community setting is "public" in the Cisco IOS device configuration.

1.

Click the button on the Compliance — Rulesets tab.

~f Inventory Changg ghs__ Terminal Proxy  Search  Compliance  Zero-Touch
j Compliance Policy .
.IP.. Category:  <All> v P Create | Category | Description:
E Rule Set Adapter Config Category
[Ty 105 Interface Auto-Duplex/Spesd Cisco 103 Jrunning-config
=1 105 Secure Enable Passwords Cisco [0S /running-config
M0 105 Telnet Restricted Access Cisco 105 Jrunning-config
.a 105 SSH-only Restricted Access Cisco 105 Jrunning-config
7] | 105 Disabled Unneeded Services Cisco 105 Jrunning-config
U1 105 session Idle Timeout Cisco 105 Jrunning-config
LI Auto-Duplex/Speed Cisco [0S Jrunning-config
105 Rule Cisco 105 Jrunning-config
[ASA] No console logging Cisco ASA Jrunning-config
TestRule Cisco 105 Jrunning-config
Juniper Test Juniper Screen0S Jsaved
set-active-config Juniper JUNOS Jset-active-config
always violate Cisco [0S Jrunning-config
NTP Rule Cisco 105 Jrunning-config
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2. The name of the rule, the target adapter (model classification), and which configuration the rule applies

to (running-config startup-config) and click the OK button.

Name:

SNMP - Publiq

Adapter:
Cisco IOS
Configuration:
Irunning-config
Category

<Not set> v

OK | Cancﬂ‘

3. Inthe Violation Message field, enter the message that will be displayed when a violation is detected.

In this example, the message is "SNMP community set to 'public' when finished, click the button.

Rule Set - SNMP - Public
=

4. In Match, enter the text that is a violation, and in Action select ~*Violate if matched."

“Rule Set - SNMP - Public
Rule Set - SNMP - Public
anunity 5et 10 pat select a test conf

Variable Type Restriction

5. If you want to test the rule you created, click Select a configuration to test and select a configuration from

your inventory.
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6.  The configuration selection window displays a list of devices that apply to the adapter you selected when

creating the rule.

This column only displays devices that match the IOS adapter you originally selected.

Showing Cisco 105 devices with /running-config.

Select Configuration

IP Address

10.0.0.128

10.128.04

10.128.0.7

4

1-30f3

4 Hostname

tech
NER3-A
CR12-B

Network
Default
Default
Default

Results per page:

264 v

cancel|

Violations will be searched for against this text rule, and if violations are found, they will be displayed in red.

Once you're done, let's create a policy from this ruleset in the next chapter.

10.0.0.128
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
215
220
221
222
223
224
225
226
227
228

select a test config

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
|

snmp-server

2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny
2500 deny

ip host
host
host
host
host
host
host
host
host
host
host
host
host
p host

community public RO
community test RO
community a RO
community ro RO

tty
casa

10.

10

10.
10.
10.
10.
10.
10.

10
10
10
10
10
10

LOLOLOLOOOLOLODOLOO OO

COODDOOODDDDOO OO

ospf state-change

2 any
3 any
4 any

any
any
any
any
any
any
any
any

3 any
¢ any

any

call-home message-send-fail server—fail
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6.2.2 Compliance policy

6.2.2.1 Compliance policy tab

The Compliance Policy tab consists of the following subtabs:

Insertory | Ounges  Jobs  TermiesiPrucy  Sesch | Compliasce  Tevu-Touch Nt
Compianca Pokcy ek s

pr——— P r— ovias vasting atning rm—

v 3 > -~
W Gonssaris o -

asiuduauz gpau -

Device subtab
This tab selects which devices the policy applies to. The input interface is the same as that of job management.

Select devices using three methods: static list, search, and all devices, using tab switching techniques accordingly.

Items Explanation
All devices Apply policies to all devices.
Applies the policy to devices that match your search
Search o
criteria.
o Apply the policy to the selected and added devices on the
Static list

Devices tab.
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Ruleset subtab
On this tab, register the created rule set to the policy.

*Compliance Policy - snmp...
Compliance Policy - snmp public

Contorcntunring o

Rule Set Severity
Items Explanation
adapter Displaying adapters to which the policy applies.
configuration Displaying the configuration to which the policy is applied.
ruleset A rule added to a policy.

) You can select the failure level from error or warning. The icon
Severity . L Lo
displayed when a policy is violated is different.

6.2.2.2 Creating a new policy

Let's create a policy for Cisco IOS device configuration using the rule set we created earlier.

1.  Click the create button on the Compliance — Compliance Policy tab.

bertery | Cramges jobe TPy femch | Complionce  Zare T

Comprance oy e et
Comperes by = O e Oevaas Vi Yminims - -

asidiaul gpeu -
<

2.  Enter the policy name, target adapter, and configuration type, and click OK.

Compliance Policy

Name:

SNMP public

Adapter:

Cisco I0S v

Configuration:
Irunning-config v
OK | Cancel
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3. Onthe Devices subtab, select Search in this example.

Suitch

The setting behavior at search and static list at device sub tab is same as the behavior of Job Management.
Devices will be searched every time violation check is activated when using search rule and violation check will be

performed toward these devices. Please note search result is not saved when creating policy.

4.  Click the button on the Ruleset subtab of the status pane.

Compliance Policy - SNMP ..
Compliance Policy - SNMP public
Adsgter
Configur

Rule Set Severity

5. Select aruleset and click Add button. In this example, we selected the SNMP community 'public’ & 10S
Secure Enable Password rule.

Add Rule Sets

Category <All> v
105 Interface Auto-Duplex/Speed
105 Secure Enable Passwords
105 Telnet Restricted Access
10S S5H-only Restricted Access
105 Disabled Unneeded Services
105 Session Idle Timeout
10S Auto-Duplex/Speed
10S Rule
test11
TestRule
always violate

cisco test

SNMP - Public

Cancel
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6.  The rules that appear in this window are whose adapter type matches the adapter type of the current
policy associated to. If no rules are displayed, please review the policy or the adapter type of the rule
Select Action for the rule. Different action can be set per rule set.

*Compliance Policy - SNM...
Rule Set - SNMP - Public

*Rule Set - SNMP - Public

Violation Message: | SNMP community set to public

Match Expression

Action
snmp-server community public ~mode~

Violation if not matched

Stop if not matched
Stop on match
Violation if not matched
Vielation on match

= %]
Variable Type

Restriction
mode text

Save it. After saving, let's activate the policy. Simply creating a policy does not check for violations.

“Complisnce Py - SHM

"Rt Sat - SHMP - Pubiic

o
=

]
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6.2.2.3 Applying the created policy

After you create a policy, you need to enable it. Make sure the subtab is open at Compliance — Compliance

Policy. Click Enable button with policy selected. A pie chart is displayed, it allows you to check the violation status.

Inventory  Changes  Jobs  TerminalProxy  Search  Compliance  Zero-Touch
Compliance Pollcy  Rule Sets

4 Create | Rename | Enable J Del

Compliance Policy ~ Devices Covered Devices Violating
W snonp pubic % o
W sSHony % )

W Core ASA ries 1

Violating In Compliance

or I W

asiuddajug gmau -+

If a device violates the policy, the policy icon changes. Depending on the severity of the problem, an orange

warning or red error icon will be displayed.

Imventory  Changes  Jobs  Terminal Prexy  Search  Compliance  Zere-Touch
Compilance Policy  Rule Sets

4 Create | Rename | Enable J Del

snenp public
S5H Ondy.
Care ASA ruies 1

¥ ¥

2 or I W

asiudJaius gmau
¢ € €

Double-click the changed icon. A subtab opens in the status pane. This subtab contains details of the violation.

Compisnce pascy . s
Compliance Policy - SNMP public PreTRp T —
= w asaren [res—

¥ woans e SN - Pk P commrity e 2 i

The violation icon also appears in the device view. Double-click the icon to learn more about the violation.

6.2.3 Automatic remediation function

By combining the compliance function and the smart change function, it is possible to automatically execute a

pre-specified smart change job when a compliance violation is detected. This allows you to immediately resolve

compliance violations.
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[Setting flow]

1.  Create smart change job

Create a smart change job to be executed when a compliance violation occurs.

2. Create rules for compliance violations

Create a violation rule and link the rule to the smart change job.
3. Creating a compliance policy

Associate compliance rules with devices and configure detection settings.

The following explains how to set it up using a setting example.

6.2.3.1 Case 1: When the use of Read-Write authority is prohibited in the SNMP community
settings

1. Goto Jobs -> Job Management and select New Job -> Smart Change.

o i

ool Repeser ool Satus Hemr

asiudaajug gpau -

2.  Enter the job name and comment (optional).

Create Smart Change Job

Job Name:

‘ snmp public

Network:

‘ Defaultlaptoppcservers -

Use remediation job.

Adapter:  Cisco I0OS v
(® Use the same replacement values for all devices in the job.
O Use unique replacement values for each device in the job.
OK | Cancel

3. Check "Use remediation job", select the device adapter, and click OK.

*Used for linking with rule sets.
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Create Smart Change Job

Job Name:

‘sr\mp public

Network:

‘ Defaultlaptoppc.servers -

Comment:

Use remediation job.

Adapter:  Cisco 10S v

@ Use the same replacement values for all devices in the job.

O Use unique replacement values for each device in the job.

oK | cancel]

4.  Enter the command you want the template to run.

]
B 2 gt s 53 D Gy e ©)

5. Select the part you want to convert into a variable and click +.
*Skip this step if you want to execute the command as is without converting it to a variable.

*In this case, the community name will be obtained from the config, so we will convert the community name part

into a variable.

Notificatio [ e
Commands Replacemants
Prompe
TR

6.  Enter the variable name and click OK.

Add Replacement

Selection: public

Name (Ummunitystrind |

Type Text v

Use selection as default value

7. Saveit.

i it o
B rpite 3 Mtocment v 51 o () St () s Approne Lo i Meshicton
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8.  Go to Compliance -> Rule Sets and click Create.

.?1/ Inventory ~ Changes  Jobs TM Zero-Touch
A—
E Category:  <All> v ‘ ) ® Category | Descrii
5 Rule Set Adapter Config Category
105 Interface Auto-Duplex/Speed Cisco 10S Jrunning-config
2 105 Secure Enable Passwords Cisco 10S Jrunning-config
M 105 Telnet Restricted Access Cisco 10S Jrunning-config
a 10S SSH-only Restricted Access Cisco 10S Jrunning-config
=] 105 Disabled Unneeded Services Cisco 105 /running-config
I 105 Session Idle Timeout Cisco 105 Jrunning-config
o 10S Auto-Duplex/Speed Cisco 10S Jrunning-config
105 Rule Cisco 105 Jrunning-config
[ASA] No console logging Cisco ASA /running-config
TestRule Cisco 105 /running-config
Juniper Test Juniper ScreenOS Jsaved
set-active-config Juniper JUNOS /set-active-config
always violate Cisco 105 /running-config
NTP Rule Cisco 105 /running-config
cnran ks Fiern IAC Lo o
9.  Enter the rule name, select the adapter, and click OK.
*Please select the adapter you selected when creating the smart change.
Rule Set
Name:
community public
Adapter:
Cisco 108 n
Configuration:
Irunning-config v
Category
<Not set> v
0K Cancel
10. Click + to add matching conditions.
Rule Set - community public
Rule Set - community public
Violation Message: ‘ community public sel
Match Expression Action
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11.

Specify the community name part as the smart change variable name and surround the variables name
with "~".

Fep——
R 54t - commanity public
ssen Vesiage s sy g

!
By oo
omg s oy s

Voo oot e

12. Set the Action to "Violation if not matched."”

*Rule Set - community pu...

Rule Set - ity public

Violation Message: | invalid community string

selecta
Match Expression

Retion
snmp-server community ~communitystring - RW

Violation if not matched v
Stop if not matched

Stop on match
Violation if not matched
Violation on match

Variable

x|

Restriction

13.

Click “...” next to the repair job and specify the smart change job to be executed in the event of a
violation.

*Only one job can be specified.

snmp-server coemmunity —commitysring - AV

Variable

79 Copyright (C) 2024 LogicVein, Inc.



14.  Save your settings.

15. Go to Compliance -> Compliance Policy and click Create.
BT T T e N
i — — - =
i
16.  After entering the name, select the adapter and target configuration file, and click OK
Compliance Policy
Name:
Cisco 10S community
Adapter:
Cisco 10S v
Configuration:
Irunning-config v
OK Cancel
17. Click +.
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18.

19.

20.

Select Ruleset and click Add.

Click Save.

Add Rule Sets

Category <All>
105 Secure Enable Passwords

10S Interface Auto-Duplex/Speed
IP Logging

C3560 Template

SNMP Server Community String
snmp-server-rule

Server Host

IP Permit

IP Permit 2

test regex

ntp test

new test regex

user_password

Hostname rule

I community public

Select the compliance policy you created and click Enable.

“msah3payL @
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6.2.3.2 Case 2: No access list added to the interface

1.  Goto Jobs -> Job Management and select New Job -> Smart Change.

i e e i e s e e
ﬁ_ W% Koot St g+ oo Ay =% @6 19 A og a et | T e
5 —— — — =
2 .
m
g
B
2. Enter the job name and comment (optional).
Create Smart Change Job
Job Name:
access list
Network:
‘Defau\t -
[Comment:
\
(0 Use remediation job.
(® Use the same replacement values for all devices in the job.
(O Use unique replacement values for each device in the job.
ﬂ Cancel
3. Check "Use remediation jobs", select the device adapter, and click OK.
*Used for linking with rule sets.
Create Smart Change Job
Job Name:
‘ access list
Network:
[ Defaut -
Comment:
\
Use remediation job.
Adapter: Cisco 108 ~
@ Use the same replacement values for all devices in the job.
O Use unique replacement values for each device in the job.
ﬂ Cancel
4.  Enter the command you want the template to run.
e — —
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5. Select the part you want to convert into a variable and click +.

*Skip this step if you want to execute the command as is without converting it to a variable.

— [—

6.  Enter the variable name and click OK.
Add Replacement

Selection: interfacenumber

MName interfacenumber

Type Text ~

Use selection as default value

7. Saveit.

8.  Go to Compliance -> Rulesets and click Create.

\1' Inventory  Chang ghs__ TerminalProxy  Search  Compliance  Zero-Touch
- | Compliance Policy

'rgr Category:  <All> v I~ 4 X Category | Dest
E Rule Set Adapter Config Category

[y 105 Interface Auto-Duplex/Speed Cisco 105 Jrunning-config

=) 105 Secure Ensble Passwords Cisco 105 Jrunning-config

M (05 Telnet Restricted Access Cisco I0S Jrunning-config

.a 105 SSH-only Restricted Access Cisco I0S Jrunning-config

T3 105 Disabled Unneeded Services Cisco I0S Jrunning-config

Ul (05 Sessicn ldle Timeout Cisco 05 Jrunning-config

LIPS Auto-Duplex/Speed Ciseo 105 Jrunning-config

9. After entering the rule name, select the adapter and click OK.

*Please select the adapter you selected when creating the smart change.
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Rule Set

Name;

ACL interface
Adapter:

Cisco 108 v

Configuration:

Irunning-config v

Category
<Not set> ~
0K Cancel

10. Go to the General tab and select Apply to Blocks.

11.

12.  Specify the interface number part as the smart change variable name and surround the variable name by

13.  Double-click the added variable and add a text filter.
*This time, we are targeting the GigabitEthernet interface, so specify "GigabitEthernet*".

Tt AL b
e St - ACLimerface & [

v s ot [
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14.  Click + to add matching conditions.

15.  Click “...” next to the remediation job and specify the smart change job to be executed in the event of a
violation.

*Only one job can be specified.

Set - ACL imtartace

16. Save your settings.

- Limarten

MM

mmmmmmm Vel

tazsree

s e

17.  Go to Compliance -> Compliance Policy and click Create.

O — Proy  Seach  Compliaece  Zero-Touch
Compliance
»
i  Dovicas Covered Devices Visiating Violsting e
1

9 o

asiudusiuz gpau
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18.

19.

20.

After entering the name, select the adapter and target configuration file, and click OK.

Compliance Policy

Name:

Cisco 105 ACL
Adapter:

Cisco 103
Configuration:

Irunning-config

0K Cancel

Devicss  BuoSete  Stas.

Add a ruleset.

Add Rule Sets

Category <All=>
105 Interface Auto-Duplex/Speed

IP Logging
3560 Template
SNMP Server Community String
snmp-server-rule
Server Host

IP Permit

IP Permit 2

test regex

ntp test

new test regex
user_password
Hostname rule

interface rule

community public
I ACL interface
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21.

22,

3sluOJuaiug gHau

Click Save.

Select the compliance policy you created and click Enable.

[
Conpane -G AL
[

s sy

Inventory ~ Changes  Jobs  Terminal Proxy | Search  Compliance  Zero-Touch

Compliance Policy | Rule Sets

Compliance Policy
¥ oo

@ cisco Osversion

¥ et

@ swr ewE— 1R
@ Microsens

@ asa

~ Devices Covered Devices Violating
58 0
53 2
] 0
52 2
1 1
8 0

87

E -

Violating In Complia

<> I 5%

sl sex

1o
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6.3 Draft configuration

A draft configuration is a configuration that is saved independently from the backup history. Its nature is almost
the same as a normal backed up configuration history, but with some additional elements. For example, each can be

given a name, saved externally in plain text, and imported. This feature is useful if you want to reuse the same

device configuration several times.

6.3.1 Creating a draft configuration

Draft configurations can be created by copying from an existing configuration history.

1.  Double-click the target device to open the configuration history.

2. Select the one you want to base your draft configuration on and click the 2 button.

General  Compliance  Attachment = Hardware Interfaces  ARP/MAC/VLAN _  Memo

e e ErD »
Snapshot Config Timestamp Size User &
2024/05/31 16:34 2024/05/31 16:34 9768 n/a

2024/05/31 16:34 12336

2024/05/10 1138 /running-config 2024/05/1011:38 12358

/startup-config 2024/05/1011:38 12358

3. Enter a name for your draft configuration and click OK.

Draft Configuration

Draft name:

I sample-config I
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Double-click the created draft configuration.

Last Backup: 2024/05/31 16:34 (Duration: 1més)

Snapshat Config

2024/05/31 16:34 frunning-config
fstartup-config

2024/05/10 11:38 frunning-config
Jstartup-config

2024/04/25 12:48 frunning-config

Jstartup-config

General  Compliance  Attachment  Hardware | Interfaces  ARP/MAC/VLAN  Memo
[=IPEE A SN
Timestamp Size User &
2024/05/31 1634 5765 /e o
2024/05/31 16:34 12336 n/a 0
2024/05/10 1138 12358 n/a

2024/05/10 11:38
2024/04/25 12:48
2024/04/25 12:48

w Draft Configurations

Draft Last Edit Size User e
sample-config 2024/06/21 13:21 12358 snibata
tech - 10.0.0.124 *  sample-config@10.0.0.124 tech - 10.0.0.124 *  sample-config@10.0.0.124
sample-config sample-config

1 version 15.4 1 version 15.4

2 service timestamps debug datetime msec 2 service timestamps debug datetime msec

3 service timestamps log datetime msec 3 service timestamps log datetime msec

4 no platform punt-keepalive disable-kernel-core 4 no platform punt-keepalive disable-kernel-core

5 platform console virtual 5 platform cons: virtual

6 ! Al !

7 hostnam 7 Hgﬁga homesite|

g ! 2

9 boot-start-marker S boot-start-marker

10 boot-end-marker 1 boot-end-marker

L ! 1 !

12 2 320 !

13 enable secret 5 $1$CJ4w$Jqpgf3Jnt/90C8gR2MEAE] 13 able secret 5 $1$CJ4w$Jqpgf3Jnt/90CEgR2MEAEL

14 enable password lvi 14 enable password 1lvi

15 ! TS50 1

16 no aaa new-model 16 no aaa new-model

370 ! 17 !

Rl o 1a

sample-config@008.124
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6.3.2 Import draft configuration from plain text
You can create a draft configuration by importing a configuration edited with a text editor, etc. First, double-click

the target device in the device view to display the configuration history.

1.  Inthe status pane click the | %/ button.

Last Backup: 2024/05/31 16:34 (Duration: 1més) &8 52
Snapshot Config Timestamp Size User &
2024/05/31 16:34 frunning-config 2024/05/31 16:34 765 n/e o
fstartup-config 2024/05/31 1634 12356 n/a [}
2024/05/10 11:38 /running-config 2024/05/10 11:38 12358 /2
fstartup-config 2024/05/10 11:38 12358 n/a
2024/04/25 12:48 frunning-config 2024/04/25 12:48 12356 n/s
fstartup-config 2024/04/25 12:48 12338 n/a -
w Draft Configurations 3[R
Draft Last Edit Size User &

2. Select the file you want to import and click Open.

Organize v New folder
> @ OneDrive - Pers Name Date modified Type Size
| ~ Today
sample-confi 6/10/2024 9:10 AM File 3KB
@l Desktop D P 9 ’ N
* Earlier this month
{ Downloads

The contents of the text file are imported and a draft configuration is created.

General ~ Compliance  Attachment  Hardware  Interfaces =~ ARP/MAC/VLAN  Memo

Last Backup: 2024/05/31 16:34 (Duration: 1mé6s) Ele?| &) &) 2= w
Snapshot Config Timestamp Size User &
2024/05/31 16:34 Jrunning-config 2024/05/31 16:34 5768 niz o
Jstartup-config 2024/05/31 16:34 12356 iz 0
2024/05/10 1138 Jrunning-config 2024/05/10 11:38 12358 nfa
Jstartup-config 2024/05/10 11:38 12358 niz
2024/04/25 12:48 Jrunning-config 2024/04/25 12:48 12358 nfa
Istartup-config 2024/04/25 1245 12358 nia -
W Draft Configurations S EIER
Draft Last Edit Size User
sample-config 2024/06/21 1321 12355 snibsta

6.3.3 Export the draft
To export, click the I@l button.

6.3.4 Delete draft

To delete, click the | # | button.

90 Copyright (C) 2024 LogicVein, Inc.



6.3.5 Comparison of drafts

. pE L . L .
To compare configurations& click the button. You can use the same comparison functions in draft configurations

as in regular configurations.

General | Compliance  Attachment  Hardware  Interfaces  ARP/MAC/VLAN  Memo

Last Backup: 2024/05/31 16:34 (Duration: 1més) H# 2 &R w
Snapshot Config Timestamp Size User &
2024/05/31 16:34 frunning-config 2024/05/31 16:34 g768 /2 -
Jstartup-config 2024/05/31 1634 12358 n/a L]
2024/05/10 11:38 /running-config 2024/05/10 1138 12358 na
/startup-config 2024/05/10 11:38 12358 n/a
2024/04/25 12:48 Jrunning-config 2024/04/25 12:48 12358 n/a
sstartup-config 2024/04/25 12:48 12358 e -
 Drait Configurations EXEIES
Draft Last Edit Size User &
sample-config 2024/06/21 1321 12358 shibata

6.3.6 Apply draft configuration to devices

Similar to comparing drafts, applying drafts can be done using the same procedure as applying (restoring) backup
configurations. However, there is one difference.

Select the draft configuration to upload, click the | % button.

TP A anr s A ana wita
W Draft Configurations 3 el X
g

Draft Last Edit Size User
sample-config 2024/06/10 09:12 2093 scorreale

Please select which one you would like to upload to. This is the only difference from history upload. (When

uploading, running-config ,startup-config will be uploaded respectively.)

Push Draft

Target Configuration: = frunning-config v

0K Cancel
/

Click OK to start uploading.
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6.4 Change Advisor

Change Advisor is a function that reads the current configuration and the specified configuration and outputs the

configuration change commands necessary to change the former to the latter. (This feature is not available on some

devices.)

1.  Double-click the device in the device view.
2. Select a configuration from configuration history or draft.
3. Click the % button.

>

General  Compliance  Aftachment  Hardware  Interfaces  ARP/MAC/VLAN Memo
Last Backup: 2024/05/31 16:34 (Duration: més) e R
Snapshot Config Timestamp Size  User &
4P 1634 Jrningcarfg 202205731 1634 o7es e
fstartup-config 2024/05/31 1634 12336 n/a
2024/05/1011:38 frunning-config 2024/05/1011:38 12338 n/a

fstartup-config 2024/05/1011:38 12358 n/a

4.  Change Advisor starts and presents commands in the lower pane.

[«

it: /running-config (2024/06/03 23:04) /i ing-config (2024/06/01 23:03)
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6.4.1 Execute commands using Change Advisor

Commands output by Change Advisor can be executed on the device. Please double check the command you
want to run before executing the suggested command. If there is an inappropriate command, you can directly edit

the output command.

Recommended commands:

configure terminal
no hostname tech
hostname shibata
exit

Then click Run, click Yes to proceed.

Confirm Tool Execution

it This tool will change a device. Do you want to continue?
(] Don't show this dialog again
Yes | No

After executing the command, you can check the result. Change Advisor execution results and history are also
displayed in the job history.

tach - 100,124 Change Adisar
Change Advisor (2024/06/10 09:20)

Hostrame 1+ Adiress Hawars Ouration (secsnds)
=y '

For configuration restore and draft configuration upload, the primary communication protocol is TFTP.
Therefore, restore and upload functionality is not available on devices that do not implement TFTP. On the other
hand, the change advisor function can be used as long as CLI login (telnet/SSH) is supported. CLI login is
supported by most models, so even in environments where uploading is not possible, you can use the change

advisor function as a substitute.
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6.5 Viewing tools

The functions available from the viewing tools menu allow you to know the real-time status of the selected

device. It is also possible to export all detected results as CSV. When using the viewing tool, a dedicated tab will be

opened in the status pane, so exporting can be done using the % button that is always located in the top right

corner.

6.5.1 DNS lookup

% Device =ﬂ nventory ‘@ Tools \\,. Change {} Smart Change ii Reports

End Of Life

2021/08/31

+ DN5 Lookup
Interface Brief

105 Show Commands
IP Routing Table

Live ARP Table

Ping

Port Scan
SNMP System Info.

Traceroute

Display the device's DNS name resolution information.

DN Lookup
DNS Lookup (2024/06/10 09:24)

Hostname 1P Address.

v 3ayintramzo

6.5.2 10S Show commands

Software End Of L... E|

Network Rasolvad Narme

....... SN

Display the results of the device's IOS Show command. However, this command can only be run on devices that

are compatible with Cisco IOS. Select the show command you want to run first from the list, click Execute to issue

the command to the selected device using the IOS Show command.

(O show access-lists
O show arp

(O show cdp

() show flash:

(J show interfaces

[ show spanning-tree

(3 show version

(O show ip arp

(O show ip bgp

[ show ip eigrp neighbers

(0 show ip ospf

(O show ip route
(O show ip wrf

10S Show Commands

show arp screen showing the results of executing the command will be displayed.
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105 Show Commands
105 Show Commands (2024/06/10 09:26)

Hostname IP Address.

1000.223

v 4

6.5.3 IP routing table

Display the device's routing table. Please note that this function cannot be executed when multiple devices are

selected.

1P Routing Table ) B
IP Routing Table (2024/06/10 09:27)_1234-10.0.0.223

Destination Mask Next Hop Interface
10000 255.255.255.0 0000 GigabitEthernat!
0.0.0.0 0.000 1000254 e
6.5.4 Ping
Ping the device and check the response.
Ping
Ping (2024/06/10 09:27)
— = = = = = == = — T
6.5.5 SNMP system information
Display the device's SNMP system information.
SNMP System Info. B B
SNMP System Info. (2024/06/10 09:28)
Hostname IP Address. Network System Description System UpTime System Contact System Name
v 1234 1000223 Default Cisco Y05 Software [Amsterdam), Virtual XE Software (X86_64_LINU... 14 hours. 10:37.93 -1234intradvicojp

.5, RELEASE SOFTWARE (£c2
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6.5.6 Interface overview
Display detailed information such as open/close status of each interface of the device, IP address, etc. Please note

that this function cannot be executed when multiple devices are selected.

SHMP System Infe. Intartace Briet
Interface Brief (2024/06/10 09:28) 1234-10.0.0.223

Admin  Uma  Descipion v MAC () WSpand Fogh Spesd
@ @ Gt 1216821 oosossacests 1000000000 ™
* @ wsisenss 10080
@* @* 1000223 DUSOSEACZ0D0 1000000000 1000
&+ @ 1261 [rem— Toc0cc000 10
* @ asesenss o0

6.5.7 Traceroute

Perform a traceroute to the device and display the response. Please note that this function cannot be executed

when multiple devices are selected.

Tracaroute
Traceroute (2024/06/10 09:29) 1234-10.0.0.223
m Horme 19 Address Probe 14rms) Proti 2 ) Probe 3 (ms)
10040254 040254 s e o7
1008124 moatz aam waz o1

6.5.8 Port scan
Display device port opening/closing information.

Portsean

Port Scan (2024/06/10 03:29) »
Hosimame P Address  Hebwork AP whGD)  teleeen) isplnEy hitpetada)
s sannzz Detat * * L @ @

6.5.9 Live ARP Table

Display live status of ARP table. Please note that this function cannot be executed when multiple devices are

selected.
> | & |

Live ARP Table

Live ARP Table (2024/06/10 09:30)_1234-10.0.0.223

IP Adldress MAC

v 19216821 00-50-56-ac-68-16
' 10.0.0.253 5¢-8a-38-68-01-0c
v 10.00.124 00-50-56-ac-6f-9a
v 10,0094 00-50-56-ac-40-d4
' 192.168.1.1 00-50-56-ac-dd-03
+ 10.0.0.254 00-2a-10-b7-82-f1
v 10.00.117 00-50-56-ac-4e-86
+ 10.0.0.170 00-50-56-ac-9f-89
v 10.0.0.95 00-50-56-ac-d8-4c
v 10.0.0.223 00-50-56-ac-2d-d0
v 10.0.0.240 00-50-56-ac-ee-14
v 10.0.0.183 00-50-56-ac-d5-eb
' 10.0.0.98 00-50-56-ac-0f-a9
+ 10.0.0.250 @0-5f-b9-ba-4d-60
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6.6 Change Tools

The Modify Tools menu collects operations related to modifying the configuration of the selected device. In this

chapter, we will explain each function in this Modification Tools submenu in order from top to bottom.

6.6.1 MOTD banner settings

Set the device login banner.

6.6.2 NTP server

Add/remove NTP servers to your device.

NTP servers to add

0 S

» Change 1} Smart Change ij Report:
Command Runner
Enable or Disable Interfaces
Login Banner (MOTD)
Mame Servers Manager
NTP Servers
Port VLAN Assignment
SNMP Community Strings
SNMP Trap Hosts
Syslog Hosts
05 Image
AlliedTelesis OS Software Distribution
ASA OS Software Distribution
105 Software Distribution
Manage OS Images
NEC WA Software Distribution
Retrieve OS5 Image Files
Yamaha RT Firmware Distribution
Static Routes
Add Static Route

Delete Static Route
Users.
Add User Account
Change Enable Password
Change Local User Password

Change VTY Password

Delete User Account

Login Banner (MOTD)
Login Banner
Welcome to LogicVein Network
() Perform backup after tool completes Execute | Cancel

NTP Servers

| 192.168.0.100

NTP servers to remove |

(") Perform backup after tool completes
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6.6.3 SNMP community string

Add/delete SNMP communities to/from devices.

SNMP Community Strings

New Community String

fEp

Community String | public
Access Type RO v

Delete Community String

Community String | Wi

Access Type RO v+

() Perform backup after tool completes

6.6.4 SNMP Trap Hosts

Execute [ Cancel

Add/delete SNMP trap host settings for devices. It is effective for batch setting of new NMS installations.

SNMP Trap Hosts

New Trap Host Name

Trap Host Name/Address ‘ 192.168.0.100

New Community String

Community String ‘ public

Action (add/delete) | add v

[) Perform backup after tool completes

6.6.5 Syslog Hosts
Add/delete Syslog hosts to/from the device.

Syslog Hosts
Logging hosts to add: | 192.168.0.100
Logging hosts to remove: |
() Perform backup after tool completes

Execute | Cancel
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6.6.6 Port VLAN Assignment

Perform VLAN port settings for the device's access port. Please note that this function cannot be executed when
multiple devices are selected.

Select the interface on the screen. Select the interface for VLAN settings (multiple selections are possible) and

select the VLAN. Select the VLAN to be assigned from the field and click the Execute button.

Port VLAN Assignment

mgmt0

Ethernet1/1

Select Interfaces Ehemetl2
Ethernet1/3
Ethernet1/4
Ethernet1/5

Select a VLAN

Name

default 1

VLANOD12 12

VLANODO2 2

() Perform backup after tool completes Execute | Cancel ‘

6.6.7 Enable or Disable Interfaces

Change the Admin Status of the device interface. Please note that this function cannot be executed when multiple
devices are selected.

From the "Select Interfaces" field, select the interface for which you want to change the Admin Status (multiple

selections are possible), select Up/Down from the pull-down menu, and click the "Execute" button.

Enable or Disable Interfaces

Select Interfaces

Admin Interface

up mgmt0

up Ethernet1/1

up Ethernet1/2

down Ethernet1/3

up Ethernet1/4

up Ethernet1/5 v

Up/Down up v

|: Perform backup after tool completes Execute | Cancel
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6.6.8 Command Runner

Command Runner is a useful tool when performing the same operation repeatedly on multiple devices. For
example, you can run commands of over 100 lines to many devices at once. Commands that can be performed

include downloading and uploading configurations. After entering the required items, click Execute button.

Command Runner

Specify the commands to run against the devices

show version
show running-config
show interface

Override the default prompt regex: ‘

Response timeout (seconds): 60 ﬁ

() Perform backup after tool completes Execute | Cancel

The Override default regular expression field specifies a regular expression to match a particular type of prompt.
The prompt to be matched is, in shell script terms,PS1 it's like a variable. This field is required if a command
responds with an unusual prompt. For example, some interactive commands are typically<username>#" rather than
the simpler prompt “<” may prompt you for the next input. In that case, use it as a regular expression”< (at the

beginning of the line<) must be specified. Otherwise, you will not be able to distinguish between the command
output and the prompt.

6.6.9 AlliedTelesis OS software distribution

You can remotely distribute the OS to AlliedTelesis devices. To use this function, you must save the OS in
advance.

AlliedTelesis 05 Software Distribution

Select an ‘OS5 image file to push .. |

Destination flash location | flash

Optional

Destination flash directory |
|:| Remove the existing image from flash
|:| Boeot from the new image

1 |:| Reload after image push

Timeout {default 300 second)

|:| Perform backup after tool completes Execute | Cancel
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Items

Explanation

Select an OS image file to push

When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so select

the image you want to upload.

Destination flash location

Specifies the storage drive provided by the device.

Remove the existing images from
flash

After image transfer, remove the existing image file.

Boot from the new image

After image transfer, boot with new image

Reload after image push

After image transfer, reload the system.

Timeout (default 3000 seconds)

Timeout setting for setting transferring time

6.6.10 ASA OS software distribution

You can remotely distribute the OS to Cisco ASA devices. To use this function, you must save the OS in advance.

ASA OS5 Software Distribution

Select an ASA OS image file to push ... ‘

Destination flash location

Optional

‘ flash

() Remave the existing image from flash

() Boot from the new image

[ Reload after image push

(J perform backup after tool completes

Execute | Cancel

Items

Explanation

Select an ASA OS image file to
push

When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so select

the image you want to upload.

Destination flash location

Specifies the storage drive provided by the device.

Remove the existing images from
flash

After image transfer, remove the existing image file.

Boot from the new image

After image transfer, reload the system.

Reload after image push

Timeout setting for setting transferring time
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6.6.11 10S software distribution

You can remotely distribute I0S to Cisco 10S devices. To use this feature, you must save the IOS in advance.

Select an 10S image file to push ... |

Destination flash location
Optional
Destination flash directory

Destination flash partition

105 Software Distribution

[ remove the existing image from flash

[ Boot from the new image

[ Reload after image push

Minimum DRAM in Kilobytes (from CCQO)

[0) Perform backup after tool completes

]
| flash
|
|
Execute | Cancel

Items

Explanation

Select an 10S image file to push

When you press the [...] button on the right side, a window will
appear where you can browse the registered OS images, so

select the image you want to upload.

flash destination

Specifies the storage drive provided by the device. Depending
on the model,flashusbflashOnvramThe content that can be
specified differs.

Destination flash directory

A directory within the destination drive partition. If the directory
does not exist, a directory with the specified name will be

automatically created.

Destination flash partition

Partition of the destination drive. The command will fail if the

specified partition does not exist.

Remove the existing images from
flash

After image transfer, remove the existing image file.

Boot from the new image

After image transfer, reload the system.

Reload after image push

Timeout setting for setting transferring time

Minimum DRAM in Kilobytes
(from CCO)

http://cisco.comPlease check the DRAM capacity of the image
to be submitted and enter it. Check if there is enough free space

on the device before deploying the image
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6.6.12 NEC WA software distribution

NEC WA software can be distributed remotely to the OS. To use this function, you must save the WA software in

advance.
NEC WA Software Distribution
Select an OS image file to push ... J
Optional
(J Remove the existing image from flash
[ Boot from the new image
[ Reload after image push
() Perform backup after tool completes Execute | Cancel
Items Explanation
When you press the [...] button on the right side, a window will
Select an OS image file to push appear where you can browse the registered OS images, so

select the image you want to upload.

Remove the existing images from . o ]
After image transfer, remove the existing image file.

flash
Boot from the new image After image transfer, reload the system.
Reload after image push Timeout setting for setting transferring time

6.6.13 Manage OS image
Save the OS image used for software distribution on the server's file system..* IClick the button and add the OS

image file.

Select a file

s ]

Name Size MDS5 Hash

Cancel

You can add a directory on the server's file system by pressing the |E| button.

103 Copyright (C) 2024 LogicVein, Inc.



Select a file

o

Name Size MD5 Hash

Cisco 72.16 MB

New Folder

Specify the folder name.

Cancel

Cancel

Once the OS image is added to the list, click the OK button.
Adding the OS image may take some time. If it takes too long or is not added, check the specified directory and
try adding the file again.

6.6.14 Retrieve OS image file

Downloads the OS image from the specified device and saves it to the database. Downloaded images can be

uploaded again later.

Retrleve OS Image Flles
Retrieve OS Image Files (2024/04/09 09:27)

Hostname 1P Address HNetwork Elapsed Time (seconds)

v A 1000128 Demo 0

6.6.15 Yamaha RT Firmware Distribution

Yamaha RT software can be distributed remotely to the OS. To use this function, you must save the Yamaha RT

software in advance.

Yamaha RT Firmware Distribution

Select a Yamaha firmware file to push ...
TFTP Option

Specify the destination exec Flash ROM area Number. (i.e: 1 or 0 or blank)

[ Copy current firmware to internal Flash ROM area (for multiple flash supported device only)
Optional

[[J save and send temporary configuration for upgrade (Recommendations)

Minimum free memory (percentage) |

Waiting timer (default 300 second) |

[:] Perform backup after tool completes Execute | Cancel
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project

explanation

Select a Yamaha firmware file to

push

Select target firmware file

Specify the destination exec Flash
ROM area Number. (i.e: 1 or 0 or
blank)

For models that support multiple firmware, you can
select ROM area number (1,0). If not specified, the

running firmware will be upgraded.

Copy currently firmware to
internal Flash ROM area ( for

multiple flash supported device

only)

Back up the running firmware on models that support

multiple firmware*1

Save and send temporary
configuration for upgrade

(Recommendations)

Save the settings and execute the command before

uploading the firmware *2

Minimum free memory

(percentage)

It is possible to cancel the firmware upgrade if the

configured memory is exceeded*3

Waiting timer (default 300

seconds)

Specify standby time in environments with high

network communication delays

*1: In the following cases, since Rev.14.01.14 is running, this firmware will be backed up.

No. Revision:

0 - -Rev.14.01.11:
*:1<--Rev.14.01.14.

i

If this check is performed on a model that does not support multiple firmware, the firmware upgrade will be
aborted. The upgrade will also be canceled if the ROM number of the revision destination and the ROM number of

the running firmware are the same.

*2: The following command will be executed.
login timer [timer]

show config | grep “tftp host”

tftp host [NetLD IP]

*3: If the memory usage is below, firmware upgrade will be canceled by setting 80.
CPU: - 0%(5sec)
Packet-buffer:

0%(1min) - - - 0%(5min) Memory: - 82% used:
0%(small) - - 0%(middle) - - - 7%(large) - - -0%(huge) used:
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6.6.16 Add Static Route

Enter the required information, click Execute to add the route.

Add Static Route

Destination

Destination Address(IP Address) ‘ 10.0.100.0

Destination Mask(IP Mask) ‘ 255.255.255.0

Gateway

Gateway Address(IP Address) | 10.0.0.30

(1) Perform backup after tool completes Execute | Cancel

6.6.17 Delete Static Route

Select and delete an existing static route configuration.

Delete Static Route

Select Static Routes

Gateway Destination Mask Destination Address
10.0.0.254 o 0.0.0.0
o 0.0.0.0

() Perform backup after tool completes Execute | Cancel

6.6.18 Change Enable Password

Change the Enable Password or Enable Secret settings for your device. If Enable Password is set, Enable
Password is changed, and if Enable Secret is set, Enable Secret is changed. If both are set, Enable Secret will be

changed.

Change Enable Password
User Data

New Password

Password: Confirm:

| [[] Verify eredentials after change is executed

[ perform backup after tool completes Execute | Cancel |

Also, if static credentials are being used, by checking "Confirm credentials after change", the credentials will be

automatically changed, and you will be checked to see if you can log in with the password you set.
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6.6.19 Change VTY Password
Change the device's VTY Password settings.

Change VTY Password
User Data

New Password

Password: Confirm:

[[] Verify credentials after change is executed

[ Perform backup after tool completes Execute | Cancel

Also, in the same way as changing Enable Password, by checking "Confirm credentials after change", the
credentials will be automatically changed and you will be checked to see if you can log in with the password you

set.

6.6.20 Delete User Account

Delete an existing user account configured on the device. Please note that this function cannot be executed when

multiple devices are selected.

Delete User Account

User Data

Username | logicvein

[ Perform backup after tool completes Execute | Cancel

6.6.21 Add User Account

Add a new user account to your device. Please note that this function cannot be executed when multiple devices

are selected.

Add User Account

User Data

Username ‘ legicvein

Passworg | esesneees

Priviiege ~ SU v

[ Perform backup after tool completes Execute | Cancel
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6.6.22 Change Local User Password

Change the password for the user account set on the device.

Change Local User Password

User Data

Username ‘ logicvein

New Password

Password: Confirm:

("] Verify credentials after change is executed

[0 Perform backup after tool completes
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6.7 Smart change overview

The smart change feature is similar to the command runner, but with more flexibility. Instead of issuing one fixed
command, you can create a template of the command and set template variables to change the value of the variable
for each device.

For example, if you want to change the password of a device, but you want to set a different password for each
device, you will need to run a job for each device in the command runner.

However, by using smart change, you can change passwords into variables and assign different values to each

device, allowing you to set different passwords in one job.

6.7.1 Create a smart change job

Smart change jobs can be created from "Job Management". How to create a job 6.10 Job management

1.  Click the [Job] tab — [Job Management], and then click [New Job] — [Smart Change].

invwstory  Changes  Jobs  TerminalBroxy  Sawch  Complimce  Zavo-Touch P ¥ woreis Logaut Sestings g
PR —
-x @ [s 19 At Log

Approes Recester [rep— Memo

asiudJual gpsu +

Enter the job name and comment, select the function, and click [OK].

[

Create Smart Change Job

Job Name:

‘ Cisco enable

Network:

‘ Default.Osaka DC2,Tokyo DC1,Utah DC -

Comment:

[ Use remediation job.

O Use the same replacement values for all devices in the job.

(@ Use unique replacement values for each device in the job.

ﬂ Cancel
Items Explanation
Job name Enter the name of the smart change job.
Comment Enter a comment (description) for the smart change job.
Use remediation job Select whether to use smart change jobs as remediation

jobs. If selected, additionally select an adapter.

Use the same replacement value for Choose one. When executing a command, you can choose
all devices in the job whether to execute it with the same value in the variable or
or with a different value.

Use unique replacement values for

each device in the job
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2. Inthe template, enter the base command.

B tompite 3 Raplacemact Woioss 553 Dovices | ) Schadube | () b Appeovsiatog (7] Emed Notifation @

3. Select the part you want to change as an alternative value, click the + button.

1ail Notimcation [

Commands Replacements

4.  Enter a name for the alternative value and select a type.

Add Replacement

Selection:  password

MName newpassword

Type Text v
Use selection as default value

n

OK Cancel
Items Explanation
Text Any text
IP address IP address. If a value other than the correct IPv4 or

IPv6 format is entered, an error will be reported.

Hostnhame Hostname

IP address or hostname | IP address or host name

Choice When entering an alternative value, you will be able to
select it from a drop-down list. It is safe because only

the preset values will be entered.

Condition selection Provide a checkbox to enable or disable it. For devices
marked as disabled, the alternative value is an empty

string.
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Variable parts are displayed in yellow.

Replacement

' newpassword
4 write mem

5. Add the device you want to run on the Devices tab.

Dushboards  levemtory Chamgss  Jabs  Torminalfresy Semeh Complance Masitors Imcdenn  Map  MiEs

S Mk i+ % Add s+ @] &
T P addness - Nework. Adapter W Vendar [ Bevice Type. Sertnir
B o wum o551 et e sz ot s
s = = iy = v
£ = e - comon i tsase sesnson
= = = wamsa s
[ aw e
e = =
et o
G sehadule () dob Approvals Log [ Email Notiication
= .
6.  On the Replacement Values tab, enter the values.
*Cisco enable
Templat If_: Repl t Values I = Devices %; Schedule O Job Approvals Log [57] Email Notification
IP Address 4. Hostname Network I newpassword | password01 I
10.0.0.128 3aa Default
192.168.1.61 C9800-WLC Default

Alternative data can be imported/exported using Excel files. top rightlél(export) or @ Please use (import).

7. Add triggers on the Schedule tab.

“Cisco enable. g =
IS Template ' Replacement Values = Devices (©) Job Approvals Log  [~] Email Notification
Trigger Next Fire Time(GMT-5)
Trigger
Name: | schedule
® Once O Daily Weekly () Monthly () Cron
) | 55 % 2024/06/10
Timezone:  (GMT-06:00) Central Time v
Filter: <No Filter> i

Save | Cancel
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8.  Press the button to save the job.

|_|E§':|
— -
B Template O MaplcementValues 20 Dweices 54 Scheduie () Job Approvals Log [ femall Notification. [
— .
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6.8 Register a user

Create a user to log in to NetLD. By assigning privileges to users, you can restrict the operations that users can

perform. NetLD allows you to specify detailed permissions by combining multiple permissions.

User and permission settings can be configured from [Settings] in the global menu.

6.8.1

Add permissions

Logout Settings Help

*" Administrator" who also has all execution privileges is registered. "Administrator" privilege cannot be

removed.

1.

Click Roles.

Data Retention
System Backup
Mail Server
SNMP Traps

Users

Roles

Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco APl

Device Label

SNMPv3 User

Administrator

operator

Server Settings

113

Add a role:

Lal

oK Cancel
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2. Enter the permission name in the [Add a role] field and click [(Add)].

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add a role:
operator ‘ labperson
Lad

oK Cancel

3. The permission name is added to the list and becomes selected. Check the required items from the

authority items at the bottom right of the screen.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator Add a role:

operator

labperson

x|

D Permission to create/update/delete monitors.
[:l Permission to administer incidents.

[ Permission to view maps.

[:l Permission to administer SNMP MIBs.
[ Permission to view syslogs.

[7) Permission to view compliance rule sets and policies.

Select All ‘ Select None
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[List of authority items]|

Authority items

Explanation

Allow viewing of compliance

rulesets and policies.

You can view the Compliance tab.

Allow creation/update/delete of

compliance policies.

You can create/update/delete compliance policies.
(*Permissions associated with "Allow viewing of compliance

rule sets and policies.")

Allow creation/update/delete of

compliance rule sets.

You can create/update/delete compliance rules.
(*Permissions associated with "Allow viewing of compliance

rule sets and policies.")

Allow configuration viewing.

You can view the configuration retrieved from the device.

Allow credentials and protocol

settings.

You can configure credentials and protocols.

Allow creation/update/delete of

device information in inventory.

You can create/update/delete device information in inventory.

Allow setting custom field names.

You can rename custom device fields.

Allows tags to be applied and
removed from devices in

inventory.

You can apply and remove tags to devices in your inventory.

Allow viewing of draft

configurations.

You can view draft configurations.

Allow creation/update/delete of

draft configurations.

Can create/update/delete draft configurations
(*Authority associated with "Allow viewing of draft

configuration.")

Allow schedule filter settings.

You can set filters for the schedule.

Allow backup jobs to run.

You can run backup jobs.

Allow creation/update/delete of

backup jobs.

You can create/update/delete backup jobs.
(*Permissions associated with "Allow execution of backup
jobs.™)

Allow discovery to run.

You can run discovery.

Allow creation/update/delete of

discovery jobs.

You can create/update/delete discovery jobs.

(*Authority associated with "Allow discovery to be executed.")

Allow the tool to run.

You can run the tool.

Allow creation/update/delete of

tools.

You can create/update/delete tools.

(*Permissions associated with "Allow tool execution.")

Permission to authorize tool

execution.

You can approve jobs that require approval. (*Permissions

associated with "Allow tool execution.")

Permission to run tools without

authorization.

You can create and run jobs that do not require approval.

(*Permissions associated with "Allow tool execution.")
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Authority items

Explanation

Allow smart change jobs to run.

You can run smart change jobs.

(*Permissions associated with "Allow tool execution.")

Allow creation/update/delete of

smart change jobs.

You can create/update/delete smart change jobs.
(*Authority associated with "Allow smart change job

execution.")

Allow execution of device

configuration change tools.

You can run the change tool.

(*Permissions associated with "Allow tool execution.")

Allow reports to run.

You can run the report.

Allow to create/update/delete

reports.

You can create/update/delete reports.

(*Authority associated with "Allow report execution.")

Allow configuration restore jobs

to run.

You can run configuration restore jobs.

Allow execution of neighbor

information collection job.

You can run neighbor information collection jobs.

Allow creation/update/deletion of
neighbor information collection

jobs.

You can create/update/delete neighbor information collection
jobs.
(*Authority associated with "Allow execution of neighbor

information collection job.")

Allow creation/update/delete of
URL launchers.

You can create/update/delete URL launchers.

Allow creating/updating/deleting

notes.

You can create/update/delete notes.

Allow creation/update/delete of

management networks.

You can create/update/delete management networks.

Allow security settings.

You can set security.

Allow creation/update/delete of

inventory tags.

You can create/update/delete inventory tags.

Allow login via terminal server

Proxy.

You can log in via a terminal server proxy.

Allow automatic login via

terminal server proxy.

Automatic login via terminal server proxy is possible.

(*Permissions associated with "Allow login via terminal server

proxy.")

Allow automatic login directly to

enable mode.

You can automatically log in directly to enable mode.
(*Permissions associated with "Allow automatic login via

terminal server proxy.")

Allow other users to view

terminal access logs.

You can view other users' terminal access logs.
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Authority items

Explanation

Allow deletion of terminal access

log viewing.

You can delete terminal access logs.

(*Permissions associated with "Allow viewing of other users'

terminal access logs.")

Click OK.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Administrator

Add a role:

operator

labperson

X

() Permission to create/update/delete monitors.
[ Permission to administer incidents.

(] Permission to view maps.

() Permission to administer SNMP MIBs.
[J Permission to view syslogs.

() Permission to view compliance rule sets and policies.

Select All | Select None
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6.8.2 Add user

*The "admin" user is pre-registered. The "admin" user cannot be deleted.

1.

Click [+ (Add)].

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco APl

Device Label

SNMPv3 User

Server Settings

Username 4 Full Name

admin

scorreale

~| | Find Y

Administrator ' stephen.cor.

Stephen Cor... stephen.cor.

Email Role Type
Administrator Local

Administrator External

0, Audit Log . ’

Last Login
2024/01/03 ...

Active

¢ | % |8
ﬂ Cancel

The user addition screen will be displayed. Enter the items and click [OK].

Edit User
General Username: LVI
Custom Fields Full Name: logicvein
Mail
Email Address: support@logicvein.com
Role: Administrator v
Password:
Confirm Password: | seessss
Cancel
Category Items Explanation must
General Username Enter your username. must
Full name Enter the user's full name. —

Email address

Enter the user's email address.
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Category Items Explanation must

Select the user's permissions. You can select the must
Role permissions set in "7.11.1 Add permissions” from the pull-

down menu.

Set the user's password. must

*To set a password, the following conditions must be met.
Must be at least 8 characters

Must not be a character string that is easy to guess

Password o
(person's name, proper noun, dictionary word, commonly
used password)
Character strings that do not repeat the same characters or
are arranged in an easy-to-understand manner
Custom Select the custom device fields that users can view. —
field *Displayed item names will change based on the settings
Custom 1-5 .
in "6.12 Add columns/change column names for custom
device fields".
3. Click OK.
1 Server Settings
Data Retention Username 4 Full Name Email Role Type Last Login
System Backup admin Administrator stephen.cor... Administrator Local 2024/01/03 ...
Mail Server LvI logicvein support@lo... Administrator Local Never
1 SNMP Traps scorreale Stephen Cor... stephen.cor.. Administrator External Active

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMP3 User +| | Find i0, Audit Log ar

£ | %8|
Cancel‘
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6.8.3 Change user information

1.  Select the user you want to edit and click Edit.

Data Retention
System Backup
Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Username « Full Name Email Role Type

adw dwﬂafmr fon%ﬂw o r{mnWr 1 ocal

Last Login

2024/07/0

aY] logicvein

~ | Find )

Scorreare

0, Audit Log |

support@lo... Administrator Local Never I
TEPNEN O Slepnen o Aaminsnaer taema Cclive

‘ A

EILY

2. The user edit screen will be displayed. After editing, click OK.

*Username cannot be changed.

*If you want to change your password, set it from [ (Key)].

General
Custom Fields

Mail

OK | Cancel

Edit User
Username: ‘ LVI
Full Name: ‘ logicvein

Email Address: ‘ support@logicvein.com

Role: Administrator
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6.8.4 Change password

You can change your password from the login user name in the global menu. Here, we are changing the

password for the username "admin".

Lu-gout Settings Help

Enter your new password in [New Password] and [Retype Password]. Press the [Change password] button to
register a new password. If the new password and the re-entered string are different, the [Change password] button

will not be enabled.

My User Profile

Username: zdmin
Full Name: Administrator
Email:

Role: Administrator

Confirm:
Reset client settings

To set a password, the following conditions must be met:

e  Must be at least 8 characters

e  Must not be a character string that is easy to guess (person's name,
proper noun, dictionary word, commonly used password)

e  Character strings that do not repeat the same characters or are

arranged in an easy-to-understand manner
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6.8.5 Configuring External Authentication

When you configure external authentication in netLD, you can use an authentication server to log in to the
product. This eliminates the need to create all user accounts in netLD beforehand. Additionally, you can retrieve
group information from the authentication server to automatically assign product rights and network browsing

restrictions.

6.8.5.1 RADIUS
To integrate with a RADIUS server, netLD sends an Access-Request for authentication. To configure this
integration, set up netLD to send Access-Accept with Filter-1d attached.

Below is a sample user configuration for FreeRADIUS:

LogicVein Cleartext-Password: = "password"
Filter-Id += "GROUP"

With this configuration, when netLD receives an Access-Request with username "LogicVein" and password
"password", it sends Access-Accept with Filter-Id set. Filter-I1d is used to designate the group to which the

authenticated user belongs.

1. Navigate to the Server Settings window in netLD and select External Authentication.
2. Change the ‘Enable external authentication’ selection to ‘RADIUS’.

Server Settings

Data Retention I Enable external authentication:  RADIUS v I
System Backup o]
Hostname: ‘ Ivijp.co Port: ‘ 1812 =
Mail Server
SNMP Traps Shared Secret: ‘ ----------
Users Character Encoding: UTF-8 v
Roles
L Test
External Authentication
Custom Device Fields
Memo Templates External group mappings:
Launchers Roles
Smart Bridges External Group Role
Nefworks LVI Dev Administrator
pletnoricseivers LVI Tech Administrator
Syslog
Software Update
‘Web Proxy
Change Approvals
Cisco API
Device Label 8
| ¥ ”»

SNMPv3 User -
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3. Setthe RADIUS server's IP address (or hostname) and Shared Secret.

Server Settings

Data Retention Enable external authentication: RADIUS v
System Backup a
Hostname: | Ivi.jp.co Port: | 1812 ~
Mail Server
SNMP Traps Shared Secret: | ----------
Users Character Encoding:: UTF-8 v
Roles
Test
External Authentication
Custom Device Fields
Memo Templates External group mappings:
Launchers Roles
Smart Bridges External Group Role
Networks LVI Dev Administrator
RleBworiSeIvers LVI Tech Administrator
Syslog
Software Update
Web Proxy
Change Approvals
Cisco API
Device Label .
| -~
SNMPv3 User -

OK Cancel

4.  Click the + button to set permissions for external group mappings

Server Settings

Data Retention Enable external authentication: RADIUS v

System Backup ]
Hostname: | Ivijp.co Port: | 1812 ~

Mail Server

SNMP Traps Shared Secret: | ---------

Users Character Encoding: UTF-8 v

Roles
Test

External Authentication

Custom Device Fields

Memo Templates External group mappings:

Launchers Roles

Smart Bridges External Group Role
Networks LVI Dev Administrator
Network Servers VI Tech Administrator

Syslog

Software Update
Web Proxy
Change Approvals
Cisca API

Device Label
Pes

OK Cancel

SNMPv3 User -
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5. Input the RADIUS server's Filter-1d group settings into External Group and select Role for assignment.

External Group Mapping

External Group: | GROUP

Role: Administrator v
OK Cancel

The RADIUS settings have been successfully configured. Click OK to save the settings and log in using the user
credentials configured on the RADIUS server.

6.8.5.2 Active Directory linkage
When linking with an Active Directory server, permissions and networks are determined using the group to

which the registered user belongs.

1.  Change [Enable external authentication] to "Active Directory".

N
Server Settings

Data Retention I Enable external authentication: ActiveDirectory v D1
System Backup
Domain: | intra.lvi.co.jp
Mail Server
]
| SNMP Traps IP or Hostname: | 192.168.0.3 Port: | 389 ~
Users () Enable TLS (LDAPS)

on T ]
Roles Connection Timeout (seconds) 10 ~

External Authentication
Test

Custom Device Fields

Memo Templates External group mappings:

Launchers Roles

SmaitiBrdaes External Group Role

Networks LVI Dev Administrator

Network Servers VI Tech Administrator
Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label .
| »>

SNMPv3 User -
D2
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2.

3.

Set the domain name and the IP address (or host name) of the Active Directory server.

\

Data Retention
System Backup
Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication: ActiveDirectory v )1

Domain:

IP or Hostname:

Connection Timeout (seconds):

‘ intra.lvi.co.jp

192.168.0.3 Port: | 389 ﬂ

() Enable TLS (LDAPS)

10 ﬂ

External group mappings
Roles
External Group
LVI Dev
LVI Tech

Role
Administrator

Administrator

*| 7 %
2
ﬂ Cancel

Set permissions for external group mapping. Add a new item from [+ (Add)].

A

Data Retention

System Backup

Server Settings

Enable external authentication: ActiveDirectory v

Domain:

intra.lvi.cojp

Mail Server B
-
| SNMP Traps IP or Hostname: ‘ 192.168.0.3 Port: ‘ 389 ~|
Users (O Enable TLS (LDAPS)
- ]
Roles Connection Timeout (seconds): 10 ~
External Authentication Test
Custom Device Fields
Memo Templates External group mappings:
Launchers Roles
SmartBridges External Group Role
Networks LVI Dev Administrator
fetiaricSeers LVI Tech Administrator

Syslog

Software Update
‘Web Proxy
Change Approvals
Cisco API

Device Label

2
M Cancel

SNMPv3 User -

4.  Enter the group to which the user belongs in [External group] and select the [Role] to be assigned.

External Group Mapping

External Group: | LV Test

Role: Administrator v

The Active Directory settings have been successfully configured. Click OK to save the settings and log in using

the user credentials configured on the Active Directory server.
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6.8.5.3 SAML

By configuring SAML authentication with an external Identity Provider (IdP), you can enable Single Sign-On
(SSO). This allows users to seamlessly log in to NetLD via the IdP.

6.8.5.3.1 Microsoft Entra ID Integration
[Prerequisites]

Before configuring single sign-on, please make sure the following conditions are met.

e  You can sign in to Microsoft Entra ID with administrator privileges
e  The users and groups to be linked exist in Microsoft Entra ID
®  You have the authority (*) to configure settings in NetLD

(*) Administrator privileges or the authority to "Allow security settings".

[Procedure]

Configure SAML with NetLLD
1.  Loginto NetLD.

2 Open [Settings] > [External Authentication].
3. Select "SAML" from [Enable external authentication].
4. Verify that [Callback URL] is the correct URL for the NetLD server.
* Callback URL format: https://[IP address or hostname]/auth
* By default, it refers to the value in [Network Servers] > [Hostname/IP Address].
5. Click the [Download LogicVein SAML Service Provider Metadata XML] link to download the Metadata
XML file.
* File name: LogicVein-saml-sp-metadata.xml

* The downloaded file will be used in the next step.
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Create a new application
1. Signin to the Microsoft Entra Admin Center.

2. Open [Identity] > [Applications] > [Enterprise applications].

3. Click the [New Application].

4.  Click the [Create your own application].

5. Setaname for the app, select [Integrate any other application you don’t find in the gallery (Non-
gallery)], and click [Create].

6.  Open [Manage] > [Single Sign-On].

7. Onthe Select a Single Sign-On Method page, click [SAML].

8. On Set up Single Sign-On with SAML, click [Upload metadata file], upload the logicVein-saml-sp-
metadata.xml file downloaded in the previous step, and click [Add].

9.  Make sure that the Callback URL configured in the NetLD server settings is entered in the Identifier,
Response URL, and Logout URL fields.

10. Click [Save].

11.  Click the [x] button to close the editing screen.

* If a pop-up message appears saying Test Single Sign-On, click [No, I'll test it later].

12.  Click [Edit] in the Attributes and Claims section.

13.  On the Attributes and Claims page, select [Add a group claim].

14.  Select the [Security Group] option and select “Group ID” in Source Attribute.
15.  Click [Save].

16. Click the [x] button to close the Attributes and Claims page.

Get IdP metadata
1. Inthe SAML Certificates section, for Federation Metadata XML, click [Download].

2. Download the IdP metadata XML file.
3. Onthe Set up single sign-on with SAML page, in the SAML Signing Certificate section, find Federation

Metadata XML and select Download to download the certificate and save it on your computer.

Register your application with NetLD
1. Open NetLD's [Settings] > [External Authentication].

2. Click [Upload IdP metadata XML] and select the XML file created in step "Get IdP metadata."
3. Click [OK] to save.
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Note the object ID

1.

© N o g~ w N

Return to the Microsoft Entra admin center and click [Manage] > [Users and Groups].
Click [Add user/group].

Click [None Selected] in the Users section.

From the users list, select the users who should be allowed to log in to NetLD.

Click [Select].

Click [Assign] to complete the user assignment.

In the left pane, navigate to [Identities] > [Groups] > [All Groups].

Note the Object ID of the group you want to allow to log in to NetLD.

Configure external group mapping

1.
2.
3.

Open [Settings] > [External Authentication].

Under [External Group Mapping], click [+] button.

In the [External Group] field, enter the "Object ID" noted in the previous step, specify the permissions
you want to assign in [Permissions], and click [OK].

Click [OK] to save [Server Settings].

Click Logout of NetLD. You will be taken to the Microsoft login page.

6.8.5.3.2 Okta Integration
[Prerequisites]

Before configuring single sign-on, make sure the following conditions are met.

®  You can sign in to the Okta dashboard with administrator privileges
e  The users and groups to be integrated exist in Okta
®  You have the permission to configure settings in NetLD (*)
(*) Administrator privileges or the permission to "Allow security settings."
[Procedure]

Configure SAML with NetLLD

1.

2
3.
4

Log in to NetLD.

Open [Settings] > [External Authentication].

Select "SAML" from [Enable external authentication].

Make sure that [Callback URL] is the correct URL for your server.

* By default, it refers to the value of [Network Servers] > [Hostname/IP Address].

Click the [Download LogicVein SAML Service Provider Certificate] link to download the certificate file.
* File name: LogicVein-saml-sp-signing-certificate.crt

* The downloaded file will be used in the next step.
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Create a new application

6.  Inthe Okta Admin Console, open [Applications] > [Applications].
1.  Click [Create App Integration].
2. Select “SAML 2.0” as the Sign-in method and click [Next].
3. Enter a name for your App name and click [Next].
4.  Inthe General section of SAML Settings, configure the following:
Items Explanation
Single sign-on URL https://[IP address or Hostname]/auth?client name=SAML2Client
Audience URI (SP Entity ID) https://[ IP address or Hostname]/auth
Application username mail
Update application username on create and update
5. Click [Show Advanced Settings].
6. In[Signature Certificate], click [Browse files...] and select the SP certificate downloaded from NetLD in
the previous step.
* File name: LogicVein-saml-sp-signing-certificate.crt
7. Set the following items.
Items Explanation
Enable Single Logout Enable “Allow application to initiate Single Logout”
Single Logout URL https://[IP address or Hostname]
SP Issuer https://[ IP address or Hostname]/auth
8. Inthe Attribute Statements (optional) section, add the following two items:
e 1)
Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
Name format Refer URI
Value user.email
o 2)
Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
Name format Refer URI
Value user.lastName
9. Inthe Group Attribute Statements (optional) section, set the following:

Name http://schemas.logicvein.com/ws/2024/05/identity/claims/groups
Name format Refer URI
Filter Matches with regex expression

%
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10. Click [Next].

11. Select "I'm an Okta customer adding an internal app".

12.  Select "It's required to contact the vendor to enable SAML".
13.  Click [Finish].

Assigning groups to use the application
1.  Select the [Assignments] tab of your application.

2. Select [Assign] > [Assign to Groups].
3. Find the group you want to assign and click the [Assign].
4.  Click [Done].

Get IdP metadata
1. Select the [Sign On] tab.

Copy the Metadata URL in Settings.
Open a new tab in your browser and paste the URL in the address bar to access it.

2
3
4. Right-click the metadata page and select [Save As...].
5. Save the metadata as an .xml file.

6

You will use the downloaded file in the next step.

Register application with NetLD
1. Open NetLD Settings > External Authentication.

2. Click Upload IdP Metadata XML and select the XML file created in step “Get IdP Metadata”.

Configure external group mapping
1. Open Settings > External Authentication.

2. In External Group Mapping, click [+] button.

3. Enter the Okta group in the External Group field, specify the permissions you want to assign in
Permissions and click OK.

4.  Click OK.

Log in to NetLLD
Log in to NetLD as an Okta user.

After completing the settings described in 6.8.5.3.2 Okta Integration, when you access NetLD, the Okta sign-on

screen will be displayed.
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6.8.5.4 Use Local Authentication After Setting Up SAML Authentication
After completing the SAML authentication setup, when you access a NetLD product page, the linked sign-in

page will be displayed. If you want to log in to the product using local authentication instead of SAML

authentication, add the variable "/?forceLoginPage=true" to the end of the URL to access it.

https://[IP address or Hostname]/?forceLoginPage=true

When you open the URL with the variable added, the product's login page will be displayed. You can log in with

a local account such as admin.

6.8.5.5 Testing external authentication

After configuring external authentication, you can test external authentication from [Test].

A

Data Retention
System Backup
Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Netwarks

Network Servers
Syslog

Software Update
‘Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable external authentication: ActiveDirectory v b1

Domain: intra.lvi.cojp

]
IP or Hostname: 192.168.0.3 Port: | 389 =
() Enable TLS (LDAPS)
- -
Connection Timeout (seconds): 10 -

External group mappings:

Roles

External Group Role
LVI Dev Administrator
LVI Tech Administrator

]2 X
2
M Cancel

When the [Test Authentication] dialog appears, enter the [Username] and [Password] to test authentication, and

click [Test]. If the authentication is successful, the message "Authentication was successful" will be displayed as

shown below.

Username:

Password:

Test Authentication

| scorreale

Authentication successful

Close
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6.8.6 Set session timeout for users

NetLD requires users to re-authenticate after 30 minutes of inactivity. To change this time, follow the steps

below.

1.

2.

3.
4.

Click [Settings] on the global menu.

i smart Change ii Reports

=

Click [Network Servers] and change the "User Login Idle Timeout" time.

*Settable range: 10 to 525600 (minutes)

Click OK.

Data Retention
System Backup

Mail Server

SNMP Traps.

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Log out and log back in.

Server Settings

support3eye 1
Hostnamey/IP Address:| 10.0.0.183

-
IUser login idle timeout (minutes): ‘ 30 %‘ I

Server Name:

Enable the Terminal Server Proxy (SSH)

Terminal Server Proxy SSH port: 2222

Enable HTTP for web client
Enable HTTP to HTTPS redirection

Enable DNS Lookup
Enable Agent-D for monitoring this server

Enable SNMP for monitoring this server ~ Configure SNMP Host

CORS Origin whitelist (Access-Control-Allow-Origin):

. ar

02

*For the settings to take effect, you must log out of NetLD and log in again.
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6.8.7 Delete user

1. Select the user you want to delete and click [ (Delete)].

Data Retention
System Backup
Mail Server

31 SNMP Traps
Users

Roles

External Authentication

Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPy3 User

Server Settings

I addoperter operator  Local 2023/02/06 ... I
scorreale Stephen Cor... stephen.cor.. Administrator External Active
1% Audit Log L IRar a

2. The user will be deleted. Click OK on the server settings.

*If you delete a user by mistake, click [Cancel].

6.8.8 Remove permissions

3. Select the authority name you want to delete and click [ (Delete)].

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User -

4.  Click OK on the server settings.

Server Settings

Add a role:

I operator

|

() Permission to create/update/delete monitors.
O Permission to administer incidents.

() Permission to view maps.

() Permission to administer SNMP MIBs.

() Permission to view syslogs.

D Permission to view compliance rule sets and policies.

Select All | Select None
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6.8.9 Setup two-factor authentication (2FA)

Two-factor authentication is a feature that enhances the security of user accounts by providing additional

authentication with an authenticator app in addition to the password. Users can be optional, and administrators can

set it to be mandatory for all users.

6.8.9.1 Enable two-factor authentication

If the user is logged in, you can setup two-factor authentication from the user Profile dialog

1) Click the username to open the User Profile dialog.

Network:

Default V| tester Logout Settings Help

w Device = Inventory @ Tools "% Change % Smart Change Y Reports

Device Type Serial#
Router 9YY879DF3BM
Router 97I1BO1G726R
Router SAUDOS9HDK)
Router SMA1125020L
2) Click Set up two-factor authentication
My User Profile
Username: tester
Full Name:
Email:
Role: operator
New Password:‘
Confirm: ‘
Configure Two-Factor Authentication |
Configure Access Tokens |
Reset client settings |
OK
134

Traits

Licmp 1 ncm 1
D ED(
licmpY nm X4
Cicmp Y nm Xt
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3) Follow the onscreen instructions to set it up and enter the verification code.

Configure Two-Factor Authentication

1) Download an Authenticator app. (e.g. Google Authenticator, Microsoft Authenticator)
2) Scan the QR code using the app.

3) Enter the 6-digit code that you see in the app:

Confirm ‘ Cancel|

4) Click ok

This completes the configuration. When you log out and log back in, you will be prompted to enter a verification

code.

6.8.9.2 Remove two-factor authentication

If you want to cancel the two-factor authentication setting, you can do sy by yourself while logged in. Also, if
you are an admin user, you can unset two-factor authentication for all users

1) Open Settings > Users

2) Select the target user and click the [Key] button

3) Check [Remoive two-factor authentication] and click [OK]

4) If two-factor authentication is not configured, “This user is not configured for two-factor authentication” is

displayed, and this checkbox option is not displayed
5) In the Server Settings dialog, click OK
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6.9 Change data retention period

Data retention period sets the data retention period and automatic deletion timing.

Server Settings
Data Retention A Delete expired data weekly at this time:
System Backup

Tuesday v [z o 3
Iail Server Y 21 1
SMNMP Traps

Duration to keep job execution histong:

Users
Rales 3 Months ~

External Authentication Duration to keep configuration histonyg:

Custom Device Fields

6 Months ~
Memo Templates
Launchers Duration to keep terminal proxy history:
smart Bridges Forever «
Metworks
Metwaork Servers
Syslog
Zero-Tauch
Software Update
Web Proxy
Change Approvals
Cisco AP
SMMPY3 User v
0K Cancel
Items Explanation
Delete expired data Data that has passed a certain period of time is automatically
weekly at this time: deleted every week on a specified day and time. (Initial
value: Monday, 6:00)
Specify the data retention period in the following items.
(*However, if you specify "No expiration date", the data
will not be deleted)
Duration to keep job Specify the retention period for data on the [Job] — [Job
execution history: History] tab from one of the following options. (Initial
value: 3 months)
" Forever", "3 months", "6 months", "9 months", "1 year"
Duration to keep Specify the configuration retention period for each
configuration history: monitored device from the following: (Initial value: Forever)
"Forever", "6 months", "1 year", "2 years", "3 years", "4
years", "5 years", "6 years", "7 years"
Duration to keep Specify the retention period for data on the Terminal Proxy
terminal proxy history: tab from one of the following options. (Initial value: 3
months)
" Forever ", "3 months", "6 months", "9 months", "1 year",
"3 years"
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6.10 Set up your mail server

For Email Server, enter the SMTP server information for email notifications from NetLD. If you want to send an

email or a dashboard report in the event of a failure, you need to make settings in advance.

1. Click [Settings] on the global menu.

i smart Change ii Reports

|

2. Click [Mail Server] and enter the SMTP server information.

Server Settings

Data Retention SMTP Host: b
foo Do L | Ivi-co-jp.mail.protection.outloock.com
Mail Server From Email Address:
SR raps | support3eye@Ivi.co.jp
Users
From Name:
Roles
support3eye

External Authentication
Custom Device Fields (O server requires authentication
(O use secure smip

Memo Templates
Automatically upgrade STARTTLS negotiation

Launchers

Smart Bridges Mail server username:

Networks |

Network Servers Mail server password:

Syslog |
Software Update
Default email language ==

‘Web Proxy
Change Approvals Default email time zone ~ (GMT+09:00) Tokyo v
Cisca API
Device Label
SNMPv3 User - ﬂ
2
oK Cancel
Items explanation
SMTP Host Specify the host name or IP address of the mail server. (Initial value: mail)
From Email Address Specify the email address that will be displayed as the sender (sender) of
the email. (Initial value: netLD)
From Name Specify the name that will be displayed as the email sender's name
(sender).
(Initial value: netLD)
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3.

Items

explanation

Server requires

authentication

Configure mail server authentication. If SMTP authentication is required,
check the box and configure the following items. (Initial value: disabled)
Mail server username... Authentication ID

Mail server password ... Authentication password

Use secure smtp

Enable TLS.

Automatically upgrade
STARTTLS negotiation

Automatically upgrade to secure connections using TLS or SSL.

Default email language

Set the email display language.

Default email time zone

Set the email time zone.

Root Certificate

Set the trusted CA certificate.

Click OK.
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6.11 Configure SNMP trap sending

SNMP Trap Settings configures settings for sending SNMP traps from NetLD. Set the conditions for sending

traps and the trap destination.

1. Click [Settings] on the global menu.

2. Click [SNMP Trap Settings] and insert a check mark on the events to be sent.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges

Networks

Server Settings

Send traps when...

device configuration changes are detected
devices are added and deleted

a backup fails

[ a job completes with errors

([ the compliance status of a device changes
() the status of bridge changes

[ an audit event occurs

[0 a change approval action occurs

[ an email failure

Trap forwarding:

([ Forward all received traps

Trap receivers:

Network Servers Community Host Port Version

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMP3 User ﬂ L4

ﬂ Cancel

Items Explanation

device configuration changes

are detected

Sends an SNMP trap when it detects that the device

configuration has changed since the last backup.

devices are added and deleted

Sends SNMP traps when devices are added/removed.

a backup failure

Sends an SNMP trap if configuration backup fails.

a job completes with errors

Sends an SNMP trap if job execution fails.

the compliance status of a

device changes

Sends SNMP traps when compliance status changes.

the status of bridge changes

Sends an SNMP trap when the connection status
between the smart bridge and core server changes.

(*Displayed only when the optional license is valid)

an audit event occurs

Sends an SNMP trap when a user logs in/logs out.

a change approval action occurs

Sends an SNMP trap when a job approval event

occurs.

an email failure

If email sending fails, an SNMP trap will be sent.
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3. Click [(Add)].
4.  Enter the trap destination information and click OK.

SNMP Trap Host

Host: ‘ 192.168.3.3
Port: 162 ﬁ
Version: 3 v

SNMPv3 Authentication Username: ‘ logicvein

SNMPv3 Authentication Password: ‘ -------------

SNMPv3 Privacy Password: ‘ --------------------
SNMPv3 Authentication Protocol: SHA g

SNMPv3 Private Protocol: PrivDES v

SNMPv3 EnginelD: ‘ 0x:80:00:13:70:01:c0:a8:01:07:33:49:5¢e:fb

OK Cancel

Items Explanation

Host Enter the IP address or host name of the trap destination.
Port Specify the trap destination port. (Initial value: 162)
Version Specify the trap version from the following: 2c, 3

SNMP Community String Enter the trap community name. (When selecting 1 or 2c at Version

(SNMPv3) Enter the username used for user authentication.

Authentication Username

(SNMPV3) Enter the password of the user entered in Authentication Username.

Authentication Password

(SNMPvV3) Enter your encryption password.

Privacy Password

(SNMPvV3) Specify the authentication protocol from the following: SHA,

Authentication Protocol SHA224, SHA256, SHA384, SHA512

(SNMPv3) Specify the encryption protocol from the following: PrivDES,

Private Protocol PrivAES128, PrivAES192, PrivAES256, Priv3DES, PrivAES256-
3DES, PrivAES192-3DES

(SNMPV3) Enter if you want to change the engine ID. (It will be filled in

EnginelD automatically)
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6.12 Add columns/change column names for custom device fields

The custom device field allows you to set the name of a custom column to be used in device tabs and searches.

1. Click [Settings] on the global menu.
2. Click Custom Device Field.

Data Retention

System Backup

Mail Server

SNMP Traps

Users

Roles

Co |

ihopiio o

I Custom Device Fields

Memo Templates

Launchers

Smart Bridges

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco APl

Device Label

SNMPv3 User

Server Settings

Custom fields can be used to set additional values on each device. You can specify names for
these custom fields here.

Custom 1:‘ Custom 1

Custom 2:‘ Custom 2

Custom 3:‘ Custom 3

Custom 4:‘ Custom 4

Custom 5: | Custom 5

~  &¢ Add
ﬂ Cancel

3. If you want to change the column name, set the desired display name in the input field.
4,  Toadd a column, click the Add button to add the column.

N

Data Retention
System Backup

Mail Server

3 SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Custom fields can be used to set additional values on each device. You can specify names for
these custom fields here

Custom 1: ustorr

Custom 2:| Custom

Custom 3:| Custom 3
Custom 4: stom 4

Custom 5: | Custom 5

ustom 6:| Custom 6

ustom 7: stom 7

'

OK | Cancel

*Once a custom device field is added, it cannot be deleted.
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6.13 Use sysName for hostname

NetLD retrieves the hostname from your DNS server and displays it in the Devices tab. To use the host name

(sysName) set on the device, make the following settings.

1. Click [Settings] on the global menu.

Logout Help

i smart Change ii Reports

E

2. Click [Network Servers] and uncheck "Enable DNS Lookup".

Server Settings

DatalRetention Server Name: support3eye 18
System Backup

Hostname/IP Address: | 10.0.0.183
Mail Server

-

|| SNMP Traps User login idle timeout (minutes): | 30 j

Users

Enable the Terminal Server Proxy (SSH)

Roles

External Authentication Terminal Server Proxy SSH port: 2222

Custom Device Fields Enable HTTP for web client

Memo Templates Enable HTTP to HTTPS redirection

Launchers Enable DNS Lookup
Smart Bridges L .
Enable Agent-D for monitoring this server
Mot
I Network Servers Enable SNMP for monitoring this server = Configure SNMP Host
CORS Origin whitelist (Access-Control-Allow-Origin):
Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User - * 7 s
520

ﬂ Cancel
3. Click OK.
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6.14 Advanced Syslog file settings

6.14.1 Set Syslog file retention period/size

Set the retention period for Syslog files.

1.
2.

3.

Click [Settings] on the global menu.

Click [Syslog] and set each item.

Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

External Authentication

Custom Device Fields

Memo Templates
Launchers
Smart Bridges

Networks

I Syslog I

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User

Server Settings

Enable Syslog Server

Enable realtime backup

Log size (MB) | 10 ﬂ
Log count 2 ﬁ

Days to keep | 3 ~

Time Interval  None

[C) DNS resolve the sender address

Syslog Rules

Filter

Level : = Any

v

Action

file : syslog.log

L AR
oK Cancel

Items

Explanation

Enable Syslog server

Set enable (start)/disable (stop) the Syslog server.

Enable realtime backup

Enable/disable realtime backup while leaving the syslog

Sserver on.
Log size (MB) Specify the size of the syslog file.
Log count Specifies the number of rotated files to keep.
Days to keep Specifies the number of days to retain rotated files.

Time interval

Rotates syslog files at specified time intervals.

DNS resolve the sender address

Performs a reverse DNS lookup for the Syslog source IP

address and records the host name in the Syslog file.

Click OK.
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6.14.2 Set up Syslog rules
According to set conditions, you can sort Syslog output destinations, forward Syslogs to other hosts, and exclude
unnecessary messages.

To add a Syslog rule:

1.  Click [Settings] on the global menu.
2. Click Syslog, then click + (Add) under Syslog rules.

Server Settings
Data Retention Enable Syslog Server

System Backup Enable realtime backup

Mail Server Log size (MB) | 10
SNMP Traps

Log count 2

Users
Days to keep | 3

Roles
Time Interval  None v

RIDKIDEID

External Authentication

Custom Device Fields () DNS resolve the sender address

Memo Templates

Launchers Syslog Rules
Smart Bridges Filter Action
Networks Level : = Any file : syslog.log

I Syslog I

Software Update

Web Proxy
Change Approvals
Cisco API

Device Label
SNMPV3 User - . SRS
OK | Cancel

3. Configure Syslog Filter and Syslog Action.
Add Rule

Syslog Filter Log Level ~Any v [Jinclude higher levels
Syslog Action

IP Address @ Single O Range
Hostname
Message

Time From: |0 =t 2 e 0 = =

Bsuin @won Erue Bwed BT Eri Esa

OK ‘ Callc!l‘

Add Rule
Syslog Filter Action Output to file v
Syslog Action
File Name ’syslogi log
E.g. syslog.log
Split files by:
@ None
O Log level
O IP Address
O Hostname
O Time

OK | Cancel
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Syslog filter

Items Explanation

Log level Filter by Syslog level.

If you enable the “Include higher levels option, filtering will be performed
at the selected level and above.

IP Address Filter by IP address.

[Single] filters by a single IP address, [Range] filters by IP range.

If not entered, filtering by IP address will not be performed.

Hostname Filter by hostname.

If not entered, filtering by host name will not be performed.

Message Filters syslogs containing the specified string.

In the "Message" field, you can filter by partial match. Uppercase/lowercase
letters are case sensitive. Filtering based on regular expressions (Regex) is
not supported.

If not entered, message filtering will not be performed.

Time Filter by time.
Syslogs received within the time specified by the start time and end time are

subject to filtering.

Day of week Filter by day of the week.

Syslog action

action project explanation
Output to file File name Specify the Syslog file name to output.
Split files by Divide the output Syslog file into specified units.

None: Do not split

Log Level: Divide by log level

IP address: Divide by IP address or octet (1st, 2nd, 3rd)
Hostname: Split by host name

Time: Divide into selected time units

Forward Transfer format Select the transfer format from Syslog and SNMP.

Target IP/Host name | Specify the forwarding destination.

Port Set the forwarding destination port number.

Protocol Select the transfer protocol from UDP or TCP.

*Displayed when the transfer format is Syslog

Spoofed source IP *Displayed when the transfer format is Syslog

Community Specify the SNMP trap community.
*Displayed when the transfer format is SNMP

Discard — Excludes the Syslog specified by the Syslog filter and will

no longer log it to the Syslog file.
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4.

5.

After setting, click [OK].

Syslog Filter

Syslog Action

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label

SNMPv3 User

Add Rule
Action Qutput to file v
File Name error log
E.g. error.log
Split files by:
@ None
O Log level
O IP Address
O Hostname
O Time

0K Cancel

Click OK on the server settings screen.

Server Settings

Enable Syslog Server
Enable realtime backup

Log size (MB) | 10 ﬂ
Log count 2 ﬁ
Days to keep | 3 ﬂ

Time Interval  None v

D DNS resolve the sender address

Syslog Rules
Filter Action
Level : = Any file : syslog.log
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6.14.3 Save syslog files to external storage
Normally, received Syslogs are saved to a local syslog.log file, but by linking with an NFS/SMB server, they can
be saved to external storage.

You must restart the NetLD appliance for this setting to take effect.

1. Click [Settings] on the global menu.

1 Smart Change -‘. Reports

|

2.  Click [Syslog] and check "Logging to external storage".
Server Settings
A Enable Syslog Server

Data Retention
System Backup Enable realtime backup

Mail Server Log size (ME) | 20 ﬂ
SNMP Traps Log count | 5 ﬂ
Users

Days to keep | 2 §

Roles
External Authentication Time Interval (Homne v
Custom Device Fields DMS resolve the sender address

Memo Templates

External Logging

Launichers
Log to external attached storage

Smart Bridges

Metworks
Syslog Rules

*This "External logging" option is displayed when linked with an NFS/SMB server.

3. Click OK.
4.  Click OK on the reboot confirmation screen.
*NetLD must be restarted for the settings to take effect. Click OK and NetLLD will automatically restart.

Changing the syslog.log file location from local to external storage
copies the local file to external storage. On the other hand, changing

the syslog.log file location from external storage to local does not copy

Supplement

the files on external storage locally.

This is not supported for security reasons.
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6.15 Edit a memo template

Memo template allows you to set a template that will be automatically inserted when creating a new device

memo in the "Memo" column of the inventory.

1. Click [Settings] on the global menu.

i smart Change l‘i Reports

2. Click [Memo Template]
Server Settings
Data Retention Edit Memo Template:  Devices v
Systemn Backup
Mail Server 1 v ‘ £|L‘i‘ 1| E|E‘ Remaining: 991
SNMP Traps test host
Users
Roles

External Authentication

Cyctor Device Fisld

I Memo Templates I

Launchers

Smart Bridges
Networks
Network Servers
Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPy3 User -

OK Cancel

Items Explanation
Font size Change font size.
Bold Change the specified text to bold.
Italic Change to italic.
Underline Underline.
Text color Change the font color.
Left alignment Set the string alignment to left alignment.
Centered Set text alignment to center.
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Items Explanation

) Number of characters remaining that can be entered.
Number of input
*All characters are counted as one character, regardless of
characters ) )
whether they are full-width or half-width.

3. Click OK.

6.16 Add specific URL to right-click menu

URL Launcher is a shortcut feature that allows you to easily access specific pages. By registering the URL, you

will be able to access the page from the right-click menu.

1.  Click [Settings] on the global menu.

i smart Change l‘i Reports

2. Click [launcher]
Server Settings
Data Retention URL Variables
System Backup Create a New Launcher J Hostname
Mail Server J IP Address
Name: |
SNMP Traps J Make
Users URL: | hittp:// | Model
Roles J Serial#
External Authentication J OS Version
Custom Device Fields
b Name URL

oo Temolato
Launchers

mart Brages

Networks
Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label

SNMPv3 User -

3. Enter a name and specify the URL.

*The name will be displayed as the menu name in the right-click menu.
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[URL variable explanation]

Items Explanation Example

Hostname Quoting the device hostname. If you select a device with host
name=netLD.co.jp, the
"{device.hostname}" part of the URL will
be replaced with "netLD.co.jp" and
executed.

http://{device.hostname}

= http://netLD.co.jp

IP address Quote the device's IP address. If you select a device with IP address =
192.168.0.1, the ““{device.ipAddress}"
part of the URL will be replaced with
7192.168.0.1" and executed.
http://{device.ipAddress}

= http://192.168.0.1

Manufacturer | Quoting the manufacturer name http://{device.hardwareVendor}
obtained during configuration

backup

Model Quoting the model name obtained | http://{device.model}

from the configuration backup

Serial number | Quoting the serial number http://{device.assetldentity}
obtained during configuration

backup

OS version Quoting the software version http://{device.osVersion}

obtained by config backup

4.  Click OK.
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6.17 Update license

If you increase the number of license nodes or update support, you will need to update the applied license. You
can update the license from [Help] — [About].

*This task can only be performed by a user with administrator privileges.

1.  Click [Help] — [About] on the global menu.

Metwork:  Default ~ admin Logout Settings Help
- § FAQ
= Device &= Inventory @ Tools “ Change &% Smart Change

Manual
Metwork Memo Software En... Softward sno0t
Default _
Default
Defauli

- . 1 e =1

2. Click [Update License].

About

$netLo

Revision: 20240530.0604
Copyright © 2009 - 2024

End User License Agreement (EULA)

Licensee: LogicVein

License Expiration:  Perpetual

Support Expiration: 2024/12/30

Nodes: 1000 (999 used)

Serial#: D751B-9AB68-BFOET-66BE2-2FABT

Update License

Adapter Logging Send Log

ok

In the online environment, the license will be updated automatically. If you are in an offline environment, a

screen to enter the activation key will be displayed. Please prepare the activation key in advance and update.
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6.18 update online

NetLD can be updated via the Internet. Software update is a setting related to online update of software version.

Software update settings only work in an environment where you can connect to the Internet.

Server Settings

Data Retention
System Backup . Current Revision: 20231030.0038
There is an update available: Revision: 20231220.0414

Mail Server

SNMP Traps
I Install Update I

Users

Roles Enable online update checking
External Authentication (D Enable anonymous usage reporting
Custom Device Fields

Memo Templates

Launchers

Networks

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User

Agent-D -
Items Explanation
Check for updates Click Check for Updates to check online for updates.
Enable online update checking If [Enable online update check] is checked, the machine will

periodically check to see if updates are available. (Initial

value: Enabled)

Enable anonymous usage reporting | If Enable Anonymous Usage Reporting is checked, usage

data will be sent anonymously.
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6.19 Check revisions

To check the revision you are currently using, select [About] from the Help menu.

About

I Revision: 20240530.0604 I

Copyright © 2009 - 2024

End User License Agreement (EULA)

Licensee: LogicVein
License Expiration:  Perpetual
Support Expiration: 2024/12/30

Nodes: 1000 (999 used)

Serial#: D751B-9AB68-BFOE7-66BE2-2FAB7

Update License

You can also check from the virtual machine console.

LogicUein -

Networking:

IP fddress:
Gateway:
Hostname :
NTF Server:
Time:

IPv6 Addr:
MAC Addr:

Revision
U5 Version:
VA Build :

Core Server

https:r-192.168.40.122

192.168.40.122 Netmask:
192.168.40.254 DN5:
netld Interface:
pool.ntp.org 35H Server:

2021-03-23 0?7:54 UTC Backup:

Send Log

o |

£95.255.255.0

1952.168.6.3 192.166.0.3

etho
Ruming
Local

£d14:5839:664d:40:20c :29ff : febb :baf9

00:0C:29:B6:BA:FI

¢ 20210316 .0604

ZULY . £9.U-2ZU£103160604
1615874999

Settings menu:

Static IP Address

*[2]1 DHCP

55H Server
Import Data
Admin Tools

Reboot

Power Off
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6.20 Use a proxy server

If you want to use software updates and license updates online via a proxy server, set the proxy server

information.

1. Click [Settings] on the global menu.

i smart Change l‘i Reports

|

2. Click [Web Proxy] and enter the proxy server information.

Server Settings

Data Retention proxy type: | Web Proxy "

System Backup

Mail Server

SNMP Traps Host: | 192.168.40.200 Port: | 2080

Users

Roles

External Authentication Reslm:

Custom Device Fields e logicvein

Meme Templates Usemams: thirdeye

Launchers Password: thirdeye

Networks.

Network Servers

Syslog

Software Update

Web Proxy

Change Approvals

Cisco API

Device Label

SNMPv3 User

Agent-D -

0K Cancel
Item Explanation
Proxy type Select the proxy server type from the following: (Initial value: None)
"None", "Web Proxy", "SOCKS4 Proxy", "Secure Web Proxy"
Host Specify the IP address or host name of the server to use as a proxy.
Port Specify the port number on the proxy server. (Initial value: 8080)
Realm Specifies the authentication realm for the proxy. If you do not need a realm,
do not specify a value.

User name Specify the username to send to the proxy server.
password Specify the password to send to the proxy server.
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6.21 Zero-Touch (optional)

Zero-Touch is a useful tool for distributing configurations to devices on a physically separated network. Because
the tool is based on the capabilities of Cisco Plug and Play, Zero-Touch can only be used with devices that support

those capabilities.

There are three main formats in which Zero-Touch distributes configurations.

Template: Distribute configurations based on templates. Used when introducing a new device to the network at a
remote office.

Self-recovery: Convenient for resetting a device that has been overwritten with an abnormal configuration and no
longer works properly.

Restore specific device: Useful for updating device equipment. For example, if the device you were previously
using breaks down and you want to replace it with another device of the same model, you can write the settings that

were used until then to the new device.

NetLD Zero-Touch distributes configurations using the following protocols: Therefore, it is necessary to properly

configure a firewall when using it.

The figure below shows the flow of processing performed by Plug and Play using PnP. To make the diagram
easier to read, the DHCP and NetLD servers are shown divided, but this does not mean that three computers are

used. All three server programs run on the same computer running the NetLD server.

Bootfile Request

Send Bootfile

CNS Initial Configuration Request

Process CNS
Template

CNS Initial Configuration Response

CNS Status Report

w—— Cicso 108 Autolnstall Phase

Cicso CNS Initial Configuration Phase
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6.21.1 Zero-Touch requirements

To use Zero-Touch, the following conditions must be met. Please check before use.

o  The IOS version of the target device must be I0S 15.2(2) or later for PnP.

e  Devices must not have a startup-config.

e  DHCP Server - If you want NetLD to perform the DHCP server itself, the target device must be in a
network where DHCP IP address distribution is possible. Additionally, if the target device exists outside the
network where NetLD can be distributed, by setting DHCP relay on the device on the route, the NetLD

server will be able to receive DHCP requests from the target device.

DHCEP relay example
VLAN 10
‘ L3 Switch
o e I
Zero-Touch taget dowce TS S i omce_server_adaress Nt LoeOancer Server

(OHCP Qhont OMCP Senr

6.21.2 DHCP server

Open the settings window and enter the required information in the Zero-Touch section.

To set up a new DHCP pool Please press.

Server Settings
Data Retention & PP Server: auto o
LU LD
System Backup Enable PP Debuaging
Mail Server Cisco
SMIMP Traps Address Pools
P Serw »
Users Enable DHCP Server ¥ »
Roles Lease Time: minutes % Defaut none

External Authentication
Custom Device Fields
Memo Templates
Launchers

Smart Bridges
Networks

Network Servers
Syslog

Zero-Touch

Software Update

‘Web Proxy

Change Approvals
Cisco APl

SMNMPY3 User -

Lok | cance
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Items Explanation
Check this box if you want to use NetLD's DHCP

server.

Enable DHCP server

lease time Set the DHCP lease time.

Please enter the necessary information and click OK button.

Add DHCP Pool

Pool Name: | Ivilogic

Relay Server C 3R:| 192.168.0.254 /32

Address Range: | 10.0.0.100 - | 10.0.0.105

Subnet Mask: | 255.255.235.0

Owerrides
Gateway: 10.0.3.254
DN5 Server:| 192.168.0.3
oK Cancel

Items Explanation
Pool name Enter the name of the DHCP pool to create

Enter the IP range where the DHCP relay server
Relay server CIDR

exists
Address range Enter the IP address range to distribute (required)
Sub-net mask Enter subnet mask (required)
Default gateway Specify the device's default gateway

] Specify the DNS server for server name
DNS server (optional) ] .
resolution from the device

If done correctly, a new item should be added to the table below.

Address Pools
Enabrle DHCP Server Address Pool Relay Server r
Lease Time: | 3 minutes ~ | pefauit none &

Ivilogic 192.168.0.254,/32 i

Click OK button.
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6.21.3 Use an external DHCP server
If you use a DHCP server other than NetLD, you will need to add certain options in addition to the basic

information to be able to communicate with NetLD. The options you add depend on the type of PnP.

Option 43 Option 43 allows you to add vendor-specific information.
The figure below is an example of a Windows DHCP server setting. Enter the information in the ASCII field,

n.n
9 o

separating it wit

(Y- AT23Y [ » [

=

FIHRRERA T3 A ~

[0 040 NIS FA1¥& FybI—4

[0 041 WIS H—J(- D34 Tt

O 042 NTP H—/(— Fuk-J—4

[ e i EES

[ 044 WINS/MBNS H—/(— NBNS 7H v

< m ¥

F-42h

F-4(D): JAFU: ASCII:

gooo 35 41 31 44 3B 4B 34 3B SALD:EK4:
ooos 42 32 3B 49 31 39 32 2E B2;Il92.
0010 31 36 38 2E 31 30 30 ZE  168.100.
oo1s 31 39 30 190

o || Feu

=

6.21.4 Distribution of configurations

6.21.4.1 template

Creating a template

In large networks, there are often many devices with similar configurations. In other words, the only difference in
the configuration is the IP address, host name, DNS, and syslog server address. In Smart Change, we used a
template method to send similar commands by flexibly changing them to each device, but with Zero-Touch, the
same template can be used not only for commands but also for configuration.

I've already explained how to use this template, so I won't go into details here. If you have not yet read that

chapter, we strongly recommend that you do so to better understand the concept of templates.

Follow the steps below to create a template.

Go to Zero-Touch — Template tab, Press to create a template.
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Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations History

Templates Configuration
Template Description

W5-3650

network-confg Basic CNS Initial Template

Select Dynamic Configuration as the template type and enter a name for the new template in the Template Name

field. Optionally, you can write a description field. When finished, click the OK button.

Add Configuration Template

@ PnP Dynamic Template
Template Type: (O Autolnstall Static Template
(O PnP ID-less Static Template

Template Name: | test template

Description: |

A large text area will appear on the right side of the screen. Please enter the original configuration in this area. If
you already have a device in your inventory of the same model as the one you plan to perform Zero-Touch on, you
can change that device's configuration (e.g.start-up config) and paste it here.

The subsequent operations are as follows.7.10 Bulk change overview.

Once you have added all the required variables, you need to save your template. Click the button labeled Save at

the top right of the text area to save the template you created.

Inventory  Changes Jobs  TerminalProxy  Search  Compliance = Zero-Touch
Configurations = Templates  History
Templates Configuration - test template

Template Deseription 1 ens

W5-3650

g-inverval 10 retries 3 slesp 5

network-confg Basic CNS Initial Template

test template

If you do not want to save the deployed configuration on the device, add no-persist option at the end of cns

config initial... at deploying configuration.

159 Copyright (C) 2024 LogicVein, Inc.



Device registration

Now we have the necessary templates ready for Zero-Touch. The next step is to register the devices to which you

want to distribute the settings. You also need to set values for template variables for each target device.

First, move the main pane to the configuration subtab. Click + for Zero-Touch device configuration.

Inventory =~ Changes  Jobs  Terminal Proxy  Search  Compliance  Zero-Touch
Configurations ~ Templates  History

Pnp Device Configurations Configuration

Device ID or Template: Go
Device ID 4 Template
€ FD453872)K WS-3650
&) FDO2027EOMF WS-3650
e [Eleixie
Live Status
Device ID Status

Importing values from outside into template variables

Tables written externally in Excel files can be used as template values. To perform the import, please follow the

steps below:

While working with Zero-Touch, click the Close button when entering alternative values for the device.

Click the import button to display the submenu.

Select Export import file or Export template from the menu that appears.

Items Explanation

Load and register the Excel file containing

Import template )
variable values.

Outputs a blank Excel sheet where you can add

Export file for import
values.

Outputs an Excel sheet that reflects the current

Export template )
variable values.
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Edit the output file and input the values of the template variables in order. Don't forget to save after entering.

A B C D E F G H [
1 |CNS Device ID |Template |hostname |enable pas|VTY passw P address|Mask community|fype (u
| 2 |FHK134570SY 1812J 1812] Ivi Ivi 192.168.0.1 |255.255.255 (I RW
3
4
5 | il
4« v nfy Net LineDancer / |« m v

Return to NetLD, click again and select "Import Template" from the menu that appears.

Inventory Lhanges Jobs lerminal Froxy search Lompliance £Zero-louch
Configurations Templates History

Pnp Device Configurations Configuration

Device ID or Template: Go

Device ID . Template

&9 FD453872JK WS-3650
@ FDO2027EOMF WS-3650

o]

X | &=

| Import configurations for template...

4 1-20f2 b "u"|

Live Status

Save empty Excel import file...

Device ID Status Export configurations for template to Excel...
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6.21.4.2 Zero-Touch self-recovery

Instead of sending a new configuration, Zero-Touch can send other configurations previously stored inside
NetLD. This function is useful, for example, if the currently running device configuration is accidentally deleted. A
device that loses its configuration will become unresponsive and cannot be recovered without the use of special
features such as Zero-Touch.

The required work is similar in many respects to Zero-Touch, which uses templates.

First, go to the Configuration subtab in the main pane. Then press + button.

Inventory Changes Jobs Terminal Proxy Search ‘Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration
Device ID or Template: Go
Device ID = Template
© FD453872)K WS-3650
@ FDO2027EOMF WS-3650
J 1-20f2 b i | J X | =
Live Status
Device ID Status

Enter the necessary information in the device configuration dialog. When finished, click OK button. However, in

the distribution type section, select the self-recovery option.

PnP Device Configuration

Device ID: FHK104780MN

Deployment Type: Self-Recovery v

oK Cancel

The configuration data stored within NetLD is then written back to the device. There are no other differences

from template delivery mode.
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6.21.4.3 Zero-Touch Specific Device Restore

This feature is used when replacing an old device with a new device. Thanks to this feature, even if your device
is broken and no longer works properly, you can connect a new device to the same location and restore it. When
you run Zero-Touch in this mode, the configuration from your old device will be written to your new device.

This feature is extremely useful when the device is located far away (e.g. in another data center) and there is no
one on site to operate it directly. With Zero-Touch, all you have to do is tell someone at the local data center to plug
in the cable over the phone, and the local person doesn't need any special skills. This is because subsequent
operations such as device restoration are performed over the network rather than locally.

Similar to self-recovery, the specific device restore function can be performed in much the same way as the Zero-

Touch template function.

First, open the configuration subtab on the main pane and click the + button displayed there.

Inventory Changes Jobs Terminal Proxy Search Compliance Zero-Touch

Configurations Templates History

Pnp Device Configurations Configuration
Device ID or Template: Go
Device ID 4 Template
€ FD453872)K WS-3650
& FDO202TEOMF WS-3650
4 1-20f2 3 & | J % |=
Live Status
Device ID Status
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Enter the required information within the Zero-Touch device configuration dialog. Select the specific device

restore feature as the distribution type. After completion, click the OK button.

PnP Device Configuration

Device IDx ‘ FHK104730MN
Deployment Type: Specific Device Recovery v
Recovery Device ID: ‘ FHK221816MN

OK Cancel

There is an additional field here called Recovery Device ID. For the recovery device ID, specify the device ID as
in the first field, but enter the ID of the old device before replacement in this field.

The configuration information for the old device in NetLD is then uploaded to the new device over the network.

Other operations are the same as those for Zero-Touch templates.

6.21.5 Precautions when handling newly introduced devices
When uploading a configuration using NetLD Zero-Touch, if this is the first time the device has been powered

on, the device will startup-config must not exist. To do so, specify the appropriate ordering option when ordering

the device from the vendor (e.g., CCP-CD-NOCF, CCP-EXPRESS-NOCEF option, etc.)

6.22 Device Groups

Device groups are a collection of devices that are organized together for easier administration and monitoring.

Here are some key points:

Organization: Grouping devices helps in managing them based on criteria such as location,

function, or type. This is especially useful in large networks.

e Simplified Management: By managing devices in groups, administrators can apply settings,
updates, and policies uniformly, saving time and reducing the potential for errors.

e  Monitoring: Grouping allows for consolidated monitoring and reporting, making it easier to
identify issues or trends across multiple devices.

e  Security: Device groups can be used to enforce security policies. For instance, a group of
devices may have specific firewall rules or access controls applied.

e Scalability: As networks grow, device groups make it easier to scale management efforts

without getting overwhelmed by the number of individual devices.
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6.22.1 Setup and configure
Go to “Settings”, then in Server settings, select “Device Groups” in the left hand panel

Ensure “Enable Device Groups is checked.

Server Settings

Mail Server - Enable Device Groups
SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Networks

Network Servers
Syslog

Zero-Touch

Software Update

Web Proxy

Change Approvals
Device Groups

Cisco API

Device Label

SNMPv3 User

Agent-D

OK Cancel
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Go to the inventory tab, in the top left corner, you will see a network diagram, click this button.

boards Inventory Changes Jobs Ti

\_-a"_] W Search IP/Hostname: -Any- v

= == IP Address Hostname Network
% € 10.128.0.12 Default
‘t‘<D & 10.98.0.2 HND-Switch-0 Default
g-" € 207.35.249.40 ott-edge-1 Default
= @ annaraaa s

At the bottom left corner, click on the green Plus sign.

e Dashboards Inventory Changes Jobs

- L w Search IP/Hostname: -Any-
=l @

a Groups :
m (4
S ¢
£ €
o €
€

€

-

-

L ]

L]

-

1]

1]

&

€

€

1 ]

-

L]

L]

-

-

L ]

€

€

1]

L ]

L ]

L]

L]

-

ﬂ Edl" ¢
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In the Popup, put in a name for the grouping (IE.. Cisco)

Sharing pulldown:
Shared — everyone can see
Private — only the creator can view

Criteria:

Allows you to select the criteria for the grouping. For example, select “Vendor/Model/OS” and select the

vendor.

In the groups panel, click on the vendor name, and those devices will only appear in the inventory tab.

this, just click on the vendor name, and all devices will appear.

e Dashboards Inventory Changes Jobs

; J || ¥ Search IP/Hostname: -Any- hd Add Criteria ~ gﬂ

=. Groups =

Cisco (98)

ansakgp
0000OC¢

C

Terminal Proxy

IP Address
10.128.0.9
10.128.0.8
10.128.0.7
10.128.0.181
10.0.0.227
10.128.0.182

167

VASTDCC-fwlvalp
Training20240910

Monitors

Netwo...
show_an...
show_an...

show_an...

Default
Default
Default

To clear

Map

HW V...

Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

MIBs

Mod
CRS-
CRS-
CRS-
ASAL
Nexu

OE-v
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To make subgroups, click on the vendor name, and click on the green plus sign at the bottom of the page.

e Dashboard: y Chang Jobs 1

- =R Search IP/Hostname: -Any-
S 4l ©

4

Groups

Cisco (98)

ansaAgpu

POC0CO0O00COODOCOOOOOGO N

fneeeeeceeeeeEeeee

(e[ f]x]2

Put in a name for the subgroup, for example “FireWalls”. Then under “Criteria”, select “Device Type” and

check Firewall. Click on OK.

Device Groups

Name:

‘ FireWall

Criteria:

Device Type: -Any- ~ Add Criteria ~

-Any-
O

D Content Engine
=

T BBt

D Firewall
-

"

=
D Power Supply

D Router OK | Close
D Server

W [ switch Cisco I0S  Cisco CSR1000V  Router 1735 OMTTHU... 1s No resf
+-¢ [ Traffic shaper Cisco 105 Cisco CSR1000V  Router 15.4(1)54  9AOHFG.. 2s No resy
89 [] wireless Contraller | Cisco 105 Cisco CSR1000V  Router 15.4(1)S4  9J4P873S... 25

168 Copyright (C) 2024 LogicVein, Inc.



Click on the subgroup (FireWall) and only those types of devices from the vendor will be displayed.

e Dashboards Inventory Changes Jobs Terminal Proxy Search

-] | w Ssearch IP/Hostname: -Any- ~  Add Criteria v | &)| ©
: J LLIJ earc ostname: rly' riteria J J

=% Groups = IP Address Hostname
% @ Ciscoizs) © 10128.0.181 VASTDCC-fwivalp
‘f<D | FireWall (8) wa 10.128.0.074
o ~1) 10.128.0.140 ciscoasa
g w4 10.728.0.123 asa-gw
= 10.128.0.124 ciscoasa
=y

Compliance

+4 10.128.0.102 SIMO007-FWO03

Monitors

Netwo...

Default
Default
Default
Default
Default
Default

Incidents

Adapter

Cisco ASA
Cisco ASA
Cisco ASA
Cisco ASA
Cisco ASA
Cisco ASA

Map

HW V...
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

MIBs

Playbook
Model Drevice...
ASAS5550 | Firewall
PIX-520 Firewall
ASAS5510 | Firewall
PIX-520 Firewall
ASA5510 | Firewall
ASA5585 | Firewall

Utilizing the device groups, you can isolate the devices you want to monitor, look at, or run jobs against.

e Dashboards Inventory Changes Jobs

-] | | * search IP/Hostname: -Any-
=1}

'_'l. Groups
Q.
Q ® cisco (80)
@ firewall (7)
w
=3 Meraki (2)
o
router (43)
switch (23)
compliance issue (12)
dallas (2)
Demo (4)
Firewall (10)
juniper (1)

Stacked switchs (7)
Switch (38)
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6.23 Playbooks

Playbooks are a powerful new addition to LogicVein products, designed to simplify and automate even the most intricate
network management tasks.

By combining multiple "plays" or individual automated actions, Playbooks allow you to create comprehensive, push-
button solutions for your most challenging network operations, your most mind-numbingly dull and repetitive

tasks, or automate tasks using your custom script.

KEY FEATURES OF PLAYBOOKS

e Drag-and-Drop Interface: intuitive interface makes designing and implementing complex
automation workflows easy

e Customizable Plays: Create individual plays for specific
asks, then combine them into larger Playbooks for more comprehensive automation.

e Push-Button Execution: Once a Playbook is set up, even
junior team members can execute complex tasks with a single click.

e Streamlined Workflow: Automate repetitive tasks,

reducing the risk of human error and freeing up valuable time for more strategic work.
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Playbook example:

. . Backup Device Backup all
@ Device Search Target Devices

device changed *
device e——" —

unchanged #—

Device Selection failres
-F] Run Code Prerequisite-check ) et VI Prevequisite - it
T gevice cutput 4 - needed [
\"‘*l textToValidate validResult l;
error ®
violation &

atow vazaton
i T
o
Upload File Upload file

o device output #—

error ®

- k) Run Code Verify files

® device output -7
error @

Upload File dis bostflash: | includa mwesa_lmaga bin
Shew fils Bootflash:mmos_image.bin mdSsum
©  jupload-ca.fila.

"} Run Code Execute install "1} Run Code Restart
. output 8 ———— - - g davice output P

error ®

confiy terminal
boot fxos bootflash:mmes_insga bin

oy ammingeceRfiy seasTep-ssnfiy saenTEaic
-
Memo memo topic ] Email Email update
content * ® content
.
: : o | someene@yourcompany
Cc:
Limit content to
All Content v
| want to see
Counts and Summary Data W

6.23.1 Setup and configuration
At the top of the page, click on the “Playbook” tab. Then click on the “Add” plus sign.

= Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search  Compliance  Monitors  Incidents Map  MIBs Network:  <All> ]
;_I Playbaoks & import | | b Add || 7 edit  sg Delets History

E [ - Type: -Any- * % Name: -Any- * % Author: -Any- - @ (:;| B -

iy st .

[

o Name: -Any-

B Add Criteria " &
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In the “Add New Playbook” popup, put in the Name of the job, and a corresponding description, click “OK”

Add New Playbook

Name:

Job - Show Version

Description

show version for devices

o] doe

On the right side of the screen, is the Node Panel. These are the different options to configure a job to run.

These are the current nodes, more will be added in future releases:

And — Only proceed after both inputs have received a signal

Backup Device — Run a device backup

Chat App — webhook to send messages to either Teams/Slack/Mattermost

Compliance Violation — Get information from a Compliance RuleSet configured to run this playbook
Device Search — Search for devices in the inventory to be acted upon

Email — send an email with tabular data

Incident — Get information from an alert policy configured to run this Playbook

Memo — save a note

Regex Match — execute a regular expression against the output of a node

RuleSet — Run a ruleset against the output of a node

Run Code — Run a block of code on your devices

Run Code with Automatic Retry — Run a block of code on your devices a number of times or until it is successful
Schedule — Schedule this playbook to run automatically

Sleep — Delay for a number of milliseconds before forwarding input

Upload File — send a file to your devices
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6.23.1.1 Create a playbook

From the node panel, click and hold a node, and drag to the playbook field.

Once the node is in the play field, in the top right corner of the node, is a pencil, click this to give the node a

description.

Unsaved  Job - Show Version

@ Device Search

Humble_Glacier| ’

device ®

Device Selection

Enter new alias

This alias will be used in the notifications

Select Devices.

On the node, click on “Device Selection”.

oK | cancel

MNodes

And

received a signal.

Backup Device
Run a device backup.

Chat App (Webhoak)

webhook.

Compliance Violation

Get information from a Compliance
Ruleset configurid to run this Playbs

Device Search
Search for a numbej
inventory to be act

8
&
O

someone,

Incident

Memo
Save a note.

In this screen you have 3 options:
All Devices — this will select all devices in the Inventory tab

Search — this will allow you to select the “Add Criteria” where you can select options to select devices

Device Selection

Networks: Default

Traits
No resp...
No resp...
No resp...
No resp...
[l Pl Node 1...
No resp...
No resp...
No resp...
No resp...

specified. This job will execute against all devices within the

del Devic... 0OS V... Serial# Back... Viola...

NX Server 23.21 LiveActi... 1s

No resp...

.
.
e  Static List — Can select devices from the inventory tab and add to the selection
(O All Devices @) Search () Static list
Search IP/Hostname: -Any- v  Add Criteria
Search = IPAd.~ Host.. Netw.. A nteriacelP
. Admin IP
1.1.1.1 Default
Hostname
10.0.0.1  sales-d.. Default Li
. Status
& 10002 Default
Last Changed
10.0.0.6 Default End Of Sale
10.0.0.8 Default End Of Life
10.0.0.9 Default Software End Of Sale
10.0.0.10 Default Software End Of Life
10.0.0.20 Default Tags
10.0.0.21 Default Vendor/Model/OS
10.0.0.29 Default Device Type
100030 Default Serial#
10.0.0.31 Default MAG
10.0.0.32 Default Config Text
Severity
4 1 - 254 of 299 3 ) Map
S
Monitor

Maintenance Window

Device Traits

tose |

173

Only proceed after both inputs have

Send basic results 1o a chat app via

devices in the
d upan.

Send an email with tabular data to

Get information from an alert palicy
configured to run this Playbook.
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With the “Search” criteria, you can select multiple different criteria selections to narrow your search.

O All Devices

ndor/Model/OS: Cisco

10.0.2.2...

@ I3

10.128....

In
e

@

10.128....
10.128....

5
e

[._

10.128....

[.

N
et

10.128....

[._

5
P

10.128....

5
e

O

10.128....

'IPAd..~

Host...

FPR410...
SIMO000...

Custl
asa-gw
ciscoasa

ciscoasa

VASTDC...

'Netw...

Default
Default
Default
Default
Default
Default
Default
Default

@) search () Static list

Device

Selection

Networks: Default

v X |Device Type: Firewall | v ¥ Add Criteria ~

Adap...

Cisco A...
Cisco A...
Cisco A...
Cisco A...
Cisco A...
Cisco A...
Cisco A...
Cisco A...

HW ...
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

Model
FPR-41...
ASAL585

WS5-SVC..

PIX-520
ASA5510
ASA5510
PIX-520
ASAS5550

Devic...
Firewall
Firewall
Firewall
Firewall
Firewall
Firewall
Firewall

Firewall

oS V...
2.3(1.88)
9.1(6)6
4.1(5)

9.1(6)
9.1(6)

8.0(4)

Serial#

IMX232...
JAD123...
SADO70...

IMX132...
IMX132...

IMX141...

Back...
Tm17s

65
1s
9s
9s
1s
1s

1s

Traits Violation

No respon...

Add another node from the node table.. Select “Run Code” (change the description). Click on “Code Editor”.

You can now enter any cli command for the devices you have selected.

-

® device

—

Commands

1 sh version

Run Code

run cli command

Code Editor

output @

Prompt:

error ®

—

() Don't Exit

174
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For results you have thre options:
¢ Send email with results — move email node to play field
e Send results with webhook to teams/slack/mattermost

e Both email and webhook

@ Device Search Select Devices : "] Run Code run cli command

device ® ® device output @

b error ®
Device Selection f :

sh version

Code Editor

@ Email send to email ' Chat App (Webhook) send to teams

® content ® content
To: Webhook URL
’ someone@yourcompany o ‘ url for hook
Cc Chat Application
‘ _ Microsoft Teams v
Limit content to Limit content to
Errors Only v Errors Only v
| want to see © lwanttosee
Counts and Summary Data v Counts and Summary Data v

For both email and webhook, select the content pulldown to select options to report on.
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Next, connect the nodes.

Chat App (Webhook) send to teams

® content
Webhook URL
Run Code run cli command ‘ i) Farr el
@ Device Search Select Devices .
® device output ® Chat Application
ice ®
device error ® Microsoft Teams v

Errors Onl v
Code Editor y

| want to see

Counts and Summary Data v

@ Email send to email

® content

To:

‘ someone@yourcompany

Cc:

Limit content to

Errors Only v
| want to see
Counts and Summary Data v

To remove a node, or a connection, select the desired item, and on your keyboard, click on “backspace”
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6.23.1.2 Compliance
With compliance issues, you can select a playbook job to run remediation.

In compliance, select a ruleset, at the bottom, there is a button for “Remediation job or playbook”

e Dashboards  Inventory  Changes  Jobs  Terminal Proxy  Search | Compliance |Monitors  Incidents Map  MIBs  Playbook
—| Compliance Policy
__=1: Category: <All> ~ o Create " Rename [ Copy 3 Delete Category | Description:
% Rule Set Adapter Config Category
< 105 Session Idle Timeout Cisco 10S /running-config
3 105 Disabled Unneeded Services Cisco 105 /munning-config
E.' 10S SSH-only Restricted Access Cisco 10S /munning-config
105 Telnet Restricted Access Cisco 105 /running-config
105 Secure Enable Passwords Cisco 105 /munning-config
105 Interface Auto-Duplex/Speed Cisco 105 /munning-config
IP Logging Cisco 10S /running-config P —
€3560 Template Cisco 105 /munning-config
SNMP Server Community String Cisco 10S /running-config joh i Y
snmp-server-rule Cisco 105 /munning-config Name Memo
Server Host Cisco 108 Jrunning-config Job - Show Version show version for devices
1P Permit Cisco 105 Jrunning-config
IP Permit 2 Cisco 10S /running-confia

Violation Message: | ntp test

Match Expression Action
ntp server ~ip- Violation if not matched
oK | Cancel
Variable Type Restriction
ip regex A(10.0.0.254)%
[ ignore Case IRemediation job or playbook:  ntp fix - @
Compliance example:
{/J| Run Code run correction code
® device output ®
Compliance device |
Violation w/compliance err . error @ P,
violation config t
ntp server 10.0.0.254
exit
WL mem
exit

s

@ Email send email
I —® content

To:

someone@yourcompany
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7: System backup/restore

A system backup is a backup of the entire NetLD. You can backup/restore various settings. Perform a system

backup from [Settings] — [System Backup].

7.1 Perform system backup automatically

The setting to automatically perform system backups is disabled by default. If you want to enable it or change the

time for automatic system backup, change the contents in the red frame below.

Data Retention
Systemn Backup
Mail Server
SHMP Traps
Users
Roles
External Authentication
Custom Device Fields
Memo Templates
Launchers
Smart Bridges
Metwoarks
Metwoark Servers
Syslog
Zera-Touch

| | Software Update
Web Proxy
Change Approvals
Cisco AP
SNMPY3 User

Server Settings

|:| Enable daily system backup

4

Number of backups to keep: 1

Perform System Backup Now

Last successful system backup performed: 2024/05/14 18:1& (Download)

Restore System Backup

4

Items

Explanation

Enable daily system
backups

Enable daily system backups. If this setting is enabled, a system backup
will be performed at the specified time. (Initial value: Disabled)

Run daily system backups

at

Specify the execution time for daily system backups. (Initial value: 7:00)
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7.2 Perform a manual system backup

If you want to perform a system backup for changing settings, etc., click [Perform System Backup].

Server Settings

Data Retention Enable daily system backup

ST I Perform the system backup daily at this time: 16 ﬂ 0|0 ﬂ

Mail Server

SNMP Traps Number of backups to keep: 1  »

Users

Roles

External Authentication Perform System Backup Now

Custom Device Fields Last sucaessful system hackin nerformed- 2024/01/08 16021 (Download)

Memeo Templates
Launchers
Networks
Network Servers
Sysleg

Software Update

Web Proxy Restore System Backup

Change Approvals

Cisco API

Device Label

SNMPv3 User

Agent-D -

The button is grayed out while a backup is in progress. Once the grayed out is removed and the latest system

backup date and time is updated, the process is complete.

Server Settings

Data Retention Enable daily system backup

System Backup Perform the system backup daily at this time: | 16 ﬁ o ﬁ

Mail Server

SNIMP Traps Number of backups to keep: 1w

Users

Roles

External Authentication Perform System Backup Now

Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Download)

Memo Templates
Launchers
Networks
Network Servers
Syslog

Software Update

Web Proxy Restore System Backup

Change Approvals

Cisco API

Device Label

SNMPv3 User

Agent-D v
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7.3 Change the number of system backups retained

Select the number of generations to keep system backups from the list. From the revision 20240131.0729, the

number of system backup to keep has been changed to 1 in case of local storage setting. In the case of external

storage setting, you can set, "1,7.14,30 generations" of system backups are retained as files, and old data that

exceeds the number of generations is deleted.

Although it depends on the operating environment, it accumulates as the operation period becomes longer. As the

data grows and the system backup itself up, sizes tend to increase. Therefore, if you keep a large number of system

backups, system backups can take up disk space. Disk usage can be reduced by reducing the number of system

backup generations to be retained.

Data Retention
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Meme Templates
Launchers

Networks

Network Servers
Syslog

Software Update
‘Web Proxy

Change Approvals
Cisco APl

Device Label
SNMPv3 User
Agent-D

Server Settings

Enable daily system backup

Perform the system backup daily at this time: 16 ﬁ HIRY ﬁ

Number of backups to keep] 1

7
14
30 System Backup Now

Last successful system backup performed: 2024/01/08 16:02 (Download)

Restore System Backup
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7.4 Save to external storage

By default, system backup files are stored inside the virtual appliance, but you can configure external storage to

automatically store them outside the virtual appliance. Supported protocols are NFS/SMB.

To set up external storage, do the following:

1.

2.

3.

Press the 5 key on your keyboard and select Admin Tools.

LogicVein - Core Server

https:r-192.168.40.122

Networking:

I

Hostname: netld Interface:
NTP Server: pool.ntp.org 35H Server:
. Local

IPub Addr: fd14:5839:664d:40:20c:Z9ff : febb:bafI

fiddress: 192.168.40.122
Gateway: 19Z.168.40.254

Time: Z0Z1-03-23 07:54 UTC

MAC Addr: 00:0C:29:B6:Bh:F3

Revision : 20210316.0604

0s

Version: 2019.24.0-202103160604

oA Build : 1615874999

Settings menu:

=[21

Static IP Address
DHCP

55H Server

Import Data
Admin Tools
Reboot

Power Off

Run Config Diff Cleanup
Vacuum Database
Reset Admin Password

1 £55.255.255.0
¢ 192.168.0.3 192.168.0.3

ethd
Rurming

Configure a remote filesystem for backups

Reset Admin Dashboard API Token

Configure Built-in Agent-D

Select the server type.

Configure an NFS5-/5MB backup share folder:

[1]1 Configure an NFS server

[2]1 Configure an SMB server
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4.  Enter the required information and press Enter.

Configure an NFS-/SMB backup share folder:

[1] Configure an NF3 server
[Z2] Configure an SMB server

Remote NFS path: _

Item Explanation
Remote NFS/SMB path Network path/IP address

Username Username set on the server
*For SMB only

Password Password set on the server
*For SMB only

5. Select:
Configure an NFS5-SMB backup share folder:
[1] Configure an NFS server
[Z] Configure an SMB server
Remote NFS path: 10.0.111.1:-/datastore
alidating configuration...
[faving configurations. ..
onfigurations verified successfully. Do you want to?
[1] Copy existing backups to the NF5-SMB and delete
[2]1 Delete existing backups
Item Explanation
[1] Copy existing backups to the NFS/SMB and delete Copy existing backups to
NFS/SMB and then delete
them
[2] Delete existing backups Delete existing backups

The console screen settings are now complete. After NetLD restarts automatically, you can check the settings on

the console screen.

182 Copyright (C) 2024 LogicVein, Inc.



LogicVein - Core Seruver
https:--192.168.40.122
Networking:

IP Address: 192.168.40.122 Metmask: 255.255.255.0
Gateway: 192.168.40.254 DNS: 192.168.0.3 192.168.0.3
Hostname: netld Interface: eth®
NTP Server: pool.ntp.org SSHSErUEr - Ruming
Tine: 2021-03-24 02:46 UTC Backup: 10.0.111.1:-/datastore
IPub Addr: fd14:5839:664d:40:20c : 29ffLfabieball
MAC Addr: 00:0C:29:B6:BA:FI

Revision @ Z20210316.0604
05 Version: 2019.24.0-202103160604
OVA Build : 1615874999

Settings menu:

Static IP Address
=[21 DHCP
[31 353H Server
[4]1 Import Data
[51 Admin Tools
[6]1 Reboot
[?]1 Power Off
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7.5 Restore system backup

To restore, select the backup source and restore destination. Same version (revision)Must be. For information

on how to check the version.

1. Login asa user with administrator privileges.

2.  Click Settings.

i Smart Change ii Reports

E

3. From System Backup, click Restore System Backup.

Server Settings
Enable daily system backup
I iz Erda g I Perform the system backup daily at this time: 16 ﬁ :|0 ﬁ

Mail Server
SNMP Traps Number of backups to keep: 1w
Users
Roles
External Authentication Perform System Backup Now
Custom Device Fields Last successful system backup performed: 2024/01/08 16:02 (Downlgad)

Memo Templates
Launchers
Networks
Network Servers
Syslog

Software Update

Web Proxy I Restore System Backup I

Change Approvals

Cisco API

Device Label

SNMPv3 User

Agent-D -
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4.

5.

Select the file you want to restore and click Open.

@ Open

&« > v A > Downloads > backup
Organize ~ New folder
Name
# Home
~ Today
E]Gallery

- backup_2024-01-08
> @ OneDrive - Persc

@l Deskiop »

L Downloads #

Date modified

1/9/2024 10:36 AM

Type

Compressed (zipp...

File name:

X
v G Search backup P
=- 0 @
Size
382,152 KB
V‘ Compressed (zipped) Folder v

Click [Yes] on the warning screen.

Data Retention

System Backup

Server Settings

Enable daily system backup

Perform the system backup daily at this time: 16

Cancel

Mail Server

SNMP Traps Number of backups to keep: 1 w

Users

Roles

External Authentication Restore Backup Warning

Custom Device Fields
Memo Templates
Launchers

Networks

Network Servers
Syslog

Software Update
Web Proxy

Change Approvals
Cisco API

Device Label
SNMPv3 User
Agent-D -

A

You are trying to perform a destructive action!
Server will restart after you upload a backup file for restoring.

Are you sure you want to proceed?

File Name: backup_2024-01-08.zip

Restore System Backup
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6.  The file will be uploaded, and the restoration will begin.

Data Retention

System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication
Custom Device Fields
Memo Templates
Launchers

Networks

Uploading file...

Network Servers
Syslog

Software Update
Web Proxy
Change Approvals
Cisco API

Device Label
SNMPv3 User

Agent-D -

Server Settings

Number of backups to keep: 1

Enable daily system backup

Perform the system backup daily at this time: 16 [=] 8

~

Perform System Backup Now

Last successful system backup performed: 2024/01/08 16:02

Uploading File

Restore System Backup

Download)

That's all for the operation. After uploading, the service will automatically restart and return to the login screen.
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8: Reboot/Shutdown

Reboot and shutdown operations are performed using the keyboard on the virtual machine console.

LogicVein -

Networking :

IP Address:
Gateway:
Hostname :
NTP Server:
Time:

IPub Addr:
HAC Addr:

Revision
05 Version:
ovA Build :

Core Server

https:,/192.168.40.122

192.168.40.122

netld
pool.ntp.org
2021-03-23 07:54 UTC

Netmask:
192.168.40.254 DNS:
Interface:
35H Server:
Backup:

255.255.255.0

192.168.0.3 192.168.0.3

etho
Rumning
Local

fd14:5839:664d:40:20c : 291 f : febb :baf9I

00:0C:29:86:BA:F9

1 20210316 .0604

2019.24.0-202103160604
1615874999

Settings menu:

Static IP Address

=[21 DHCP

[31 33H Server
[4] Import Data
[5]1 Admin Tools

[6]1 Reboot

[?]1 Power Off

To restart, press the "6" key on your keyboard, choose [Reboot].

To shut down, press the "7" key on your keyboard, choose [Power Off].

After selecting the menu, a confirmation message will be displayed, so press the "Y" key on your keyboard to

execute.

[Reboot])

Settings menu:

Static IP Address

DHCF

55H Server
Import Data
fidnin Tools
Reboot
Power Off

fire you sure you want to REBOOT 7 (y-N) [default: NI

[Power Off]

Settings menu:

Static IP Address

=[21 DHCP
[31 35H Seruer

[4] Import Data

[5]1 Admin Tools

[61 Reboot

[71 Power Off
fire you sure you want to POWER OFF 7 (y-N) [default:
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9: Uninstall

9.1 uninstall

7.
1.

Shut down NetLD.

Deletion screen in VMware ESXi (example)

&1 sc-10.0.0.184-test-LD b & F ©
Summary Monitor Configure Permissions Datastores
Guest OS: Other (64-bit)
Compatibility: ESXi 6.0 and later (VM version 1

VMware Tools: Not running, version:214748364

Powered Off

More info
DNS Name: netld
IP Addresses:
Host: simplivity-Ol.intra.lvi.cojp

Launch Remote Console @

VM Hardware

Related Objects

Cluster B cluster-o1

Host ﬁ‘) simplivity-Ol.intra.l

Networks _J Labo Network

Storage 8 eng-support
Tags

Assigned Tag Category

Status

Detalls

Deletion screen in Windows Hyper-V (example)

188

After the shutdown is complete, delete the NetLD virtual machine from the virtual host OS.

ACTIONS v

ﬁfl Actions - 5¢-10.0.0.184-test-LD
Power
Guest OS
Snapshots
[ Open Remote Console
(& Migrate...
Clone
Fault Tolerance
VM Policies
Template
Compatibility
Export System Logs...
(3 Edit Settings...
Move to folder...
Rename...
Edit Notes...
Tags & Custom Attributes
Add Permission...

Alarms

Remove from Inventor

Delete from Disk
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53 Hyper-V Manager
File Action View Help
®o| 25
% Hyper-V Manager

Erigg-HosT? \ Virtual Machines
Name State CPU Usage Assigned Memory ~ Uptime
B wlaccT Off Crtical

Import Virtual Machin...

o
B

U Hyper-V Settings...
EH
i
e
oz}

- Off Critical

Virtual Switch Manage...

Virtual SAN Manager...
2 Edit Disk...
= Inspect Disk...
Checkpoints a | &2
S o
The selected virtual machine has no checkpoints. % Remove Server
e
View »
H Hep
\_ ‘PS ki

Help

SIC-FS

Created: 1/1/0001 12:00:00 AM Clustered:
Configuration Version:

Generation: 2

Notes: None

Summary Memory Networking Replication

<

This completes the uninstallation of NetLD.
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10: Inquiry

If you have any problems or questions while using NetLD, please contact our support below.

Before contacting us, please check the following requirements.

[Required items]

1. Product name

2. Product revision information

3. Product serial number (NetLD license information)

4.  Specific symptoms and questions (If you send us a screenshot, we can share information more smoothly

and may be helpful in resolving the issue.)
Contact information

LogicVein Support Desk

Email: support@logicvein.com
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11:  Ending material

11.1 Smart Bridges (Optional)

ThirdEye supports two modes for the connection of Smart Bridges to the core server: Bridge-to-

Server and Server-to-Bridge. All connections are via HTTPS, so wire traffic is encrypted end-to-end.

Bridge-to-Server
This is the new default connection mode. In this mode, the SmartBridge will initiate contact with the core server;

the core server will never initiate connections to the SmartBridge. The SmartBridge is commonly running in a
remote network, sometimes over public infrastructure, and often behind a firewall. Corporate security groups are
hesitant to open holes in the corporate firewall for in-bound connections, and rightfully so.

The Bridge-to-Server connection mode removes the necessity for the creation of a hole in the firewall in the
SmartBridge network, as long as the firewall allows egress (out-bound) HTTPS traffic. There is no involvement by
firewall administrators required.

The following diagram shows various scenarios in which firewalls are present in one network, in both networks,

or not present.

I HTTPS egress  HTTPS ingress I

SmartBridge MNetLD Core

HTTPS ingress I

SmartBridge

I HTTPS egress

MetLD Core

SmartBridge NetLD Core
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Server-to-Bridge
This connection mode is primarily useful for internal networks (LAN/WAN) in which there are no intervening

firewalls between the core server and the SmartBridge. In this mode, the core server will initiate contact with the
SmartBridge; the SmartBridge will never initiate connections to the core server.

If the there is a firewall between the SmartBridge and the core server, then a hole must be punched in the firewall
to allow ingress (in-bound) HTTPS connection initiation from the core server.

The following diagram shows various scenarios in which firewalls are present in one network, in both networks,

or not present.

IHTI'PS ingress  HTTPS egress I

HTTPS egress I

SmartBridge NetLD Core

SmartBridge

IH‘I‘I’F‘S ingress

SmartBridge NetLD Core

SmartBridge NetLD Core

Connection Token
LogicVein introduces the concept of a connection token. A unique token is generated for a SmartBridge at the

time that the SmartBridge is first configured on the core server.

If a SmartBridge is configured to use Bridge-to-Server mode, then the core server will not accept an in-bound
connection from a SmartBridge unless it first presents its unique token. This prevents random or malicious
connections to the core server.

If SmartBridge is configured to use Server-to-Bridge mode, users can choose not to use Tokens. However, not

using Tokens is not desirable for security reasons and we strongly recommend using it.

192 Copyright (C) 2024 LogicVein, Inc.



11.1.1 SmartBridge Installation

The installation of SmartBridge is almost identical to the installation of the Core Server, the only difference

being the files used for the installation.

Example :

Core server file name: lvi-core-2024.03.0-202406180814-appliance.ova
Smart bridge file name: lvi-bridge-2024.03.0-202406180814-appliance.ova

For installation instructions, see Error! Reference source not found. Error! Reference source not found..
After installation, you can also configure the network by referring to Error! Reference source not found.

Error! Reference source not found..

11.1.2 Add SmartBridge to core server

Register SmartBridge on the core server. After registering SmartBridge, a token will be automatically generated.

1. Login to the core server as an Administrator role use and click [Settings].

admin Logouty Settings | Help

== Device = Inventory @ Tools ﬁi Reports

n Serial# 4 End Of Sale End Of Life Traits =
210235A15DC10B... [icmp ] ncm Lsnmi
422cadb1-b343-E... D ED

131 422CE9BDO28FE2T... [ http I https L icm|
AACID4ABEI4CH [ http I ncm I'snmj
B0XPIHESIGT [htips T icmp I ner
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2. Select the Smart Bridges category on the left-hand side of the settings dialog and click [+] button to add a

new Smart Bridge

Server Settings

Data Retention Name Connection Bridge Host (Port)
System Backup

Mail Server

SNMP Traps

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Smart Bridges

Metwaorks
Network Servers
Syslog

Software Update
Web Proxy
Device Label
SMMPv3 User
Agent-D

Token: E

3. Enter the name for the bridge

Bridge Host

Mame;

| SmartBridge

Conrection: ~ Bridge— Server L

4.  Select Connection. When you select “Server to Bridge”, you have to enter IP address and port of bridge.

Bridge Host
Mame: | SmartBridge
Bridge Host =
Conrection: ~ Server—Bridge v
MName: SmartBridge Host or IP: | 192.168.0.1
Conrection: |~ Bridge— Server A Port: 443 %{
oK Cancel OK | Cancel
5. Click OK

6. Copy token.

The new Smart Bridge will appear in the table, and below the table you will find the Connection Token.
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Server Settings

Data Retention Name Connection Bridge Host (Port)
System Backup &) | SmartBridge Bridge—Server

Mail Server

SNMP Traps

Users

Roles

External Authentication

Memao Terr

Launchers
Smart Bridges
Networks

Network Servers

I Token: | 58b945dccd004f75882292d500020a021 B I ﬂJﬂ
oK Cancel

7. Click OK

Now that SmartBridge is registered with the core server, you need to provide the core server information and

token to SmartBridge.

11.1.3 SmartBridge Settings

Set the core server information and token in SmartBridge. SmartBridge does not have a web console, so you will

need to use the OVA console.

8.  Press "4" on the keyboard to select [SmartBridge Direction].
LogicVein - SmartBridge

Networking:
IP address: 192.168.30.20 Netmask: 255.255.255.0
Gateway: 192.168.30.254 DNS: 192.168.0.3 192.168.0.3

Hostname: netld-SB Interface: ethO®

NTP Server: 10.0.0.254 55H Server: Not Rumming
Time: 2019-08-08 05:37 UTC Backup: Local
IPub Addr: fd14:5839:664d4:30:215:5dfF : fed9:205
MAC Addr: 00:15:5D:99:02:05

Revision : 20190802.1813
05 Version: 2019.05.0-201908021813
OVA Build : 1564740844

Settings menu:

Static IP Address
[2]1 DHCP
[31 35H Server
[4] SmartBridge Direction
[5]1 Reboot
[6]1 Power Off
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9.  Enter the values for the following items using the keyboard and press the "Enter" key to proceed.

SmartBridge Direction:

Configure the direction of the SmartBridge commection initiation. Choose from
the following options:

(B) Bridge initiated [bridge->server]. Requires authentication token.
(3) Server initiated [server->bridgel. Regquires authentication token.
(A) Server initiated [server->bridgel. First comnection assigns token.

[Bridge initiated or server initiated (B-5-A) [default: B1: B

[Remote LogicUein Server hostname or IP address: 192.168.30.19

[Remote LogicVein Server port [default: 4431: 443

[SmartBridge authentication token (32 characters): 93af38583e0f6bfel08f9698e833cf_

project explanation Input example

Connection initiation. | Connection direction B

B: Connect from Bridge to Server (with token) S

S: Connect from Server to Bridge (with token) A
A: Connect from Server to Bridge (without token)
Hostname or IP Core server (ThirdEye) IP address 192.168.30.19
address
Port Core server (ThirdEye) HTTPS port 443
Token Token generated during SmartBridge registration

After the settings are made, the service will be automatically restarted, and you will be returned to the initial

screen.

11.1.4 Managing Devices via SmartBridge
When you want to manage devices with SmartBridge, you will use the Network feature, any devices added to

that network will be monitored/managed via SmartBridge.

1.  Click [Settings].

admin Logoul] Settings | Help

% Device & Inventory @ Tools W reports

n Serial# 4  End Of Sale End Of Life Traits =
210235A15DC10B.. ED D €
422¢zdb1-0343-8. [ hitps Licmp I ncf
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2. Select the Networks category on the settings dialog and click [+] button to add a new network.

Server Settings

Data Retention Name Bridge
System Backup & | Default {Wone)
Mail Server

SNMP Traps

Users

Roles

External Authentication

Custom Device Fields

Memo Templates

Launchers

Metworks

Syslog

Software Update
‘Web Proxy
Device Label

SHMPv3 User

Agent-D

=}

3. Enter a name for your network and select Smart Bridge in the Bridge Host.

Managed Network

Mame: | SmartBridge Network

Bridge Host: SmartBridge v

[T use a jumphost for this network.

P Address:

Username:

Password:

|
|
|

Adapten Cisco I(

Wax Connections: |0

[T Use return address for FTR/TFTR

()
NEE-RIE
¢

MAT Address: |

0K Cancel

4. Click OK

The network has now been added, click OK to save the settings.
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Data Retention
System Backup
Mail Server
SNMP Traps
Users

Roles

Server Settings

Mame
& Default
g SmartBridge Network

External Authentication

Custom Device

Fields

Memo Templates

Launchers
Smart Bridges
Networks

Network Servers

Syslog

Software Update

‘Web Proxy
Device Label
SNMPv3 User
Agent-D

Bridge
(None)

SmartBridge

]2 %
ok | concel

Once the settings are saved, the network will be added to the top left. Select the added network from the pull-

down menu to display a blank table. The devices registered here will be monitored/managed via the selected

SmartBridge.

15 Version
a0
1.0

44-386831

Metwork: | Default

* ladmin Logout Set

<All>

Serialé «  SmartBridge Network

=] Inventory @& Tools

ife Traits

210235A15DC106...
422cadbl-p343-5..
422CESBDY28FE27...
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